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<b><3> 

Fm l (W3) 
Sent: 14 3:53 PM 
10- (b)(3) 
Cc: .Wo e; Joseph W. (b)(3) 

Subject: RE:_($#N'FTSuccessful Attack Against Public FOIA Website 
“g"*"*‘"= <b><3> 

Classification: £8‘-GR-ET’ 

(b)(1) 
(b)(3) 

Thanks 

From: (b)(3) 
Sent: Mon a June 2014 12:45 PM 
To: (b)(3) 

(b)(3) Cc: Douglas E. Wolfe; Joseph W. 
Subject: RE: uccess u ac gains ublic FOIA Website 

Classification: $2'Kfi 
(b)(1) 
(b)(3) 

(b)(3) 

The site was restored to a snapshot from May 8,2014. N0 data has been added to the site since that date, so no further 
updates are needed. However, we did discover this morning that the eFOlA Reque ‘ 

nality is not working, 
and will not be restored until next week as our developer is on vacation this week. I agreed to put a (b)(3) 
notice on the website in the meantime, and to disable the functionality of the form so requests cannot be made. We 
also notified OPA that the site is back up, but that requests cannot be made electronically. 

TIii.1'nE_v, 

<b><3> 
Deputy Director 
CIO/IMS 

(W3)
1 
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Frown 
Sent: M nd ne 23, 2014 12:35 PM 
To: 
Cc‘ Do glas E W . u . , . , 

Subject: RE: _(5#H'l')' Successful Attack Against Public FOIA Website 

Classification: _3£‘.G-R-Er’ 

How far back did you need to go (Let, how current is the information)? ‘Vi/hat if anything will be done to update the data 
on the site? 

F~m= 
Sent' Monday, June Z3 2014 10"54 AM 
To: isouglas E. Wolfe;

l 

Subject: FW: uccess u ac galnst u IC ebsite 

Classification:_SF-GEE!’
’ 

Chiefs — fyi. 

Frorm 
Sent: Monday, June 23, 2014 9:49 AM mi 
Cc: Joseph W. 
Subject: F\N: ($#NF)JSuccess u Attac Against Public FOIA Website

Z 
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(b)(3) 

(b)(3) 

£2585 

(b)(1) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(1) 
(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3)
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Classification: £38-R-ET’ 

(U//Al-UOTThc site is back up, Please pass on to CIO and D/CIOs. Thanks. 

F~m= 

Subject: RE: Q/1*NF) Successful Attack Against Public FOIA Website 

Classification: 5-E€R‘E‘r 

Hil:| (b)(3) 

The FOIA ERR website is back up‘ As we are without programming help this week due to our developer's vacation, an 
after action report will not be available until next week at the earliest. 

Thanks, 

cio/nvis/R|viTGl| 
Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

F'<=m= 
Sent: Friday, June 20 ' 

To: Douglas E. Wolfe; 
Cc: Jose h W. ' lT0dd D- 

Subject: Success ul Attack Against Public FOIA Website 
Importance: High 

Classification: 522-R-5'1"

3 
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(b)(1) 
(b)(3) 

(b)(3) 
23, 2014 7:04 AM 

(W3 
C¢= 

l (b)(3) 

(b)(1) 
(b)(3) 

(b)(3 

(b)(3 
(b)(3) 

(b)(3 

(b)(3) 
(b)(3 

b)(1) 
b)(3)
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_{§#N'F) The ClA’s public FOIA website has been successfully hacked, and the (b)(3) 
damage to the database is unknown. l received the note below deputy branch chief (b)(3) 
who brought this to my attention. 

(.S#H'F)'Starting June 6, 2014, the FOIA Electronic Reading Room team was notified of several denial of 
service attacks on the public-facing reading room website. These incidents did not result in the website being 
unavailable, and each one was reported to both\:|and IMS management. As a result of the attacks, a (b)(3) 
decision was made to apply several security patches to the website to ensure that we would not be vulnerable to 
future attacks. Unfoitunately, a new attack was launched,l 

i 
(b)(1) 

Lb hi 

' 

n June We (b)(3) 
elieve at that time that the site was hit wit Currently, the FOIA ERR website is 

completely unavailable. 

(§#NFYSo far, we have attempted to restore the server to two different snapshots from June, with complete 
restarts of the server each time. Neither attempt was successful. Our next steps are to move farther back in 
time to May to see if we can restore to that point in time. We have been elevated to\:iuppon with our (b)(3) 
server hosting company. At this time, we do not have an ETA on when the site will be restored. 

.(SJ€N'F)'OPA andi:|have been notified regarding this outage. (b)(3) 

CIO/IMS/IRRG. The website is manage separate y from the CIA.gov website, which is managed by 
OPA. The FOIA ERR website 

_($¢#1‘FYBaekground: the FOIA Electronic Reading Room on behalf of (b)(3) 

(b)(3) 

(ULLAJ-HOT We are continuing to work the problem. LE 
' ' 

e updates as more infonnation (b)(3 
becomes available. If you have questions, you can reac ier at (b)(3 

<b><3 
Chief Information Review and Release Group 
iksecure) (b)(3 

'1 
ruin 

> 

~‘ 
-'\ ?"\“:t‘*—_ 

it at
' 

IRRG: Mission Critical Information Review 

Classification: .SS€R‘E'F 

Classification: -SE-6'R‘E.'I" 

Classification: §§BE-?'
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Classification: £E€RET’ 

Classification: .9-2e::E‘1~’ 

Classification: SECRET? 

Classification: ssca-lrr’
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