
Approved for Release: 2017/O3/O8 CO6228934 

(b)(3) 

"~'"= (W3) 

(b)(3) 

Signed By: (b)(3) 

Sent: 
' Monda ,June 23,2014 7:21 AM 

To: 
Subject: RE: Successful Attack Against Public FOIA Website 

Classification: §§QR-B1’ 

Thanks for the good news update Jennifer! 

(b)(1) 
(b)(3) 

(b)(3) 
Sent: on a une ,2014 7:04 AM 
mf (b)(3) 
C¢= 

l (b)(3) 
Subject: Attack Against Public FOIA Website 

Classification: 9251f 
( )( 
(b)(3 
b 1 )

) 

Hl\:| (b)(3) 

The FOIA ERR website is back up. As we are without programming help this week due to our developer's vacation, an 
after action report will not be available until next week at the earliest. 

Thanks 

c|o/|Ms/RMT<s|| 
Deputy Branch Chief 
Project Manager, CADRE, STAIRS 

Fwrm 
“ 

<b><3> 
Sent: Fri ay, June 20 2014 11:43 AM 
To: Douglas E. Wolfe 
Cc: Joseph W. Lambert; 
Ebitz; 

Todd D.
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Subject;.(-S#N‘FYSuccessfu| Attack Against Public FOIA Website 
Importance: High 

Classification: fiEGRE'l" 

(b)(1) 
( )( ) b3 

The CIA’s public FOIA webs' ~ fully hacked, and the (W3) 
damage to the database is unknown. I received the note below fro the deputy branch chief (b)(3) 
who brought this to my attention.

_ 

J§UN'F‘)'Stai1ing June 6, 2014, the FOIA Electronic Reading Room team was notified ofseveral denial of 
' i ' ‘ ' " ' ' ' 

‘ 
' h bsite being service attacks on the public-facing reading room website. lhese incidents did not result in t e we 

nt As a result of the attacks, a (b)(3) unavailable, and each one was rcponcd to bothgand IMS manageme . 

decision was made to apply several security patc ies to the website to ensure that we would not be vulnerable to 
future attacks. Unfoitunately, a new attack was launched, (b)(1) 

lthis (b)(3) 
believe at that time that the site was hit with Currently, the FOIA ERR website is 
completely unavailable. 

fa we have attempted to restore the server to two different snapshots from June, with complete j§UN'P)’3'0 1', 

l 
' 

. Neither attempt was successful. Our next steps are to move farther back in restarts of the server eac i time 
time to May to see ifwe can restore to that point in time. We have been elevated to\:bupport with our 

' ' ' " '11 b ' stored. server hosting company. At this time, we do not have an ETA on when the site W1 e ie 

4S#N'F)’ OPA and\:}1ave been notified regarding this outage. 

j§LQ¢F§ Background: cio/iMs/Rrwioliuiis the FOIA Electronic Reading Room on behalfof 
CIO/IMS/IRRG. The website is managed separately from the CIA. gov website, which is managed by 

(b)(3) 

(b)(3) 

(b)(3) 

PA. The FOIA ERR website 

‘ 

(ULMJZEGT We are continuing to work the problem. \|will rovide updates as more infonnation 
becomes available. If you have questions, you can reach her at

l 

Chief lnfonnation Review and Release Group 
lksecure) /__\_ '3 

i_ J. ‘I,l\L\\Iv 

IRRG: Mission Critical Information Review
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