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TUP SEGRET

GEOINT (SATELLITE)
TECHNIQUE

GEOINT (SATELLITE)
TECHNIQUE

IMAGERY
GEOINT GEOINT (SATELLITE)
TECHNIQUE TECHNIQUE
RANGE RANGE
4-10 w| 4-8
Not affected by
Satellite Warning
GEOINT (SATELLITE) GEOINT (SATELLITE)
TECHNIQUE TECHNIQUE

Private companies collect
medium and high resolution
black and white imagery

P RANGE
E 1-7

Not affected by
Competition or
Satellite Warning

RANGE
w|5-10

Not affected by

Bad Weather

Not affected by
Bad Weather

HANDHELD
IMAGERY

GEOINT
TECHNIQUE

Human collectors and
sources can take pictures
of places or activities
of interest

P RANGE
E 3-7

Not affected by
Bad Weather
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Not affected by
Competition or

Satellite Warning
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GEOINT (SATELLITE) GEOINT (SATELLITE) GEOINT (SATELLITE) GEOINT (SATELLITE)
TECHNIQUE TECHNIQUE TECHNIQUE TECHNIQUE
RANGE RANGE RANGE
_P_FRANGE W|5-10 Elw|3-10 E1W| 3-10
E|W 3-10 Not affected by Not affected by
Denial and Deception Bad Weather
GEOINT (SATELLITE)
TECHNIQUE GEOINT (SATELLITE) HUMINT
GEOINT (SATELLITE) TECHNIQUE TECHNIQUE
TECHNIQUE
P RANGE
1-7
E H RANGE RANGE P RANGE
Not affected by _ 5-10 -
Competition or W 5-10 E W E|W 5-9
Satellite Warning Not affected by Not affected by
Satellite Warning Bad Weather
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HUMINT HUMINT HUMINT
TECHNIQUE TECHNIQUE TECHNIQUE
P i RANGE P RANGE P | RANGE
TE W] 7-10 E 5-8 E|W|7-10
Not affected by
Persona Non-Grata
DOCUMENT
AND MEDIA
EXPLOITATION
HUMINT HUMINT HUMINT
TECHNIQUE TECHNIQUE TECHNIQUE
Captured documents and
electronic media can
provide many
intelligence insights
P ‘ RANGE RANGE
4-8 RANGE wl!| 5-9
w!| 5-9

Not affected by
Persona Non-Grata

Not affected by
Persona Non-Grata
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DEFENSE
ATTACHE
OFFICES

HUMINT
TECHNIQUE

US military representatives
overseas overtly
collect information
of intelligence interest

FOREIGN
MATERIAL
EXPLOITATION

HUMINT
TECHNIQUE

The acquisition of foreign
equipment or technology
for intelligence purposes

RANGE
w| 3-7
Not affected by

Persona Non-Grata or
Misinformed Source
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HUMINT
TECHNIQUE

The debriefing of US DOD
personnel who interact
with foreign entities
or activities of interest

P RANGE
2-6

Not affected by
Persona Non-Grata

NON-TITLE 50
AGENCIES

HUMINT
TECHNIQUE

US agencies that are not
funded by the intelligence
budget can provide useful

foreign information

P RANGE
E 1-6

Not affected by
Persona Non-Grata

Approved for Releas

HOMELAND
SECURITY FUSION
CENTERS

HUMINT
TECHNIQUE

FBI and DHS work closely
with state and local
authorities across the US

P RANGE
w!| 2-6

Not affected by
Persona Non-Grata

STATE
DEPARTMENT

HUMINT
TECHNIQUE

US diplomats overseas
encounter information
of interest in the course
of their normal duties

P RANGE
E 1-6

e: 2017/11/01 C06711362
"a Lo o FOREL A

LEADERSHIP
DEBRIEFING

HUMINT
TECHNIQUE

P RANGE
EI W! 2-8

LEGAL _
ATTACHE
OFFICES

HUMINT
TECHNIQUE

FBI representatives
overseas interact with
foreign police and

Not affected by
No Exploitation
Resources or
Persona Non-Grata

HUMINT
TECHNIQUE
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investigative services
P RANGE
3-7
HUMINT
TECHNIQUE
RANGE
w| 6-9
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TACTICAL
MILITARY
HUMINT

HUMINT
TECHNIQUE

Deployed US combat
forces can provide
excellent access to

"ground"” intelligence

| M | RANGE

3-6

Not affected by
Persona Non-Grata

D

Approved for Release: 2017/11/01 C06711362

BIOMETRICS

MASINT
TECHNIQUE

The collection of
characteristics in order to
identify a specific person

or group of people

1Ur OLUITE—

MASINT
TECHNIQUE

MASINT
TECHNIQUE

RANGE

wl!| 5-10

Can only target
missile problems

MASINT
TECHNIQUE

MASINT
TECHNIQUE

RANGE

w!5-10

Can only target
missile problems

P | M | RANGE M | RANGE
w| 6-10 w!|7-10
MASINT

TECHNIQUE MASINT
TECHNIQUE
M | RANGE ANGE
5-10
LL W 5-10

Can only target
problems in Eurasia,
Middle East, or Asia

RANGE
w| 4-8

Can only target
nuclear problems

- TOP-SEGRET
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Can only target
nuclear or chemical
problems
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MASINT
TECHNIQUE
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ANALYTIC
OUTREACH

OSINT
TECHNIQUE

Analysts can tap into the
insights of US academics
and other private experts

RANGE
w|5-10

Can only target
missile problems

P RANGE
E 1-7

Not affected by Media

Blackout, Competition,

Linguists Reassigned,
or No Exploitation

Resources

OSINT
TECHNIQUE
P RANGE
E 4-8

Not affected by
Linguists Reassigned

or Media Blackout

OSINT
TECHNIQUE
P RANGE
E 1-7

Not affected by Media

Blackout, Competition,

Linguists Reassigned,
or No Exploitation

Resources

COMMERCIAL
DATABASES

OSINT
TECHNIQUE

IC agencies subscribe to

databases with public data

on foreign companies
and transactions

P RANGE
E 1-7

Not affected by
Linguists Reassigned
or Media Blackout

CONTRACT
OPEN SOURCE
EXPLOITATION

OSINT
TECHNIQUE

Contractors can be hired

to exploit open sources

P RANGE
E ' w| 4-8

Not affected by
Linguists Reassigned
or No Exploitation

Resources

FOREIGN
MEDIA
TRANSCRIPTION

OSINT
TECHNIQUE

English-language foreign
media products can be
provided directly to the

IC without translation

P RANGE
EIwW| 1-7

Not affected by
Linguists Reassigned

“TOP-SEGRET-

Approved for Release: 2017/11/01 C06711362

FOREIGN
MEDIA
TRANSLATION

OSINT
TECHNIQUE

The translation of openly
available foreign media
sources like newspapers,
radio and TV broadcasts

P RANGE
E | w| 1-7
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GRAY
LITERATURE

OSINT
TECHNIQUE

Foreign open sources that

Approved for Release: 2017/1 1_/01 C06711362

INTERNET

OSINT
TECHNIQUE

Analysts can do their

own open source research

1UPSELHEL-

are unclassified, but hard P . RANGE
to get, like school textbooks E|W 1-7
or military brochures
Not affected by
P RANGE Competition, Internal
- Politics, Red Tape,
E | W 4-8 Linguists Reassigned,
Not affected by or No Exploitation
Media Blackout Resources
SIGINT SIGINT
TECHNIQUE TECHNIQUE

P RANGE
w!  7-10

NATIONAL
VIRTUAL
TRANSLATION
CENTER

OSINT
TECHNIQUE

This organization provides

translation services

Not affected by
Linguists Reassigned

RANGE
w! 5-8

Not affected by
Linguists Reassigned

or Encryption

COMINT
MAPPING

SIGINT (SATELLITE)
TECHNIQUE

Satellites can geolocate
foreign transmissions

| RANGE
W | 4-10

Not affected by
Linguists Reassigned
or Encryption

TOP-SEGRET-
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WIRE SERVICES

OSINT
TECHNIQUE

Services like AP and Reuters
can provide timely reporting

Not affected by
Competition, Internal
Politics, Red Tape,
Linguists Reassigned,
or No Exploitation
Resources

COMPUTER
NETWORK
EXPLOITATION

SIGINT
TECHNIQUE

Accessing a foreign
computer system remotely
or through physical access

P RANGE
E

122 TACA

(b)(3)
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IUF OLLHEL

SIGINT (SATELLITE)
TECHNIQUE

SIGINT SIGINT
TECHNIQUE TECHNIQUE
‘P_H RANGE 5
4-10 ] RANGE
E W W | 7-10
OVERHEAD OVERHEAD
ELINT FISINT

SIGINT (SATELLITE)
TECHNIQUE

Satellites collect signals
from radar and electronic
warfare systems

| RANGE
w!l4-10

Not affected by
Linguists Reassigned
or Encryption

o

SIGINT (SATELLITE)
TECHNIQUE

Satellites collect data
transmissions (telemetry)
associated with testing
military systems

RANGE
w!|4-10

Not affected by
Linguists Reassigned

OVERHEAD (b)(1)
COMINT o

SIGINT (SATELLITE)
TECHNIQUE

Satellites monitor and (b)(1)
collect foreign voice and
data communications

P RANGE
EI w| 4-10
(b)(3)
\MNAV)
(b)(1)
SIGINT SIGINT
TECHNIQUE TECHNIQUE
(b)(1))
P RANGE P RANGE
w| 4-10 5-8

Not affected by

Linguists Reassigned

" TOP-SEGRET.
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SIGINT
TECHNIQUE

TACTICAL
MILITARY
SIGINT

SIGINT
TECHNIQUE

US military forces deploy
with their own SIGINT
capabilities that can
sometimes be leveraged

by national IC analysts

PERSONA
NON
GRATA

REALITY
CHECK

Counter a
HUMINT collection
technique

“Your presence is no
longer required.”

MISINFORMED BAD
SOURCE WEATHER
REALITY REALITY
CHECK CHECK
Counter a Counter a
HUMINT collection GEOINT collection
technique technique

“Well, Bill, it looks like
another stormy day!”

“Wow, I guess he really
didn't know what he
was talking about.”
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AGGRESIVE
COUNTER-
INTELLIGENCE

REALITY
CHECK

" Counter a
HUMINT collection
technique

“If you can't stand the heat,
get out of the kitchen.”

SATELLITE
WARNING

REALITY
CHECK

Counter a
satellite-based
GEOINT collection
technique

“Let’s give a hand to all those

amateur satellite watchers!”

A_/
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SATELLITE
FAILURE

REALITY
CHECK

Counter a
satellite-based
GEOINT or SIGINT
collection technique

“How much did we pay
for this thing again?”

GROUND
STATION
FAILURE

REALITY
CHECK

Counter a
satellite-based
GEOINT or SIGINT
collection technique

“The satellite is working,
we just can't talk to it.”

CORRUPT
SIGNATURE
DATABASE

REALITY
CHECK

Counter a
MASINT colliection
technique

“Did you try rebooting?”

AW e BY

(b)(3)

ENCRYPTION

REALITY
CHECK

Counter a
SIGINT collection
technique

“Xcvx a2sdf rf436 78~>/a.”

LINGUISTS
REASSIGNED

REALITY
CHECK

Counter a
SIGINT or OSINT
collection technique

“Chinese isn't really all

that different from Russian.”

DISINFORMATION
CAMPAIGN

REALITY
CHECK

Counter an
OSINT collection
technique

“But you know that |
know that you know that
I know, so ... “

CUSTOMER
BIAS

REALITY
CHECK

Counter an
OSINT collection
technique

“We pay you to find
out secrets, not to
read the paper! *
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MEDIA
BLACKOUT

REALITY
CHECK

Counter an
OSINT collection
technique

“I'm sorry, our offices
are currently closed. “
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COMPARTMENTED

REALITY
CHECK

Counter a
non-OSINT
collection technique

“You're no longer cleared
for that information.”

RED
TAPE

REALITY
CHECK

Counter
any collection
technique

“No, bureaucracy isn't
always your friend.”

DENIAL
AND
DECEPTION

REALITY
CHECK

Counter a
non-MASINT
collection technique

“These are not the droids
you are looking for.”

NO
EXPLOITATION
RESOURCES

REALITY
CHECK

Counter
any collection
technique

“I'm sorry, we just don’t
have time to lock
at that for you.”

COMPETITION

REALITY
CHECK

Counter
any collection
technique

“Sometimes the free
market isn't fair.”

INTERNAL
POLITICS

REALITY
CHECK

Counter
any collection
technique

“Trust me, you don't
want to get involved.”

HARD
TARGET

REALITY
CHECK

Increase difficulty
of an intelligence
problem by one

“They've gone to ground.”

- Approved for Release: 2017/11/01 C06711362
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HARD
TARGET

REALITY
CHECK

Increase difficulty
of an intelligence
problem by one

“They've gone to ground
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REALLY
HARD
TARGET

REALITY
CHECK

Increase difficulty
of an intelligence
problem by two

“It's like they never existed!”

Approved for Release:
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SOFT
TARGET

REALITY
CHECK

Decrease difficulty
of an intelligence
problem by one

“Open doors are meant
to be walked through.”

UPDATE
INTELLIGENCE
REQUIREMENTS

REALITY
CHECK

Expand a collection
technique’s
range by one

“Sometimes, the
system works.”

COORDINATE
REQUIREMENTS
ACROSS IC

REALITY
CHECK

Expand a collection
technique’s
range by one

“Embrace the power
of the people.”

SOFT
TARGET

REALITY
CHECK

Decrease difficulty
of an intelligence
problem by one

“Open doors are meant
to be walked through.”

REALLY
SOFT
TARGET

REALITY
CHECK

Decrease difficulty
of an intelligence
problem by two

“Wow, it's like they
want us to know
what they're doing!”

WORKING
GROUP
MEETING

REALITY
CHECK

Expand a collection
technique’s
range by one

“If we just put everyone
in one room ... "

Approved for Release: 2017/11/01 C06711362

PROVIDE
TARGETING
HELP

REALITY
CHECK

Expand a collection
technique’s
range by one

“Stay on target ...
stay on target!”
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PROVIDE
FUNDING TO
A COLLECTOR

REALITY
CHECK

Expand a collection
technique’s
range by one

“Money makes the world
go round.”

e: 2017/11/01 C06711362

@r :3 iz SLPERR:
|
SUPPORT GOOD
FROM IC JUSTIFICATION
LEADERSHIP
REALITY REALITY
CHECK CHECK

Expand a collection
technique’s
range by one

“It helps to have friends

Expand a collection
technique’s
range by one

“Sometimes, it just

PROVIDE
FEEDBACK

REALITY
CHECK

Expand a collection
technique’s
range by one

“You like me!
You really like me!”

in high places.” takes a little
convincing.”
ROTATION THINK
TO A OUTSIDE
COLLECTOR THE BOX
REALITY REALITY
CHECK CHECK

Expand a collection
technique’s
range by one

“Walk a mile in my
shoes someday.”

Counter any other
Reality Check card
except Collection
Manager Challenge

“Some rules are meant
to be broken.”

Approved for Releas

e: 2017/11/01 C06711362

LEVERAGE
PERSONAL
RELATIONSHIP

REALITY
CHECK

Expand a collection
technique’s
range by one

“Hi, Bob!”

THINK
OUTSIDE
THE BOX

REALITY
CHECK

Counter any other
Reality Check card
except Collection
Manager Challenge

“Some rules are meant
to be broken.”
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THINK
OUTSIDE
THE BOX

REALITY
CHECK

Counter any other
Reality Check card
except Collection
Manager Challenge

“Some rules are meant
to be broken.”

THINK
OUTSIDE
THE BOX

REALITY
CHECK

Counter any other
Reality Check card
except Collection
Manager Challenge

“Some rules are meant
to be broken.”

THINK
OUTSIDE
THE BOX

REALITY
CHECK

Counter any other
Reality Check card
except Collection
Manager Challenge

“Some rules are meant
to be broken.”

THINK
OUTSIDE
THE BOX

REALITY
CHECK

Counter any other
Reality Check card
except Collection
Manager Challenge

“Some rules are meant
to be broken.”

THINK
OUTSIDE
THE BOX

REALITY
CHECK

Counter any other
Reality Check card
except Collection

Manager Challenge

“Some rules are meant

THINK
OUTSIDE
THE BOX

REALITY
CHECK

Counter any other
Reality Check card
except Collection
Manager Challenge

“Some rules are meant

to be broken.” to be broken.”
|
COLLECTION COLLECTION
MANAGER MANAGER
CHALLENGE CHALLENGE
REALITY REALITY
CHECK CHECK

Player must explain

how the technique
would be used

against the problem

“You want to WHAT?!”
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Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”
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COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”

COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”

se: 2017/11/01 C06711362
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COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

. Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!"”

COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”
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COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”

COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”
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COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”

COLLECTION
MANAGER
CHALLENGE

REALITY
CHECK

Player must explain
how the technique
would be used
against the problem

“You want to WHAT?!”
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