
Approved for Release: 2017/02/15 C06586905 

UNCLAS SIFIED// 
ENVELOPE 

RAAUZYUW RUEIFBS6799 1791413—UUUU——RUCXONI. 
ZNR UUUUU 

HEADER
R 
2814132 JUN 13 
FM OSC RESTON VA 

TO RUZFMXI/CDR USTRANSCOM INTEL CELL ScoTT AFB IL 
RUEPNGA/CDRNGIC CHARLOTTESVILLE VA - 

RUEPWDC/DA AMHS WASHINGTON DC 
RHEBAAA/DEPT OF ENERGY WASHINGTON DC//IN—l// 
RUEPTRX/DEPT OF TREASURY WASHINGTON DC 
RHEFDIA/DIA WASHINGTON DC 

\ \ 

(b)(3 
RHMCSII/DIRNAVCRIMINVSERV QUANTICO VA 
RHMCSII/GISA FT BRAGG Nc 
RUZDJWC/JWAC DAHLGREN VA 
RUZDQAN/MARCORINTACT QUANTICO VA 
RUZDNAI/NASIC WRIGHT PATTERSON AFB on 
RUGIAAX/NGA WASHINGTON DC 
RUETIAA/NSACSS FT GEORGE G MEADE MD 
RUCXONI/ONI WASHINGTON DC//2140// 
RHHJJPI/PACOM IDHS HONOLULU HI 
RHMCSII/SECDEF WASHINGTON DC 
RHMCSII/SECSTATE WASHINGTON DC//INR// 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL 
RUCQSAB/USSOCOM INTEL MACDILL AFB FL 
ZEN/CIA WASHINGTON DC 
BT 

CONTROLS 
UNCLAS 

QQQQ . 

CITE OSC RESTON VA 434150 

WARNING: TOPIC: DOMESTIC POLITICAL, ENERGY, LEADER 
SERIAL: EUR2013062850737245 

BODY 

UNCLASSIFIED// 

7 of 32 3/19/2016 8:33 AM 
Approved for Release: 2017/02/15 C06586905



Approved for Release: 2017/02/15 C06586905 

UNCLAS SIFIED// 
COUNTRY: IRAN 

SUBJ: (U) IRAN STUXNET LEAK PROBE: US GEN JAMES CARTWRIGHT 
'TARGET' 

SOURCE: London BBC News Online in English 28 Jun 13 
Middle East(U) 
TEXT: 

[INTERNET] 

[OSC Transcribed Text] 

(U) This product may contain copyrighted material; authorized use 
is 
for national security purposes of the United States Government 
only. . 

Any reproduction, dissemination, or use is subject to the OSC usage 
policy and the original copyright. 

[Computer selected and disseminated without OSC editorial 
intervention] 

(BBC News Online \ Middle East) — A retired high—ranking US general 
is under investigation for allegedly leaking classified information 
about a covert cyber attack on Iran's nuclear programme, US media 
report. - 

Retired Marine General James "Hoss" Cartwright has been informed by 
the Justice Department that he is a target in their inquiry, NBC 
News 
reports. 

Gen Cartwright was vice—chairman of the Joint Chiefs of Staff from 
2007-ll. 

The Stuxnet virus temporarily disabled Iranian nuclear facilities 
in - 

2010. 

The New York Times gave a detailed account last year about the 
virus, I 

and how it temporarily took out nearly 1,000 centrifuges that Iran 
was using to purify uranium. 

The newspaper said the attack was part of a wider cyber operation 

UNCLASSIFIED// 

8 f32 3/19/2016833AM0 
Approved for Release: 2017/02/15 C06586905



Approved for Release: 2017/02/15 C06586905 

'UNCLASSHUEDN 
called Olympic Games, that began under President George W Bush and 
accelerated under President Barack Obama. 

The revelations prompted the US attorney to order an investigation 
into the leaks. 

NBC News quoted legal sources as saying that 63-year-old Gen 
Cartwright had a received a letter from the Justice Department 
informing him that he is a target in their investigation. 

A target is a suspect in a criminal case who has not yet been 
formally charged but is expected to be, the Washington Post 
reports. 

Gen Cartwright was part of President Obama's inner circle of 
security 
advisers before he retired in 2011. 

Both his lawyer and justice department officials have refused to 
comment on the reports. 
[Description of Source: London BBC News Online in English -- 
Website 
of the publicly—funded BBC carrying up—to—the—minute UK and 
international news and breaking news, politics, and analysis; URL: 
http://news.bbc.co.uk] 
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