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Cracking the Courtyard Crypto
By David D. Stein

1 iooked down at the large number of yellow pages littering the top of my desk,
obscuring its dark oak finish. Each page was covered in humb'edv of alphabetié' letters
thqt. although they appeared to be arranged randomly, were really carefully laid out in

" ordered columns. Eor thepast week or so I had been feeling that I was very close oa
. solution~But was I? Asa ho'bby. 1 had solved many puzzles since I was a.child, and I
MwmmgmdﬁMt challenge was continually dealing with the nagging
fedr that I may bé on the wrong track. The voice in my head would whisper, "Maybe
you're mistaken—maybe this first part of the Kryptos code is really not a polyalphabetic
Vigenere Tableau after all-maybe it's a different type of code entirely. Or maybe it is a
Vigenere code, but it's been doubk'w triple encoc!eaﬁ-ar maybe it was encoded

backwards, or maybe..."

This is the worst train of thought an amateur cryptanalyst can have—it goe.§
nowhere, and it is tempting to gtw in to frustration at the seemingly infinite number of
) possible solutions and abandon the effort. So as I had done dozens of times before, 1
. pushedthesethovghtsawayaxipremdan The thing to do, I told myself again and
again, was simply 1o stick to what I knew 1o be the facts. Let the encoded text itself guide
: .me, and keep q;eculaaon to an absolute minimum. 1 should follow my instincts
occasionally, but then remember to always kéep trﬂ of my assumptions and be

prepared to revise my thinking if a hunch doesn't work out,
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And suddenly it happened—I was hit by that sweetly ecstatic, rare experience that
has been described as a "moment of clarity”. All oj; the doubts and speculatioﬂs about
the thousands of possible alternate paths simply melted away, and I clearly saw the one
correct course laid out in front of me. Tdking a fresh sheeé of yellow paper 1 .slowly and

’ deliberﬁtely wrote out a new column of letters, followed by anather and then another. 1
* continued this for several pages, then computed matlze'n;atic'lebl which rows ufere most
likely to represent the correct plaintext létters, and searched  for logical combinations
between adjacent letters. Iﬁedtocontainprymitemen;aslwitrnessedt}tembucleaj'
* the letters siowly forming together into wards, ane after the other. Within the next few
hours I had finished. After more than seven yearsmdsomé 400 hours of laboring over

pilesatdpilesofpapercaveredwithgibberish, Iwasatlastloaldngdqwnata
" paragraph of clear English text. I had broken out the first part of the Krypios code.

q.

Introduction
Idon‘trmembertheﬁrstﬁmelsaw,orevenhwdabout,theKryptossjctﬂptm'ein

the courtyard. But when I did finally notice the huge, curved copper plates with their

. mysmiouspafomedinsqipﬁ;n,ldeci&edlwomdgive'mdrdeaypﬁonwy. I have
always been interested in puzzles, and I became fascinated with the thought of that
eacoded message standing quietly in the headquarters’ ourtyard year after year, taunting
evet;lyonetotrytor.eaditshiddennmsage. After working on the code for a while, I
learned that the basic problen-solving techniques that I needed for decryption were not 5o
vetydiﬁ'a'emﬁ'omthosethatlusedinmyworkasatechr_ﬁcalamlyst. And in my reading
Talso leamed something else; that although codebreaking is a fascinating hobby, it's more
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 than just fun and games--throﬁghout history, lives literally have been lost and saved due to.
cryptanalysis. ‘

Ever since 1 initially begaxlx sharing with people the progress I had made
deciphering the code covering the Kryptos sculpture, I ha'jre had the interesting experience
of being inundated with questions about it. By far the most frequent question asked is
"How much did you get paid for solving that thing?" (Many people seemed to think that
there was some kind of prize involved). The next most common question is "How long
did it take you to solve it?* Notwithstanding my wife's riposte ("so long, that it almost
wasn't worth it"*), this question is more difficult. Iwasnotkeepingtnckbfthetiine,and
inany-event,lwasnotinanylmrryto'solvethepuzzle. Codebreakingformeisahobby—.
ifit stops being fim and begins to seem more like work, then it's time to quit and start
doing something else. Myb.est.aﬁmate'ofmughlymOhomsseamabomﬁght,hadl |
been working continucusly. I don't know how long it would have taken me.if 1 had been.
uyingtosoweiiqsﬁstaspossible,mougn I had expected the most prevalent question to
be"Whatdoes.ﬂlemmsagesay?“;howeva,thismeodymadehiMOthirdplaee,

.. followed closely by (humorously I hope) "Dont you have anything better to do with your
time?". Anhoughrmnotmjusthowtompond_wthisnastoae,ldoﬁketomabom
the progress I've made on the Kryptos problem. Howeva,l'_n_mstconfmsthatl
mmeﬁmufédalhﬂeunmmfoﬂaﬂe-malhgmemessagewﬁhdmhvhgmoppommhy‘
to provide aﬁxll explanatioﬁ. ) | |

There are several reasons that I don't like to just blurt out the solution to the
Kryptos puzzle. First, it is important to remember that the message is still incomplete~-I

have not yet broken out the last 97 characters of the 866 character inscription. Second, as -

3
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will be seen, thé message is enigmatic and open to interpretation: Finally, I believe that
~ simply presenting the solution without showing the methodology behind it is cheating
people a little. The creators of Kryptos no doubt intendeci to inspire peoplé to try to solve
" it for _tlnelflselves. Simply showing the “solution" that I ha.ve derived steals away a little of
the excitement and appreciation of the problem, and can discourage -people from trying
| However, when asked to write an article for "Studies in Intelligence”, I became
intrigued by the idea of trying to explain what can be a complicated and convoluted
subject in a manner that hopefully could be understood by ayone. After it was suggested
to me that it could well be impossible to explain the methodology concisely and in a non-
technical manner, I couldn't resist taking up the challenge.
Where to Begin? - _
When first confronted with the coded full text of the Kryptos sculpture, the task of
deciphering it can seem formidable—even impossible. Where to begin? Even the most
- casual of observations reveals that the writing on the sculpture is divided into 2 main
. pieces. One side (figure 1) depicts a somewhat modiﬁed-‘Vigenue Tableau" (a sex_ia of
alphabets wsed for the coding and decoding of text); the other side contains the actual
coded message of 866 characters interspersed with four "question marks* (figure 2).
| Onemethodfordedphmingacodebeginsby-comﬁnguéthenumbqofﬁmesthn
each letter of the alphabet occurs throughout the masage-a so-called ;'ﬁeqﬁency count”.
However, it scemed reasonable to me that different sections ofiheKryptoscodema'yh.ave
been enciphered with different coding schemes; if so, itwouldbenecwsarytopdfonn
frequency counts on each part separately. Lopkingthroughthecode,lseemedtosee

4
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MNHONARLVAWNMUOINHHLIEZODDEX K@M
MAUMONARUANMOUR AL AR ZODbEXNKE
KEMAMHOUNAMUANMURHND AN ZODDEMNK
MENAMHOUAAVAMMORHLhAXNZODS B X6
NMEMAHOUAARUVANMKMUOUKNHD AXRODD> B X
XN EHNMNHONAAUVAMNMKMURHHAEZOD>E
BXNMENAMHONAAVANMOMHHhIEZOD >
SREXNNENAMHNONLAUAALOMHRAJEZOD
DPOBXNMENAHONLAUANMONHPAEZO
OLDPREXNMENMEONARUANKLO MWL AXREZ
ZODPRNXNMAXMNARONSCAVAMMOM ML AR
ERODLOREXNMEMNARONAONVUANKONHR D
HEZODDEXNMENMRMNOULAUAMMOIE P
PREZODDEXNNMEMNAMMONSAUVUANKMO R H
HhAEZODRDOEXNMEMNARONAMUAKMK YN
mHDARZODDEXNKAMAMHNONLAVDAMND
UMHHAEZODDBEXNMENMHEONLALAMN
MUK HDAIEZODDEBXNMENMEONLALAM
NMEUOEHPPAEZIOPDOBXNMENAMRONLAUA
ANBOUEHN AIEZODDEXNEENARONLAD
OOMBONHh IEZODPEXOIEEMALURHONLD
QUANKOEHS AZZODDEXRRNMENANO N £
CMUVANMUONHDAEZOD>EXNRNMEEMNLEHON
NAMUANKLOEHDh AN ZODDEMNMENARO
OCVNAAUVANKGOEBHRARZOD D> B X
HONCAVANMOKNHbD AEZOD > B XXM
AHONARUVAMMUOKNNPLP AR ZODD> B XNAMMG™
AR ONCAUAMKMUOEHHO AL ZOD>E XN N
UHARNONALAAVANKMODEHHD AEZOD > B XX
CYEIABROUCAVARMUYUKMHHO IR ZOD D> B XN
COAUANKOENMPOEAEZOAMOCE URDD BN MN

BCDEFGHIJKLMNOPQRSTUVWXYZABCD
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Figare 1. One Side of "Kryptos" Scalpture, Depicting Vigenere Tablean
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.VDB LX- AR N-17 [ TN [N N5 &M %O M
HMUUODZERHEHEOXKEHLHCOMNMEMO X0k
MNEZADMMMDPENOUPNEZEZUNCAZRAMANZ UV
ZALGMNANNLAARXCHEdCHREHREAMONX AN
OROOUhNOHMHMMNARWXHINUMMEMND & U NM
HMrENZMSDENZMAdMEHEZEMMNENEZZD
NEUXDHOUDXDRDHhAKAEHMMMXEA KM
ERHMPERMNOREODRERHNESAMAMOLOAXROARD
EHMAMAUDHMDDMZMNAVNMANNESORMACA K
NOOUROEMAMNOZEVUOUHMONQAOMNKEOOULDOHD
AOHEANANAQAOHNAZIOZNDHSGX ST HD> AN
WHhEHPARBHMOUDAIANVNMNMNREOMNMMIAEKD W
NPEHEALPMZENOOEADHKZEEHNAHHO O NN W H
YFMEEUAXBEOOEQANZAOZMNMNHOAOMEHKRNXAN
NEVOLEHENADDNAOAONULDEZERROLMEMBZENE LU
AHRPAALDIRHOAXNPVORNUHZCMEMNNME D
NAMNNMNMZOUDHAAMKY MM IMHIMDERNQAMAL KN
PANOOMKMAMDMEENONASSE NN X Z MK X
HMPOBHMMMMMOUD O N ) T DD AT E N ot~ NN
XOMADDODDODUOAZDPDACNNAZZZDHHIEMANYK
CHEVAXAZONULNANUKNREHHNAEOXA
MPNEODDAONMMAMEZEAZMNEEON UM MY
KOMOZENECREMAXOEMAXMRHSHSAOMNMNIR
MAMACONENCDONQOP HEHHAR A H < NN XK
NOMChUNDMNAKEMAEMNEBEHANOHENAD OMN
HXAXNMEDMMUKMANMA AN A ZAMHITPD K
MDDKNEAHRAKBHHDEMNQXVOZNAO0OAAAKV N
MOREHPNNOARAVZNNEMNZZRARMANEZOORE
UTPWHGZD.MGQZQUDTRTOFEBCLDXTT
ZOMOHMNMED N AZOZMAERNHNNMX UO R KM
MMPOMOMBMMMNMNMAAMOHEHMNMEASKMD B>

_lﬁgumZ. Opposite Side of "Kryptos" Sculptare, Containing the Coded Message
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different patterns throughout, but I wanted to quantify these impressions. Therefore just
as a starting poil.lt, I decided to count up the number of times each letter in figure 2
occurred in each row of the message. By plotting these counts as a function of row for
each letter of the alphabet (26 plots in all), ] would be able to Wch how often each letter
was being used as the message fyolved. In bartiwlar, if the count stayed approximately
constant for a number of rows, this would indicate the same type of code was being used

for that part of the message.

3. (Of course, these "J"s are not really "J"s at all, but are ciphertext letters representing

plaintext letters of the alphabet.)

o AtypicalexampleofoneoftheZéplots,forencodedletter"_J",isshowninﬁgume

Frequency of “JI”” By Row

Number of “Js*

‘ o Row
Figure 3. Frequency of "J" Occurrences by Row

It can be seen that the letter "J" occurred 2 times in the first row of the Kryptos message,
1 time in the second row, and s0 on. Inotedthattherewasamarkedéhangeinletter
ﬁ'equencyocwmngbetween rows 14 and 15; that is, from row 1 to 14 there were J's
appearing in almost every row, but from row 15 to row 25 there were no J's appearing at
all. It will be shown later on exactly what is causing this phenomenon; the important - |

point to me was that I saw a good indica;ioﬂ that row's 1-14 were encoded with a different
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type of code than rows 15 and beyond. (There was also an indication that the last 2 or 3
rows were encoded with a different type of code than the preceding rows.) The dramatic
change from row 14 to 15 was seen in virtually ali of the 26 frequency plots;, two more

examples are shown below in figures 4 and S (for letters "Q" and "K", respectively).

Frequency of “K” By Row

AR

Number of “Ks”

Row Row
Figure 4. Frequency of "Q" By Row Figure 5. Frequencyof"_K"ByRow

Basedonthsemlts,lthereforedivida;dthecodeinto2sections; rows 1-14 were
designated the "top" section, and rows 15-28 the "thtom". I then further divided the top
section into 3 parts using the four question marks as the dmdmg points; I.dwignated
these portions as Parts I, I, and]]lrwpectively(ﬁgure&. I began my attempts at

. deciphering with the 125 characters of Part IT because this piece looked more interesting

to me than the other two parts.

EHUFPREZLAFARKYUSSSKELDESNSEGNTIYS
TOTUVACBAVY Y VLLIREVGYITHKYRDMED
I 7:‘FJ’;D'Eslizh'if:Y'IGWHKKQ!TGF:GK('I’.
GGWHXX?DOQMCEPQEDQMMIAGRFXHQRLG
PIMVMIJANQILVEQEDAODVERPIUNGEUNA
QEGELECGYUIUERENJITBILBQCRYBIDFERR
IISETKEEMVDUFKSJHKFWEKUWQLSEFTX
HNDDDUVE?CWKBFUFPANNRTDFIYCUGZEKE
EVLDXFECMOIQJLTTUGSYCPFEUNLAVIDY
FLGGTEZ?FKIBSFDUVGOGIPUFYXHHORKF
FHGNTGPUAECNUVPDJIJMCCLOQUMUNEDF
ELICVRARGKFFVOEEAXBDOMVFNFQYXEZLGRE
DNOFMPNEZGLFLFMRJOYALHUGNUVPDYVXP
SHUMEBEOMHDAFHUJIGINUFLGEWSLLAETS

Figure 6. Top Section of Kryptos Code, Divided into 3 Parts
7
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NLAVANROU " IMAZRNONCOKN MDD I K™
HHLAVANRORN =P NAEEOMNCROND> BN
MFENCRUOMKONNDRIXROROKUNDED
FPHFNNCAVANMOU A KUIEROMNCENKD >
POMMNERAVAMRYO N MAEDOROKD KD
PP PR NCAVUANROR I NAIENO G OX RN
luvlﬂY:Alcni'onl:llnloIOIS
ORI T RN NN VENRORN P MANRONOK
BOHDP IR NNCAVARROE I HIRROMC
OROHD I PR NN ANUANRON =PRI EROA
NORNED I PRGN NCAUGHNROR=R NIERO
OMOKBEDPPUNNNKAVANMON T MAXR
ROMNOSEHDIBNMNNAAVOIMAUR R NRE
EBONOHR DI D NN CRURMRD R~ M
LELLEXLE Y RN LY Y Y
KAXNNOMOKNHDPBKINLCQAUANROK =Y
PHANEOMNOUN R P IRNNCAUAMMNONK -
mAMIEBOACHNHDIIMNRNCNUBNRO K
HenKIRROROKEOMDIRN NN LRUONAO
OHMNINEIBNOROREN DI MNNLCOUAMN
MOHMIMANEOACENRDBO>BRMNNCDUAY
NROENIRNIEROACKUND>IXKNNLAUA
OMADPE = IKARRORNTEORDPINNNERY
URMROMHSI NI NEOROG N RD DN NN
AUANBMONNPMNXNBOACKN DD B KNS
ARUAUADHSP KRB OACKN KD B RKNN

lleéﬂl'JI‘IlO'.I'I,U'.IT. .

L 1)

Substitution Codes: Each letter of the plaintext message is changed into another
letter of the alphibet. In a simple, monoalphabetic substitution (i.e. using a single ~
merita'bcdfghjklnopqsuvwxyz

Encryption schemes are methods of changing an original plaintext message into a |

coded one. Although there are many different types of encryption methods, virtually all of | |

However, if a polyalphabetic substitution is used (ie. one using mulfiple -
alphabets), then a plaintext letter can be eacoded by a number of different letters. One

common polyalphabetic method is the so-called "Vigenere Tableau".

Example: ABCDEFGHIJKLMNOPQRSTUVWXYZ

them fall into two main categories: substitution codes and transpositional codes.
alp_lmbet), a particular letter will be encoded by the same letter every time it is used.

keyword "mel_it".

So "The Red Badge of Courage® would be encoded: "sct pti emibt la riupmbt" using the

Doc ID: 6595_020

ght
khau

Note plaintext "W" stays “W™ in the first occurrence, but changes into "A* in the second.

ABLEABLEABLEABLEA ASB:
WhathathGodWrou
wilxhbelgpoarpt*ft
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Plainteict :
Ciphertext

7

Transposition Codes: Al of the letters used in the coded message are exactly the

,sameasthosenisedintheplaintext,buttheyareaﬁmgedinadiﬂ'eremorder.

Key:

Examplé.°
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Frequency Counts

The frequency count is one of the cryptanalyst's most powerful tools. By
computing how often each letter appears throughout the message, it is possible to
determine important clues about the code employed. In figure 7 is plotted a typical

frequency count of normal English text.

Average Number of Times
Occurring (Per 1000 Latters)

Figare 7. Normal Frequency Distribution for the English Language

Each bin represents the numbgr of times that that letter occurs, on the average, for every
1000 letters encountered. For exam_plé, as you are reading these lines, the words I am
using are unavoidably being con;tructed of letters that comprise such a distribution. So
tenaciously does this pattern adhere to our language that it is virtually impossible to wite
or speak without it betraying its presence. And even if one were to mﬁcﬁﬂy construct a
few sentences or paragraphs that do not follow this distribution, it would turn out to be so
contn'veﬁ that new patterns would inevitably develop. So because it is an essential and
unavoidable paﬁ of our language, from a cryptanalytical point-of-view, the pattern is also

a code's greatest weakness.
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In figure 8 a frequency count for Part Il of the Kryptos code is plotted. It was
easily seen, from comparison with figure 7, that the pattern was very different from the

normal distribution for English.

2]

SN

s e

e

Avﬁige Number. of Times
Occuming (Per 1000 Letters)

Alphabetic Letter
-Figare 8. Frequency Count for Part Il of Kryptos Code

In particular, the distribution appeared much flatter. This is exactly what I would expect

to see for a polyalphabetic substitution code, where the distributions for several different
alphabets would tend to "average out" when combined. . Because the modified Vigenere
Tableau—a polyalphabetic substitution code—is inscribed on the Kryptos sculpture, it made
sensetoqyﬂﬁsﬁrstasaworﬁ!ghypothesisforthispm of the code.

Finding the Length of the Key Word _

A common method for breaking a Vigenere code involves first determining the
length of the keyword that was used to encipher the message. The code can then be
broken up into its: constiﬁxent single alphabets (or "monoalpﬁabets") and then analysis can
be performed on each cipher alphﬁbet to deter;nine to which Vigenere alphabet it
corresponds. Once these Vigenere alphabets are determined, the code can be easily .
deciphered. Note that nowhere in this analysis is it necéssa;y to actually resolve the

content of the keyword.

10
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In order to ascertain the length of the keyword used in Part II of the cipher,ll
needed to make use of a cryptanalytical tool known as the "index of coincidence", or L.C.
ms concept conveys the probability that, given a distribution of letters, any two of them
chosen at randém will be the same. 'l"he details are covered in the field of statistics, and
they are not significant here; the formula and an examplg calculation is provided, (see
box), if anyone wants to repeat the analysis for themselves. The important point is that for '.
any set of letters, the average value of the L.C. will range from 0.38 up t0 0.66. The closer’
this ;verage value is to 0.38, the more likely it is that the set.of letters is completely ;
random. If the value is closer to 0.66, then it is more likely that the letters represent a
monoalphabet.

I irst divided the text of Part I into 2 single alphabets and computed the average
LC., then divided the text into 3 alphabets and again computed the average L.C., then
divided into 4 alphabets, and so on. Finally, I plotted each average 1.C. as a function of

the number of alphabets (figure 9).
% 123456768
g DQMCPFQ2
2 DQMMIAGEP
< FXHQRLGT
3 IMVMZJIAN
€ QLVKQEDA
g GDVFRPJIU
] NGEUNAQZ
£ GZLECGYU
s XVEENJTBH
< JLBQCRTSB
M JDFHRRYI
S ZETKZEMV
£ DUFKSJIHK
R Tl R e e EWHKUWQL
SEFETIHRD
Number of Alphabets m - DDUVH? .
Figure 9. LC. vs. Number of Alphabets for Part II Figure 10. Part H of Kryptos
(hdeDhﬁkdhmoSlUpMﬂmu

It is easy to see from this figure that the correct key length for this piece of code should be
8 since that number yields an average 1.C. value of almost 0.063; thus, I knew that I
needed to divide the code into 8 separate alphabets. (figure 10)

11
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Example Computation of I.C. for 7
Alphabets (Kryptos Code Part II)
0.038 ' 0.066

Completely Mono-
Random alphabet
‘ Letters
=letter frequency, N=number of letters in column
1234567
1234567 A0010201
' BO110100
DQMCUPFQ C0001101
ZDQMMIA pD2211111
GPFXHQR EO0OC122110
F1120021
LGTIMVM 63100020
ZJANQLYV BE0100222
KQEDA"GD 10002110
W J0112101
VFRPJUN K2110010
GEUNAQZ L1011011
GZLECGY ) M0012201
N0002011
UXUEENJ ©000000G0
TBJLBOQC P0101100
RTBJDTFH 20210141.

' R2110001
RRYIZET 51010000
KZEMV'DU 1111001
FKSJHKTF 1022011

v1iooo0211
WHKUWOQL W1000100
‘ SZFTTIHH 0101000
DDDUVH Y0010001
: 22300101
Alphabet 1:(2(1)+3(2)+2(1)+2(1)+2(1)]/(18)(17)=o.046
Alphabet 2:({2(1)+2(1)+3(2)1/(18)(17)=0.033
Alphabet 3:[2(1)+2(1)+2(1)]/(18)(17)=0.020
Alphabet 4:[2(1)+2(1)+2(1)+2(1)+2(1)+2(1)]/(18) (17)=0.040
Alphabet 5:[2(1)+2(1)+2(1)+2(1)]/(18) (17)= 0.026
Alphabet 6:{2(1)+2(1)+2(1)+4(3)1/(18)(17)=0.059
Alphabet 7:[2(1))/(17) (16)=0.007
AVERAGE I.C.: _
0.046+0.033+0.020+0.040+0.026+0.059+0.007] /7
= 0.033 .
12

Approved for Release: 2018/07/23 C06712772



Approved for Release: 2018/07/23 C06712772

Doc 1D:'6595020

Which Vigenere Alphabets to Use?

Now that I had the code divided into 8 monoalphabets, I needed to determine
which Vigenere alphabet corresponded to each of them. If the text of Part II had been
much longer, the analysis would have been fairly straightforward; I could simply have

. performed a frequency count for each column and matched the resulting distributions to
the English frequency count in figure x. The letter occurring most frequently would most
likely have corresponded to plairnext‘ “E", and, since the Vigenere alphabets have a fixed
order (cyclical permutation), the identities of the other letters could then have been found.
However, from the example presented in figure 11 (for the first column), it is obvious how
impossible this method would be for the present problem:

Number of Times
Occurring (First Alphabet)

Cypher Alphsbetic Letter
Figure 11. Frequency Count for First Alphabet of Part I

With only around 15 letters available per alphabet, there are simply not enough to

determine any kind of alphabetic structure such as that seen in figure 7. So now what?

I must admit that I got stuck at this point for a long time. No doubt a professional
th would know several ways to proceed, but I was unsure. And then one day-
February 21, 1998 tc; be m, I had a breakthrough. How well I remember sitting at my

desk, with the sun coming through the window and the birds chirping loudly outside. I

13 .
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don't know if it was divinely inspired (it certainly felt that way), or if simply all of the

! IR knowledge that I had gained about ’the Kryptos code from hundfeds of hours of work
came together and combined with what I had learned from all of the books I had read on
;ryptography. In any event, everything suddenly seemed 50 very clear that I didn't have
the slightest doubt about how to proceed, and I was confident that it would work.

This is what I did: Once again I divided the message into 8 separate alphabets.
Now,whathadbwoméplaintdmewasthaiiflwfoteoutoneofthecolumnsalongwith
every possible permutation for each letter in that column, then exactly one of these would
contain the true plaintext letters. True, the miessage would be sampled by every 8 letters;
butIoouldwntemnthepmnmat:onsforeverycommnandthenlookforhkelyletter
combinations among the plaintext (ﬁgure 12).

CowonaygNoaNao oo
MYONRXCrNIOSICGNMM
=

NI MmIITXIRXRNCHCH X
COmMQZEDNULCLET OO
T U T YOO N XTGXE
HEEMHICCU XX T N0 MM
UM LOCEHENZRCSE GG
FOZHLUEZTOOXRO DL ZH K
ZXIOXIRNUCHPCECKEOEX
ZHCZONBNYSEKSCYXCEZ
IO UEO N ARWETRAN<OO
CHMECUIDOXHXOXECE
<XM MUK KONONN Y NS
LTZN LMD TR XLRDNEE
HORNG\HH"J”’.UURNK
RNHCEBNITOOARDWOE PDMn
NECHLXHUVITPATOO XXX
DEVVUD DN TImMN DD
HMXH KOO EOMOMYD W e
MNORWZOOFUMOUOWO YW
HXOHAIOUEYQAPEOONY
VI POOMNZODIWHNE »»OO
mnum:qqonunqnumm
¥RNOMCONCDLEOEMOMD
m )

Figure 12 FimCohmnomenWi!hEveryPossiblePﬂmﬁon.
- Oneofthaeoohnnnsmustcoﬂespondtotheconectpmgnleuersfortheﬂm
column of the m&ssagemﬁgure 10 but which one?
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QO HAKZZNULIUEZXTHOQ
BFOUMowORO K S X2Zyx:x
HEHMMBCGUY R IZINO M-
UmMByodduZNENaTuYy
QR UEHOORO MG 2L
EEOEPMMLuanaeo XX
argcoomwoOMAMOXRSECC
CEMIBMLLRLAONONVND ¥ <
EENSTMowvRRNNRNDSNE S

MORMOQuuamD oW RNM
NOMAMHNEmMEMZTMOON

BYQERAHHENZOX Y QW
MmO E XN NGNS T My
ZHAZUNNYPIKS<UNCZ =
PUSCODONRNNEvEHEANSCOD
NamNZoOQKEKOANI D NN
NN NN YDOR N
WEHO WY PN IOI WY YD
MMHEKPOWYOMO MMM K
TNONENOAHLYMWVWANWOYD
HALUHNZOOXP M TNV
OWPOLHMBMZW X~ YOO
N OORNAYE B LN
PRHNOAPIAQOCDYD DY
PHObEN <N OO W

SumoNguMOZOOHmMO O

Fig. 13. Permutations of First Columm, with Uncommon Letters in Red

Looking across the columns (figure 13), it can be seen that some appear more
promisingthan.othas; those that contain a large number of uncommon letters, for
instance (remember, these should now Wt actual plaintext letters.) But this all
seemed 50 sibjective—and how could I tell which column was the best choice? Columns
1,5,7 11, lS,andl6eachcomainatleast5uneommonletters—velyunﬁkelytoocwrin
such a short message of only 125 characters, so I could rule these out. But what sbout
the others? Column 18, for example, contains 4 "R, which is a very common letter, and
only 1 "J-(an uncommon letter.) But is that ‘column more likely to represent the plaintext -
letters than column 22,"whichha32'E“sand4'0"s;an;i: no "K"s, "J"s, or "Z"#atall? ’

What I needeq to do was to quanufy these observations mathematically. One way
to do this would be, for each column, to add up the normal English frequency count
associated with each letter. Then the columns with the highest sums would be the best
candidates to correspond with the true plaintext lefters. Starting with column 1 for
example, it can be seen ﬁom-ﬁguie 7 that letter *D" occurs 4.4 times (on the average) for

Jevery 100 letters in English, "F* occurs 28 times, "I" 7.4 times, and so on. I could have

15
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simply summed these up; however, in my studies I learned that it is actually better to

compute the sum of the logarithm of the frequencies instead. Thus for the first column,

log (4.4) + log (4.4) + log (3.8) + log (7.4) + ..=7.3. One ad

vantage of using the log of

the values rather than just the values themselves is that the overall sums will be

"penalized” for containingtheunconuhon letters B, J, K, Q, X and Z; i.e. those with
chgﬁqumyﬂmMMﬂmm&mﬁaﬂyMuw&eovmﬂscoref’l.‘he.‘

ﬁnallog mfnsforeachcolumnarepresentedinﬁgme 14 (the table has been turned

sideways for ease of presentation; the rows should correspond to the columns of figure

MOMOTNARFNTOVOIMOOONN-ON QT TN

.........................
FPROVNOVONNOHNEE R ONOVOMTIN~ O
e R = ]

AMPUOHHHRAEZODPEXNENANONL AL
MERUAMBORHLPANZODEXNMEAMNANO
MOHHLDANZODPEXNXKKAMOULRUAN
AUMMOGHDRAEZODPREXNEMNAFRONLAU
NEEMNANOULAAUANKMOKRRN AN ZOD D B M
PRHEZODDPEXNMEMNMHNOLAUAMKMY I H
JLMNWUVWxZKR!PTOABCDEFGHI
XNMEHARONLAUAMMOHMNh A ZOE>R
OURHOHOAEZODPRERXNKE EONLMUAM ™
ZODPEXMNERMNAMNONSMAMN RO D HP Y
OEHDOAEZODDBXNKANEBONLMU O M M&
ODPEXNKEHARMONCAVWMMLODND AX 2
HO A EZODDEXNKG NANOLRUAOM MY K
MONMHDINZODDEXNNKXAMNODNLALDAM
RMMOHHPDANZODPEXNEMAMNONLA Y

AMLOEKHLAEZODDEXMNEAHONLAU] -

N\t NNt~

13.)

Figure 14, Log Sam Frequencies for Each Column Permutation

L

Again, the details of these calculations are not really important—the main point is that the

 fows in figure 14 with the highest values are the most likely to correspond to the correct

pliintext letters.
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Finally, Words Start to Appear |
It is easy to see from ﬁgufe 14 that the three highest log sum values correspond to
the “R" row (log sum=252), the "T" row (log sum=23.7), and the "0" (log sum=24.8).

These three values are significantly higher than any of the others. Now, I often imagine a

- professional cryptographer with a bag of special tools, not unlike a consummate locksmith

or doctor, but consisting of alphabetic letter tables and charts rather than picks or scalpels.
.TheEnglishhngtlageﬁequenc}chmmdtheLC. were such tools, and now another one
comes into play: namely,theﬁﬂmcyhbleofhﬁﬁallettascommoninEngﬁsbhﬂguage

-words. In other words, how likely is it for a particular letter to begin a word. It so

- happmsthattheletter'O"ocwrsasaniniﬁallette'ranavaageof'abom7.2tinwsper100_

words, aod the leiter "R" only sbout 3.1,times, However, since the letter “T* oocurs a
whopping average of 16 times per 100 words, this is cleatly a good letter to try first

meingmaoneofmemostcommminﬁngﬁshismwmd'mﬂmd
given that the firstletter of Part II could very well be a *T*, I naturally wasted to see what
would happen if “H" were the second letter and “E" the third. But once I chose these
letters,I'demmwmmindtousingalloftheotherlettem-inthosemwsaswell.
Thepermutationswithlogsmnsfortheseeondandthitdeolumnsofﬁgwe 10 are
presented in figures 15 and 16, respectively. |

17 -
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PPEXNYXAMAMEONLANVANLOEHPRAXNEC
MOTHHD AT ZODDEIXNXENAMEONLMUAN

ENRAAZZOD>EXRNYENAHONLNOAWINY

WU HDAZZO0DDEXNXEMAEONLMOUA K
FONKCAURARNWLUDNHRNAEZOD>EXNX Q™A
HOTHO A ERZOD>EXNXENMBONLMUA W
RLUARKMODHNAIRNZOD>PEXNXENLUEONL
WhOZHNDARZODOEXRIXAE>NARONLMUA
AEZODPIXNXEHNARONAMU R W @ XHR

(WO ZHS IR ZOD>EIXNEEAMONLMULA

PEXNKEEIAHONCADAMNMUE KR AR ZAD
SPEXNXEHMEONLMUAWNMODZ NN IEZOD
SPEXNMA AN ONCADALNMNOEHN IAEZAD
THPDARZODDEXNXENNAUAHONLDUA W WO
NZODPIXNXXSMEONCNUARKMUXHM A
DZOD>EXNXAMAHONCNU AN kYT MM .

<

[+ ]

~N
ARNWODANDAZRZODDPEXNMEANAMMONLS MU
NXX>»MEREONAMNMUARNKMON - AXZOD> X X
EXNNE>TGMHONAANUOMNALODHR IEZODS
DOEXNMAE>AROUANVANMUTN NP AR ZO
WMEODIHND IAZZ0D>EXNEL> AMONLMUAO
ANLOEHD AL Z0ODDEXNMENANONLAU
HEZODPEXNNXENARONSAVAWR MY T HR
DORTANKAL>IAHONLAAUVARMOENDAEZO
NXE-MEONCMUAMMOEHR IR EOD > X X
VIEHN AN ZOD>IXNKE>AHONLALAWMA
AWLOTZTHNAIZZODPEXNXENANONLMAU
MEZOD>EIXNME»AFONSALVANMOUNEHA
NZODDEANXMEANPONLMUOWMOLHMA
KNEXAEREQUANULUAWKMOEHPR IEZOD>X
OD>EARNXEINANONLAVARMO RN I XX
OSPEXNXAEMAROUAMUAWNKNOENMNR AXZ

Figures 1S. Probable Plaintext for 20d Column  Figure 16. Probable Plaiatext for 3rd Column

ltwasseanthatthelpgmmﬁ'equencyforthe"'l-l“rowofﬁgme l4i329.4,andforﬂ|e

"E" row of figure 16 is 30.5—certainly éﬁ'ong values, indicating that these rows are good
candidates for being the correct plaintext letters. More importantly, when these three

leéombimﬁonswemseen(ﬁgﬁe 17):

alphabets are lined up, no obvious i

45678

M ARl HEHEQARKOROLO T
N TR HGZHREAO N Z K

"N HHFNOUOEOEQOQAZH NN M

Figure 17. Probable Plaintext for First 3 Columns of Part I
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What I was looking for here were contradictions--that is, combination of letters
that would not be possible in English, such as *AAA" or a "Q" that was not followed by
the mandator}; "U", for instance." Mt_xch to my delighi, nof only were no contradictions
found, there were even hearteniag sigas showing I was definitely on the right track. The
word"AND"appearedinrowS and an indication of the suffix "-TION" Wtoped(
out from row 13. Bestofall,that'KNO"mtllelSthrowwasanlme:Q)eaedglﬁ,smcel
kmwtheoddswereexuemelygoodthatdlemmustbea'W“foﬂomngn SoallI
.Medmdpw-ﬁndthenanphManoohmwa;mmuemnthepmmﬁonsforﬂw
fm;r:hcotunmofﬁgne14,ﬁndthepammﬁonsetmatcomineaa'w"inme15&:’
pos:ﬂon,andaddﬂuscolumntoﬁgurel? ) |

Nowthatlwasloohngforlogwalwords,calaﬂaﬂngthelogwmﬁequmeswas
m‘longerneoeswy—ljuahudtopickmntbzonemhmhsaofpmmﬁomm
best fit with the already-sclected cohumns of figure 17 What a treat not to have to add up
any more of these log frequencies! GM'MmmofmmMamMMIw
memorized al of the letter frequencies and proudly showed off this "skill*to my very
patient family, friends and co-workers.) Contimiing on in this manner, finding the
ranahﬁngleuqsforoohmmS—Swunmdiﬁuﬂgandmeﬁmlphimmomeﬂﬂ;n
into place:

19
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123456738
THEYUSED
THEEARTH
SMAGNETTI
CFIELDXT
HEINFORM
ATIONWAS ‘
GATHERED
ANDTRANS
MITTEDUN
DERGRUUN
DTOANUNEK
NOWNLOCA
TIONXDOE
SLANGLEY
KNOWABOU
TTHIS?

Figure 18. mmformscm&rmn

Inbﬁced;fewsurpﬁses. First, the letter "X" seemmed to be serving as a
punctustion mark in the fourth and 13th rows—probably a period. That could have
WdewﬁonERMMm:dmmeﬁm&wwmmwyhdim1.
Secondly, I now saw that the first word was not "THE" after all, but "THEY". This was
another bit of luck (or serendipity), since my initial assumption was wrong bt it still led to
the right answer. Finally, I noticed that the spelling of “underground” in the 10th row was
"incorrect”, Iwassodisoonca'ied.byﬂﬁsthatlmadqoqeofmymeuips(onlyabmﬂmy
tird) out o the Kryptos sculpture to double check mmy copy. 1 sctually put my hand out
to flel the letter and confirm that I had it comrect. But I hesitated to call it an error—it was
possibie that it could also have been a purposeful effort by code's author\to provide a clue
for interpreting a deeper part of the solution. -

ThenextthingldidwastolookatrPartlIlofﬂlecodetoseeifitwgsencodedin
the same wayast;tlI. I simply continued out the permutations from figures 14-16 so as

to include the letters from Part INl. Surprisingly, I quickly found readable plaintext

- 20
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forming from Part IIL, showing that what I was calling "Parts II and III" were really a
single portion of code with a single encryption scheme. Although I wasn't expecting this
to be the case, it was a pleasant shock to get the remainder of the message with almost no

additional work.
When I tried to decode Part I using the same scheme, however, I found that it did

not work. Part I was definitely encrypted differently than the rest of the top section, 5o I
had to start all over again, first computing the L.C.s.under the assumption (which proved

conect)thatlwasoneemorewdﬂdngwithaVigenaeeiphaforthispm:

Index of Coincidence
(Average)

Number of Alphsbets

Figure 19. . LC. vs. Number of Alpbabets for Part I
Although the graph was cruder than for Part II because it was obtained from a fewer
number ofletters(notetim some of the I.C.s seem to exceed the theoretical limitofj
0.063), it was still obvious that a key length either § or 10 was being employed. (These
muiple high LC. values were the result of the way the L.C.s were calculated. Since high
L.C. values are caused by letter repetitions within a column, columns split up into multiplé
of the keylength (i.e. 5, 10, 15, etc.) will show up as additional peaks at these values.) I

tried both, but it was 10 that proved to crack this part. I performed the same analysis as
21
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just shown previously for Parts II and III, and the final decryption for tlie entire tdp half of

the code is presented here:

BETWEEN SUBTLE SHADING AND THE ABSENCE OF
LIGHT LIES THE NUANCE OF ILLUSION. THEY
USED THE EARTH’S MAGNETIC FIELD. THE
INFORMATION WAS GATHERED AND TRANSMITTED
UNDERGROUND TO AN UNKNOWN LOCATION. -DOES
- . |LANGLEY KNOW ABOUT THIS? THEY SHOULD ITS
BURIED OUT THERE SOMEWHERE. WHO KNOWS ITS
EXACT LOCATION? ONLY WW. THIS WAS HIS
LAST MESSAGE. THIRTY-EIGHT DEGREES FIFTY-
SEVEN MINUTES SIX' POINT FIVE SECONDS
NORTH SEVENTY-SEVEN DEGREES EIGHT MINUTES
FORTY-FOUR SECONDS WEST ID BY ROWS.

Figure 20, ChuuﬂahdPﬁﬁlﬂutﬁr]hpSeﬂhmcllﬁfp&n(hde'

Seo WhatDoes the Bottom Section Say’

. Cﬁtounn;aﬂthetnneﬂhulvww‘woﬂnngaumwtntheun)ﬂwnoncﬁlhelhypum
code, I would take occasional breaks to look at the bottom section as well. I saw slmost
immediately that this section, like the top, was made up of different parts. From the
_ﬁ'equencybyrowdnrts(ﬁgm'ess-S),therewasastmnghmtthatthelastthreelmesorso
vnmeencodedeﬂladuﬁ:entmﬂn:nethanthenan Sk:ldeudeduodhndethebouonl

secuonMOtwopmtsattheqmtionmm-k,andcalledtheums'IVandV.

ENDYAHROHKNLSRHEOCPTEOIBIDYSHNATA
CHTNREYULDSLLSLLNOHSNOSMRWXMNT
IVTPRNGATIHNRARPESLNNELEBLRPIIACAE
: WMTWNDITIEENRAHCTENEUDRETNHAEOE
TFOLSEDTIWENHAEIOYTEYQHEENCTAYCR
-EIFTBRSPAMHNEWENATAMATEGYEERLB
TEEFOASFIOTUETUAEOTOARMAEERTNRTI
BSEDDNIAAHTTMSTEWPIEROAGRIEWFEB
AECTDDHILCEIMSITEGOEAOSDDRYDLORIT
RKLMLEHAGTDHARDPNEOHMGFMFEUHE
ECDMRIPFEIMEHNLSSTTRTVDOHW?0BX]
UCXOGHULESCLTTRBWFLRVQQPRESKES D
VITRTOSINSSEXZZWATIHLUDIAWINERNY T
VTTMZFPKWGIKZETJICDIGXUHURUEKCRAK

Figure 21. Encoded Bettom Section of Kryptos Code
22
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Starting with Part IV, the first thing 1 did was call out my faithful old friend, the

frequency count:

Number of Times
Occtrrring (Sealed)

Cypher Alphabetic Letter

Figore 22. Frequency Count for Part IV
Compaﬁngﬂﬁséhmtoﬁguezitwasobvious'mmhelenminpmlvwaeoowning
with the same frequency as they occur in normal English. This implied that this part of the

 code must be encoded with a transposition code (see box ) Interesting...the Kryptos code
(sofar)see.medwbeenoodedwdththetwomostﬁmdamemdtypesofcodes—the
substitution and the transpositional, |

Because Part IV was probably & transpositional code, I knew that all of the 336

letters were aiready in plaintext, but | needed to determine their correct ondering, At firs
itseemedlikean.impossibletask,withmalmostinﬁnitemlmbetofposm‘biliﬁes..Afa';r
teqdhgupmthembjecghoweva,iwonmﬁmdthuthaemmdmdwaysw'mypt
a transpositional code, just as there were for the substitution codes. And I had a bunch
Mthewde's author may have used one of the most fundamental types of encryption.

23
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Transposition Cypher (Example)

PLAIN: FOURSCOREANDSE
VENYEARSAGO

345 32451

Wowaom k-
PmomoOonO N

N
D
S
B
v
N
U

NN P2 mM

CYPHER:

Hémezs. Example of a Basic Substitution Code
lnabasicmbsﬁwﬁonwde,theplaintenmessageumaﬂyisﬁrstwﬁttenom

vertically in matrix form, with a certain number of colunms and rows; it may or may not
be a square matrix (see figure 23). The-colun;nsamthenmb:edaromd,andthenew |
ciphertext i read horizontally from the rows. To decipher the message, the reverse
prooedurenmstbemedout
. Defining the Problem

In order to read the Kryptos transpositional message, then, the first thing that I
needed to do was to determine the basic structure of the array; that i, asoertain into bow
many columns and rows the 336 letters were divided. For example, one solution might be
to try 18 columns by 36 rows, since 18 times 36 equals 336. Another solution could"be 56
columns by 6 rows. But the array does not need to be completely filled in—it could be, for
example, a 17 x 20 grid, but with only 13 letters in the final row. So how would I know
the right choice? | |

The big breakthrough took place when I realized that there were really only a finite
number of pés;ible solutions. I thought about the problem this way: suppose I looked at
something i little more simple, say a transpositional message of ohly 29 characters (figure

24
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24). Now, since I had .co_nstruc_ted this problem myself and therefore knew the answer, it
was easy to see the fnethodology required to solve it.

B-1

B B
JIIWRROTIWEEUCN|STIODN|
m'rnrz'ron-ross '
12345 45213
IWSNDO NOWIS

- WEITH THEWI

REONT NTERO
RUDFO FOURD
OCNTIS I SCON
TN TE. TENT

NOWISTHEWINTER

OFOURDISCONTEN

T _

 Figare 24. Asmksmmcwmmnacmwmm

Nowlimagiﬁedhow'thingswouldlook_iflonlyhadtheeiphenen,wiihmnanyclueson

how to solve it. Iwmxldﬁrstneedtoﬁgmeomlwwmnymwsandeolumnsthereshmﬂd

be,demdehowtobreakuptheongmalmessagemo'pleces (i.e. columns) of a certain

lengdl(calltlnslength“B“),andthenﬁgurewthowmnylettersshoaﬂdbemeachp:ece.

Onceth:swashown,lwmﬂdhavetoassemblethecohmsmthecmrectordabeﬁm

Icouldmdthephmtm

Looking at figure 24, it is apparent that, when the array is not completely filled in,

there can only be pieces of length B or B-1, since the shorter words wil always be just one
- letter shorter than the longer ones needed to fill in the array. -Grgdually;lrealizzdthatthe

mathematical relation_ should be as follows (defining A=B-1):

| Ax + By =29,

or y=(29-Ax)/B
25
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' ~ where x is number of pieces of length A and y is the number 6fpieces ofleng-th B. Since x
. and y must be integets, (pieces cannot consist of fractions of a letter), the condition that
tﬁmeare only a finite sumber of solutions is forced. So for a given A and B, only certain

y values are possible for each x. For example, if A=4 and B=5:

Y
5.80
5.00
4.20
3.40
2.60
1.80
1.00
0.20

qc\u.nuw—olkl

Since y must be a positive integer, there are only 2 possible values for x for this example:
1and6. ' | ) |
Nowlwasreadytoﬁ‘ymymode!ontheaculeryptoscode Substltuungthe
mmberofcharwtersmPartIthotheprevnousfomnﬂa,
y=336-Ax/B
lcouldnc.)_wde;erminehowmx?yp'iecesbﬂengthAmdBwerepossibletoﬁtintothe
336 characters inscribed on this part of the sculpture. IhﬁdnotedthatPanIVbeganwith
. the word "END". rmscomabeonlyaeomdmoe,bmlwondmd:momndbeammby
| thecoddsmdlorthatmaybeth:swordrepmemedtheﬁnaleolunmmﬂwgnd lftme, |
'thiswmﬂdimplyeitheragridmadeupmostlyofcolﬂmnsoflength3gnd4,orelseagr_id
made up all of column length 3. From working with the code for so long, I had gradually
_developedthestrongfeelingthatthemauikwasnotve:ysquareatall—thatis,iteonsisted '
of only a few very long rows. It is always difficult to describe hunches, but, in this case,

my feelings were based on the realization that once the colmﬁns were finally assembled,

26
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they would needrto be reordered into colurmns to make horizontal words. And when I
tried possible solutions using long columns, I found so many contradictions that 1 was
forced to conclude that the. columns couldn't be very long.
Finding the Columns
So after many months of trying different ideas, I finally decided to try A=3 and

B=4 as a working hypothesis. ﬁmlsﬁﬂneededtoknowhowmnnywordsoflmgth3and
how many of length 4 there were. From symmetry, I had the feeling that the final three

. latthmNrepmeMedathmelaierworisincelhadhypoWMtheﬁm
threelettq*_sdid. From the previous formula, I knew that there were only certain solutions
that were allowable—(x=0, y=84), (x=4, y=81), (x=8, y=78)...all the way up to (=112,
y=0). That's still 28 different solutions o check, but fortunately the correct choice of

. (ﬁ,ﬁs)wumdmeﬁumlmwz B

TOSOERIEBANULESXXTGEALLEPCES
ARRCODIENCRLILUNNPFPANPNEIADS
ENRPITAREDENRNARATARNBIRINE
RLEPBEITPTISLONINIAOBLAWER

ABRDNOODEEOQNIIRNWETTRAPTUSY
ENAEBRLENIBCCIPrSNAALAERERTZOUDAO
CEEATPSINOETRITPREFNOGREAEERA
CSTPRPFEWAYEARBAZRAATYLESTOR

MRPBEIPEIIRCERIOSYTRXGANNTY
AfIDATYESSBTIISADDILTREGS
ENBDPAMNWAWADLEEADLEMNDDOPND
EASNNESESPOPFPFEDCSISAGOROALAEPENE

ENMTBRER
EABNROTELMTYrAERO
CIITNTFVENESIORTSR
DPMLTDDOWTYTORAW

Figure 2S. Correct (But Unordered) Column Arrangement for Part IV
Re-ordering the Columns

. qu I needed to arrange the columns back into the correct order. (By the way, I
should mention, if it is not already obvious, I am presenting these steps in a certain order
only for clarity. In reality they were performed haphazardly, and I would often jump back

27
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and forth as new ideas came to me.) For t_his purpose I reached into my now worn
"cryptographer's bag of tricks" one last time and utilized sometﬁing called a "digraphic
' ﬁ'equéncy table". This chart depicts how often, on the average, any two alphabetic letters

*occur next to each other. For the first two columns in figure x, for example, the
combination "YO" ocours only 0.64 times per 1000 letter pairs, "AH" occurs 0,13 fimes,
and so on. By summing up these frequencies for each pair of columns, I was able to
calculate which columns were most likely to ocwrnexttoeachother The final solution
is presented in figures 26 and 27

FTLICKBABUCPPREEENTLYDNTAX

OXBALITRLEIINGSSATEDTHEHECA SIOALY TESERRAITY SICALY THE REMAINS OF
"jASREMOVEDWIETETASMBLINGAA EASSAGE, TERRTS ‘THET INODMEERED THE, LOWER

BLOWLYDEBPARATLIESLOWLETYE

LAOFPTYEBROOCEMWISFEINRBNBAGED ma‘mmmmm
-ID&ILID'Illlﬂ!.!lll.!l!! MMMIMAWMINH

BABEMAINSOFPACOAGADOERAIST™ UPEER IEFT ERND (CRER AND THEN WITENDNG THE
PRONYEEMISFECANTOUSNEANTY HIE A LITTIIE T INSERIED THE CRYEIE BD

BSCAPINOFRONEEASCHANBERCA

UPPERALEFTRANDCOANBRANDYN mmm}m'mmmm
ZEAESENCUMBEREDTERLOWEARAR )
’ CRVER CAEED TEE FHAVE TO FLIOKER B

CERDEEREFrILANEERO : FFESENTLY IEIAILS OF THE ROM WI'THIN RMERGED
Torezanooawanw | {remEMEr. 0w oo sE memEa:
Figure 26. OlﬂaedCohmforhrth Figure 27. Correctly Ordeved Text for Part IV

I have been told by people, although I have not checked it myself, that this s a quote from
. 8 Howard Carter book on the opening of King Tut's tomb. Note the troublesome "d"'at
the end—I tripped over this more times than I can remember When s ooked o i

. part of the code, I thought I could use the *Q" to belp me solve the message, since I
thought it would absolutely have to be followed by a "U”. However, this turned out o be

a false lead (one of many).
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A New Lead?

Even though it was not necessary to determine the keywords used in the
substitution code in order to read Parts I, IT and I1I, I was curious to find out what they
were. It was easy enough at this point-—just find the plaintext letters in the top row of the

. Vigenere tableau in figure 1, follow those columns down until the cipha‘téxt letter is
found, and then read off the first letters of those rows for the keyword letters. (By the

- way, because the Kryptos cipher actually uses a modified version of the Vigenere codé,
the alphabets down the left-hand side and along the top of figure 1 must first be removed
for this o work properly.) It turned o that the 8-letter keyword for Part I was |
"ABSCISSA", and the 10-letter keyword for Parts I and ITI was "PALIMPSEST". I
knew what an "abscissa” was,bmtlﬁsot?erwordwasnot&miliutome’. I'looked in up
in the dictionary, and found that it was a written document...that has been written upon
several times, often with remnants of earlier.. writing still visible.” Very interesting. Is the
cipher trying to tell us that the Kryptos sculpture contains multiple layers of code—written
one on top of the other? )

lmucktomelc. calculations for Part I and-found a surprise when they were

extended out to 15 alphabets:

Indexk of Coincidence
(Average)

Number of Alphabets m

Figare 28. LC. ws. Number of Alphabets for Part I, Extended To 1S Alphabets
: ' 29 :
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of odurse,lknew that the peak at m=16wascausedby the 10-letter keyword, and the
: peaks at 5 and 15 areexpected artifacts of the keyword (1/2 and 2 times the keyword
| length, respectively). But what was this peak at m=13? Whatever it was, it also showed
up in the L.C. plot for Part II (figure 9). Could this be a sign of another code—possibly
one using a keyword of 13 letters? |
And what about Part V of the puzzle? I haven't spent much time on this portion,
- but I have already made some headway. There are interesting patterns in here as well, and
I see many avenues of assault. Although this part could well be much more difficult than
the previous pieces, I am confident that it is not impossible. I doubt that the code's
authors would get much pleasure out of writinganunbreakable'cc.)de.
Final Thoughts . , | |

Ihopgatt!:evuyleastlhavehnpﬁedsomepeoplemstudythekfyptospuzde
and give it & try—there is still much to o, Even the parts of the code that have been
decrypted must still be interpreted for their deeper meaning. There are many pieces to be
puttogether;andmanylaymtqbe'peeledback.

Nothing is more frustrating than reading a cryptography book where the author
easily and in a straight-forward manner shows how a code was solved. I¢'s a litl fike
reading one of those books on "How I made a million dollars”. The methods typically

| wmkfonhatpmﬁqnusetofdrmams,mmeyonendon'tworkmyourpuﬁuna;

case. Similarly, codes have distinct characteristics that frequently require each of them to
be solved with a unique method. Sinceldidn‘tseeanyneed to dwell on the hundreds of
things that I tried that didn't work, the methodologies that I presented may seem a little

too straight-forward and deceptively easy.
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I genuinely enjoyed working on the Kryptos ciphers. Certainly professional
cryptographers could have broken these codes much fuster, and would have used ‘superior
methods. But I doubt thgt they would have derived as much satisfaction as I have. I
didn't use any computers to decrypt the K:yptos codes-just pencil and paper, some
common sense, and a lot of perseverance. I believe that, when confronted with a problem -
likéthel(ryptospuzzle, sometimes we need to step back, set aside our computers and
preconceived notions and just think. It's important to remember that the Internet,
ahhoughuseﬁﬂforsomeapplicaﬁoﬁs, doesn't always have the answers; it would have
been of little help in solving the Kryptos puzzle.

Maybeifsﬁmetosta;tusingmnmindsagainbeforewemamaﬁcallyreachfor

31
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