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Cracking the Courtyard Cg/_pto 

V By David 0. Stein 

I looked down at the large number of yellow pages littering the top of my desk, 

obscuring its oak finish. Each page was covered in hunaredv of alphabetic letters 

ma, although they appeared a be arranged randomly, were really carefidly laid out in 
ordered columns For the past week or so I had been feeling that I was very close to a 

solution-,-But was I? Asa hobby, I had solved mmty puzzles since I was achild andI 

haddiscmeredthatthemostdifi‘icult challenge wascontimallydealingwitll-tllenagbtg 

fear thatlmaybeonthewrongtrack. Hie voice inmyheadwouldwhisper, "Maybe 

you're mistaken-maybe thisfirstpart qfthe Krjptos code is really not apolyulphabetic 

Vigenere Tableau afier all-maybe it's a ajfierent gpe of code entirely. Or maybe it isa 

Vigenere code, but it's been doubleor mpza enaodeal-or maybe it was encoded 

baclcwards,ormqybe..."’ 
' 

_ _ 

- " _

' 

This is the worst train of thought mi amatew crflitanalyst can have-it goes 

nowhere, mid it is tempting to give in to fi'ustration at the seemingly infinite number of 

solutions andabanabn the eflbrt. So aslhaddone dozens oftimesbefare, I 

pushedthesetI_io::ghtsaway¢mdpre.wedon Ihe thingtodo, Itoldmyselfagainand 

again, wassimplytosticktowhatlbiewtobe thefacts. Letthe enoodedtextitselfguide 

me, and keep qzeculation to an absolute minimum. I should follow my instincts
A 

occasionally, but then remember to always keep track of my assumptions and be 

prepared to revise my thinking ifa hunch doesn't work out. -

I
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And suddenly it happened—-l was hit by that sweetly ecstatic, rare experience that 

has been described as a "moment of clarity ". All of the doubts and speculations about 

the thousands of possible alternate paths simply melted away, and l clearly saw the one 

correct course laid out in front of me. Taking afresh sheet of yellow paper I slowly and 

deliberately wrote out a new column of letters, followed by another, and then another. I 

continued this for several pages, then computed mathematically which rows were mast 

likely to represent the correct plaintext letters, and searched for logical combinations 

betwenadiacentletters. Itriedt0c0ntainmye.rcitementasIwitnessedthemir'acleq" 

tlteletterssla|vlyfonnt'rtgtogetltert'rttowards, oneafiertheother. Mdu'nthene.xtfew~
' 

hourslhadfinished Aftermore thansevenyearsandsome 400hoursoflaboringover 
' / 

pilesandpilesqfpapercoveredwitllgibberish, Iwasatlastlooktngdownata 

pamgraphqfclearl')tglishtext. Iltadbrokenoutdtefirstpartoftltelfryptoscode. 

1

I 

Introduction “

- 

Idon‘trememberthefirsttimeIsaw,orevenheardabout,theKryptossculptm'ein 

thecouityard.ButwhenIdidfinnllynoticethelu1ge,cm'vedcoppe|'plateswiththér 
1 

- 

.

A 

mystaiouspafomedinseripfiomldeddedlwouldgivethdrdeerypfionauy. Ihave 

alwaysvbeeninterestedinpuzzles, and_Ibecatnefascinated\;viththed1ouglttofthat 

encoded message standing quietlyinthehea.dquatters'courtyardyearafteryear,ta\mdng
1 

everyonetouytoreaditshiddenmessage. Afterworkingonthecodeforawhi1e,I 

leamed that the basic problem-solving taahniques that I needed for decryption were not so 

ve1ydifi‘erentfi'omthosethatIusedinmyworkasatechnicalauaiyst. Andinrnyreading 

I also leamed something else; that although codebreaking is a fascinating hobby, it's more 

2 . 

\
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than just fun and games--throughout history, lives literally have been lost and saved due to 

cryptanalysis. 
_ 

x 
A

' 

Ever since I initially began sharing with people the progress I had made 

deciphering the code covering the Kryptos sculpture, I have had the interesting eaqaerience 

of being inundated with questions about it. By far the most fiequent question asked is ' ' 

"Howmuchdidyougetpaidforsol\_¢ingthatthing?"(Manypeopleseemedtothinkthat 

therewassomekindofprizeinvolved). ’l‘henextmostconnnonquestionis"Howlong 

didittakeyoutosolveit?‘ Notwithstandingmywife'sr_iposte("solong,thatita!most 

wasn‘tworthit"),thi.squesfionismoredificult. Iwasnotkeepingtrackofthetime,and 

inany-evenglwasnotinanylninyto solvethepuzzle. Codebreakingformeisahob_by- 

ifit stopsbeingfimandbeginstoseemmorelikework,fl1enh'sfimetoq\fitandstan 

doingsomethingelse. Mybestestimateofroughly400hoursseemsabout1ight,hadI 

beenworldngconfinuoudy. Idon‘tlmowhowlon§itwouldhavetakmme<ifIhadbeen- 

tryingtosolveitasfi|staspossible,though Ihadexpectedthemostpreiralentquestionto 

be"Whatdoesthemessagesay§';howeva,thisoneonlymadehimothirdplaoe, 

fofloweddoselyby(hmorm1slyIhope)'Don1youhavemyflfingbeuatodowithyau 

ti1_ne?".AhhwghPmnota|rejusthowtorespond_wthislastone,Idolflcetotalkabom 

theprogresaI‘vemadeontheKiyptosproblem. However,I_mustconfessthatI 

somefimesfedalifllemmmfoflable-rwalhgthemesmgewhhomlmvhigmoppommhy 

to provide a fiill explanation. ' 

Thereareseveral reasonstbat I don‘t Iiketojust blurt out the solution to the 

Kryptos puzzle. First, it is important to remember that the message is still incomplete-I 

have not yet broken out the last 97 characters of the 866 character inscription Second, as 

'

3 
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will be seen, the message is enigmatic and open to interpretation: Fmally, I believe that 

simply presenting the solution without showing the methodology behind it is cheating V 

people a little. The creators of Kryptos no doubt intended to inspire people to try to solve 

it for themselves. Simply showing the "solution" that I have derived steals away a little of 

the excitement and appreciation of the problem, and can discourage people fi'om trying 

However, when asked to write an article for "Studies in Intelligence“, I became 

inniguedbytheideaoftryingtoexplainwhatcanbeacomplicatedandconvoluted 

mbjeainammnerthath0pefi1Hyeouldbemdastoodbyanyone.Afiahwasmggeshed 

tomethatiteouldwellbeimpossibletoexplainthemethodologyconciselyand'inanon- 

technicalmanner,Ieouldn'tresisttakingupthechallenge. 

Where to Begin? l

_ 

Whenfimeonfi'omedwithtlmeodedfi1flteidofflieKryptossuflpnme,thetaskof 

decipheringit can seem formidable-even impossible. Where to begin? Even the most 

camflofobsenmfiomrevealsthatthewfifingonthesaflpuneisdividedimo2main 

pieces. One side (figure l) depicts a somewhat modified-‘Vigenae Tableau“ (a series of 

alphabetsusedforthecodinganddecodingoftext); theothersidecontainstheactual 
‘

. 

coded message of 866 characters interspersed with four “question marks" (figure 2). _ 

Onemethodfordedphmingacodebeginsby-coimfingupthenumberoffimesthat 

each letter of the alphabet occurs throughout the message-a so-called "fiequency count". 

However,itseemedreasonabletomethatdifi‘emntsecfionsoftheKryptoscodemayhave 

beenencipha'edwithdifl‘erentcodingschetnes; ifso,itwouldbenecessarytoperfonn 

iiequmcycountsoneachpattseparately. Lookingthmughthecodelseeinedtosee 

' 
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OsABCDBFGHIJLHNQUvwXzKRY TOsABCDEFGHIJLHNQUvvXzKR 
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ABCDBFGHIJKLHNOPQRSTUvUXYz
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RTEPPCUIFUHFNRBSBRHEHASPDQAH KQQGRQKFPPQNGGIOEDQTROOGVQIU DYKAFBBD°ILPu@ONLUYAARAHTVDK ;JKIvLwTIGCvLPEsBBEHOBEHRRUG ZVHHDJFNSOQHAUTHNHTATIOOTLLI xEwHGBKwGGHDYNPOHEYTOPGETFKD JRGQATHPUVJBQzCHLTOABwBNsWJC 

DTVDDJJFTQDXJGOLSCINAETPSBTJ SLYZENSUTDPBRJELBHEBUTIDLBAT ULZQQBKFLFVEMMHSPAAHTsSRNFwX 
YVTPKEFBJSUOPFRLRRHBEHHAHIZZ XUBPVUUKQBNv¥ASLANNNUTIHBLzK AYWCLXDwQzCFFDLs‘BBHTTEDMOKD FVZMQUVDOKIFLHNDNEWHOHCTISBG RQHQNYH?HPAKGHHLHIIA1ALGBBSw 

La8DAGEHz?UGZDOUITTPFAIAFLSK 
zoE7JCzvEZPRNBRYTIDSSIHHPUQP 

HXDKZEKUFEGRPBHBADBRANDBIHJF 
PUUKHLTDKTTv"BARGN5BODDLRGSJ EQJHVZBDDGNZEHYNNWLTPDTHHOQH UTPwHGzDLGQZQUDTRTOFBBCLDXTT HQFGIZI“vLHLNQNHPHFIBSEKCOWT BYVGTQYHEFFBDDICTWTETBARBUTV
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-diiferent pattems throughout, but I wanted to quantify these impressions. Therefore just 

as a starting point, I decided to count up the number of times each letter in figure 2 

occurred in each row of the message. By plotting these counts as a function of row for 

each letter of the alphabet (26 plots in all), I would be able to watch how ofien each letter 

was being used as the message evolved. In particular, if the count stayed approximately 

constantforanumberofrows, thiswould indicatethesametypeofcodewasbeingused 

fcrthatpartofthernessage.
p 

" A typical example of one of the 26 plots, for encoded letter "J", is shown in figure 
3. (0fcourse, these "J"s are not really "J"s at all, but are cipheitext letters representing 

plaintext letters of the alphabet.) 

Frequency of “J” By Row 
i- ;.~ 
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Itcanbeseenthattheletter"J"occurred2timesinthefirstrowoftheKryptosmessage, 

ltimeinthesecondrow,andsoon. Inotedthattherewasamarkedchangeinletter 

fiequency occurringbetween rows 14 and 15; thatis, fi'om row 1 to 14 there were J's 

appearing in almost eyery row, but from row lS to row 25 there were no J's appearing at 

all. It will be shown later on exactly what is causing this phenomenon; the important - 

point to me was tlmt I saw a good indication that rows l-14 were encoded with a different

6 
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type of code than rows 15 and beyond. (There was also an indication that the last 2 or 3 

rows were encoded with a diflerent type of code than the preceding rows.) The dramatic 

change fi'om row 14 to 15 was seen in virtually all of the 26 frequency plots; two more 

examples are shown below in figures 4 and 5 (for letters "Q" and ‘PK’, respectively). 

Frequency of “Q” By Row Frequency of “K” By Row 
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Basedontheseresuits,Ithereforedividedtheoodeinto2sections; rowsl-l4were 
.

I 
designated the "top" section, and rows 15-28 the "bottom". I then further divided the top 

section into 3 parts using the four question marks as the dividing points; I designated 

thesepo|fionsasPartsLH,md1Hrespecfively(figme6).Ibeganmymtanptsa1 

deciphering with the 125 characters of Part II because this piece looked more 

tomethantheothertwoparts. ' 
- " 
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i1gue6. TopSeetionofKryptmCode,Dividedi|m3Parts
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Frequency Counts 

The frequency count is one of the cryptanalyst's most powerful tools. By 

computing how ofien each letter appears throughout the message, it is possible to 

determine important clues about the code employed In figure 7 is plotted a typical 

fiequency count of normal English text.
' 
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Figure ‘I. Normal Frequency Distribution for the English Language 

Each bin represents the number of times that that letter occurs, on the average, for every 

1000 letters encountered. For example, as you are reading these lines, the words I am 

using are unavoidably being constructed of letters that comprise such a distribution So 

tenaciously does this pattem adhere to our language that it is virtually impossible to write 

or speak without it betraying its presence. And even if one were to artificially construct a 

few sentences or paragraphs that do not follow this distribution, it would mm out to be so 
contrived that new patterns would inevitably develop. So because it is an essential and 

unavoidable part of our language, from a cryptanalytical point-of-view, the pattern is also 

a c0de's greatest weakness. - .

' 
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In figure 8 a frequency count for Part I1 of the Kryptos code is plotted. It was 

easily seen, fiom comparison with figure 7, that the pattem was very diiferent from the 

normal distribution for English. a
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-Iigrrre8. FrequencyCountforPartllofKryptosCode
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Inparticular,thedistr'ibutionappearedr_nuchflatter. Thisisexactlywhatlwouldexpect 

to seeforapolyalphabefic substitutioncode, wherethedistrilnrtionsforseveraldifikent 

alphabets would tend to "average out" when combined. . Because the modified Vrgenere 

Tableau—a polyalphabetic substitution code-is inscribed on the Kryptos sculpture, it made 

seasetonythisfirstasaworlcinghypotheaisforthispanofthecode. 

Finding the Length of the Key Word -

. 

A common method for braking a Vrgenere code involves first detennining the 
lengthofthekeywordthatwasusedtoeucipherthemessage. Thecodecanthenbe 

broken up into its- constituent single alphabets (or "rnonoalphabets") and then analysis can 

be performed on each cipher alphabet to determine to which Vigenere alphabet it
_ 

corresponds. Once these Vigenere alphabets are determined, the code can be easily . 

deciphered. Note that nowhere in this analysis is it necessary to actually resolve the 

content of the keyword.
_ 
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In order to ascertain the length of the keyword used in Part H of the cipher, I 

needed to make use of a cryptanalytical tool known as the "index of coincidence", or I.C. 

This concept conveys the probability that, given a distribution of letters, any two of th 

chosen at random will be the same. The details are covered in the field of statistics, and 

they are not significant here; the formula and an example calculation is provided, (see 

box), ifanyone wantsto repeat the analysis forthemselvas Theimportant point isthatfor 

any set of letters, the average value of the LC. will range from 0.38 up to 0.66. The closer 

this average value is to 0.38, the more likely it is that the set of lettas is completely 

random. Ifthevalueiscloserto0.66,thenitismorelikelythatthelettersrepresenta 

monoalphabet. 

IfirstdividedthetemofPanHi;no2singlealphabetsmdcompmedtheavu'age 

LC.,thendividedtheteictinto3alphabetsandagaincomputedtheaverageI.C.,then 

divided into 4 alphabets, and so on. Finally, I plotted each average I.C. as a fimetion of 

ndox 

of 

Co 

no 

dence 

Ave 

age) 

the number of alphabets (figure 9). 
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Figure 9. LC. vs. Number of Alphabets for Part II 
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Figure 10. Part II ofliryptoa 
into Code Divided 8 Alphabets 

It is easy to see fiom this figure that the correct key length for this piece of code should be 
8 since that number yields an average I.C.- value of almost 0.063; thus, I knew that I 

needed to divide the code into 8 separate alphabets. (figure 10) 

ll 
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Example" Computation of I.C. for 7 
Alphabets (Kryptos Code Part II) 

'»'.7‘-I I5 -5,‘.-' I.'_5--'?*II.'>'\!3'J51 E .; . .- n-if '_T‘T§£'¢':! V 

0.038 §§%?fi§€§§1Fi%%5$§§$§ 0-055 -.,.“__l. -1...... ;-‘Z-..._ . T-.. J‘? _., ..-::",. .1;-,7... ' ‘ ;-;~.-:- -_:'." :~ -_,- :1 _-_-_-_;,-; --_ --_-_-,;\L ' 

,. :.—../, ;... _d;;..y‘.-.1.‘ Completely 
. Nonv- 

Random 
A 

I- alphabet 
Letters _. 

L-'51:; {:5},Y:';i€5£;i."i@E:1?§55,ii%i~1:EEi?;%j;?25{-: st-1-:»:?‘.» - 

' lf=letter' frequency, N=number of letters in column‘ 

U!-0S'*1'XW5U'-!C3G)Gl<NNL'1Gll.\!U|"' 

Alphabe t 
Alphabet 
Alphabet 
Alphabet 
Alphabet 
Alphabet 
Alphabet

1 

'UN';l17¢N§7I-iCUNN['.I"*llO¢~lG')"OU|ON 

'1

3
4
5
6 

OOOOI-ll-\OOOnhOOl-‘Oi-‘I-"OI-ll\ll\$70.!-ll-‘(DOOM 

D-‘HOOI-ll‘-"l'-‘OI-"I-‘O0!-||-ll‘-'Ol-‘OIOOI-‘OI-‘I-|Ol—'~I 

OOOH 

UIOI-IOOOHOHNHOOOOPPOFHHPNOHON 

OHOOONPHHHOOOI-'HF|HOOONNH¢D-IPU 

OOHOONIJOOOHONNPONNOOONHI-IOOQ POOPNOOOOHHOONOOHHNOOHHHHNU! 
Nwnflddumwouozlvauwuo~11-uunur 

ca 

"u 

9Q 

on 

an 

~<'u1 

C4 

c: 

t* 

C: 

71 

nu 

he 

*5 

@113 

E! 
no 

<3 

>3 

<2 

¢4 
pg 
+4 

£4 

t* 

on 

on 

=5 

Ha 

ti 

E: 

+4 

>< 

E! 

(1 

4» 

<2»-:2-'-t:<1 

:4 

cu 

on 

an 

<1 

he 

¢4 

he 

K) 

E: 
an 

5: 

wa 

Ln 

I-1II€O7§U|?1"'1IOZG7lOC$G1L'*<lOH'*JO\ 

:2 

b**q 

c:»a 

:n 

(1 

c¢»< 

bl 

2?}: 

<::: 

z1:u 

(3 

~: 

JNOOOOOHNOOOUHOO -ii; 

I\\O'Dl-ll-l|—'l-I 

:[2(l)+3(2)+2(l)+2(1)+2(1)]/(18) (17)=0.046 
2: [2(1) +2(1)+3(2) 1/(18) (l7)=0.033 
:[2(l)+2(l)+2(1)]/(18) (l'I)==0.020 
' [2(1)+2(l)+2(1)+2(1)+2(1)+2(1)]/(18) (l'I)=0.04O 
:[2(1)+2(l)+2.(1)+2(1)]/(18) (17)= 0.026 
:'[2(l)+2(l)+2(1)+4(3)J/(18)(1'I)=0.059 

7: [2(1)]/(17)(16)=0.oo7 

AVERAGE I.C..:
. 

- O. O46+0.033-I-0. O20+0.040+O.b26+O. 059+0. 007] /7 
= 0.033 .

. 
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Which Vigenere Alphabets to Use? 

Now that I had the code divided into 8 monoalphabets, I needed to determine 
which Vigenere alphabet corresponded to each of them. Ifthe text of Part II had been 

much longer, the analysis would have been fairly straightforward; I could simply have 

perfonnedafiequencycount foreachcolumnand matchedtheresultingdistributionsto 

theEnghs'hfi'equencym countinfigurex. Theletteroccumh 

likely lmve corresponded to plaintext "E", and, since the Vigenere alphabets have a fixed 

order (cyclical permutation), the identities of the other letters could then have been found. 

However, from the example presented in figure ll (for the first column), it is obvious how 

impossible this method would be for the present problem: 

»_;..- '- -;:=u=+ -1=a;==wi=%w-=~c:=w-cl-<1::;.;==w1 1:»:-; ~~"-.~:':' ='.‘~t->-1 ;- 12:1- 
I 155115:1;§::!':::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::§:§:: I-“'3; A 1-—;"' ::::::::::::.‘i:::: .:::::::::::::::::::::::: :::::':::::::::::::i5f1 

er 

of 

Tim 

ng 

(First 

A 
phnhet 

- .1. ............ . ......... ........... . _
_ 3 IE’. :' II":II'IZZIIIZ'Z"'§ZZ"Z'Z'""'"IIIIIIIIIIZHZIZIIIT:ZIITZZIIZZZIIZZIZIRIZZIZIZ 

1- 

if§=23z§§§§§552252223if;ass5;:s2sass;asis53552522522222ass;ass;2z§2;zs::2zsz;aass:a 

21:3:1:::::iiiJ:I:::E:::1::::::3:::iii:::1::1:5I1It::::::::::::::f&::::§JI::I::I::i53 a_».:; 

'= 
r -2*; 

= =1-1* 

.:I:Z1:!iZ:1:ZIiZ:2Z22232232212232212222172112£2 

_;;-afl%; E:-l; Ev 1: %= fi- Q’ K l_"r 
Numb 

Occur 

_ emu Alphabetic um: 
flgllltll. Fl'BqIifllcyQIlll1f0rF'iIflAIphlbd0fPll1II 

With only around I5 letters awiailableperalphabet, therearesimply not enoughto ~ 

deterrnineanyldndofalphabeficsuucturesuchasthatseeninfigure7. Sonowwhat? 

Imustadmitthatlgotstuckatthispointforalongtime. Nodoubtaprofessional 

cryptanalyst would know several ways to proceed, but I was unsure. And then one day- 
February 21-, 1998 to be exact, I had a breakthrough. How well I remember sitting at my 
deslg with the sun coming through the window and the birds chirping loudly outside. I 
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\./ 1 
'

_ 

don‘t know if it was divinely inspired (it certainly felt-that way), or if simply all of the 
, . 

knowledge that I had gained about the Kryptos code from hundreds of hours of work - 

came together -and combined with what I had learned from all of the books I had read on 

cryptography. In any event, everything suddenly seerned\so very clear that .I didn‘t have 

the slightest doubt about how toproceed, and I was confidentthat it would work. 

Thisiswhatldidz OnceagainIdividedtheme_ssageinto8separatcalphabets.. 
, 

-
. 

Now,whathadbecomeplaintomewasthatiflwroteoutoneofthecolumnsalongwith 

every possible permutation for each letter in that column, th exactly oneofthese would
r 

contain the true plaintext letters. Tme, the niessanelwould be sampled by every 8 letters; 

butIcouldwliteoutthepemmtafionsforeverycolumnandthenlookforlikelyletter ~ 

combinations among the plaintext (figtu;e 1'2). i 

hloiunnqui 

ruznzchnnn 
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01100 

I0‘-I200 
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U n 1 n : H Q I‘. I: 2 0 
cr- < I: #10 me I< :18 4: mu ax OI mu an mu 

Figurell. FirstOulumnofPartIIWitl|EveryPosaible-Pel'|nutatiqn~ 

Oneoftheaemltmrmmustconespondtotheconectplaimamleflersforfltefimt 

column of the message in figure 10; but which one? .’
h 
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, Fig.l3. PermntationsofIintColnmn,wltl|Uncommonl4ette|'sinRed. 

Looldngacrosthecolumns(figm'e13),itcanheseentlntsomeappearmore 

promisingthanothers; thosethatcontainalargenumberofuncommonletta's,for 

instance (remember, should now represent actual plaintext letters.) But this all 

seemedsoslbjecfive-andhowootfldltellwhichcolumnwasthebestchoice? Columns 

1,5,7, ll, l5,and l6eachcontainatleast5uncommonletters-veryunlikelytooccurin 

suchashortmessageofonlyl25characters,soIcouldruletheseouL Butwhatabout 

the others? Column 18, for example, contains 4 "R"s, which is a very common letter, and 

only 1 "J"-(an uncommon letter.) But is fliatcohunn more likelyto represent the plaintext 

letters than column 22,"which has 2 "E"s and 4 "0"s, and no "K"_s, "J"s, or "Z"s at all?
' 

What I needed to do was to quantify these observations mathematically. One way 
to do this would be, for each column, to add up the normal English frequency count 

associated. with each letter. Then the columnswith the higiest sums would be the best 

candidates to correspond with the true plaintext letters. Starting with column 1 for . 

example, it canbe seen fi-om-figure 7 that letter "D" occurs 4.4 times (on the average) for 

Ievery 100 letters in English, "F" occurs 2.8 times, "I" 7.4 times, and so on. I could have 
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' 

Finally, Words Start to Appear ' 

I 

.- 

It is easy to see from figure 14 that the three highest log sum values correspond to 

the "R" row (log _sum=25.2), the "T" row (log sum==23.7), and the "0" (log sum=24.8). 

Thesetlireevaluesnresignificanflyhigherthananyoftheothers. Now,Ioftenimaginea 

professional cryptographer with a"-bag of special tools, not unlike a consummate locksmith 

or doctor, but consisting of alphabetic letter tables and tlnn picks or scaipels. 

_TheEnglishlanguagefi'equencychanandtheI.C.weresuchtools,andnowanotherone 

Oomesintoplay. namely,thefi'equencytableofhfitialletta'seommoninEnglishlanguage 

words. lnotherwords,howlikelyisitforaparticulnrlettertobeginaword. Itso
‘ 

happmsthattheletter“0"occursasaninitialletteranaverageofabout7.2timesper100 

words,andtheletter“R'onlyaboi.|t3.l-‘times. However,finoetheletter"T"oocursa - 

whoppingavemgeoflflimesper l00words,thisiscleaflyagoodlettertoflyfirst. 

KnowingthatoneofthemosteommonwordsinEng1ishistheword "'l‘HE",and 

giventhatthefimletterofPartlIoouldverywellbea”T',Inatunllywantedtoseewhat 

wouldhappenif'I-I‘weretheseoondletterand'B'thethird. Butoneelchosethese 

letters,Iwouidthenbeeommittedtousingalloftheotherletters-inthoserowsaswell. 

Thepermutationswithlogstmsfortheseoondandthirdeolumnsoffigwe ware 
presented infigures I5 find 16, respectively. ,

\ 

I7‘ 
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What I was looking for here were contradictions-that is, combination of letters 

that would not be possible in English, such as “AAA” or a "Q" that was not followed by 

the mandatory “U”, for instance. ‘V Much to my delight, not only were no contradictions 
found, there were even heartening signs showing I was definitely on the right track The 

word"AND"appearedinrow8,andanindicationofthesuflix"-'l'lON“ startedtopeek 

outfi'omrowl3. Bestofall,that'KNO‘intl1el5throwwasan\mexpec'tedgift,sineeI 

knewtheoddswer'eexuemelygoodthatflleremustbea'W‘foIlowingit. Soalll 

neededmdow-findthenenplaimanwhmnwaemwlitemnthepermnafionsforflne 

fourthcolumnoffigure14,findthepermuuuionsetthat'containeda'w"inthe 15th 

posifion,andaddthisoolnmntofigurel7. ,» 

NowthatIwaslooldngforlogic§lwords,caluflafingthelogmmfiequmcieswas 

miongerneoessary-Ijuuhadtopiekmntheonerowineachsaofpamnafiomflm 

bestfitwiththealready-aelectedoolumnsoffigure-17.Whatatreatnottohavetoaddup 

mymoreofthoselogfiequenciesl (Ihad'donesomanyofthesethat,atonepoin1,Ihad 

memofiudahofthelatafiequeneiesmflprwdlyahowedofl‘this‘sfifl'mmyvay' 
'

\ 

patiemfamilyjimdsandoo-workers.) Confinuingonin1:hismanner,finding"the 

rernahfinglenasforooh1mns5-Swasnotdifiuflganddiefimlplnimunofhnflfefl 

imoplaee: 
V

. 
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v-a>:u:>azuuZ<>G1>:nnw»-iv-9 

»-:21-»-co»-am»-az:r=-1:-1'-::z====== 

:flO!>'O£0!II-JO»-1|-4HH>t*1L'l 

v-|¢z'iz>ml-1-an:oz1-am:-:»< 

m>m><:-'22::-1:umz~1r~z!vc 

-amt-'UOc1OU>5flS0dt*17am 

omonzcczmbwx-4-aw 

e:-<m>>:zzwumz-:-mac 

. 
I

L 

» ‘

_ 

'

\ 

Figurell. PlaimenforAll8CoIun|uofPartll 

Inotioedafewsurprises. First,theletter"X" seeshedtobeservingasa 
‘ I 

punctuation mark in-the fourth and 13§h rows—probably a period. Tint could have 

mnfilsedthedeaypfionifhhadwamedmthefirstfewwhmnghgthlckiiyhdidnt 

Seeondly,Inowsav_vthatthefirstwordwasnot "THE" aflerall, but ‘THEY’: Thiswas 

anotherbitofluck(orserendipity),sinee1Iiyinifialassumpfionwaswrongbutitsiillledto 

F1nal1y,Inofioedtha1thespdlingof‘unde:'g1'ound“inthe10throwwas 

'ineonecf".Iwassodisoonoe:iedbyfl1isthatImadeoqeofmytmeuips(onlyaboutmy 

third)outtotheKryptos sanlpnuetodoublecheckmyoopy. Iactuallyputmyhandout 

tofeelthelet1e1'andoonfi1'mthatIhaditoon"ect. Butlhesitaledtocallitanerror-itwas 

possible thatitoouldalsohavebeenapurposefiml efl‘ortbyoode'sauthorto provideaclue 

fof interpreting a deeper part of the solution. \ 

"H 

ThenextthingldidwastolookatPartlIlof"theoodetoseeifitwasenoodedin 

the same way asPart II. I simply oontimxed out the permutations fi‘om figures 14-16 so as. 

to include the letters fi'om Part Ill. Surprisingly, I quicldy found readable plaintext 

-20 
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forming fiom Part II], showing that what l was calling "Paitsll and HI" were really a 

single portion of code with a single encryption scheme. Although I wasn‘t expecting this 

to be the case, it was a pleasant shock to get the remainder of the message with almost no 

additional work. 

When I tried to decode Part I using the same scheme, however, I found that it did 

notwork. PanIwasdefinitelymc|ypteddifi‘erenflythanfl1erestoffl1etopsecfion,soI 

Ind to start all overagain, first computing the I.C.s-under the assumption (which proved 

conect)thatIwasonoemoreworkingwithaVigenereeipherforthispart: 

=2?‘ 2222222222222222222' '2222222-52222222222222; .= "======222222=2 
‘:;;;;__!4'-1.:::::::::::::::::' : :::::::::::::::::::::: EE§EEE::::::i: 
"'___"1 11112221223221!!! I. IZIEZZZHIHIIIEIZZZZ I22 liiilliiiiilll 

Z‘;2L¥ 222=2222222222222= 222 '22222222222222222222 2222 2222222222222 
:!:.5::2::::::::: ::::. ::§§::::::::::::z::' :.'::§ ::::::::::::: J 

i;‘:':j’l 22222222...::" -22222222 ===" '22222222= 22222222. 22222222222 
i‘,=_ .-..._1=_ 2222222222222222222222222.222222 '222222' .22222222= '===2=22222 r 

=2222222222222222222222222222222222 1 
ti-;;'"£ 5555;;5;;§§;;§§:§§::::::::::::;::::...::::::::::::::::::;::::::: .> 
L, -fr. .-..-..::"::::-::::-::::"::::-::::':::::'::::':::" 
1-2-"-I ‘4~!'7:'.. 1 ~‘-':"%5i-12"“-1:‘-'7-.': - 2.‘ '2 :'"- U-‘.1-5 
‘=51-B21125. ?.~t?¥-M,"---" .2--Y-225-'E5=~.»2P;~:,l.-'22 2»i72=l¢i';§2i.5 I .~.-.52 
_ -a:._.'.=;,.--2-i...:-1 ..Lt-,::,t.-.2_::;z-r.:’ :r'.':I'.=i;_i1..->2 

Number offlplubeta II 

Index 

ofCoinc 

dance 

(Avenue 

--l\ 

li@ue_19.-I.C.va.NIl|berofAlphabetsforPartl 

MthoughthegraphwascruderthmforPmHbecausehwasobtainedfiomafewer 

number ofletters(notethat someofthe I.C.s seemtoexoeedthetheoretical limitof_ 

0.063), it was still obviousthat akey lengtheither S or lflwasbeingemployed. (These 

multiple high LC. values were the result of the way the I.C.s were calculated. Since high 

I.C. values are caused by letter repetitions within a column, oolumns split up into multiples 

of the keylength (Le. 5, 10, 15, etc.) will show up as additional peaks at these values.) I 

tried both, but it was 10 that proved toerack this part. Iperformed thesaineanalysis as 

21 

Approved for Release: 2018/07/23 C06712772



Approved for Release: 2018/07/23 C06712772 

Doc ID: 6595020 ' 

6 n . 

just shown previously for Parts II and HI, and the final decryption for the entire top halfof 

the code is presented here: 

BETWEEN SUBTLE SHADING AND .T-HE ABSENCE OF 
LIGHT LIES THE NUANCE OF ILLUSION. THEY 
osnn was EARTH'S umcusrrc FIELD. was 
INFORMATION was sarasnnn AND raansuxrrzn 

' unnzasaooun TO AN uuxuowu LOCATION. -DOES 
» _HLANGLBY xuow asoum raxsv rnmy snounn ITS 

BURIED our THERE soumwunns. wno KNOWS ITS 
Exncw LOCATION? ONLY ww. THIS was HIS 
‘LAST MESSAGE. TH_IRTY-EIGHT DEGREES" FIFTY- 
SEVEN MINUTES SIX’ POINT FIVE SECONDS 
NORTH SEVENTY—SEVEN DEGREES EIGHT MINUTES 
FORTY-FOUR SECONDS WEST ID BY ROWS. 
Figllrelil. C0m|rletel|PhintextforTo||SecIio|uI'Kryp1:oaCode' 

So What Does the Bottom Section Say? 
V

' 

0fcourse,aflthefimethatIwaswofldngawayatt;hetopsecfionoftheKryptos- 

eode,Iwou1dtakeoecasionalbreakstolookatthebottomseclionaswell. Isawalmost 

Iikethetop,iwasundeupofdifl‘erem parts-. Fromthe 

fi'equencybyroweharts(figures3-$),ther'ewasastronghintthatthelastthreelinesorao 

wereenoodedwithadifiuuuecheonthmtherest. Soldecidedtodividethebottom 

sectionimotwopansatthequestionmm-k,andealledthemPartsiIVandV. ' 

BNDYAHROHNLSRHEOCPTEOIBIDYSHNAIA 
CHTNRBYULDSLLSLLNOHSNOSHRHXHNI 

IVTPRNGATIHNRARPESLNNELEBLRIIACAE 
' WHTWNDITIEENRAHCTBNEUDRBTNHAEOE 

TFOLSEDTIWENHREIOYTEYQHEBNCTAYCR 
-E1FTBRSPAMHNEWENATAHATEGYBERLB 
TEEFOASF1OTUETUAEOTOARNAEERTNRTI 
BSBDDNIAAHTTHSTENPIEROAGRIBWFEB 
AECTDDHILCEIHSITEGOEAOSDDRYDLORIT 
RKLHLEHAGTDHARDPNEOHHGFHFEUHE 
ECDMRIPFEIHEHNLSSTTRTVDOHWPOBKS 
UOXOGHULESCLTFEBWFIRVQQPRNGKESQ 

‘VTWTQSJQSSEZZZWATJHLUDZRWIHFENYP 
‘ VTTM2FPKWGBKZXTJCDIGZUHUHUSKCAR 

Iigurell. EneodedBeteomSeclionol'KryptosCode 

22
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Starting with Part IV, the first thing I did was call out my faithfiil old fiiend, the 

fiequency count: 

-"“.\Ei; "....:;:. .'I.I..;:'.:..:!:...-... :;::.. ......::.:::..... 
1; 

- --

§ 
!‘;.vu»--~‘~ Y -~-.' -i ' =.= I 5. "" 1:1‘ 
¢:I:==.;---r.-i:§!:!~!"$1s.:|§E‘%5'§ 
“ 

.- :='=;*=-7*. *1:-'."-I-3‘" 

O]|hIAl|iQdi:'lllI 

Nunbw 

of 

Time:

_ 

°°="l'l'iII 

(3¢.l|='|) 

eg #1. 

~_ 

' Fignrell. l'i'equencyCuunflorPartlV 

Comparingthischarttofigure7,itwasobviousthatthelettersinPartIVwe:eoocuning 

withtl1esamefi'equencyastheyoecurini_no1malEng|ish. Thisimpliedthatthispartofthe 

code must be meoded with a trimsposition code (see box) Klyptos code 

(sofar)seemedtobeeneodedMththetvmmostfimdamanaltypesofcodes—the ' 

mbstitution and the 
_ . 

BecmsePartNwasprobahlyau'ansposifionaleode,lknewthatalof-tlm336 

letta-swaeeha1dyinphhnud,butIneededmdetanfinetheireoneetoida-ing. Atfirst 

it seemed like anjmpossibletask, with an almost infinite munbei'ofpossibilifies.. After 

Ieadinguponthesubject, howeveglsoonrealizedthattherearestandardwaystoiencrypt 

a transpositions] eode,just as there were for the substitution codes. And I had a hunch 

that the eode's author may have used one of the most fimdamental types of encryption. 

23 
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Transposition Cypher (Example) 
mm: FOURSCOREANDSI” vnuzznasnco‘ 

wwczlow 

l- 

wmwon 

M 

<mmuz 

1» 

lwmv-<2:-1 

ls 

om-nwmw 

um 

<t'lmUZ 
iv:-1:000 

!>'m><z:-1 omtvww 
ma-1cI0~1 

32451 

ncanrnonsosnza “um” uznzoavaaos 
figure 23. Example do Basic Substitution Code 

Inabasicmbsfiwfioncode,theplainte:amessageusuaflyisfirstwfittenout 

ye1'ficallyinmanixfonn,vvithacertainnumberofcolumnsandro'ws;itmayormeynot 

beasquarematrix(seefigure23). 'l‘he~eolunmsarethenmb:edaro1md,andthenew 

cipha1enisreadhofimmaflyfiomflie1;ows.Todecipberthemeasage,fl1emveoe 

prooedurenmstbecaniedout. ' 

Definingthefioblem 

Inordermreadfl1eKrypmsu'ansposifionalmessage,then,thefi:st1hingthmI 

neededtodowaswdaaufinefl1ebuicsuueuueofthemay,thn'is,awa'minimohow 

mnyoolmmsmdmmthe336lettemwe1edivided.Fmemmple,oneaoh|fionnfiglnbe 

tot:-y18eolurnnsby36rows,sineel8limes36equals336. ,Anothersolution00uldbe56 

eolu_mnsby6rows. Butthe.arraydoesnotneedtobecompletelyfilledin—iteo\nldbe,for 

enmple,al7x-20g1id,butwithonlyl3lettersinthefinalrow. Sohowwouldlknow 
the right choice? 

'

" 

Thebigbrealcthroughtookplaoewhenlreafizedflmtfllerewerereaflyonlyafinite. 

number of poseible solutions. I thought about the problem this way". suppose I looked at 

pomething "a little more simple, say a transpositional message of only 29 _chamctem (figure 

»_24" 
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24). Now, since I had constructed this probleni myselfand therefore knew the answer, it 

was easy to see the methodology required to solve it. -

~ 

ZH -as 

zw" 

-no Ho -a-a 
oz: mm 

-3:-an 

oc MO mz 

B-1
F SIODN]‘ 

-:oww2:»-r- 

zncnmr-as

N 

Z60»-lm 

to 

var-wwazv-12 

o. 

mmo»-::'o 

Ln 

*-iv-H112»-IZQ 

mmov—J:::otn 

Zficintdflh 

I-aoéuwziwu 

ZOO»-cm!» 

v-102 

":6 OS cl.»-4 

mm 
Ur-I Hit: 

mm 08 Q0-1 
zz v-1»-1 mm ‘Z21 

_ 

Ii‘igIlI'e24. ASi|npleSubfltntilI_!C0|le“7lfllAl1'IyN0¢CoIIpletdyI\'iIlellIn 

Nowlimagined I1ow'thingswouldlook_ifIoulyhadtheciphertext, withoutauyclues on 

howtosolveit. Iwouldfirstneedtofigureouthownmnyrowsandcolumnsflmereshould 

bgdeddehowtobreakuptheofigirulmessageimo ‘pieces’ (i.e. columns)ofacertain 

lellgflflcallthislength'B"),andthenfigureouthownmnylettersshouldbeineachpiece. 

0neethiswuknown,Iwmfldhavetoasaemblethecohmmimothe0mmctordubefiom 

Icouldreadthephimm. 
_ 

'

- 

- Lookingatfigm-e24,itisapparentthat,when_thearrayisnotcompletdyfilledin,' 

themcan'odybepieoesoflengmBmB-Lsimetheshonqwordswifldwaysbejuame 

letterahorterthanthelon'geronesneededtofillinthearray. -Gmdually,Irealizedthatthe 

mathematical relation should be as follows (defining A=B-1): ‘ 

’ Ax + By = 29, 

or y=(29-Ax)IB 

25 
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where x is mrmber of pieces of length A and y is the number of pieces of length B. Since x 

and y must be integers, (pieces cannot consist of fiactions of a letter), the condition that 

thaeareonlyafinitenurnberofsolutionsisforced. SoforagivenAandB,onlycertain 

y values are possible for each x. For example, ifA=4 and -B=$:
r 

~ra\u-Aunt--o>< 

'1 

5.80 
5.00 ' 

y 

4.20 ' 

3.40 
2.60 " 

1.80 
, , ljm . 

. 0.20 ' 

Since y must be a positive integer, there are only 2 posfible values for x for this example: 

land6. __ 

NowIwasreadyto'fl'ymymodelontheacu1alKryptoscode.Suhstitutingthe 

numberofcharactersinPartIVintothepreviousfornmla, . 

u ' 

Icouldnowdeterminehowrmnyp_iecesoflengthAandBwereposdbletofitintothe 

336clmractersir1scribedonthispartofthesculptrue. IhadnotedthatPartIVbeganwith 

theword "END". Thisc0uldbeonlyacoincidmce,butIw0nderedifitoouldbeahintby 
.' ' ‘. 

_ I 

theeoddsmrdtorthatmaybethiswordrepresemedthefinalcolunminfliegrid. Iftrue, 

thiswouldimplyeitheragridmadeupmostlyofcol|L|rnnsoflength3and4,orelseagrid 

nude up all of column length 3. From withthe code forvso long, I had gradually 

developedthestrongfeelingthatthematrixwasnotverysquareatall-thatis,itconsisted 

of only a few very long rows. It is always diflicult to describe hunehes,,but, in this case, 

myfeelings were based on the realization that once the columns were finally assembled, 

. ,26 _
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they would need to be reordered into columns to make horizontal words. And when I 

uied possible solutions using long columns, 1 found so many contradictions that l was 

lbrced to conclude that the columns couldn‘t‘be very long. 

Finding the Columns 
_ 

V 

‘

_ 

Soafier-manymomhsofuyingdifl‘erentideas,lfinaflydecidedtouyA=3and 

B=4asaworkinghypothesis. ButIstillneededtoknowhowmanywordsoflength3 and 

howms.nyoflength4therewere. Fromsymmen'y,Ihadthel‘eelingthstthefinalthree 

lettashPmWrepresemedathreelatawor¢dnceIhadhypothedzedthatthefirst 

threelettersdid. Fromthepreviousfornmla,lknewthattherewereonlyce1ninsolutions 

-that wereallowable-(x=0, y=84), (x=4, y=8.l_), (x=8,'y=78)...all the way up to (x=1 12, 

y=0). That'ssfill28difl'u'entsolnfionst_ocheck,butfommadyflmconectehoiceof 

(x=8,y=78)wasoneofthefintthatIconsidened:
' 

' 

-1 @°IUI:IlIUlIIII.Il§IICII IIIOODIGIIZIIIIIIIIIZIDI III’: III I DIIIIIQIIIIIIII IIIIIIIIIIEOIZIILIIILIQI 
LIDIOODIIQIIIIIIIIIIIIUI IIllI&IIZICCIBIIlII!OIl0 GIIlIIIIOIIlIIIIIClIlIIl IIIIIIIlIILIlLILlI&IIIOl 
‘IIIIIIIIIICIIZOIIIIOLIII LUIDLIIIIIIIIIIDDIIIIIQI IIIDLIIIIQDIIILDIIIDDOII II-I-IIIOIIDCIIOIOIZIIIII 
IIIIII IQIIIIIIIIIIIO ezznnvnncnzona nnlnsnnouzolnw " 

_ 
iigurezfi. Conect(BntUno|'deIed)CohimnAnangunentforPe|1lV 

Reordering the Columns 

, 

Now I needed to arrange the cohmms back into the correct order. (By the way, I 

shouldmentionfifitisnotalreadyobvious,Iatnpresemingthesestepsinacenainorder 

only for clarity. Inrealitytheywereperformed haphamrdly, andlwould ofienjurnp back 

_21 
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and forth asnew ideas came to me.) For this purpose I reached into my now wom 
"c1yptogI'apher's bag of tficl<s" one last time and utilized something called a "digmphic 

fiequency table". This chm depicts how ofien, on the average, any two alphabetic letters 
oecurnexttoeachother. Forthefirsttwo_oolun'msinfigurex,forexample,the 

combination "Y0" occurs only 0.64 times per 1000 letter pairs, "AH" occurs 0.13 times, 

andsoon. Bysmnminguptheeefi'equenciesforeachpairofoolunms,Iwasableto 

oalouletewhichcolnnmsweremost likelytoocwrnexttoeachother. Thefinalsolution 
' 

. l 

i.spmentedinfigure_s26and27. 

IUSGIII-IUQIIIIIIILIIIIILZ OIILIIIIIIIIIIII-IIIIIICL LIIIIOVIDIIIIIIIIIIIIIII 
lInOII|!DIlILllIl|III|OI-III! 
EIOIIIIIQOIIIIIZIIIIICID -IISILIDIIIIIDIIIIIIOQLZQ IIIIIIIILIIIIIIILGIIIIII IIIILIIIOIIIBGIOIIHIIIII 
IIQIIIIIZIIIGKIIOUIIIIII II¢§IZICI'lQIIII¢IlIIIlCL UIIIIIIIIILIDCOIIIILIIII IIIIICUIIIIIIIIIIIEOIII-Ill 
IIIIOQ IIIDIIIIIIIIIO IIIIDIIZIOQIII . _ IDIIIIDOOIILII

5 

$0nr1@am1xstcnx'1n=.:mm1s<r 

ERlT(F'I!'Em1WWF%EfllEDWl!lI'I
_ 

TIHEJIGIHIB IH*1EA'IIII§IY$IiIN'1IE 

BIEAII_lTI'lIlEI'.EGlII.'ERD 
anmmnnnnnmmznmnutm 
cmammmamunnmnmcnnr 
amrmxmmsmmmmmmnnnan 
anmsmsr. ommsn':mnnnm:> 

Iiwelfi. 0|\lendCohmnsforPartlV_ 

Ihavebeentoldbypeople, alfl1oughIhave_notchecke,ditmyself,that,tl1isisaquote-fiom 

al-Ioward on the opening ofKing Tut's tomb. N0tethetroublesome[Q" at 

li'lgu|e27. ConeclIy0nlered'l‘e:tfu'r-Partlv 

tlleald-Illippedovertllismoretimesthanleanremember. Whenlfirstlookedatthis 

partofthecode,IthoughtIcouldusethe'Q' tohelpmesolvethemessage, sinceI' 

thought it would absolutely have to be followed by a “U”. However, this turned out to be 

a false lead (one of many).
' 

28 \ 

Approved for Release: 2018/07/23 C06712772



- Approved for Release: 2018/07/23 C06712772 

Doc ID: 6595020 
l._ v .- - 

,
- 

A New Lead? 
Even though it was not necessary to determine the keywords used in the 

substitutioneodeinordertoneadhrtsl,IIandII1,Iwascurioustofindoutwhatthey 

were. It was easy enough at this point-just find the plaintext letters in the top row of the 
- 

. Vigmete tableauinfigure 1, follow those columns downuntilthe ciphertextletteris 

found,andthenreadofl'thefirstlettersofthoserowsforthekeywordleuers. (Bythe 

'-way,becausetheKryptosdpheraauaflyusesamodifiedversimoftheWgenerecode, 

thealphabetsdownthelefl-hand deandalongthetopoffigure 1 Inustfirstberemoved 

for this to work properly.) It tumed out that the 8-letter keyword for Part I was 

"ABS_CISSA", and the 10-letter keyword for Parts ll and HI was "PA-LIMPSEST”. I 

knewwhatan“abseissa‘was,butfl|isotherwordwasnotfiunifiartomei Ilookedinup 

inthedictionary,endfoundthatit-was "aw1ittendoc|nnent...thathasbeenwrittenupon 

several times, ofienwithremnauts ofearlier...writing stillvisible." Very Isthe 

_ 
eiphertryingtotellusthattheKryptossculptureoontainsumltiplelayersofeode-written 

oneontopoftheother?
_ 

IwentbacktotheI.C.calu1lationsforPartland-fotmdastupfisewhmtheywere 

extended out to IS alphabets: .

| 

ndeit 

of 

Coine 

denee 

(Average 

2555555355555; '§;;;;;;5;;;: 
'- 

: ::.::::::' '-::::::::::::: 
' 

::::::::::-::: : :::::::::"E E 
“"3” =“=":=““: .- vs If 

'* ::::::::::::" :::::":::::- ::: :::::::: :::- ‘FE.-:::: 

:::::::::::: ::::::: =:Y-*' "=ss2ass::ss 
. =a=ssaa 

iézszsszsazs 5515. 2522:: r 

[L .:::::::::;: .:::: :;I::

Y £3 ESEZEEZEEE52355255555355? '35? .i55§EEEE;;::..E§EiEE:.:EE3EL E5355 
E555EEEEEEEEEEEEEEEEEEEE: :3 .5EiEEE5§§5E§iE55£EE5EEEEE£EE€ *5EEE 

=222255222assassasssszzsszzzzzzzaazza -zszzzszszzzssaasssssi==sass= 
=is52555sssaass='=52ai2;sszs5i§;z2s2 E2235?€2EEE§5E5S£E5E5§§EE£E§ 

+-
J 

:::::::::::-:::::::;:::::::: .:::::::::::::::::::::::::::::: :::: ' 
I-I 1555555535555535555355555‘. ‘E5153’:77=“’E""“““"="" ":1 

- :::":::-'::':7!"':55:::::§:§§=§:§:§5§§§:§§§:§§§§=§5 ‘Eff 
-"s ;' »—.-.-...‘;'7v§ ~:¥_-'?§2='__ ;'_;l_;'<¢— _j __1 

,EZ1_-,}*,;:‘;.,-'l-. ‘-"t,-;1';.vL;1;.-.*~'I_'?-51-; '.a:;.r ',,¢:~.~:."1,-i.'.¢‘,- 
E€‘:1;2:1.=.=A§_~.*I‘..:¢..1:‘<-;~'s>=a‘.£-.mh*2§£=¢"-'1~' .' :19 

' Number of Alphabets m 

Figurelfl. l.C.vn. Numbel-ofAIphabetsforPartl,Extu|dedTo15Alphabets 
' 

' 

29
_ 
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Ofeourse, I knew that the peakat m=l0 was caused by the 10-letter keyword, and the 

peaks at 5 and 15 are expected artifacts of the keyword (1/2 and 2 times the keyword 

length, respectively). But what was this peak at m=l3‘? Whatever it was, it also showed 

up in the l.C. plot for Part H (figure 9). Could this be a sign of another code—possibly 
one using a keyword of 13 letters? 

. AndwhataboutPartVofthepunle? Ihavedtspentmuchtimeonthisportion, 

butlhavealmeadymadesomeheadway. Thereare-interestingpatternsinhereaswellglnd 

Iseemmyavenuesofassault. Althoughthisputeouldwellbemuehmoredificultthm 

thepreviouspieees,Iamconfidentthatitisnotimposa'ble. Idoubtthqttheeodds 

authors would get much pleasure out of writing an unbreakableeode. 

Final Tllollgllts 
_ 

' _ 

' Ihopeattheve|yleastIhavehmph'edsomepeopletostudytheKfyptospuzzle 
. 

\ 
-

_ 

andgiveitatry—thereissliIlmuchtodo. Eventhepansoftheeodethathavebeen 

deei-yptedmuststillbeinterpretedfortheirdeepermeaning. Therearemanypieeestobe 

puttogether;andmanylayerstobe_peeledbaek.
A 

- Noflfingismorefiusuufingthanreadingaciyptographybookwhemflzeauthor 

easilyandinasuaight-forwardmannershowshowaeodewassolved. ltsalittlelike 

Ieadingoneofthosebookson'HowIniadeamilliondollars'. Theinethodstypieally 

workforthatparticularsetofcircumstanees,buttlieyoltendodtworkinyourpaniculat 

ease. Similarly, codes have distinct characteristics that fiequently require each of them to 

besolvedwithaunique method. SineeIdidn‘tseeanyneed to dwell onthehundredsof 

thingsthatItriedthatdidntwoflgthemethodologiesthatlpresentedmayseennalittle 

too straight-forward and deceptively easy. - 
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- I genuinely enjoyed working on the Kryptos ciphers. Certainly professional 

cryptographers could have broken these codes much fasta, and would have used ‘superior 

methods. But I doubt that they would have derived as much satisfitction as I have. I 

didn't use any computers to decrypt the Kryptos codes-just pencil and paper, some 

commonsense,andalotofperse'verance. Ibelievethatwhenconficmcdwithapmblem 

fikeflnekrypwspuzzlesomefimesweneedwstepbadgsetasidemncomputemmd 

preconceivednotionsandjustthink. Ifsimportamtotememberthatthelmernet, 

llfl1wghusefiflforsomeappficafions,dcesntflwaysh8wtheamwas;hwouldhave 

been oflittle help in solving the~Kryptos puzzle. 

Maybeifsfimetostattusingommindsagainbeforeweuncmaficallyreachfor 

our computers. ' 

__ 
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