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The Case of Ernst WORM

1, Herein is described the circumstagges leading up to the

chance discovery of a possible nm&hgenee-em pene-

tration of the BND and subsequent developmenfs.

2. Events began in September 1952, The BND somewhat reluc-

tantly accep ed the principle that the lie detector machine a4qyﬁ7ﬁlahW¢-—
= .i:g:::oats an i-porttnt operational took'and less reluctantly,

accepted the German ‘Station's offer of lie detector training for

selected BND personnel. At this time arrangeme were being

made between a sander CIA lie detector technicizg‘- d Ernst WORM,
gND/CE chief of Czech operations for interrogation of uspect
CSR agenr.‘ The interrogation proved an-onbiine succeSJhﬁéd
‘resulted in the confession of this agent tnat he had imdeed been
originatly sent from the .CSR with instructions to be recruited by
a western intelligence service. This success was attributed mainly
to WORM who wvas viewed by participants as the only person ‘capable

of br aking this agent In- order to bring tb&s-pantieu&sr case to

‘a auooean&ul conclusxon WORM suggested that a second lie detector
examination ‘he held on. this agent. (It vas. apparent\that WORu was
quite~taken with the results of the test ) The German-Station,

with the hopes’ of 1mpressing the BND ‘even’ ‘more on lie detector

Ernst Ferdinand WORM was‘born on 25 April 1907 in Obergrund/

CSB near Warnsdorf. ‘He was .one of three son :n Ris father having

.Ef - died in 1915, WORM claims that his- mother and two brothers were
‘% - expelled,irom the Sudeten»area 1n 1946 their present whereaboutq ¢

4@, unknown, Little is.known of. hig education but his. employment
'"‘:Schmidt

as of 1939- 1945 was Director of Elektrotechnische Fabriken,

and:Co. GmbH, with plants in Tetschen and Bodenbach, This.firm
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employed several. thousand people, and its chief product was
electrical insulators, WORM had no military service attributing
this fact to a chronic affliction of both legs which he allegedly
suffere?énzw to 1947. In addition his position as director
of a war industry provided him with exemption. Political back~
ground:. WORM joined the Sudetendeutsche Partei in 1934 and
automatically'became an NSDAP candidate in November 1938 when the
Sp merged the NSDAP, (A Berlin Documents Center.check shows
that WORM became a party member on 1 November 1938;) Ae-dospe =i
On 3 October 1940 WORM Joined the SS and became a second lieutenant,

- and was decorated by the RSHA on 3 January-1944, Since July 1942

- he had been an Aussenstellenleiter (district director) of the SD.
Languages:. English,AGerman, Czech, Slovakian, French, Russian,
Polish, and othéer Eastern European tongues., Post 16&5: WORM
'clains he was arrested in May:1945 byACEech police and turned over
to the Russians. He offers no explanation of “why he did not flee
.west with his familj,-which could eaSilj'have been accomplished
during this hectic period. He remained in detention until October
when he was released because of heart symptons which he claims he

iéduced for ‘the purpose. Because the interrogations produced nothing
e e,

;‘/Hamaging (WORH claims to have gained the upper hand, psychologically,
i

// with his interr.ogator) and because he was in bad physical: shape he

was released to the Bast Zone with ‘a warning not to return.' At this
time WORM crossed 1nto the West Zone 111ega11y for theﬁpurpose of
f ding his- family. After an unsuccessful attempt to establish 2 S

for.Livtihood
NESS '4" sbop, he joined thé BND in 1947 rising to the position

of department chief concerned with Czech operations. a

‘a 1ie detector test. This test was to be merely a routine one w1th

it eoes&otod-ni the Idrst

_ no "curves" thrown ‘because
.:lle detector test of & BND Stafﬁ§m$22i22¢ézfz intention was to impress'
“WORM * (and the: BND) on the . , and to. ask only ehe-
routine questions: on his background and the necessary security
questions to comply with the regulations on prior testing_ofjinter-
__preters. There n£5sno.intention to "catch" WORM, but“ratherlthe'
expectation that he would run a clean test and be duly 1mpressed.
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A 4;‘ On 8 October 1952 WORM vas met for the purpose of conducting e
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However, WORME recorded reaction to the test was immediate, obvious,
and startling in spite of the convincingly calm outward appearance
vhich WORM was able to maintain. - He indicated from the beginning
'a very excited state;'and later all the manifestations of a state

of shock.

5. BEach of three tests»showed a distinct peak of tension point
at tae critical question on association with an enemy intelligence
service, On these questions each time WORh's reply of "no".was
accompanied by distinct lie reaction typical of WORM on all three
factors measured by the machine. Someithese questions were:

Are you an espionage agent of STB, Russians, or other Communistsﬁ;
Did you ever do secret work for STB, Russians, or other Communists?,
Since 1943 have you committed murder,frobbery, or other serious
criminal crime?, Is_there a lie in this life-history that you have
written?. . : )

6. The examiner then had a decision to make: If he were to '
begin pressure and crosséinterrogation, WORM would presumablyAadmitA
nothing of importance. He would then, howeverh be entirely aware
=that ‘he had reacted in: a suspicious way and might qgghe the first
opportunity to escape, unless the examiner were to make an arrest :
(which he was not authorized to do), assuming that WORM is an active 'E
.'enemy»agent and not merely worried about 9 very bad past history. '

The examiner convinced that he would have to let WORuwgo anyway, = . j
decided ‘to. help him convince himself that - he (WORM) is untestable, ' '? '
._g‘or ‘at. .any rate that there are no. serious suspicions against hlm. R R

*«WORM was, therefore, nnkn;ﬁ;nn;x"', ' simply; let R

:go, and <the risk was’ taken that he might escape before ‘more. favorable ‘

e

wconditions were established to proceed against him. However, on the

)

'following day ‘he: was promptly on hand and had obviously rested himself

thoroughly, A couple of days later, however WORM appeared it a

meeting (called upon.his¢“ 'Asomewhat haggard andhquite_tired
. N a - R . :
and'explained that he had had only a few hours .sleep in the last

several days. This suggested the possibility that WORM had begun

to have second’ thoughts concerning ‘his success with the machine =

.

and was anxious for an early meeting in order to observe any -possible. ... .. ifu: Fav

change in attitude on the part of the Americans.

-3 =




some'later ‘date. 7 Herr. GEHLEN could:

7. At this point discussions were held with certain high
level members of the BND concerning this case. They appeared
reluctant to do anything regarding WORM, having no faith in

lie detector_results. Herr SCHAAK (a former superior of WORM)

stated that no fugther investigation wpossible or feasible, and W—

/
he (SCHAAKD Pt approach WORM on the basis of mutual confidence,
Varthauan Gésen perTrausn !

and request clarification on an honor bnsis.,)After further dis- -

cussions between CIA, Hewr GEHLEN (Chief, BND) and Herr SCHAAX,

_ this proposal was dismissed as unrealistic, and a program of

limitation and strict compartmentation of WORM's operations and
knowledge of the BﬁD was proposed. In addition, a careful investi-
gation of WORM's past and present operations and of his personal

movements was to be instigated..
8. Howevert/—tfgigtilgnr that little was being accomplished:

As late as August 1953 the &ilowing is quoted from Chief of Base,

g'Pullach-~ "The BND is footdragging.: It is perfectly clear that

they want us to leave this case in their hands. .’:». Conversa-—

tions’ between POB and the top level of BND. .. .have produced nothfng.

We are now at a definite impasse "

9. Beadquarters reasoned in October 1953 -the possibility that

figrn GBHLEN may himself hnve strong suspicions about WORM but intends

ﬁto play along‘w1th him as an excellent channel through which to pass

) 'haps really important\deception material to the opposition at

asilv_ eason that whatever

'»material-in the future there is little more to be lost. WORM_has

not nor has he hed_(excluding one operation) any operations worthy

of‘note, and his . control agent (if he  has one) would certainly allow

the low Tevel type operations that WORM now’ engages in- to run

'.unmolested to protect what he considers a high level long range

' penetration of the German Intelligence Service.

4 -

RN




10, In this vein the cas'e drags on. In October 1955 it is
reported thaf,, eventually confronte:i by the BND with the test
results, WORM, by an unexplained sickness which almost ignnediately
seized him, effectively delayed interrogation efforts fo'-r nonths.
During this time independent Pullach Base sources 1ndic.1ten WORM
to-he increasingly active in questionable East/West trading
activities, and M been on ostensible business trips

Conld 4

behind the XIron Curtain., It earnUT be determined whether the BND

”
uﬁaware of these trips.

11. It reporteg? in October 1958 that WORM is—no% connected . )

©

with the BND complex in Munich.
12, In January 1962 a BND source reports that WORM is still

working for the BND., This source Jifiegter thathe het cfiecked ane”
learned that at the time CIA had voiced earlier suspicions of WORM,

BND made a serious security investigation, the résults of which

N !
‘E' o \\ filled severnl Leitz notebooks. The results had been negative;, §

\\it was elear tbat WORM had a number of weak spots in his backgroud .
that he had lied on occasion, ‘and that he vas ‘not exactly a princé’
among men, but there hnd been nothing whatever turned up. indicating

the possib\ility of Bastern connections. .

4

'13. Then a.fter a lapse of nearly three yea.rs a dispatch was .

L
received from: Copenha.gen which reported intormation T[‘_ . ‘
o ‘ ] the Danish Security Service who -had: been enter- :
aining some :BND~ officers who had come to Copenhagen in connection Cos x .
'BND‘d uble—agent case run ~against the Czechs. One of these & {»‘ -
‘ :tficers (noi: identifi,ed) became quite drunk and revealed to source ) l . '
':,details congerning this case.‘ The case ‘had been nctive i’or some 2 .:
1me and. involved a- czecn citizen working for the CIS who was | .) ) . e
“_f‘frAquently sent to the West on missions. ’I‘his agent had nt some ' o l ) ™
“t i‘“.-.'the P ':t been doubled by the BND and was now reporting to -
h s- BND ca'se o}ficer about. his missions to the West on beha.lf of ' Co ! ' ]
the CIS Tb~ “BND made an’ analysis of this case. to determine whether : ‘ "" »
fj";-' ~ to. conhfue it (it had not been particularly worthwhile) or take : _ \
o l,éome further action against the agent. Apparently this analys-:Ls o . S

“ made some senior BND officers conclude that most probahly the double

agent was not being run by his BND case officer but -rather the Czech, .

"double a.qent was running the BND. officer i. e.,ﬁ the alleged missions
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to the West were only a cover for the CIS (or possibly RIS) to

remain in contact with the BND officer, a recruited CIS agent. i
' The drunken BND officer at this point explained that a number

of years ago the AIS reported to the BND that the BND officer in

question was a suspected CIS agent. However, in view of the lack
of details in the AIS report the BND had dismissed the charges
and not until the analysis of this case’ 4id the BND have any
reason to suspect this BND officer. The BND now found itself
in the embarrassing position where they had decided to disregard

an AIS warning and now found that the AIS was probably correct.

:z 4h1§“unséchsd—been—goinguon—nfx—for—many—yeersT—nad-thiﬁ=!!£=ﬁhe»

Source .
-had the impression that the BND had not revealed their conclusions

to the AIS and didmnot plan to do so until it had been éstablished

whether. the BND officer ;a§¥rea11y under enemy control,

14, 1In subsequent correspondence between Headquafters, Munich

-and- t; ‘3 it was ne&eteve%; established that -the "BND officer

in question was WORH. FMrther correspondence continued on ways \;» Vi
and means- of mounting an audfo. operation and surveillance of t&e \§ A
ag;# meeting between the Ci1s: agent and his Czecb Embassy/contact in \,4/

Copenhagen. L

"

_] the BND who are: conducting

their own operation. This next meeting is planned for 20 Match 1965.

The BND has been conducting an audio operation on this case with
-HCY e*fLA"N&L
borrowed CIA equxpment which 1when borrowed ‘was to be used in

R sensitive double agent caseS .- il
s . . 4 = ;




