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PROJECT: QEBROIL

1., Refarencest
a. NSC 58/2 e

b, Mamorandum for ADKC, Subject: Rumani/an Rléa, dated 8 Februa.ry
19510 ) ?"

¢. Memorandum of Conversation between ADPO, Memberse of OPFC, and
Mr, John Campbell of the 8tate Department, dated January 1951,

2. Ghjectivess

a., To fortify the hope of liberation among the Rumania.n peopls and
to foster their will to resist communigzation;

b, To establish a clandestine underground for the implementation
of U,8, policy vis-a~vis the Soviet Orbit, This apparatus should be
capable, on short notice, of hampering any Soviet/Satellite move against
Yugoslavia, Greece, or &\n'key, and of serving as a nucleus for effdotive
wartime resistance;

e, To undemine by a cambination of covert operations, including
psychological warfare, the political, economic and military structure
of Communiat Rumania}

d. To develap an SOFE Political Genter (Rumanian National Refugee
Qrganization) as cover Por overt activities and & covert operational
support arm for projected OPC operations,

3. gonsiderstionat

8. NSC 58/2 hes defined U,8, poliay boward the Eastern Burope
Satellites under meent eonditi.ona a8 follows:

"§0, A8 the most faasidble course of aotion available at
thia tias,- the United States should attempt, by methode ahort
of ee_ dderupt the Soviet/Gutellite ummm and bring
abo gradual redustion and eventusl elimination of pre
pondarmt o'd.ot power and influence from Zastern Europe.”

"Shs ‘The United States should do what it can practiesbly,
partioularly threugh covert operations and propagsnda, to keep
alive the anti-Communist sentiment and hope of those making up
the non-fommunist majorities in the satellite countries., To do
less would be to sacrifice the moral basis of United States
leaderahip of free psople," 7
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b. It is apparent that the unhampered control which the USSR has
exercised over Rumania in the past six years 1s drawing the country more
and more into the fabric of Soviet life, to the detriment of U,8, security
interests and policy goals, The USSR is not only consolidating its hold
over a supine Satellite, dominating its national life and exploiting its
economic wealth, but is also directing and supplying the buildup of
Rumanian military strength considerably beyond the limits established
by the Rumanian Peace Treaty. After thorough purging, the Rumanian
Armed Forces now total some 252,000 and already possess aggressive
capabilities, This ammy is being further strengthened with Joviet
equipment as well as a steady flow of new recruits, In the event of
hostilities, Rumania would constitute an essential Soviet rear-echelen
support area in Southeastern Europe. The serious possibility that this
strengthening of the overall Soviet military potentlal in Southeasters
Europe is being carried on with aggressive aims necessitates a deter-
mined effort to neutralize Rumanials capability to further Soviet designs
in the oritiecal Balken area,

‘¢, The Rumanian people are held in line by repressive Communist
police and politieal controls which have ensured a pace of sovietiza-
tion excesded enly in Bulgaria. Over the past five yeara, Rumania's
traditional orientation toward the West has been vigorously underained,
As Rumania bsoomes progressively more isolated from the Western world
and sbaorbed into the Soviet complex, the confidence of the people in
eventual liberation must continue to dwindle and their will to resist
beé replaced by inoreasingly passive resignatien, ‘

" d, It is not anticipated that the Rumanian people can summon suf-
ficient psychological and material strength to overthrow thoiy rogime
under existing circumstances, Nevertheless, their detestation of the
regime and its sponsors represents a basic vulnerablility of Soviet
control which, if properly exploited, would impede the utiliszatien of
Rumanian reaources as either a covert or overt base of Soviet operations
4in the Balkans, Despite the severity of Communist repression in Rumania,
worker ‘dissatisfaction has reeulted in passive obstructionism, sabotage,
and even sporadic revolt, Peasant antipathy toward the regime in a
predominantly agrarian country is reportedly widespread, although |
inhibited by Communist penetration of the countryiside and by a generally
low cultural level, Remnants of former political partlies maintain come
clandestine organization and are oecasionally able to comminigate with
the outside: Disaffected racisl and religious ainorities aleo lend
themselves to systematic exploitation, Reslstance bands are known to
exist 4n the fastnesses of the Carpathlan and Transylvanisn mountains
and have carried on sporadic operations.

6. Given adequate encouragement and support, Rumanian resistance
is believed capable of assuming more signifig¢ant proportions and of
providing important aseets with which to herass and undermine the Soviet
military potential in Southeastern Europs. OFC's active encouragement,
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or{s anization and support of such resistence would be in Lfull cone
formity with the objectives outlined in HsC 58/2.

L. The froposals

It is therclore projot 500 ¢

2. ZTo undertaké end implemcnt all stepe nccessary for the sarly
establishment of CPC underground nets inside Rumaniaj

b. To 1nitiate and develop at the earliest possible date large-
scale, covert propaganda and paychological warfare among the Rumanian
people;

ce To unify the Rumsnian refugee groups into an effective overt-
covert adjunct of OPC operations, ami to encourage the formation o & -
representative organization as the organic symbol of Rumanian national
unity; ,

d. To undertéke economic warfare ageinst the fiumanian Communist |
regime. ' "

5. Discussioni

a. The immediate assignment of the requisite funds with which to
proceed with this project will permit the concurrent development of
several ossential lines of action, In order to achieve the basiec OPC
objectives listed under (2,b) and (2,c) above, steps leading to the
creation of underground ne’ts should be initiated immediately, inssmuch
as o minimum of 5 ~ 6 months will elspse before the personncl can be
processed, trained and infiltrated into Rumania, The P¥ campaign out~
lined in paragraph (4,b) above should also be undertaken at once, since
it is probably the primary method with which to aghieve the first tan—
gible results in bolstering the morale of the Rumanisn people and in
preparing them to accept snd apsist the OPC operations which will
follow.

b, If eventual OPC assets are to be properly integrated at a
given moment, the following 1Lnes of ection should be undertaken ainul—
taneously '

: AN N. ( fab & Tor Phesing) @88,
' ate eniargement of covert broadcasting f&cilities estabe
lmhed under BOFIEND and QKSTAIR, in order to extend these clan-
destine broadeoasts to Fumania., As soon as additional persomnel
for the transmitters now in Greece arc availebls on the spot,

the beaming of black transmissions to Rumanie can be coordinated
with thoee presently dirscted against Bulgarle. Propagands leaf-
lets in Fumania can be airdropped by the aircraft now at the
disposal of JBEDICT, as soon as the requisite editorial personnel

0P SECRET s _we
| 0




{RKBRO/ . /7

can be processed and the lcafllets composad, printed and flown
to Greece (3 - L months). Additionsl equipment and trained
personnel far broadeasting, such as are envisaped in project
LCSCRIAM, together with the necessory aircraft willl have to
be provided if large-scale I activities are to be denrloved
againgt the conbined Ballan targuls,

(¢) tThe dovelopment and strengthening of a Humanian refu=
gee organigation within the framework of the HCIFE to serve as o
cover and covert supporting arm for OFG operations should keep
pace with preparations for launching extenslve P operations.
The Rumanien refugees have so far been unable to unite into a
single, effectlve orgamuation, The formation af such a group is
congiderably hindered by personal rivalries, factionslism, and the
hesitancies of King Michael in assuming a more pogitive role in
its creation, Initislly, however, the present Hational Comzittee
and/or its rival the Free lhmanian Association could provide ade-
quate cover for OPC activity.

(3) istablishment of underground nets (see Tab 4 for Phasing).
If o skeloton underground orpanisation is to be established in
Pumania within 18 months, the recruitment, processing and train-
ing of 20 = 50 Agents mst be undertaken immediately. The first
contingent of 20 agents will be trainod at the GPC school in est
Oerzany, &and upon completlon of a six-week trainlng course, this
group (forning the first two reconnaissance teams) will be flown
covertly to the safehouses in Oresce. Methods of infiltration
into Rumania are now under study snd may vary, depending upon the
degree of suocess obtained in reaching an eventusl agreement with
the Yugoslav and Turkish . . ), In view of the cover and con-
cealment possibilitdes affordsd in West-Cantral Rumanis, four gew
cure bages and a total of LO agents can probebly be estapNW'
§-auring the first twolve mﬁw the start of the
projests The utdlization of & small sbox A6 (ponsibly & .
helicopter) is being considered in order to facilitate rapid move-
mont within Fusanis and as & means for ambrgéncy escaps or com~
minication, The bases and radisting note sabsequently established
would provide the fremework around whioh to organize tho various
internal covert activities, including psycholegical and econeaic
warfare, and at the appropriate time, such sébotage eperationt as
may be derived from the Covert Amnex to the JCS Var Plan, With a
view to handling the larger contingénts of sgents requirved in the
subsequent development of its resistence foree, OPC is currently
studying the possibility of esteblishing e holding and treining -
center on one of the Aegean Islands, The projected 0OrC post T
Jwill asaist in the procurernent of agents znd may be usad,
whenever Yugoslav cooperation has boen cbtaeined, as & dispatch
point into fumania via Yugoslavige : |
. |
|

| %P/SEMET wopy 3 OF L toples




&kBROFL

-5 AOPSEQRL.

(L) Prepgratien for Cuerrilla Activity. The recruitment of

up to Mmmtg dutin% the coming year would provide a sufficient
nucleus. to sctivate er wartine conditions guerrilla forcee of

approximately 15,000 combatants. The developuent of such a large
group of registance agents will necessitate extensive support
facilities, which can be combined and to a certain extent come
bined with those established for correlative and similar projects
under QKSTAIR, BOFIEND, and LCBUNNY, The csteblishment of an im-
portant arms depot at an OPC base in the Mediterransan area, as
proposed under LCBUNNY, will supply the weaspons for the Balken

arrillagx'mps. Limited stocks are already on hand in Oreeee
w‘i'bh which to dérm the preliminary reconnsissance teams.

(5) Preparstion of lconsude Warfare, The techniquo and ine
formation acqiired In the two country projects now in progress
will be equally applicable to covert economic operations in Rue
manig, Specific intelligence with reference to tergets and oper-
ationel roquirements in Rumenis would be supplied by the recon-
‘naissance teams, The present project enviseges the completion
of prelirdnary srrangements and the execution of small-sgesls eco-
nomic warfare operations. Large-scale warfare operations which
may involve significant expenditures, particularly in the later
pheses, will be covered by specisl separate projects.

6o leconmendstiongs It is recommsnded thats

2. The necessary authority be granted to initisbe end pursue this
project to ite logieal conslusion, namaly the esteblishmemt of an ef-
fective underground organisstion in Rmanta within the next eighteen
months, Meny of the detalls of this project will have to be worked out
in more definite terms as the project develops, Whensver the planning
for the esteblishment of an all-Balkan holding center for guerrilla’ 4
agents has been oonmlated, these plang will be formulated in a sepurate

project,

b, The eum of $630,000 be approved and immediately assigned for °
the salaries snd expenses of the operetionul, sdmindstrative amd hesd-
qnarham personnel for the Fisoal Year 1952,

¢¢ ‘he gum of Bbeapprwedfarmmrwmﬁafwm
procurasent of the netessary supplies, ocquipment, srms and ammnition,
safo houses, eircraft, eto, remired in the suppert of their aetiv&tm ‘
a8 m«w, and to pmida for normel contingsncies which may arise &s
thetpmjeet evolves, thersby asmming contimity in the Projectt's develop-
nenty .

T« Riska:r .

&, As the scope and intensity of OPC's activities against the Bal~
kans increase, it must be anticipeted that the USSR will redoubls its
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charges that the U.5. 1s using Urecce as & base of agpressive operw
ations. The 3.‘»1‘@5@:’1?,&&011 of such charges baefors the Ul by the UiSk
aight force the Greck Government, or any other pro-& ‘estern govermaent
E:L'LU.&I‘]J involved, Lo review its g»omi,lon and could rosult in de-
mands for & sherp cartailment cof V.4, jpersommel and bheir activities.
However, the initiation ol this projeet ageinst sumania would probebly
be nc more congpicuous than that of tha '\rojrcts new in prosress epainest
Bulgaria and fblenla, Soviet propaganda on thie score has already
reached such & peak that .Little more could be added if URC operations
in their early stages vere also directed against Iwsania from Greek
s0ll.

be In the course of 1951, a satisfactory working arrangment may
be resched with the Yugoslav Services, even though of limited scope. -
This would presumsbly permit some use of Yugoslav territory and facil-
itics and would thersefore reduce part of the pressure on Greece. The
development of suxiliary bases on the Skbellite periphery would also
tend to reduce the effectiveness of any Soviet arraigment of Oreek
cooperation with the U. S.

c. It 1s entirely possible, however, that the Yugoslav snd Tur-
lcish Governments will be reluctant to risk provoking the USSR by al-
lowing their territory to be used for extensive operations againat
contiguous Satellites. In this case & secure secondary support base,
despite its greater distence from the scemns of operations, would be
necessary. Fresent plans call for the establishment of such bases on
one of the iegean Islands end ultimately in Horth Africa.

3. Commnications: See sppendix B for the Cormo Annex.

9. Current status: d

a. On 26 Jamuary 1951, 'a mission was dispatohed to rlorence,
Italy, for the purpese of enlisting the support of former King lchsel
of Rumsnis in covert operations against the Rumsnisn Commmunist regime,
Michael was invited to the United States for a short unofficial visit
in oxder (1) to discuss the projected operstions and (2) to effect
the unification of Rumanian emigre elements inte an advisory group to
assist in such operations. Despite the King's initisl enthusiasm for
these proposals, certain political or personal influences were brought
to bear on him with the result that the conditions spscifisd by his
nost influentiel edvisers regarding his vieit cowld not be acespted
by OPC. It wae therefore decided to abandon the matter temporarily,

“and to prccead with the problem of initiating covart operations under
cover of the lumsnien refugee organizations presently available. Con-

aideration is also being given to the possibility of launching overt
operations in the name of a Rumanlan resistance group operating in ths
nene of Haniu, presently imprisonoed under 1life sentence in fumania,
who contimies to have a lzrge and devoted following.

-
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be Yuring the project :ievelopeqazlt U stafl euplor e and 3 cone
tract agonts, plus 3 fumanian ag w‘v,, qave been L&l cen up for precesg-

ing as en initisl oversces uLzL; for thoe umanian wrogect. Lach of
these individuals posscases a }:ncnl' ire of Humania and the ability to
gpeak fumanian, The services of fwo fumanian consultants can also be
obtained for assisbtance in LKLL ';rojc:c‘h cevelemant on & parb-tine Lasis.

c. OPC's support base | from which clsndestins opera-
tions are now being succosgfully conducted apainst ulperie and Albania,
ocan serve as & sound foundation for extending these operations to Fu~
manie, 4 number of subsidiary projects, such as BOSPEED. LCBUNNY and
LCSCREAYM, which are designed to augment the assets of C 3
and permit operations of greater scope and variety than hitherio, are
either in progress or in an advanced planning stege. The two 500-watt
shortwave transmittors operabing sgainst Pulgaria are to be reinforced
with one or two additional 500-watt transmitters. C J
which ig presently undermennsd, is being brought up to its full T/0
complement., Action is also being teken to securc additional sterile
aircraft for the dissemmatlon of leaflets and airdrops of agent per-
sonnale )
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PROJECT FINANCIAL DAT?

(This dats may not exceed SEC! clasgifieation)
. 20
Project Cryntonym  QKBROIL Flscal Period Covered June 195 2thru 30 June 196 53
Case Officer _ Responsible Staff or Division

A, TFERSONNEL REQUIREMENTS
(Indicate number and type of personnel requlred and estimated total compensation

for salary, allowances, travel and related employee beneflts )

Type | A Number Estimated Total Compensation
Staff Employees 10 @ 14,000 $ 140,000
Staff Agents . 30 ¢ 7,000 210,000
Career Agents ' P ' . ' ,
Lgents : 50. @ 5,000 250,000
Consultants _ 3 & 10,000 - 30,000
Detailed personnel ‘ 10 : g
Misoellaneous
' TOTAL 103 $ 630,000

B. SUPPLIES, MATERIALS, EOUIPMENT AND SPECIAL SERVICES
‘(Indlcate the type and estlmated cost of materials and special services .
required to support the project. Attach a list of special equipment
requirements, if available.)

1, Commnications equipment (10 kwsw transmitter agent sets etc)

2. Arms and enmo, parachutes, operational equipment etc for approx-
imately 2,000 den -

3. Aircraft (2 helicopters or equivalent light aircraft including
1 year's operational expenses.)
Total Estimated Cost [ 7.

C. OTHER OPERATION®L EXPENSES - : .
(Indicate voiume and nature of such expenses, such as (1) melntenwnce of two

onerational houses abroad, (2) hire of aprroximately 10 foreign nationals
for procurement of information, (3) spot purchase of information, etc.

! ' 1. Msintenance of holding area and remneration for 500 Rumanian

recruits per year ' [: _:]
2, safe houses (four) necessary indigencus personnel, etc. _
3. Contingencies '

Total Estimated Cost . (. 3

* OPC Form No. LOLa
9 November 1950
§-E-C-R-E-T
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SUBSIDY OR PROPRIETARY PAYMENTS

(If funds are to be turned over to individuals or groups in large lump sums

to be expended by the individuals or groups at their discretlon to accomplish
an agreed-upon objective, explain the type of financial accounts, factual
verification, or statements, if any, other than a receipt for the lump sum,
which will be obtained from such individual or group.)

Total Estimated Cost &

FUNDING FEQUIREMENTS '

(Show approximate dates funds will be required, if known, and indicate whether
funds will be required in U. S. dollars, specific types of foreign currency,
checks, bonds, gold, or some special type of nepotiable instrument. Indicate
any special security requirements or special methods of transmission zntici-
pated in connection with funding the activity.):

SPECIAL REOUTREMENTS

‘(Within security 11m1tat10ns, list any other facts or circumstances which will
enable Special Support Staff to lend adeguate logistic support to this
project. Indicate smecifically the "Rush' or "Time" factors involved.)

Funds required for use in Field $_ _
Funds required for use by Headquarters $ 1
Total (This amount is also total of A, B, C, and - &
D above) : o '
(‘\

OPC Form LOLa
9 November 1950
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a. ostoblisizacnt of the Underground

e catablishient of underground nots in Huwsanis will compries the
following developmental phases, to which all acbivities proposed in this
project will tend to conform:

[

Phase 11 (a) fAzent-recruiting, processing, training; (b) infiltra-
tion, reconnaissance, the setting up of reception and opsrational bases;
(c) the development of supply routes, schedules, and of commnications both
laterally and to OPC support bases outside the country. Of the first 20
trainees, an initisl 10-man Reconnaissance Team will be charged with the
task of choosing and securing an advance reception base, which action will
be initisted by a preliminary reconnoitering group of 3 men. The second
10-man tean will be airdropped to the main reception base within one month
after the arrivel of the first teamj during this interval a second base will
81lso have been established, (6 - 9 months from start of project)

. Phape 2t As new trainces sre funnelled into Greece and Rumenia, rein-
forcement ol the teams already securely established and deployment of
praller units to (a) cover primary OPC cbjectives in the area, (b) obtain
operational intelligence, (c) make local contect with existing resistance
bands amd groups, &nd (d) provision these with commnications equipment,
arms and other supplies. The over-riding consideration Quring thig phase
will be to keep-the organi®ation I gxitéfice while working to expand itp

N6 operation should be undertaken which would unduly Figk the discovery and
destruction-of the main bages. (9 - 12 nohths from start of project)

e

~

Phase 3t Initiation of the "active phase” of the underground, during ~>/

which ¥Tims its existence is to be brought to the general knowledge of the
Rumanian people, gradually at first and asccelerating as conditions pemmit,
This will be accomplished through the dissemination of printed propaganda
and clandestine broadeasts, by word of mouth, isolated acts of sabotege or
violence, and through facilitating and publicizing the emcape of selscted
individuals. The activities of resistance groups as contacted are to be

.~ brought into harmony with those of the OPC nets, which will fully utilise

. the assets avallable to the native underground. In the initiel staeges of

this phase, at least, great care will be exercised to differentiste be-
twoen the “active® nets and those whose existence must be protected at all
costs. As agent assets accumulate, ¢crtain of these will be infiltrated
into minicipal centers where they will take up residence and sesk to pen-
strate perty, industrial and administrative orgens. (12 ~ 18 months from
start of project) '

Fhase Ly (a) The initiation of widespread industriel sabotage and
economic warfare, (b) the fomenting of lsrge-scale popular resistance to
Commniet policies, (o) the institution of & reign of terror against of-
Ticials and members of the Rumanisn Cammnist Party, and (d) in its ulti~
mate steges, the initiation of puerrills activity. In the event of a '
locelized war against Yugoslavia or of a genoral conflict, Phase L will

T00 SEGRET  oomagrLsoin
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"be compressed into Phase 3 insofar as capsbilities permit., It is planned
that within 18 menths of the sturt of this projeet, the OPFC underground
nets in Rumania will be sufficiently established, diffused and equipped
to carry out important resistance activity in the strategic Western half

of Rumania,

b, Psychological Warfare:

The deployment of PW operations will be coordinated with the progress
of the underground nets, unless the.outbreak of hostilities necessitates
a speed-up prior to the scheduled completion of the skeleton underground
in the first 18 months. In general, P asctivity during Phase 1 will aim’
at bolstering popular morale, fostering the people's hope in ultimate
liberation, and undermining Communist leaders, policies and propaganda,
This phase will comprise black broadecasts from Greece and adjacsit areas,
as well as spectacular airdrops of pmopaganda leaflets. In Phase 2, all
propaganda activities will be intensified and sharpened, stressing the
importance of individual participatien in the resistance and pointing up
the need for solidarity and action against a common enemy. Within 15 months
of the start of the project, this phase will move, if deemed advissble at
that time, into detailed accounts of the resistance mowvament, the exploits
of which will be magnified and glorified, The printing and distribution
of handbille, leaflets and proclamations will be conducted from the bases
inside Rumania, being expanded as the underground nets progress, FPW
will be reinforced by terroristic activities against party and state
of ficials by "active" agent teams. It is planned by the end of the first
15 months to have sufficient PW assets availeble inside Rumania and within
clcse proximity to permit extensive PW operations in the event of hostilities.

©. Eoonomig Warfare

OPC clandestine economic operations conducted within Rumania will be
launched in Phase 3 of the creation of underground nets and will be a¢-
celerated as OPC assets multiply lnaide the couatry, reaching a peak in
Phase 4.

arknnpore 2.7
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CRAUNICATIONS ANVEX

PROJECT OFKEROIL

1. FURFOSEs

(a) Objsctive:
To provlde reliable and yapid commnications necessery for the
adaquate and timely support of Projeoot QKEROIL witk tho moxziwwm officiency

tn the utilization of comuinicsbicms fecilities imcluding matericl and pare
sonnol.

(b) fTeskas

(1) To establish short wave propagenda brosdeasis into Bumenie,
originabding from OPC brosdecest trensmitters in Horthezrm Gresce.

- (2) %o establish w/d oiroults from agent groups in Rumania
to e redio base station in Oresoce.

2, REQUIREMENTS:

(a) Shozt Yave Broadecasias
(1) Equipment

Two additional 500 watl broadeast stations will bo added
to the two drosdoast stations already oporating in FHoxthern Greoos,

(2) Farsonnel

Your ocommmunications technicians are manning the iwo
present broadeast stations. 8Steps have elready been taken to proe-
vide soven additionel technicians to cperate the four pumpmesd
bwosdosst stations, This will permit two trucks to operate 24 houvs
overy day of the woek and two tyucks to operate 8 hours every dey
of the woek, '

(3) Zzaining

The additicnal comrmnicstions techniolens seleoted for
QESTAIR and QKEROIL projeots will bs trained to the oztend whers
thoy will bde oapable of maintaining their communications equipe
ment, aot as radio opermtors, and be proficient in the particuler
cxypbographic systems assigned to ths projeote. In the event it
becomes necessery to send & numder of \the selected personnel overe
soag prior to the complation of thoir communications treining,
arrengements will have to be mede to bave these people complets
their training in the field.

o - | } \,op\es | ,
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. . | (4) ~vadoaet Freguencies gnd Schedu)

(e.) The senioy OFC at@fA officer for the QREROIL rwojcct
wil}) determine ths timo ond duratica of all oroadm’t:ao

('b) The BORHYTHY oommuniocstions officer (C  J will
provide facommendaticns es %o the frequencies employed for all
broadcasts btased upom cuwvent propagebion dabs belwesn broade
osat stetions and the target eree. '

(») Agont v/t Operabioas:

(1) 4 stock of u/t agent oquipment and oryptogzephic meterials
will be mede available to the BOREHYTHM ooczmmunications offioor in
Greasce for igsuance Ho Bumania agend groups, .

(2) Zzaining

(e) OXC will be responsible for recruising QEBROIL w/b
candidates, to bve trsined at the OPC sohool in Wozt Germany,
and furnishing interpreters 2or ths QKBROIL gommuniesations

trainlng progeem.

(‘b) Primary responsi‘biliey for the condust of appropriate
comminicatiors tralning aotivitiez, both redio and ozyptogrepbis,
ghall rost with the Chief, European Commnieations Aocdivity.
Close coordination will b3 meintained by the Chief, Buropsan
Communications Aotividy and the BORHYTHM commmnications officezr
in CGreece on all oommioatgona txaining matters. :

3. SPECIAL FROBLEMS AND COMMITMENTS:

(a) It will to rolatively aasy for the enmmy to ascertsin that
QKEROIL broadcasts originate at & locetion cutside the target ares from a

olandestine stabion. Jamming on Dart of ths enemy can be expectod with
iatensity verying as to the ¢ffactivoness of tha broedcasts, Countor

measuree egaianst enemy jJarmors will de takan by the BCHHYTHM oommuaniocabions
officer J. Techniquas pmsontly deing used aud perfectod ageinst -
QKSTAIR jamuers will be employed. .

(b) ¥or security reasons and for better operational control, agent
. groups will hawve only eleotzical commnications with the base radio station
in Gresco. If necessary, agent groups may comwunioate with each othsr
sleotrically thru the base radio stalion in Greace. For ezmmple, if group A
deaires to send a messege to gwoup B, group A will enciphar the message and
tzansmit the oiphsr text message to the bese radio shetion, The base radio
station will desipher the messsge in tha oryptographic system held in common
vith group A, The bese redio ststion will thon reemoipher the message in the
oryptogrephic system held in common with group B. The reoenciphered message
vill then de tranemitted to group B, ‘
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o ASERET

: (@) Prim ; interest in tbig projecot is v. Jed in the Assistant
Dircotor for Polley Cooxdimntion., Accordingly, cables: originating at the
Home OZfice for this projeet will te relemsed by ADFC {or his agend) aftier
being coordinated and euthanticabed By approvriate OFC ofi’icers and the
Chief of Comrmnricetions as requived,

4. IMPLIMEBNYRATION:

(s) Shord Have Breadoasts:

Steps have slrsady beon taken to previde OFC \with
additional commmnications equipmont and comwanicetions persoansl for the
exzpanding propegends btwcadeast program into Iron Curtein countzies,

(v) Agent w/t Opsrations:

(1) Upon epproval of project QKEROIL, the tzaining of agent
personnel seleoted for tho projoct will B0 implemgnied unmdor the
‘gupeyvigion of tho Chief, European Commnicationg Activity,

(2) Agent w/% squipment roquired by the project will be made
avallable to the BORIYTHM commnications officer in Greosce by Chief,
-EUCA, '

(3) Cryptogrephic material requiroﬁ by tha project will bBe
mede avellablo to the BOREHYTRM oommnicetions officer in Creece
by the Chief of Communications.

(4) Signal plans will bo prepazed by the QKHROIL gcmmmnications
officer in Orescs. Techniocsl assistance, if zoquired, will be
furnighed by Chief, EUCA. Bagkeup signal plans will be pre:pared by
Chief, MECA,

(o) It 18 expected that as the project develops and operational
dota.iln orystalise, an eppeadix to this commmnicabions. annex may be required.

5. COMMUNICATIONS BISPOB‘SIBILIII

(e) The Chief, EUCA will exerciss gonoral reapons!.'binty for provid-
1ng comzunications gupport of this projsot for the Chief of Commnications,

(b) Looal responsidility for detailad planning a.nd implemantation
of all ocomxmnications. aspects of this projeecd will bo performsd by bthe

BIRHYTHM commnications officer in CGreece under the gonerel digzection of Chief ,
EUCA. : : . -
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