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Various
SUBJECTS Zxcerpbe (relating to crypto-snalyeis and codes) from the
Iaterrogations of General CNCUERA, Ganeral ONCUCHI and
-~ DATS wmms Dates of respective intorrogations as given below
‘j'x-:m.mm: Foliewad fairly relishle

) mmmbudnngmmamm
‘erypto-analysis, intarcaption and cods services during snd stortly after the war
‘_mnwmmw.watum@mum.w%mum
.. CSCDERAy Sormmrly Military Attache at the Japansse Legation in Stockholnm, by sn -
'~SUW. mwmmennpl“nmhhwlénm
z. umam-smmmmnmm
~_wmmmtmmmummumabgmmmm
m—sw """ e

’ 5 (1) '-.o“..o mdﬂmmwwm'. “ﬁ“’
'mcm&lmtnlormmintioutith?okyumddlotberupams
=&Xitiry aktache posts.- nnotbnrmowmuswmnleoavbichm
nmpd!ormdﬁmuudantmonlg- -

SREEF 'mmnﬂmum.wnmmmmmm
.bym.cmn.mmx later all the aszistants, both milftary and
dmmwm,mwwmmfwdpwducy.

- 'mmmlma-umpaddphumwamszmwuod
mdm'afu that the cther xight huve been brokea by the
mmmm,mmuthomdmw,woaw
ailitary attache's office inherited the cne=time pad system from many of
tuwsuammmmanswhurmm,mmwm.

] -mmmmnmmawomawew
4nitials such as K for KRADER, KA for MAASING, and P for 'Poter IdAkcCH!,
or folly speiled out as 'Swedish Cenaral Staff’, 'Finnish litary
Attacimt, .




“Sn two occasions GNCDERA was satrusted with foreiga codes
for eormunicabing with ageots. In Jamuary, 1945, MAASTAE {an Sstondan
workdng Cor Axls Intelligunce and possibly Tritisk) gave bim an Sato-
sian code, complete with wave leagths aad call sigaals, Jor liaison

~ith the 3altic countriss. Messages wers to be received and sent
through KALXUS (now with the STSLLA FOLARIS group in France) over &
5/T wet in the F{nnish Lsgation (i.s. in Stockhalm),

- Tihen IEAIXORSXY (a Polish Intelligencs officer) la2%
Stoekhicdlx in 154k (i.0.202 Eaghnd), ke gave ONODERA a Polish code B
coommmications with Col. GANO in Locdon. OHCDERA says this mas nsver
.n.sed; Both fareign codes were destroyed in Angust 1945.

(2) B eaveses Tha contact with the Finps was tha dest mathod
mew-mxm:(mu)m The Japanass
station in Budapest also took a part in this, and
HAYASHY -.on cns occasion wared the (Japaness) Legation ({in Stockholm) . ..
that one of its ciphers bad been brokan by the British. However, Subsew
‘,mmz.mmmwwmmuamm

L {3) Tecescones rmmedaJwayuto-amlntuldn;
In ks aifice. Altbouga his predecesscr NISHDUMIRA bad initlated the work
it HALLAMAA in Stocknolm, it mas csrried on during ths war by EIROSE Iin
Talsinid, After the Finmnish surresder, QXOBEX pmchised sose cods hatew
rial from tae Fimnish refugee group, hul his contact was indirect
HALYANAL, PAIZ or XAZMIS, He also had indirect contact xith SAYASHI'S
offifs tarough SAKURAY, but, ganerally speaking, he Hd not parbidpata
in tMs aspact of Iatelligencs activity. )

(4) Peseseres Untdl 1939 the center of the Japansse
activitiss against Russia was alvays in the GZarsaw mi.nt-u': attachots
affice. Az arrangement existed vhersby Japacese oflicers wers periodio-
aily seqgh to Polamd to study Russian codes with the Polish General Staff
crypto—amlvtiul ssction. CHODIRA cites the following Japaness officers
o wers "*umdvtoﬂ ):’13 agrmement 3

“Geaeral UYAKUTAXE in the late 1520's

“Ganeral OKUBO in the late 1920ts

"Colonel SAXAI (decezsed) 5a the early 1930's

2Cqlonal SUDCO in tha sarly 1950'as

7Calanal 3AKURAI frem 1935 to 36

“Colonel FUKAL from 1935 to 36 ’

the ordigin of the Japanese systam of asalysis aad compilation
o8 mearial {rom the presa and 1ls 3ucnesafn) ues for ivtallfguncs purpo
a8 - ynidn wad practiced s0 axcensively during Lhe war -— wis aiso
Ilcarned Srom the Pules. Col, XCWALDSKT, an asthority on thia system who
nad visited Japan and was later Polisn military attache in Fortugal, was
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Fage 3.

Lhefr tescher. In axcaange for instruction in thess satters tha Japensse
unueteck to supply the Polss with Ausaian code intsrcepts and other intel-
1izmcs natarial osbhtained from the Far xast,

(5) Jodishing to taks every advanisge of the possibilitisa af .e..
sollaberatica ia 1940, Col. U0 sent & Folish hulngence alzsion to
vapan to colloboraie with the Japanass t.hrougnout tie far Sast, Ths oaly
same whicn OODERA remesbers ia this group is tha’ of Limnienasn), SXORA
1ho h- thiniks was cmct.ed with crypto=analysis,.

(6) eeeees In studying the m:hmmdineomums
with the Fimmish #ar Minister (ia 1938, Col.) FISHUDURA discoversd that
erhaps the most important csuse of the Finnish succssses against the Ruse
sian srmies had been the crypto-abalytical services of Col.. BALLAMAA. "bsy
nad. svecseded .in breakding the codes used in Rusaian combat commmmications
co rapddly that’ they would cocmmicate Bussian orders to Fimish uwndt
cormanders before they reached thedr destinatiom in the Eunsaian lines,
AISHDMORA determinad to accnired this valmals wespon for the Japanese
services. He consulted with HALLAMAL and wariked out an
4 specially deaignated Japaness officer would be assigned to the Pirmish
crypto-anaiytical section- fro the purposs of lsarning their methods. The
Japansse paid for tils privilsge with money of which ths Fimms wers sorely
in need 23 a resuit of the war, and with Eussian cipher ssterial «— five
'wig:t—ootdmdintnahrsastandfmddbymkyo

"he appointoesnt to NISHINGRA's offica in 1940 of Col. HCRIUCHI
m.ammmwmmommmm,mmm
rasult of Shis agreemeni. . FCRIUCHI who had had no previous training in
auenmt.arprwuduneqnaltothamkmdmrwhadbycd.dchi

m,:mm in 1941.

i

that pwacs between tbeir cotairy aud Russia was jsmminent. Es

2ade contact with PALSOIEN and HALLANAA throvgh WILI¥AXN for the purposs -
vi talkiang over the Japaness contacts with the Fionish Intellizence Service,
waieh would natumally lzsce 23 & resull of  the surrender. At the sams time
%o cadlad CNCUCHI (then Japaness Hilitary Attache in Finland) Lo make a
rrovosal at his md, After scme tioe the latier answered that although he
hnmma:anmmptmmuewmm
2grionage services de passed on, tois had proven impoasible. QNCIERA says
that he yms unasars that ths zattar had besa %aken up personally in Stock~
solm and id not lsarn hiw mccesatully the collabarstion was coantimued

catdl suca later fa Japan.

Tearahily OHCOERA 3ayy fe undsriook o Zo wnat ke cculd to
crotect aad help toe Finnish sarv‘cos. He says that ab that YWne mors
.han ona Shousand Finnish intel.lj.:;snco opsrators « including a spemcial
eprice curacnnts astalion of LT mma e szcretly same over the Iroaiier

:*‘..o Sweden bringing with them taeir radio umimsa.. ang theldr archives.

(7) Meeeeessln Lwt of 194), GRODRRA heard from his Pinuiah tx’ienda -
1mmadiately

X

—
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his undertaiking was ziven the activs sucport of the 5?red:Lsh ATR7, aad
ior )s?_t:{sx 328 a:ls:.gneu Lo carry out tne details, “he Finnish group
soabimed Lt3 activitias in Sweden setting up a czv-r.o—una.q,-ucal 3saction
AP Wmomﬁm.ﬁmwrwm* toriag stations in norta-
am inedan. They wers ia direct cocmunication with the Finnish resist~
~ace movement. UICIERA 3ays that in spite of what was done for then by
ihe Swades, they wers in desperate nsed of Toney, Zhey wers ot even
anls to apply for help to thedr traditional friemis, the Amaricans. As
2 Tesuit, h‘-mdnrtnaktodnvhnthncmldtormm them and peid ocut
about betwean 250,0CC and 3CC,000 Ironer — his mtire finmds
7ar Minjisiry money which he iater had to ropiszces.. He bad promised mors
and had received and additional 150,000 Lroasr from Tokyo for this ayochl
curpose but the war ended bafore this could be done. He says that .
mu.mg'n the inforz=atiom uwhich he raceived at Lthe tiss was in no wxy
consensurate with ths auount expended, he considersd it an excellsnt -
lavestmect for the future from the Japansse poini of view. _ . |

"CNOLBRA received intelligence from the FPimns in two ways.

Through mersonal comacts and aritten rsports, BALLAMAL and PAASCHIN
2oth 7isited him senarastelr «n two occaxicns. They brought hin no
perticulsr item of inrormation but cane to discnss the progross of the
war in zeceral, the zituation of the Finnish refuges group in Swedes and .
ithe develormsat of thair mutval collaboration. Thea they wers both
absent 2rom 3tockboln, PALI was their reproseniative and- carrisd cut ]
their instructions. Ee was HALLUUA's most cubtstanding crypto-analyst
2xl at ihe same tine the guardian and archivist of the filss and equip=~
=snt which the refugee group had brought with thexz., Col. TOPXXONEN also
cxme with revorts from Finland thres or frur times. fe had been Finnish
rildtary attacne in Yoscow and was, wdth SATOKCIPY, in chargs of HALLAMAA'S
33ents Dehind the Hussiaa lines. At the ead of 1945 both ke and PALR
rsturaed to rinland =here they were arrested by the Pussizns. %hea
INODEZA last. discussed this matter with other Finns, ihey wero confident
of ootaining their relsase and did not seem to fear that the secrets of
of the Fiznisn Intol.d.gcm Service would be campromised.. ZAIMUS, a
Zitvian radio engineer and erypto—analyst, conxidered secoad only to PALR,
who bad worked in 2arlin before jloiniag the PALLA¥A\ group, was also in
touch wiih ONOUERA sad MAASLIG. Por a whils ne callzborated with the

Jwedish crrpto-analybical seciion. Then CNCISRA left Stockhola, he was
szudving ix the enginearing school and had broxen off all comtacts with
the Fiznisn Intslligence Service and the Swedish Intelligencs Service.

Tirittan Teports wers delivared to ONOTERA wreldly, usually #a
‘codays, by TTLIMAN or by Wrs, YASXINEM, an amployee of tne FTinnilsh Laga~
iisn. Thos information contained ia these Tsports reached Jhockholx ia
Lorme iLI2 arent wayst

"3, 3y radios. Tha Tinns nad a |i/T 36t ln their lagation widch
ad 13 zoncin dih Meland. (CHCOZRA delisves that this was
ad with the krowlsdge and racit cousect of the Swedes).

the~reperts waro “tmually »rittan ap by y_luaN,
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PALZ, or XOEXXOMRY in Steckholm,
3y the 74mish diplomatic cowriar,

8y Qandestins frontisr crossers. This wsthod was used

mau;:.nl%s. OROCERA believes trat tquscrsu:
assistad dy the Swedes, (pwrobably Uajor PSISERSEN), but

ke knows no further details. He heard that SALOXORPI had

retwrnad to Finland by one 3f their lineas during the win= .

ter of 19Lh AULID who Operated a smggler’s boat between
Pinland sod Sweden acmetimes also acted as a asssengsre

"Cver a pariod of about ten moaths (1944~45) thoﬁmnppl.ad

mmwm;

v!&,mmmdtmtnnmmmm
* and Sussian troop moveasnts. These wers most coaplste,
conbaining detailed ideatificstion of units and poaitions.
W,mwmcmywmmme
f.obcotu.vnu.

Weskly reports on German troop movements on the Eastern
frook. Mwhipﬂ.ll%s.

Thres lota of codes. Thess wers handed over i3 persca
bmedzhcinbooktouorumx’m.

Lot Bo. he
anl%tmwunmm:

munmmmmmmm
motbcd

use.
(1) Pive symbol NKVD cods caplete with method.
(131) Four symbol tank combat cocmunication code,
izposplate, sbaat twenty to tuuzy-fin :
. per=cent, broken.,
(11) Pour symbol air force cosmmications cods,

iml.u as (m)o

-

© Lot ¥o« 2.

Supplisd 1A January or Pebruary 1545, cne four symbol
Russian military code, imcomplete, about twenty-five -
per—ceal broken. :

‘1ot Soe 3.
Supplied iz darci 3J43e A gooup of 3gven codes of

NP

v‘ u&.dul.j

[ P

s s -(




.ag0-be deliiiied

diffarent Surovsan countriss on wx:leulooed mcrnfﬂn.
ClHOLERA has supplied the list whicn follows below as the
byst he can recenber. )

0TS ;:pmwmmw,muu
stact, ootained from the Stockholm Oersen talsprinter intercepts =

*,-0165,"9537,..91;.5. fia denies ever having sad a United States code.

ind paraists ia his denial even when confronted with the contenis of

code. is listed in tha second more specific PAUDIR telegram #427 of
1327 ¥arch 1945.) He says that these cocss wers offered to the Garmans
bacause he hed 2o facilitiss for daveloping such a large quankity
£3l=x in Stockbolm. am,thﬂomnsdah d too long in giving hia
theair answer and so the films wers Zinally sest back by PALE to Finland
wwtbmmnmcm~mmwm -
msuuammbeo‘mknin.lulyl%fi.

List of codsss

AL
s

N
e
il
i
E
%

.mnzmmmm,mwu,
the mmss of »dch he cammot reusmber.

11 Two French (7ichy) diplosstds codes, incouplete.
332 MMM(?)MW
iv C(ne Vatican code, i..complete.
v  Cne Yugoslav cods, incomplats.
74 One Portugusse coda, incouplete. .
743 Dritish government aode, 1934, complete. .
"d, Information concerning the activitiss of the Pimnish Resist-
anee Yovemsnt,. This amounted to about forsy badtaliocns under

Lhe seceat orders of the 7innish Cidef of Staff. Assault

units wure organized througnoant the country. HALLAMAA and
FAASCHEY dipected the intellilgence service anich was orgacized
on an slaborata scals »ith planes Jor 1lialson. CHODSIA doss
‘not wmow that UELAIER was coanscted with Lhe Pinniah
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Fags 7.

zasistance Yovemant.ils doobta it Socouse UELANISER was
pro=lermn and at that %me ths Finms had fwrmed
trair Jormer Alliss decause of indidenis such as the
arzanization of sabotags againsi ths Finnish army by
CRILARTGS

Ia addition to what i3 listed above CUODSRA says. HALLAMAA
promised Wim wucn more of ths inforss-ion contained in thas (SM.L\ PCLARIS)
archives widch had bean bronght to dwsde, . Hiowsver, oone of these proxises
wras fulf41lsd probably beczuse the Swedes who werd afradd that they =ight

2alY into the hands of scms of the belligerents, kept to cloas & match over

TOMCORRA bas grest admiration for the Finnish Iatelligence
Sarvite which he bolisves to be the most successful organixation ef its
%ind operating apgainst Iussia. Its activily can be divided into two parts.
The fizst, strictly the crwation of BALLAGU, is the momitoring and erypte
analytica section the canter of which was formerly at SCLDAVALL nsar Lake
LADOGA. hen CHODERA laft Sweden it was divigad as follows:

F3, 1 zroup of twenty operatives including BAUILWAA andPAASONSN
~ho went to France st the end of 1%i5. .
h, A smllar group made up of both Fimns and Zstenians who

iz. The underground Pinland., This is compowed
of a and 2 training esmtar. It
Suncticns in comection with MAASIEG's arganisaticn in

1he yecocd is the subversive activities section, o the head

of which =as Capt. JALUKORFI, a former cansul ia Lexdngrad who speaks
flnent Rssian, Col., XCEXXCHEN was also commectad with it. During the
*utecru.ing,trai:d.ng,aaddispatchiagof;guntsmh&ndledhjkvor

RIZTIA,e 4L that tize the section had two orgnx&m,omontbe
.':mtinwhbudoga,thcotm.nxida&maianexrm Its ageuats
mre equipped with /T and commmicated »ith SCLOATALA. after the Fincish
rrancer he afficial arganizadion wxas abolisted. However, t{he peace tLerms
wrre descridbed Yy HALLAMAA and PAASCHRN as 'not affacting thedr work!', and

AT R N oL o
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-I%ar a wort period of confuasiom the old argardzation was revived as cart ~
3f the Jesisvance lMovemsnt, ¥ith a training center for espionage and sabot—
s38y and agents operaiing ia Finland and Jussia. CUCTERA belisves that h
thedr eommonications #ith Sweden ars handlsd in part by JAASING's orgami- \
ration.

- {3) %At the begioning of 1945 the Swedish crypto~acalytiesl
saction succeeded in breaiing ONODERA'S goneral code. He was informed of )
uw°mmmwyummm7mmmmmﬂq
sanding iaforamstion obtained from the Finns, The Swedish radio dstection
zarvice uas very active at the begimning of 1944. They discovered and ° -
closed down clandestine W/T posts opersting in Zungarian and Rowmanian
Lagatioas, ONCOBRA balieves that the Pinnish Iagst!mutowatdthmgh— -
sut the war with Swedish conrent.

(9) PivesssICUZRA mays that the had aaver heard of ctrid.al

‘d

Lo U’

nmws—nwmmm%mmnzbm
iitache’s arfice, and 4 group of fungarian civilian sand military code
3m0v....nu...o.ob-o-‘.o.o“u
e xollmi.ngmcpnbe&riagm-wandmu&yznropunavpto—
inaiysis, intsrception amd code services during acd :hort.ly after the war have
hodn 3ade from ihe Zeport of the _:xt.mpd.on af Major Gensral Sirose CNCOCHI,
Sormerly Military Attachs at the capanese legation in Belsinicl, Finland, by a
1U iaterrogaior. The interrogaticn was complsted oo 20 July 1946, at Sugamo
ison, Tokyo. .
5, The svaluation of ONUCHI's information was that it =as I‘arguly true. {

{1) *".....Callaboration ca erypto-analysis with the Finodsh
Senersl Staff was {on) a hignly sscrei ordsr received from the Cantral -
Inecial Intallizencs Bureau of the lmperial General 5taff, and coincie
iad with the arriwal of Lt. Colons) HIRCSZ 3iichi, The Minister himself
733 pot adrised of the nature of HIROSE's mission, and all subsecuent

Zavails wers dandled enly dy AIR SB. . .’

TRCNCICHL says that e recaived no specisl directives frem
‘skyo Feadquartars decatnse he had oniy one cods, the additive aof which was
‘:‘w weuk. Ipecial orders wers thrererore sent mars requeatly to
fces such 38 3erlin, lome, and Steckholm which nad mmerocus codes and
sars congidered aors secure.

{2) MiceressTha work xas carrisd out on an exchangs basis. The |

“iane e tas Japanese instrmeilion in cryplo-analrsis and accsss to all i

Looes of Lavdiligzencs on dusuid, ani tbe u«pam.n $Ave monsy (throuzh pay-
nte nsae ~o the Fimish ailitary attacoe in ‘nk‘o) and Ansxian intel-

—-—MG" ina ‘atavcept :us {5 darit) obtaiped in isia. ORCICRI- zays

,-.,w; .1 A

o
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~2:a% this mart of Lheir contridution was mmll,

fin ’939and191»0ua*eaultntthab)mttohi§xly
micret Actin.iuu?:.nlmd‘..hc caniTe of espionmags and sabotage
collaboration betwesn Fimms and Japapese was soved to NISHIUTRA's
s2fies in Stockholm. At the end af the Rusrmo~Finmnish war it was
s5ain zoved back %o Helsiaid. At this time the Foles were alw
—oliaborsting with the Fims and the Japaness, and 1% was in this :
mmmm(mumm)mum :

3) ®eeoesees-Collaboratica in these mattars bagan with
sagotiations betwesn NISHIMURA and IMEIAMAA in Stockholm ia July
_;’hﬂ- As a result of these Major HCRIUCHI was assigned to HALLAMAL'S
orfies. e arrived in Finland in the Autusn of 1950 and began work
with the Pinnish Crypto=enlysis section. 4t that time CEOUCHI had no - g
zomnection with the work at all, RCRIUCHI was recalled to Tokyo in - "
ihe spring of 12%1. He was succeeded by Lt. Colonel HIRCSR Eiichi
vho arrived in Helsiznki 22 June 1941l. CHCUCHI says that he had HIROSE
;Wuwn.nmnmmimnnwynwu
facilitate nis movements. He received bhis arders direct from ths
Cantral Inielligence Section in Tokyo and worked alzmost exclusivaly
n mtters r-lmdtocrypao-am.lqd: until 1544.

...mmwmmumzmmmmm
:yto coctact with HALLAMAA, the chial of the sectdon, and PASXU, the
Mortholuumnsddnm e also Jmew PALS, coo of the

O Ay

snginear attached to the sectiom, freg mtlyvi.ﬁudthaJm . :
niiitary attache's affice early in 1941 in comection with the pur~ T
chase of a /T set whichk was seat to Japan, e

{5 " SONCCCHI's [irst contact with the Poles was when he was
stationed with the 3pecial iAgancy in Harbin. There the Poles had a
:r,rpt.o—ana.ysi: and document study center under the Consul XAIATXCWSKI.
> was asaisted by cns or Ywo Polish officers who had been sent from
carsaw ard who worked undsr cover as civilian mecbers of the Consulate
eta.ﬂ. Cns of thess was a document analysis specialist whose name
7ICUCHT rwaembers as reseabling 'RIPUTIXI'. e says that this was alacst
surely a cover name, (0TS: It is quite poasihle timt this may bave
runhG';AI:.stwmisrcpor‘.edaomﬂboonnthePu_ast&tabo@
L Line.) [

IONCICHT remempers the name PAVICYICZ in connection with -
233 zrowp. sSeneral TAMAMCTO and Col. SCIUXI cooverated with them and
sy wowined Japasess uriliwrs wmho sers spvcially sent from Tolgo.
::mn,amm mmmmnaom;thahtm
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V3] YeaeesOSO0UCHT sayz that thare wus cloas \:ol.l:boratic:

Tetween I a Hungarians aod ths Japensse i Sudepest. Tha Nungurian
" Loperyl Ctur? zave affieixl “miasion for a Yamzeso ::;L"_“ary radio

statien Lo ba set up in the vapansse iiitary etiache’s affice, and
Fungarians were assizued o the crrto~apaiyais coffics which Colenal

SAQIRAT directed thers.

: : {3} PeaceeaslHOICAL ham submiited 4he falbwing list ci‘ nanes,
mrmcmn;tmax’ﬁ'imam mluguaarhaabacam.zrsbeat
;maldfied of Snssian intelligencs, and whom he believes to ba ahnlﬂbaly

’ ""sliabln. {They include the xcllodng.,...............

.tqcooocomtooao'o.t

ACryrto-analysis and codes asperts:
"HAYASHY Tanei (wxpart on Chinsse colps)e -
TRIRCSE Bsichd :
 "SiKURAT, Shinta
’ewso, Smmjiro."

5« Ihe following exserpts besring on Japanese and sundry Iuropesn
srToto~analysis, iniercertian and cods dservices during and estortly after the
'umubmuador-eatmawcrsd' the Iatefroration of Colonal Eiichi
TOCSK, fovmer Assistact ¥ilitary ittachs in the Japsnese lagation in Helsinid,
Tad » 5y 2 35U imzerrogator. Ths interrogation was completed on 20 July .
Laat&m&-im,l‘nﬁqo .

5. mvemmﬂmotnmss'a :‘.ai’omumm that iaﬁs._nzcly trus
ou:mth-m‘untrut.hdthngudto.&-wb.,actaahout.vkﬂ.chtbop-imr
'a.:s"nssucnd

{1)  PeesesThn purpose of NIA0SE's mdssion to Finland was to -
coopersts with the crypto~azalysis section of ibe Finnish General Staff.
% was conaidsred as hizhly secret and persopal. 3ot even the Japamsss
idnister 4o Finland was awars that he was anything more than an Assist~
ant W)ftary attache, For administrative purposss he was atiached to
iha Japaness dar Ministry, but his directives were cocrnicated to him
ia persca Yrom ths Central Special Iatalligence Section. Sxcent for
‘uest.ima of offica routine, he was entirely independent of Cal. omccla,
ths Mlitary Mtacha. - :

. In July 1943 as assistant mas usexpectedly usi..gnod f.p Bix
Irm JJD1=’,S". ':‘h...s mas AACATA Iozaemon, a civiiian graduate of the
“areis Cffics Laagmgs Sckool wind had been woridng under Cal.. SAKURAL.
Ha aa3 to2ined in the Russian language dut Hd 2ot speak it. HITOSE
3ays t2at ke was not asla tc be of muth ssistance in erypho-analysis
zrcauss of insxperieace rssuliing rxom his long period of inactivity in

Judapeyt.
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2) - %, eecen Jumediataly after his arrival in Finland, BIROSE
a8 taken vo Graokura, a naval sonitoring and eryrto-analysis station
icated apout 4O kilometers west of Helsinid., I& was coemanded by Cap-
tain SOKARLEN with a star’f of aboub 10Q. This station concegtrated on
iskerception and deciphering of Russtan msssazes in the Baliic ares, in
sarticular those smanating from the principal Fussiazn nava) base. -

"it the beginning of July, {IRCSE was taken to the Fimnish
Consral Staff Headquarters at Midali. There he met Col. HALLAMAA who
took him on to the Army Crypto=dnalysis cenire at Savonlinos. Es was
sus into contact with the Fimnlsh efficera who were to direct and assist
im in his study of Suasian codes. Thoy wers:

Ttisutenant (later Captain) PAL3, the best of the
Fimish crypto-analysts, who worked on the codec
of 31l naticns. Unfortunataly he spoks no Rus—
siane’

"Captain PARKD, crypto-analyst.

"90GOJABLESSKT, a white Russian who bad taken Fin-
nish nationality.

*ITRO3E 13 not sure woo was in comsand of the cenire which cane under the
aukhority of HALIAMAA in itikkeli. mmzzmuamrummw
of Crankura.

M

4-‘

mwnummmunamnm:uum
=3re malgacated as to persompel and equipeent and transferred to Solda-
7ala on the shore of Lake Ladoga. Captain PARXO was pubt. in cosmand of )
the new cantre and PALR was ths chiaf of the erypto-enslysis services. *..
TCKARTEN was ia charge of s commmications section. FIROSE says that
e . total staif was about 500 s inclmiing Z00 signal operators. Thia
i2clnded 2 musber of Rnsa ngmwoauknwhdgootthchnguga
i{IR0SR says was a graat hcln the Pinns.

"he intercept naterial used in those stations was cbtained
b7 the Pimms Irom thelr own nonitoring facilitiss, from the Germens, and
Z-om mooils units attached to Soldavala and oparating througheu: north
castern Finland. From the time %0 tize Tokyo sent HIP0SE material ob-
~alned in the Far Zast.

EIRCSE states that.to il3 krowlsdge ths Fims used Do

chines to facilitats their avpt.o—mnlytic rox'k and that all the pro~
spases inwl7ed wers done by hand. He balisves Lhat they did buy a faw

" Ty
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Of the Swedish cods machines, dut he aever say thaa in use
tion, i@ hinself jurchased cpe in 19.2 ad sent it to 3er
xw‘ck-/naynm-unna

PHIZCSE says that thore was a total of four mooils units work-
m;moi.;al.dna.la. They opurated tlose to the fussia: frontisr and sent
Yack resglts obtained to their headquarters by Zmans of 1/T ssts fitiad with
2 secret spparatus wiich is inseried detween the ordioary tranmmitter zod the
power line, This apparstus changes the fara of out-gaing waves (Morsa Cods)
Mamwmmmm;mm_smumm
imtbdrnguhrrw. The organizatioa of esch unit was as followss

"Total strength AD men.
*Cne antarwoile for aofficers.
w .- - U4 busses, all equipped wth llving quarters
A coe for crypto-analysis
R . two for monitoring
ons fer direction finders and liaison.
2 trucks for suppliss, etc. . .

YHIROSE knows no fwriher details nor did he msal the commmoders of any of
these units. - B8 says thay wors considered most effeetive in cbtaining

intarcopt ostarial. He eplains his own iznorance by saying that the .
‘rmummswmmm,meammmmm
tha time

e SDuring tids poriod FIRCSS spent his tims working in Soldavala
tormmm-mwhammdm%m:ummmms
for ths Tokyo Headquartars. Fnhadm&hsrdntiosinﬂnﬁntary
M'adnu.

i 'Atthsbcgl.mﬂgofl?ldoud.idmcwponum'dththo
?Mmmdt,MMmmlmmwthowdtogoto
Seldsvala. He was tald that this wyus the result of an order by MAHNER-
X1 which applisd to all foreigners. Fs is not sure of the reason for
it, ut he belisves i% may have been becanse the Japanesa wers not supply-
.ing sufficlent mataris} to the Pinns. Ths development of the war ab that
stage nay aleso mve beex a contributing couse since comtacts between the
ﬁmmmmmrwamuwumwbom.-

*ifter the Bsak collaboration was cozbinued t.hrongh written
commmnications. EIROSE received tecimical intarcept matarial from-the

CHAXTUNG Arwy by dizpatch through the Mlitary Attacheds office in Berlin.
tranalatsd this into Russian and forwarded it $o HALLAMAA about once

e
axnt.h The fimnish rsplies and answers Lo yroovlems wers prspared oy
[AL5 azd signed by FALLAMAA.
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"ETRCS3 and the Fimns ooncanhrated on Rusaisn niltta:v

operaticnal and NKVD codes. As regurds the somer, they were successrul
ia dreaxing iasfantry, iank, and Adr Forcs combat cocmunication ciphers.
They Tailad to breac the davy “red® five digit, cous decause its call
2iin8 and eys were changes daily from tha very beginniag or the war «—
1 3ystem witich was later adovted by the imy.,.

"The UXVD Zour mumaerz]l codes rrasentasd no aifficuliies,
They.varisd accerding to the regional divisions of ths USSR mih special
i7pes for loscow, Laxingrad, and the eastern Sideriz, and the NKYVD
irontisr guards. The individual codes &iffsred ihrough changes in the
additive tables. The bost resulls obtaiied with these came from matorial
interceptad by the Japansse betwesn Xaochatka and Vladivostock.

mmmdmmzormﬁrm
urlngt.h.nru Zollows: He says that ad the beginning of the invasion
of Russis by the Germmns in June 1941, variouy weak points in the -
Zussian Army codss were exposad by ths German surprise attack. The Pims
saxily deciphered ths Zussian codes and wien thay entered the war in July
they had already accumlated cousidarable informmtion on the disposition
2ad styength of the Enssian armed farces which faced them, The vital five
digit code used by the RAuasians in the summer of 1941 xaa easily deciphared
dune to the systematic arrangement of digits aad the use of 3 st additive
takle.

) nAL the ead of 1941 the frout wes tesporarily stabdlized

and the Russians tried to correct the weaknesses in thelr eryptographic
systems. During the intarvening period prior to the distribation of ths
new ciphar, they trisd to strengthen it by using a doable additive o
sach message.  They began at that time a aystez of revixing their codss
at two o six pomth intervals. They also coctirolled the use of additive
“ables, dlviding them into three categariss, cne~tims puds,.

and general, thus making 1% diffirult to decipher messagss unlass a larzs
~nber ware accuaulated. mqn-damtofourdigl.teodnotimaing
camplaxity, orr.enchugingbotht‘-«yammdphc.

Tn 1542 in spits of thése difficulties the Fimnish crypto-
mlymnnagdwkupw-wﬁhmcmmthomcma. The
=aler portion of the msssages wiich thay deciphersd were ralated to the
{=rman soctor of ths Ifroat rather than tbeir cwn. This xas due to the
rict that operations on ihe latter had alnost ceased, whormas the formex
~contizmed Lo be very active,.The s auow:lngconditiwmducxﬂ.hdby
127037 as being rsspoasible for the Finnish succass:

‘ "'r’ﬂa\
RV A
PRI

2 b

.




Page li.

3. Iavepcepted msterial from the Cerman froat.

be Simltansous use of old and new ciphers during
a period when ciphers wors being coanged.

C. ifistakes of snciphering (ixed habits and aoue
adherence to regulationa).

é. ZSpecial characteristics of long messages.

®e Specdal characteristics of short uessagos.

"During the spring of 1943 the volu=e of Susaian traffic
Mw,mm.nmmovmnmmummuw

msasares as a resull of whdch it became impossibls to do=
oipher cperaticnal oeesages. Ths only success ancountared was with
fay digit codes. In 194 difficultiss incressed. Ths Russians
eaployed even stricim® security measwrss, instituted a large aumber of
commication regulations and greatly restricted the usa of W/T so that
mumtmnmmcw&l-mquﬂmww
WMM& :

: -noomammuo:mmm'am“wmdmm
other than fnssian, - HIROS3 knows that they ware succesaful in breeking
United Statss, British and Tomicdsh diplomatic codes. On instructicoas
mmuumwzwmuuwmmummfm.
. These had besn refused mntil the autumm of 1943 Jjust bafore the time when
he wac a0 longer anthorized to go to Soldavala. Thsn he was given a :
diplomatic strip-type dyhc-hiehhadaeﬂhoaaamm;otrﬂtuu
horfsoatal, 1ines of thirty letters sach and designated, be balise, aa
"ivl®, Hs mys t2at the Amsrican systen was broken dus to mistakes in
eacidpbering made in the Vichf Zsbassy during 1941. The same code was
found %0 be in mse by the inorican miskions in Berne and Clmngiinge The
last nessagea shich ho asw were dated Decesber 1942. Heo adds that the -

. Firms wore sametimes helped in their attempts to break new siserlean

d;ambythrmmttbemqstumundtrmﬂcnimbo-
mmm,mnemmwmamumw

s:ut-bot'-nlmdou,ndhshm;toa.

(3) ..-.-.36!01‘0 Frsooxd llft Jam in 19&1 m cwal

4o set op a esntral crypto-analysis station in Berlin where materdal
would bs studisd and exchanged xith Germany and ber allias. Two civi-
. 31an. experts, TAKARASHI, who bad been with the Kwantung 4rxy, and
m,mprmwmetrdsmmsymrspmmm
lsaving by the outbreak of the Russo-Gexrmmn mar, As a result of this
matbters rolating to erypto~analysis and Sondtoring were bandied in ¢
BerliugiryCol.JISHI,mwrocmionany uaistadbyunﬁnltm
Sudape
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fiThe only orzamized Japinsse crypf.o-ana.lym section was
_a::cted_-x‘.hc arrica of the .d.lif.ary dittache in 2udapesi. This was
directaq ayCol. SAXLRAD lobuta who was assisted by Hungariaa officers
assignad by sbe Jogernl Statr. The material which thoy studiss mas
Oahjmrrcntbcnmgaxms .24 purhaps ~— HIGNCSE 13 Dot suMe e
from the Sermens. ‘hea HIPUS.L visited 3udapest iz 1943 SAXTRAL come
Fiained to him-that he was zreatly hamiicepped because he.recelved no
#material from Tok;o, aod 3o LIR0SZ arrangsd to send him copiss of what
he got in Selsinkd, Ho sayd thet SAXTRAI'S group ovtained almost no
remlis wizh Russdan codes arsd sent a asgliginls mmber of reports to
Mn- The ungarizn eryptoeanslysis were considercd poor by the Fims

WWMmmmthm

“The starf of SAKURAI’s section waa coumposed of the

fallowing:

T HiGATA ~ Xozaewmon, civilian, he was transferred to Helainid
in Jrly 1943.
IiABA - Civiliag attached to tho <rmy Jenaral Staff. Radia
" technician.

YOSHIXAA = - (ivillan, formerly attached $o the German Section

: ' of Departmsat IT of the General Sta’f. In charge of
financial and adainistrative mtiers.

Col. SCRIUCHI - Had beea attached to the office in 194D after
Zowever, ha was nct a trained crypio-enalyst ao
disagroed on aattars of policy witn SAXURAI so that
he was transferred to Stockinlm.

®it the wod of tha war as the Zussians threatensd to occupy Bungary it
mﬂmadtoutupacryptoﬂmbxi:oﬂiumtbehm

- in Derne. SAKURAL was aecrsdited as assistan: Wilitary Attachs to..

_ Switzerlard, Mthccowo!emtap:vvmtedtbplanfmbdngm-

111led.

*FIRQSE degies that thess ~wurs any otber Japansse crypto=
analysis offices in Surops. He has newsr heard of sas being counscted
with the Zucharsst missioc, aud adds that io tho best of his loowladgzs
naither the Havy nor the Foreign OfTics mintained sixilar services.

rAfter seturning to Japan, HIZOSE's only rontact ®ith the
Sropean aspect of his speciaity was as oliows. In 1945 CHCDERA inrormed
tha Ganeral Staif that the Flans had cbtained a | Russian five digit ‘code
bodk (whelher by capture or crypto-acalysis, HIROSZ does not koow). Tha
aatter yas twmnad over to TIRCSE, who instructed CHOIERA Ahat SAXTRAZ
should o0 £o Stockholm to receive the bock and wirs the useful portions to
Toiyo Srom 3erlin. SAZURAT did 30, and the Tossages wers transadtied o
HIROSE abo passed them on to the Central Special Intelligence Section.,
Powerer, thm war saded befare all the mterial obtained from the Fimns
could De Tarwarded to Tolqo'
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B eeeesIR0SK has bean cooperative under interrogation.- Hs

'mmlmmmme.ﬁm«pmbyommmwm

mmmMgmwommmm
mﬂyﬁcactiﬁty. Howswer, he certainly has considerably mors techais

¢al knowledge and it hmmnohjmtdbya
qaal!.ﬂsduprt.



