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August 16, 1971

MEMORANDUM FOR JOHEHN DEAN

FROM: TOM LATIMER

Attached is a proposal {from the AEC
member of the Declassification Study
CGroup sugpesting a major change in our
current procedures. ¥k would make TOP-
SECRET and SECRET covered by espionage
laws and take CONFIDENTIAL material

owt of the espionage laws., Could you give
me your views on this. Thanks.

REFER TO DOS

DOE REVIEWED 16-Jun-2010; DECLASSIFIED FOR RELEAGE IN FULL)

@OS REVIEWED 22 JUN 2010 NO OBJECTION TO DECLASSIFICATIGD%

TL:nm:8/16/71
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 ACTIONS TO PATENTLY IRDICATE OBJECTIVE OF
_PREVENTING EXCESSIVE CLASSIFLCATION
.As cﬁings stand now under E:O. 10501, any infq?métioﬁ tﬁe publication
of which "could be pfejudicial" to the natlonal defense (Confide;tial)
Appears to be given, ét the very outset of the Order,‘tﬁe same‘baéic
"of f-limits" treatment.that‘is given to information which if.published-

would result in exceptionally grave (Top Secret) or serious (Secret)

damage to the Nation. (The redraft under consideration would even

explicitly expand the approach to include the foreign relations field.) L

' ‘Yét, historically the Executive Order has‘been.relatéd to_ﬁéﬁional
defense cohsiderations so that it would track the laﬁguagé‘of the
oplonage Pio&iaiqu'uffthe‘Crimiual Code. In oiher words, a classifier’s
decision to plﬁce informatidh under the E.O. system was supposed to
reflecrt, at least impliedly* a dégision thét the unauﬁhorized réleaae
of ﬁny level or category of inforuwation (incluéing Confidéntial)_wouid |
result in sufficient hérm to the Naticen to warrant bringing ﬂhé

espionage laws into play.

Iﬂ piécticé, however, the Confidential‘caﬁegory almbst inevitably

serves as tﬁe catéhnall prﬁ@ision which, to an ultra-cautious claééiﬁier,
coﬁld cover almosﬁ any soft of information. Resulting'haﬁards‘gan be
mitizated thréugﬂ speciél eﬁphasis on procedures fér daclassification;
such aé ﬁre called for in the proposcd redraft. But-té get at the

"root of the problem, and restore respect for and confidence
L . K . .
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in the basic classification system, steps need to be taken to head
off classification action which, for purposes of our criminal laws

‘tends to equate, in the publiec mind, the "could be prejudicial" type

data w1th Lhe serlous and exceptlonally grave damagc data.‘

Perhépa the approach that would ev1dence most dr4m5t1ca]ly and
"concrotely the Presidcntlv deslréu.ln Lh:s resPLcL would be one thar
 _;eaulted in the ellmlﬂatlon of ‘the Confndcntlal catevoly, at least
fTOm Lhe field of écn sitive JnformétLon %ubject to tne CGPLORI“C 1aWs.
. Slnce 50 much of ourx domobtic cecurlty regime and our LﬂLPTndl%Oﬂﬂl
arrangenents in the aeuurlty fleld.axe geared to Lhe thre.cata gory

T o LYo . '-\11,_\ V. N A1 2 . g
S EBPppruddlil,  Suuh d cldnpe wulad HAEavVe Lo e handled with caor efful P alnon

- I should‘bc:keﬁt in_ﬁind; ﬁéwevef;lﬁhaf‘oﬁr regime Gf.secﬁrity controls
is‘aiféaﬂy érounded on the ﬁremiéé'thdt there 18 a.much,greater
&ifferean between the Confidential and Setrét levels than there is
‘between the Secret and po.éécret 1eveis} There is, for example, a

o subSFaﬁtial difference in the resources devoted to cléaraﬁée proéedufeé
fdr'accéss_to Confidential, on the one hand, andySeéret and To? Sacfet

on the‘OKher hand., Also, décﬁment control precedures escalate in
1ntenalty malkedlv at the Secret level Indead, in terms.of the kind

of comparatively minimal $ecurity controls applicable ét'tbe.Confidenti#l

Llevel, it becomes difficult to distinguish such information from thet
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which is given Confidéntialitystatuswithiﬁ-the Govcfnmcnt‘ﬁnder

a humber of statutes, such és‘thé Internal ReQenue Code. There are
s;atﬁtory sanctions.for vidlétions of such Confidentiality but tﬁey-.
are of a_§i£gﬁ£icantiy lower arder than.what-is providéa for in the-
_ eSpionagé laws, But the présence of these lesser sénctiéns,'such.

‘as fines, seem to achieve their objective.

‘This is not‘to say ihat the Confidéﬁfial‘éategofy would be‘éliminated
_'flOﬂone for all purpose LTt could‘be;réﬁéinéd; withoutlféising

the abovn—noLed problem, for purpo&es ﬁf EXCICTGLHQ the Ck&mﬁtlon

- from public disclosure provided for in the.Freedom of Infoxmation Aét
«for iﬁfofmation wa;rénting-noﬁvaiséiosurc in thelinterests:of national
security or foreign policy. . ~ Una uLh0134ed dlsclosure oflquch information
“ by gdverﬁmegt and coﬁtraéior personnal WOuld still be subjec? to the
poséibility of admiﬁistrafﬁve sanétions for domestié”disclosures and
would ieave apblicable the pénal éanctions-of'the‘varioﬁs export

éonfrcl laws for‘unlicenséd disclosure of any technicai data in.this

category to forelgn interests.

Such an app;oach should also help to esLublj ch a mofp ro@eptlvo
-aLNOsperc for new quppleﬁanLal legis 3aLLon, such as that dl&PUE”Gd
in Bill Rehﬁquist's memo, for unauthoxrized d{sclosure of for
expansion of the esplonage iaWs té cover foreign felétions, as well

as national defense, cases. That is, therve should be better prospects
3 P _ ¥ ¥
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for wide Congressional suppoxt if such ‘legislation would be applicable
only to cases of unauthorized disclosure of information determined to
involve exceptionally grave or serious damage to the Nation: i.e.,-

information at the Secret or Top Secret level. .

The resulting atmosphere ought, furthermore, to dispose Congress to

support the nceded concept of Executive finality of classification in
‘such cases. (We would always have to anticipate the possibility of
limited judicial review in the event of -a showing that a particular

‘classification action was arbitrary or capricious.)

The basics of this kind of approach, and their practical censequences,

avae 41 Tnoryoteod d
are 1:lunctratad 1 Y

1 in evmmeyy form in the =sttached chart,

There are, of course, various refinements that might be developed. As

a minipum, readily noticeable changes, of some substance as well as

tenor, would have to be readily apparent at the outset of a new

Executive Order. . An illustrative draft of the opening part of the

Order reflecting these thoughts 1s also attached.

T

; Ho&ard C. Brovm
f‘ AEC Member
Attachnente:
1, Chart_
2. Draft E.O.
o .’F-:
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EkECUTfVE ORDEﬁ'H_M__R///”

CONTROL‘[sAFEGUARDING] oF CLASSIEIED INFORMATION
In furﬁherance of the ideals upon which this Nation was founded,-it'
is eséential_ﬁbat citizens be as fully énd.currently informed as .
“possible about the activities_ofltheirlgovernment, iﬁcludingtthose
‘activitics covering ﬁhg natibnal defense and conduct of foreign
relationS; To that eﬁ&; only sﬁch'informatién concerﬁing‘those.
Jaétivities és it is essential tosafcéuérd,.és pravided hereinafter,
in‘ordér to prevent serious hérmlté the national defense or the conduct
of ﬁoreién relations through,ité use against the United States by
potential énémios, éhall be subject to the spécial constraints of

. thie Order regarding

5 i ne
o i =4 RIS - L il N

“Now, Therefore, ...

.

Secﬁlwn'1§‘ Claésifiéd information, for purposes of this_ﬂr&er, shall
consist‘only‘bf such official infoimation as is‘determined hy senior
.govérnmcnt'offi;igls as provided herein, to warrén£ the protection of
[the Espicnage laws] and tﬁe other safeguaxrds specified herein so as to
control 5trictly the diésemimation of such information and thereby
' avaid ét ieast.serinus harm to the United States in its natiénal defense

efforts or its conduct of foreign relations,

Section 2, Categories of Classified Infoymation. Toxr purposes of

determining the stringency of controls, in light of the severity of

..
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pdtential harm to the‘United States by unauﬁﬁorized release, the
following categories of claésifiéauion will be used:
- (a) Top Secret: [as dis]. _ | : ‘
.(b)“sécéét: [as is ewncept change ﬁsérious” Lo "gfaVe"
so as to contrast with " xvapLLonully grave' in
~Top Seérgt. ‘Might also be well to add “cleale
before "result' here as'%ell as in Top Secret].
{(c) Confidential. If thié islfetainbd‘h@ﬁe, it could be
-‘tiphtened up. along these 1ine§: Mhe us e..;only for.
jnformation...which would n01ma]‘ be ehpcéted to cause
:'serlous harin to the natLonql defense of the U.5. or
ite conduct of Fhvvlgn relatlonu.' A]Lprﬁutnvoly, if
fflt is dec1oed tc use this categoery prjnatliy for purposes
.of the Freedom ol Information Act'exgmptmpn, it ;houil
be, movod to a separate part of the Order and provision
could be m’de for oomowaE different treatment of this
-category, such as-auLomaLlc aVﬁLJﬂbLlLtY th;: sOome
relati?ely short holding ﬁmriod'o: the oxder of 12-18

months. ] ‘ ;
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