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SUBJRCTS M(Wwwmm)mm

mm«cmlcm,canmlmm
Calonel HIROSH .

-+ DATS wmm: Datas of respective intorrogaticns as given balow
) mm;m: Bnl.-vnd fairly ralishls -

B The fallewing excerpis bearing on Japansse and sundry Suropean

‘erypto-enalysis, intarcaption and cods mservices during snd abortly after the war

" p.nm-amu-xaputumxntmpumntm;wﬁcmlm
CICLERAy forperly Military Attacke at the Japanase Legation in Stockholnm, by aa

' .- SSU interrogator. m:mmmmx-zdmzummuum

- ,Sn”m-:, ‘hk;n-_

ﬂ.jz. mmaemmwmm-.mumwm
,wmmmmmmummwmabwsmmm

. '........ Mdphmmnm@dmmv, ogﬁe,’
'-.sgm-ﬂ.l ﬂcrmmimtionti&h?&kyo-nddlotharJapamae
a8Titiry attache posts.. naothrmomm'spa'smnleadcvhiahm
mendrormﬂ.thmouudqmwmmla. . ) .

Lt -*mmmammmmmmmm
. by Nrs. CNCTSRA and YOXOX. Later all ths assistanta, both mdlitary and
dsﬂm,m&dr-hn,wmadmmtudpw&ay. :
ma-himpadc:.,hermthemszt*oq\auuyuod
WdM'af&r that the cther might huve been brokea by the
Swedes and tbe Garmans, And because at the end of the war, the Stociholm .
adlitary attache's office inherited tha ocae-Llas pad systen from many of
the posts vi‘ichhadbe-:closod mmsnchlPlrls-Vieby,?.momdBarhn.

o 'Smmmmdumt&dthum sither by
-m:m:muxrormm,.xrurmmm,andirur "Poter JIALCH’,
or fally spellsd ocut as 'Swedish Censral Staff', ‘Fionlsh Mlitary
~ttachst, .
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’ “0n two occaajons ulLD”‘b\ was aatrusted with Poreign codes
22r cormunicating with agents. I gamuary, 1945, MASTME (au Sstondan
working or ixis Intsllfgence acd posaihly British) gzave bim an Zato-
zian code, complete with wave lengths aod call signals, Sor liaison
with the Saltic countriss. Messages wers to be rsceived aad seat
through XALXUS (zow with the STSLL POLAAIS group in Francs) over iie
s/T wet ia the Finnish Lagasicn (L.a. 1a Stockhalm),

° Tihen IVRIXORIKY (2 Polish Int.elngme- officer) laft
Stoekbiola in 154k (i.a.Zoe* Bagland), be gave ONOCERA a Polish code M
conemmications with Cola GANOC in London. OHCOSRA says this was nover
uaed. Both Zoreiga codas were dsstroyed ia Angust 1945,

(2) B eeacasres Tho contact with the meusww
'cu-w_ngm.proucmnozus (QUODERA'S) codes. Ths Japaness
crypto-snalytical station ja Budapest also took a part in this, and
MNmmmmm(qu)hmm(‘astmﬂg) .
Mmdiﬁsdmmhadb«nbrokanbythoariu:h. fowever, Subso-
cmmummtdbywmm eontrad:!.cthia

C(3) Meecaeeeaas (MMWM&JWMW;
23 his arfice. ilthonga his predacesser MISHIMURA bad initiated the work
xith HALLAUMAA in Stockiwolm, It was carrisd en during tha war by HIROSE In
Naladnid. Aftar ths Fimish surrender, OJO0ERL purchased scms cods matew
rial f=om tow Fipnish redugee group, hut fds cantact s inditect
HALLIMAA, PALE or LAMGS. He also had indirect contact sith HAYASHI's
offife tarough SAXURAI, dut, gaunarally speaking, he :ﬂ.dnoapurticipm
in thds aspact of iatalligencs activity.

{3) eseseses Unbtil 1939 the center of the Japausse

activitiss against Rusaia was alyays in tha ¥arsaw minzu-y attachals
affice. in arrangement existed mhereby Jaranese officers wers periodie~
ally seat to Poland to study Russlan codes with the Folish General Statl
cTypto-analytical section. CUODZRA clibos the following Jaranese officers
tho wers **-ainedvto ..lhga agraemsat t

"Gentnl EYAXDTAXE in the late 1920's

“Gegeral OKUBO in the late 1920's

“Colonel SAXAY (daceased) in ths eardy 1930°'s

aman *Colonal XUDCO in the sarly 1550'a

Colonal 3AKURAT frem 1935 to 36
“Colonel FUKAL from 1935 ta 36

*™a orizin of 4he Japaness system of analyals aad compilation
7 mtarial Srom bha presa and 1ts snceesaful wes for intelliguncs puTroe
ces ~— acn was pracciced so axzansively durdag the war —— ms aiszg
loarned “rom the Polas. Col. XCHALZSKT, an authority oa thia system who
2ad vizitad Japen and was later Pollsh military atiache ia Portugal, was
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aeir teacker. In axcihange for instruction in thess satters the Japensse
vnuskock to supply the Polas with Russian code intercspts aad other intel~
1lzencas natarial odtained from the Far Saste

{5) «ixishing to daks every advaniage o2 ths possibdilitiss Gf ceee
sollaboraiion in 1940, Cal. Gli0 sant B Folish j..-xuu.igmco nission to
vapan to calloborate with tha Japenass t.hrougmua tiis Far Bagt. The caly
name whicn QLODERA remembers in this gronp is tha’ of lisuiensnt, SXCRA
Yho b- thinics was conmcted wiih cryptomenalysis..

T (6) Peeowns n-mmmmmmmmm
with the Firnisa dar Minister (ia 1938, Col.) HISHDARA discovarsd tiat
perhaps the mst ixportant csuse of the Finnish aucceases against the Rus—
3ian, armies had been the services of Cole. EALLAMAA. my
.ddmwnmwsemwmmwmm
o rapdidly that they would cocmmmicats Ruasian ordors to Plmish undh
cermarxiars berars uhey reached thair dastinatiom in tha Ensaian Jineas,.
HISHIMURA deterxined to actuired this valmbla weapon for the Japansse
sarvices. Ye consulied with HALLAMAA and workad out an
4 specially designatad Japanecse oXficsr would be asxigned to the Pimish
demmmotkmumd:m The
Japanase paid for tids privilage xith mcasy of which the Fims were sorely
iq need as a result af the war, and with Sussian cipher msterdal — five
“iigid ~ ootained in the Far East and forwarded by Toigo.

"The appointment to NISHIUIEA's offica in 1940 of Col. KCRIUCHI
and. & naval officme xhose maoe ONCOERL cannot recall, was the immodiate
rasult of this agresmant. . HCRIUCHI who had had no previous traiming 3n
,ucnmurmwmthnhakmdmnnhudbycd.auhi

m,;mm,ulm. ...
(" -...-n-dw of 1944 ORCDERA heard Jrom his Mmm

that pwacs bulwesn tbeir cotatry and Eussia was imminent. He lmmediately
aade contact wiith PALSOMET and HMALLAMAA throvzk WILLYAXY for the purpose
of taking over the Japaness coatacts wiih bthe Finndsh Intelligence Servics,
saich would aabweally lzzee 23 & resuld of  the surrender. At the saze tins
ke canlad ONCUCHI (then Japsnese #ilitary Attache iz Finland) o make a
sTopogal 2% his and. Aftar scaae timw the lattar answerod that altbough be
nadmdamvd’anamwtwbaththcmwmm
astionage survices be passed on, Liis had provan lmpossible. CMCIE2A says

EERRN 3 P-'s AU -uwm&.wmhadmn‘akmmuminsto&-
renolm angt did mot leaxn how mmsaml.q the collaberation »as coabimed

~atdl mmen later ia Japane.

Naaremils OHCOEAA 2ayd ba umiariocok Yo o wnat ke cculd to
srotect Al help tie ‘lanish services. s says that at that time more
.han ons Sheusand Fiznish 1nulli.,-anc. operators = izeluding a special
Ler-rizs capachnto Hsialion of LOU sSwi e— sacryatly numa over bhe Iraanler
i3to Sweden briaging with them taeir radio equipmenst ana their archives.
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This undertalcing was given the actirs sucrort of the %ud:l:n » aad
ajor 2YTIASIN was assigmed .ocanvour. the details., “has rinnuhg-cup
soatimed 3 activitias in Zwaden setting up a c:y—-to—ma.n.;-t...al saction
vear Stocxnolm ami oparatiog three o four monitoriag stations in norto-
3rn imweden. They wars in direct cormmaicatioa with thes Fionish reaiste
»ace dovement. CiCZER) 3ays that in spile of what was done for them by
‘he Jwedes, they were in desperate nsed of zoney. They wers not even
anls to apply for halp to their traditiomal friewls, the Azericans. .As
2 Tesuit, ummoktcdowhsthncmldtormmthamdpidmt
azout, batween 250,CCC and 3C0,000 Iroper = his mtire funds iasclnding
Tar Ministry money which he later had to replacs.. He bad promised xors
mmdnmmmumwm,mmmrupzumml
curpose but the war amxied before this conld be done. He says that
although the informaticn uhich he recsived at the tias was in no way ’
commansurate with ths asount expendedt, he considarsd it an excellent -
lnvestasat for the future from the Japansse point of view. _ . |

"CNOPERA roeedived intelligence from the Pinns in two ways.
Through mwraasal, coatacts and arittan rsports. BEALLAMAN and PAASCHEN
both Tisited him segarately un two occasicns. They hrought hin no
perticnlar itaa of information but caze to discnss ths progress of thae
war in zeceral, the mitnation of the Pinnish reruges group ia Swedan and .
ihs develorosnt of theds zutval eallaboration. Thea thoy wors both
Jdgent Irom Stockbola, PALS was their reprosentative ard' carrisd out
wheir instructions, Ze was ZALLUUMA’3 most oubatanding erypto-analyst
xuxd at e same tine the guardian snd archivist of the filss and equip=-
aent which the refugese group had brought with them. Col. TOPIXONZN also
c2a8 with roports from Finland three or frur times. ils had been Firmish
military attache in Hoscow and was, with SALOXCIPI, in charge of HALLAYAA'S
3gents Senind the fussian lines. At the ead of 1945 bdoth ke and PALS
rsturaed to 7inland whare they wers arrested by the fussizs., %hen
JNODEZA last.discussed this matter with other rinns,. they wera confident
of ootaining their relsase and did not seem to fear that the accreta of
¢l $he F{=nish Intalliizence Service would be camprondsed,. XAIMUS, a
. Zatvian radlo engineer and crypto-analyst, conxidersd secoad omly to PALS,
- -who had sorked in 24rlin before joining the BALLAMAA group, was also in
touch with ONCDERA and MAASING. For a whils ne collaborated with the
Jwedish crropto-analytical sectica. Then CNCIEAA laft Stockhola, he was
,.ud'rin.-; ix the enzineerirg school and had broken off all contacts nith
ihe Fiznish Intalligenca Service and the Swedish Intalligencs Servica.

Tirittan regorts wers delivered to ONOTRAA w:ekly, nmlly $h
Jcodays, Dy TILIMAN or oy Urs. YASXIMNEY, an amployee of the Fianish Laga-
tipp. Tas iafarmation containad ia these raports rached Stsekholm ia
Lirae HZarent ways:

“3. 3y radio. Tha Fiana tad a |i/7 set in their lacation wrich
‘may 1a toucn wih faland.  (CHCOZIN baliaves that this was
asaratad with the koowledge and racit cousect of the Qwedaa).

D-L
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Thessreports wera “imially writtas i by ¥ TN,
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By clmxisatine frontisr crossers. This nethod was used
mx;:.nl%s. CROLERA belisves tkat they were
‘asaisted by tbe Swedes, (probably Uajor PETSRSEN), bub
e koows no furthsr details. He heard thxt SALOXCEPY khad
retmrned to 7inland by ane Af thelir lines during the wine

*Cver & pariod of about ten months (1944-45) thonmsnppl.ed

tmadu)mmw

<

DAV »a,

vmmmmummmmm

and Sussian troop movemonts. Thass wers most coaplats,
mumammmuunmmncrnm;mmdum
M,mcmplaimmzthyalnyammhu
t.ohcqruvuu.

Mrmmmcmntrwpmtsmm&ctom
nm.wumdinlm.ll%s. A

Thres lots of codes. Thess wors handed over ia person
byruxdtharinbocktouorﬁmtun.

Lot Bo. 1. i :
Suppliad in Hovember 1944, four Bnasian military ccdss: .

(1) Five sy=bol operatiomal cods complete with
motbcd use,

(11) Five symbol MKVD cods couplsta wiith method.

(111) Four syxbol tank eombat commmication cods,
izpc=plate, aboaut twenty to t'a:tr.y-ﬁ.n :
. psr=cagt broken.

{iv) Four symbol alr force casmmications codas,
ineunlm as (m).

Lot 5o, 2.

Supplisd 1A Jannary or Pabruary 1914.5, one four symbol
Russian military cods, imcomplete, about twenty-five -
per~cent. broken. :

‘1ot Ho. 3.

Supolded iz ¥arcit 19hJe. 3 Zroup of seven coadss of

RO PR T

. .( .




diffarent eropan countriss an mdsnlabed xcrofiln.
CHOPDERA has supplisd the 1ist which rallows below as the
Dust he can resanber.,

0T It # evidintly correspoods with the list, known to de
;maz,ommnumstmcommmmms-
,;-‘(2165,“9&,.9&5. Hie denies ever baving bad a Umited States code.
ind parzists ia his denial even when conrroated with the contants of
rmmmimuhmchinl?bSchnn, in widch he i3
be

code is listed in the second mare spscific PANDOR talegram 7427 of
1>A?xn-eh19a5.) Bo-pmttmmmmwtomcmm .
bmhob.daofadlitisferdnnlom ah.rgoq ty
f1la in Stockbolm. Howsver, ths Gersans delayed too lang in giving hinm
thedr answsr and 30 the f1lns wors Zinally seat back by PALR
Wbythhaahm&mum—udamtlydﬂ‘bpdtbm ‘mo
rssults wers saut o Tokyo in July 1%h5.

List of codes:

i Taoricish xilitary attache code, complets xith method.
CSCOERL recscbers ths nane as "GLiXAI", Tokyo Head-

é‘
t

.mn:mmmm,mwu,
the mames of which he camot reasmber.

Two Prench (Tichy) diplematie cades, izacoupleds.
133 ha Roussnian diplosatic (?) codes, 1:&:-;;1-:..
iv Coe Vatican code, l.coumplete.
v Cne Tugoslav cods, incasplste.
74 One Portugusce cods, incomplets.
7i1  Iritish government code, 1934, complste. ,
7d, Iaformation conceming the activities of the Finnish Resist-
anee UYovement., This amcunted to about forty battalions under
tNa zecret ordert o2 Aka Zinplap Cidef of 3taff. Assanll
units wuere organized througnout tbho country. HALLAMAA and
FAASCHSEY directed the intallizence service waich was orgsaized

on an eiiborate scals »ith planes Jor lialson. CMODRIA does
" not now that MELAADUER was conpected with Yhe Finmmiah

®
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zaxistance Yovement.is doubta it tocause JZLIMIER was
pro~lersaa and at Lhat time tis Fimns had turmed against
tids Cormar Alliss bocause of lididents such as the .
erzardzation of sabotage sgainst the Fionish army by i
(EIIARTS - ’
Ta addition to what is listed abowe CXXNSRA saye BALLANAA
vromisod him mucn xore of the ini’orm..anconuimiatha (3THLIA FCLARIS)
Mmmaammmmuhm Howawer, none of these proodses
as £ulfillad probably beczuse the Swedes who ward afradd that they cight |
Zall into the hands of scms of the belligerents, kept to closs a match over {
the, CHOOERA deniss that he ever received from the Fimma any results of
intarcepted radio dispatchss af Allled or neutral diplomatic xissions nox
any operational intelligsnce conceraning the western Allies. In addition .
‘o the bsyment waich has bean deserided, ONCIERA gave the 7irms iaforosiion
obtained from his other scurces, in particular, oparatiomsl reports om the .. 1
Mmmwmmm:ommwmwmmm.

1ommmmam'wmm
Sarvice wiich he balisves to be the most successiul orgzanization of its
nd operating sgainst Iussia. Its activity can be dividod into two parts.
The fivst, strictly the creation of HALLAG, is the xanitoring and arypte~
analytica jection the ceater of which was formerly at SCLDAVALA near lLalke
LADOGA, dhen CNCUERA left Sweden it was divifiad as follows:

"3, 1 zgroup of twenty operatives including BALLAMALA andPAdSONEN
“ho want to France st the end of 1945.
"y, A sallar group mads up of both Firms and Zstandans who

rypto~analytical
Ifanctions in comection with MAAIING's organisaticn in . .
Swedsn. ’

“The secocd is the subversive activities section, at the hsad
of which was Cart. 3AI'KCRPI, a former cansul in Leningrad who speaks
Z1aent 2ussian, Col, ICEXXCHEN was alse cormscted with it, During the
war recruildng, training, aad dispatchiag of agunts was bandled by da'ar

RISTIAA,. 4t that tine the section had tro organi-ations, cns on ths

.‘:‘ontia' ausar Lake Ladoga, the other inside Russia near Moscow, Its agents
are ecuipped with /T and commmicated »:ih SCLOATALL, after the Finnish
Mryraccer “he arficial arganicadion was abolisted. ilowevsr, ths peaces terms
uore descrided Yy HALLUAN and PAASCHTN as 'aot aifaectding tamir work', and
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2age 8. .
.:w::mrcperiodaicminniauthoaldcrmummnviwdupn -~
3¢ the dasistance Movewsnt, vith a training center for sspionage and sacot- :
249, aad 3gents oreraidng in Pinland and Susasia, CIOZERA hellsves that I
thedir commnications with Sweden ars handlsd in part by UAASING's organi- \
ration.

. 13) %At the beginning of 1945 ths Swedish erypto-analytical
1cdmmcoodndinhmkin;0mx'sgmlcodo. He was informed of
uh”ﬂﬂmtﬂjﬁﬂmmﬂywuomwwﬂn
:anding informetion obtained from the Fions, The Swedish radic detection
zorvice 3as very active at the bdegimning ol 1944. They discoversd and
closed down clandastins ¥/T posts oparsting in Pungarian and Rounanisn
L3gations. wmmwth’mhpumnSowamm
sut the war with Swedish conrent.

(3) MeeeeeOXTIERL mays mwcbdnmbwdofatﬁdal
collaboration between t1o Lungarian and Japaness Senoral Staffs on a Basis
aisilap o0 that which has been descrided in ths case of Poland, Zstonia,
ind Finland, lixited cooperatiom did exist between Col. SAXURAX, who
M:Mwmm%wmintmdnm

iitache’s orfice, and a group of fungardian civiliaa and military code

n
w.-..-...................-“

fe mrwmummuammmmmpto—
2naiysis, igtsrception aml cods servicss during and nhon.l:, after the war have
nesa 3ade from s Zeport of the .nt.m-opc.‘lon of Malor Gensral Sircse CHCOCHI,
Soroeriy Military Attachs at the Japanese Legation in Relsinki, Finland, by a
1.U iatervogator. The intarrogation was complsted oa 20 July 1948, ab Sugamo
Tison, Tokyo. .

5. The 3valuation of ONCGUCHI's informaticn was that it =mas largqu true. S ’

1) *..cevCallaboration oo erypto-apalysis with the Finndah
Semerml Stalf was (on) a aizhly socrst ordsr receivsd from the Cantral
Izocial Intailizeace 2urean of the lxperial Generul Staff, and cainci-
isd wdth the arrivl of Lt. Colonal WIRCSZ 31ichi. The Minister himself
7143 pot advised af the nature of HIRDSE'S misaion, and all subsecuent
Zatails were handlad enly by HIR SE.

TICNCICHT says that De received no svecial directives frca ]
!2%70 Feadquarters becanse he had oniy oo cods; ihe additi7ze of which was
sonaidersd weuk. ipecial orders wers thererore sent mors Irequently to
1irices suca 1a 3eriia, ilome, and Stcckholm wbich bad sumercus codes and
iarw cofsidered zore securw,

(2) MieeseesThe work yas carried out on an axchangs basis. The !
1~"'_'ms ATs 38 Jamanese instrucition in crypro—anal;sis and accsss to all i
ses of ,Lw;....;cnm on iusyia, aai B0 vepansse gavs monsy {(thTough pay~
~20ta 2206 %o Lhe Fimnish au...nary attacoe id Uok;o) aod imssian igtel-
lireacs :na ‘atarcegt m&l (5 darit) obtained ia .aia. CROCCHI- zaysw

l-v‘j ) SA

=




~2at this part of Lheir coatribution was mmall.

"1n-2939 and 1940 as a result of the tireat to highly
wicrst activiides in Pinland the centre of espionags and sabotage
sollabaration detween Fims und Japanese was aoved to NISHTUIRA's
sZfies in Stockholm. it the exd aof the Rusco~¥innish war it was
><ain noved dack to Haelsiaiki., A% this time the Polos were also
<ullaborsting xith the 7ions and the Japaness, and 1t was in this
-au-et.mtmmm(muwmom)mum

(3)  "eeveseesCalladoration in these mattors begaa with
anmmmunawu»m
198« As a result of thase Hajor HCRITCHI mas assigned to HALLAMAL'S
arfice. So arriwed in Pinland in the Autusm of 1940 and began work
with the Finnish Crypto-enlysis section. At that time CEOUCHI had no -
sommection with the work at all. ACRITCHI was recalled to Tokjo in -
ihe spring of 1%1. He was succseded by Lt. Colonal HIRCSE Eiichi
»ho arrived in Helwinki 22 June 1941. CHCUCHI says that he had HIROSE
aopointed to diglomatic status as an asaistant silitary attache to
{icilitate his sovements. He received his arders direct from the
Cantral Intelligence Section in Tokyo and worked alwzset exclusively
cn mtters related to erypto-analysis until 154Lh.

¥...0f the psonls conmected with this work CIHCUCHI came
Ixto coctact with HALLAMAA, ithe chiafl of the section, and PASXU, the
1lirectar of the station at Scldavala. He also knew PALE, oos of the
206t outstanding erypto-analysists, SOGOJABLENSXI and VIOQJMAA, both -
af whim were HALLALAA's assistants. Lt. Col. LAUTXAZI, an electrical
snginear attached to the section, frecuently visited the Japanass
rdlitary attache's office early ia 1941 in ecunection with the purw
*.uooilmmrmahmmw.hpm. .

{3) ®ORMCTCAI's first contact with the Fulss was when he ms
stationed with the 3pecial igancy in Barbin, There the Poles had &
Wmmmt study centoer under the Coasul XAIATXOWSKI.
> was assisted by ons or two Polish officers who had bean sent from
.:maﬂmwmwwuddummdthm@to
-‘m‘f. Cns af these was a document analysis specialist whose name
TICUCHI rsaembers as resembling "RIPUTXI'. e says that this was alaost
\.ralyaeanr naoe. (3CTS: It is quite posaible timt this =ay have
wun~G1AI:.3KIwmism$ed.onaﬂboonuuher;r_astuabout

e ] ...:.:n., 4
CNCICAL rwseswoers the mame PANICWICZ in connection with -
i3 zrowv. Zeneral TAUAUCTO aad Col. SCZUXI cooveratod wiih them and
v woidined Japanese urrliaws mho serd snaeially sent frea Sakyo.
AII3XI Cae and NCMURA 3abaro were among the latter.

“’ )
:
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{3} “ceesssCHOUCHT sayx that thare w3 clogs cellaboratica
etween inwe ftngarians aod the Japansse fa '-m.e“es-... Ths Sunmgurisn
" Ssaeral Sharf gave afficial "misuon for a vYswmacsa nLL*:a.ry radio
station %0 ba met np ia the vapanuse iiiitary -ttache’s oriice, and
?-'mgu'.zm were assigzacd Lo the eryyto-anaiysis office which “olmal
JARAT directed thers.

-~

. {8} ¥eeeeeneNOUCPI has submiited ihe foibwing iist of naacs, ) )
m;mam;tnaeori‘rimaxﬂwavmm:nmj.usben -
sualifisd of Rms=sian iateiligencs, aud whost he believas to hs abmlntely
saiiabla. {They includs the xouot:'.ngx,...-..-........ - 4

FYENY)

’l

’---.oocumcnoqoo-oo

Cry-w-amlms and cuxdos asperts:

"dXL\.Sﬂ Tabei (sxpert on Cainese cozas). -
MHIROSE Bidchd : :

TSAKURAS, Shinta : - 4
"CXUEC, Shunjiro.® .

5« onwiuammtsbndngmumnmmm&lmm
-~-:er::3, intercertion and code services during and eborily after thse
72y rave besn made fIom Lhs Repert of ths Iatsftogation af Colonel Siichi
HINCR, Joxmer issistant Xilitary attache in the Japaneae Lagailon in Halsdnicl,
i’“ » 9y 2 3SU inzerregator. waimsa*_ionmmhwonmbm

15LS at. Sugaso Mson, Toikyo. .

5. The evaination of HIROSE'S iaromat.ion was that it was largely trus
mzznazﬁno.mtrnth:d.t.hregudm.hasuh\,actaabout.ﬂnch:boprim i
Tas qnasucxmd :

{1} Pece..The purposs of MIR0SZ's wission to Pinland weir to
sooperxtes vith the crypto-acalrsis section of the Finnish Cenersl Staff.
5% wms considsred as highly secret and personal. Jot even the Japansse
idndster o 4nland wes awars that he was anything nore than an Assist~
ang Wl ary attache, Far administrative purposes he was atiached to -
iXe Japanese Har Ministry, but his directives were cocxmnicated to him
ia parscn rom the Central Special Iatalligence Secticn. Bxcent for
juestions of office routine, he was satirely independent of Col. OEIUCHI,
ihe Wilitar A‘tachc. -

PYSIEES
P

Tn July 1943 as aasistant was usexpectedly a.saimed. to iz
frma SCDAPE3?. '!‘h..s nas PACATY Xosacmos, a civiiian graduate of the
Tsre iz 2ffica Langmgs Sciool wird had beea woridng under Cal.. URAT.
I3 a3 tmized ia the Russian language but Hd ot speak it. HIROSE

a7s t2at ze was ot 32la ic e a2 muth zssiscance in crypho~wnalysiz
=:cause of insxperisace rssulting rrom his long period of inactdwity in
uizoest.

Ly \..




{2) " ®ieecenJomadiately after his arrival in Finland, BIROSE
a8 faken wo Grankurs, a naval monitoring and cryvto-analysis station
iocated apout 40 kiloweters west of Helainki. I was coemanded by Cap-
tain PCEARLIESY with a starf of about 100. This station concestrated oa
ioteroeption and decipharing of Sussian ceasages in the Ballis ares, ia
sarticular those emanating from the principal Rwssian aaval base. -

73t the beginning of July, HIRCSE was taken to the Pimmish
CoosTal Staff Besadquarters at likksli. There he mt Col. HALLAAL who
took bim oca to the Army Crypto~inalysis cenire at Sawoalinna. Hs was
225 into ocontact with the Pinnish oZficers who were to direct and asaist
i'.‘.ainhis:t.udyotmcodu. They ware:

"leutensnt (later Captain) PALZ, the best of the
Tiomnish crypto-enalysts, wbo worked on the codec
aof all nations. Unfortunataly he spoke no Rus—
sian.’

7Captain PARKO, crypto-enalyst.

290GOJABLESSKI, a white 2usaian who bad taken Fin=
aish u&imlity.

"3TRG33 13 aot sure wko was in ecomand of the centre xhich came nndser the
aubhoridy of FALLAMAA in iHHikkeld. mmummumwm:
22 Grankurs. .

*In Decsmber 1941 the Granicoa and ths Savonlirna stations
are saslgacated as to persontel and squipment and transferred to Solda—
7a2la ou the shore of Lakes Ladoga. Captain PARKC was put in camand of
the new centre and PALS was ths chiaf of the crypto-analysis servicas,
TCKARTEE mas in charge of a coomamications section. FIROSE says that
_nuhlshttmabomsmun,indmingmligmlop@m Thia
iaeluded 2 number of Rusaian refugess whose kuowledge of the language .
iZA0SE says =as & griat help to the Pimns.

. "The intercept aaterial used in those stations was obtainad
hy the Pimms from thelr om moniloring facilitisa, from the Germsns, and
S>om mooils units attached to Soldavala and operating throughout narth
castarn Tinland. From the time o time Tokyo sent HIR0SE matsrial ob-
~ained ia the Far Zast.

"IT0SE states that.to hi3 koowlsdge Lhe ims used Do
vchines to faeilitats their cryvt.o-mz.lytic »ori and that all thoe pro~
ceases involred yurs done by hami. e belisves ihat they did buy a faw



rage 12,

0f the Swedish cods pachines, dur he aever say thaa in use in tiis coopac=
tion. lie hinself purchased ome in 19L2 amd seni it to Serlin for formard-
-:xg‘hn Tokyjo Iy sub~sarinse

"HIZCSE sayw that thore was a total of Jowr moodls units wark-

m;ouof:ialdtah. They operated tlose to the tussia fromiisr and sent

Back resalts obtained to their headquartars by amans of 1/7 sets fitied with

2 secrst apparatus which 13 Iinserted Detwoen the ardimmry tranmaitter and the

power line, - This apparstus changes the fora of out-gaing waves (Yorss Cods) °

and & similar attachment in the receiving statico transgor_s the waves azain
into: thelr regular farm. The organization of esch unlt was as followse

"Total strength AC men.
"Cne astarwoile for officers.
. " busses, all equipped wWth living quarters
LB ons for crypto-annlyals
S - two for manitoring
ooe for direction finders and liaisca.
*2 trucica for suppliss, etc.

*HIROSE knows no further details nor did be meet the commanders of any of
thess units. - [# says they were considsred most effective in obtaining
intercopt matarial. He explains his om iznorance by sayisg that the !
'memsmmmmm,mammwnmm-
rnsttb-uaa.

S mmapriodmcssspmtrmtmm;mmm
tummmm-mmhantmmlehmmmm
for the Tokyo Readquartars. Fs had no othar duties in the ¥ilitary

m‘l office.

'Attbbcd.nﬂngnfl?hhmdmmpemumdthth-
?msmmdt,mm-unolmmwthomdtogow
Saldavala. He was tald that this was the result of an ar-dar by HAHKER-
20X wirich applied to all foreigmwers. He is not surs af the reason for
it, tut he belisves it may have been decanss the Japansse mars not supply-
.ing safficlant material to the Pinns. The development of ths war at that
Wmﬂnhwbmaca&ﬁ.hﬁngwmnhuw&ac&sb«.nmm
’Smammomdmtw;mupnuhdwbegm.-

* After the Beak collaboration was corlimued t.hrough' written
communicationse FIROSE received technical intercept matarial fromthe

nwmm Army by diapatch through the Military Attacheds office in Berlin.
ransiatad this into Rusatan and forsarded it to HALIAMAN about once

:mt.h The fimiah repliss aand agswers to rroblms wers prepared oy
I3 and signed 57 SALLA.

"'b=




s2ge 13.

"HIRCSS and the Fimms concentrated on Rnsaun mititary
ceeraticnal and NKVD codes. As regurds the [omer, they were successiul
iz sreaxing iasfantry, tank, and Alr Force combat coomunication cipners.
They vailed Lo break the lavy “red® five diglt coas decause its call
Ai408 aud ceys were changes daily fram the very beginniag of the war —
3 aystem wiich was later adopted by the Amy.

i ?The IXVD Zour numeral codas rresentad po difficuliles.
They. 7ariad according to ths regiomal divisions of the USSR wdtih special
L7pes Por oscow, Lanxingrad, and the eastorn Siberia, and the MKVD
iroutisr guards. The individual codes &iffered ilwough changes in the
additive tables. The best resuits obtained with these came from matarial

iaterceptad by the Japanase betwesn Xaachatka and Vliadivostock.

mmmmdumam@rma
nﬁngmnrnfouum He says tiat at the beginaging of the invasion
~£Mhyth&muinJm1%1,wimxmpdnuinm -
“ussian Army codss wers expossd by ths German surprige attack. The Fims
sasily decipbered the Zussian codes and when thay entered the war in July
they had already accamlated cousiderable information on the disposttion
2ad strength of the Russian armed farces which faced them. The vital five
4igzit code used by the Russisns in the sumer of 1941 was easily
Sue te the systamatic arrangement of digits and the use of a set additive
takls,

) uab the end of 1941 the front was tecporarily stabdlized
and the Rssians trisd to correct the weainesses in their c«ryptograrhic
systems. Suring the interveaning period prior to ths distribution of ths
ﬁweimar,th-ytridtonrmgthmitbyuingadmhlaa&ﬂtinm

sach mesasage. Thay began at that tims a systen of revising their codss
at two to six oonth intervals. They also coctrulled the use of additive
Lablss, dividing them into three categardes, cue~tims pads, rotating,

and general, thus maidng it diffirult to decipher messages unlsss a larze
~omber wero accusmlated. They used a two to four dizgit cods aof increasing
camplexits, often chanzing both the xey and ths cipher. :

In 1942 in spite of thhodif.tim.lties ibe Fimish crjpto-
1nalysts nanaged to keep up with the changes in the Russian codes. The
maler portica of the messages wyaich they declphersd were related to the
ammdthancutrwﬁcrmnnboirm.‘mismdmuth
Tict ihat operations oa ihe lattar hed aluost csased, xhersas the Jormer
mnﬁ.i:md uobonrymin.”hotal.owdngmniﬁwmmwby
:Z303Z as being rsspoasible for the Fimnish success:

'I’P )ﬂ-\

il




a. Iascercepted xsterial from the Cermen froct.
be Simltansous use of old and new ciphars during
a2 period when clphers were being coanged.

Cc. iistakes of sncipnering (rived habits and acoe
adherence to regulationa).

&, Zpecial characteristics of long msssages.

8. Spacial characteristics of short ssssagss.

"Duricg the spring of 1943 the volume of Pussian traflfics

pnd];damed and thers was an ovar-all intsnsification of e

muagures as A result of wskdch it became impoessible to do-
cipher oparational meesages. Ths only success ancountered was with
fou-:npt.eadu. Iz 19%4 difficultiss incressed. Ths Russians

aven strickemr security measurss, instituted a large nutber of
commmdcation regulations and greatly restricted the use or W/? so that
mmzmx:mmmwwmwbym
WM@MA& :

mowmudnm'asmiawrbdmm
other than tinssian. - EIR0SZ knows that they ware successiful in breeking
taited Statee, mmmwwuom Ou instructions
mmbmmmuwzwmuobmmummrm.
These had besn refused wuntil the gtuma of 1943 just befcre the time when
hs wac a0 longer anthorizad to go to Soldavala. Then hs was ziven a
diplomatic strip-type cipher which he doscrides as consisting of fifteea
horisoatal lines of thirty letters each and designated, be balice, aa
Y1", He says thet the izerican systen was broken dus to mistakes in

mads in the Vichy Zmbassy during 1541. The same code was
found to he in wuse by the imorican miskions in Berne amd Chungking. The
last pessages which he saw wore dated December 1542, He adds that the -
Pims were sametimes helped in their attempts to break new icerican
ciphers by the fact that the now system was used far communications be— -
twesn Buropean. stations, while the same messages were sent in ths old
eﬂt-botn-nlcudoa,ndicshm;tm.

) ... .Jafore Fliwexl 1an Japan in 191.1 the Cont.ral
Special intelligence Section of the Japansse Ueneral Starf had plannsd
4o set up a esatral crypto-analysis station in Berlin whers matarial
would be studled a-wl exchanged xdth Germany and bsr allias. Two civi-
. 1ian_ exparts, TAK\HASHI, sho had been with the Kwantueg 4rxy, and
SEXTHOTO, were preparing to organise this but they @ere prevented from
lsaving by the outhreak of the Russo-Gertmn ware 43 a result af this
matters rolating to erypto-analysis and sonitoring wers bandled in -
Pcrlinbycd..dsm, who was occasionally usubedbjammslfm

Sudapest. .
pe -

{irn
Vi _)'/




Tage 13.

The only orzamized Japansse mem section was

lccated i3 “he arrics of the Xilitary ittache in Zudapest. This was

dirscrad a7 Cole JAXLRAI dobuta who waas assisted by Hungarian orficers
Asgigoad Dy the Jonsral Btar”. The zaterial which thoy studiss was
obtaizned irom the Hungarians >d perhops - ILICSR 1S DX SUDY a=m
fiom the Sermsns. Than HUP0S:. visited 3udapest in 1943 SAXTRAL com~
plained to hia-that he was greatly hamiicappud becauss he recsived no
material from Tokyo, and so HIROSZ arranged to sund hix copiss of what
he ot in Helsinki. He sy> that SAXGRAI'*s group oovtained almost no
reomilis wizh Rnssian codas and sect a asgligibls rember of revorts to
Tokyo. ‘The bungariin crypio-acalysts were considerod poor by the Fi-ms
and SAKUAAT never cbtained coanlete mimﬁv-th—.

“The staff of SAKURAI's section ma3 conposed of the
fallowing:

HAGAZA -~ Xozaemon, civilian, hs was transferred to Helsinkt
o0 drly 1943. )
I:ABA - Civiliag attached to tho srmy Jegaral Staff. Radio
" techndcisn.

YOSHIXANA - Givilian, formerly attached to the German Secticn
‘of Department II of tha Genaral Staff. In chmrye aof
financial and adainistrative matters.

. Col, SCRIDCHI ~ Ead besa attached to the affice in 1540 after
laaving his post as Military attache ia Hollarnd,
However, hs was not & trained crypto—analyst aod
disagreed on mattars of policy with SAXUSAI so that
he was tranaterred to Stockialm.

*it the end of the war as tbe Zussians threats=noed to occupy Bungary it
was plapned to set up a crypto-analysis office in tha Japanass

- in Berns. JAXURAI was accrodited as msaigtan: Wflitary ittachs to-.
 Swdtzerland, tut tre courso of events pievented the plan froam being fule

tilled.

*FIBOSE depnies tmt thess wurs any othur Japaonase crypto-
analysis offices in Surope. He has never heard of sne being counscted
with thes Zucharsst xissior, and adds that Lo tho best of his koowladgs
nnithor tks Havy por the Fore Gflice maintained sixilar services.

"After ~sturning to Japan, HIZOSE's oaly r.atact with the
3uropean aspect of his specialty was as foliows. Ia 1945 CHCDERA informed
the Gemeral 3tais that the Finns had obtained a Russian five digit code
book (whelher by capturs or crypto-acalysis, HIRCSZ. doey not koow). The
aatter vas twnad over to JIRCSE, who instructed CNOIERA bhat SAKTREAL
shorld 1o Lo Stockhola to receive the bock and wirs tho useful portious to
Tolkyo Srom 3ecline SAZURAX did 30, sad the Tossiges wers tranmmitied So
KIROSE #bo pessed them on to the Central Special Intelligsnce Section.
Pawerer, ths war snded bdefore a1l tim mtedal ovtained rom the Fians

could be | ::mrdodto‘!‘okyo



hs‘ls‘

: ¥ evoeseeslii0OSK has besn cooparative under interrogation. He
mmlddweonﬁnndthooﬁdmupmbyommmw ~—

Wmiﬁhmmthohmwbyl
q:anﬁadmrt.




