SECRET

{WHEN FILLED IN) .

- -

SRy

ROUTING AND RECORD SHEET /00%1 42536 00k

INSTRUCTIONS: Use officer designations in the “TO" column., Number each comment to correspond with the number in the "TO" column.
Draw a line across the sheet under each comment. ’;ach officer should date and initial {check mark insufficient) before further routing.
This Houting and Record sheet should NOT be removed from the attached RECORD document.

DOCUMENT NUMBER EGBA_!{.2536

DroetHve et DATE

.7 JUL Y8,

DATE

RECEIVED [FORWARDED

OFFICER'S
INITIALS

COMMENTS

1

(]

C T

A
]

J

el

C 1

NOTE: If a copy or attachments are removed from the at-
tached document, note the location of the copy and/or attach-
ment hereon. lf this RECORD COPY is to be retained in
the files at the Desk, call the Central File Section for per-
anent loan.

ce’ DTewwEn Bhsi PACERS
el - ers 1%

LANEN /M"\ 'Z-Q sAL +U ‘Wv@\'mt*.
Wl o ek s0actd 4 Qw.,uj
Otﬁu‘ APV . (b,,‘ym( ,\,_i\.a--../\"
o pders But wetd

DECLASSIFIED AND RELEASED DY
CENTRAL INTELLIGENCE ABENCY
SOURCESMETHODSEXEMPYION 3825
NAZIWARCRIMES 81 §CLOSURE ALY

S
"\

S,

B

-

DATE 2007
FILE TITLE

DT LN E /U—Jou_‘ﬁf %
Pla) %

FILE NUMBER

ao 525’//
I
DATE PROCESSED

3R2E J__/o?#

ENCLOSURE ]
ABSTRACT

2 é /L/ INDEX

SECRET



I [IRSERAT
AIR DISPATCH NO. BGBA -4 TS
{Specify Air or Sea Pouch)

SECRET

T0 Chief, ©BE paTE __ ~© June 1357

THRU: Chief of Statien, Germany
FROM Chief of I HPase, Perlin INEO:  COS

GENERAL Operational/CADORY
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SPECIFIC DTLINEN Project Renewal Request

RE:
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EGOA-CCRAG, 17 April 1957 IR
EGOW-30476, 26 April 1957 P{foL? L
EGOW-21572, 10 January 1985 [é

(@]

INOTE: We are forvarding herewith a draft DPLINEN Preoject Outline which

T presents, we believe, an accurate picture of the organizational
structure, personnel assels and activities of the DTLINEN over-
alional mechanism. We assume that ihils Cutline, coupled with the
followine additicnal comments, will provide <03 and B with
sufficiert documentaltion to initiate DTLINEN nrojicct repnewual
procedures,
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2, Produztien and Scviebt Zone distrilbution of rejularly abpearing
project media vas increassd sicnificantly ecardly i 1957 with the addition
of new monthly puolicotions., These regzular media, t.e., Der Tempfer,
pe: Partciarbeiter, olternhaus wnd Schule and : _k'—“ﬁg}g-a
combined lotal monthly distributiorn of 70,000 copies ond, &lOuf with
;EEﬁE@@E@E¥i3 sive DILINEM & total monthly brochure output of ca 170,000
copies. No increase in cutput of remular media currently is envisaped.
Leaflet production and distribution is reaching an all time high. Since
the beginning of the year, DILINEN has produced and distributed 10 separate
leaflets exploiting various aspects of the DDR political, military, economic
and social fabric, e.g., the M3, SED, labor politics, elections, ete.
Distribution has not been less than one million copies for any one item.
A series of four leaflets lias been prepared to exploit the DDR communal
elections taking place on 23 June. Combined distribution on these four
items alone will reach 9,500,000 copies. DILINEN also recently produced
# for Western consumption and distributed 11,300 copies of & brochure
?coh%éininq factual data on the orsanization, personnel assets and activities
of the M3, The brocliurs was based upon material provided by CABARN and
CABASALL, two former MLS staff officers who defected to the West throush
DTLINEN. It is probable that this is the most factual expose’of the MIS
vet produced.

3. Project P/A Charles . Newham ceontinues to perform in a satis-
factory manner althoush some difficulties have bheen encountered with him
due to recurring problems out of the past whicn stili upset him. An
LCFLUTTER test administered to him in Mar upset him considerably and
reaguired a tact{ul follow-un to once again set his mind at ease. Deputy
P/A[: .:1 continues to perform in an oulstanding and dependable manner
intis capacity as head of the project's covert section. (Note: We hope
to complete and pouch to lleadquarters rniew reassessments of Newham and
within the next few months.) Staff turnever centinucs te be low
and morale satislactory although normal pay raises are indicated., Ve %
currently are considering pay raises for Newham, 4 _Mand other kew
staffers. All staffers either currently have HUZARK Operational or
Proprietary Approvals or are heing cleared. Co-worier tuwrn-over has
heen low and arresis rare, only one co-worker havins been arrested in the
nast 17 months. The Vest German mailine apparat is func
factorily and eazh month mails more than 0,000 snvelono:
o 105,000 PP oitems into Mast Germany.

b, helation:z with Fedrep and West Ferlin officialdom are
anc/or pos;;olf lmproviiiy,  The CAWASH recormendation to dron I

taired in the Hrgquete report has not recentl; boen discussed and [t iz
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probable that at least (: ;}uxs changed his attitude toward Newham
and 1is not now actively seeking bls ouster from the top DTLINEN job.
Relations with o+£er cold warrior groups also are satisfactory and/or
Improving, On 27 May, in response to a VO3S invitation, Newham met with
leading members of the VOS to discuss methods of establishing a closer
working relaticnship between the two groups. The meeting, which was held
in Beonn, resulted in the establishment of a working relationship whereby
the VOS will coordinate its West German speaker activities with DTLINEN
and DTLINEN will process VOS search service requests. This also will
entail the transfer of appropriate VOS file material into the DTLINEN
central files thus not only increasing DILINEN's search service effective-
ness but also making voluminous additional personality information avail-
able for KUBARK's use and/nr exploitation. DTLINEN's contacts with

T )y LCPAGAN and. , although not regular and formalized, are
numercus and are conducted in a satisfactory manner, Although currently
there is no contact between DTLINEN and LCCASS0CK, we are attempting to
bring Newham and CADRIER together and to develop regulsr contacts between
them.,

5, DILINEM's handling and use of PEPRIME funds is adjudged to be in
KUBARK's. best interests. Monthly project accountings are prepared in
accordance with exacting German business standards. The organization's
business head, C;_ is an experienced administrator and apparently is
conscientious to the pPoint of annoyance to insure proper use of and
accounting for orsanizational funds. Althoush EUBARK case officers obviously
cannot control every pfenniz of project funds, 1t is believed that the
DILINEN organization more than adeguately meels every renuirement of the
proJject administrative plan, PEach project monthly balance sheet is read-

#rid notorized by DTLINEN's lawyver who is a2 well knowm West Perlin attorney.

. DTLINFEN ourrently is involved (as it always has been) in numercus
litimations pencding before the West Berlin States Attorney, is subject to
a massive, continuing HMIDS attack and is the object of atftack of various lefd
dinz, fellow travelinzg and/or disgruntled West Rerlin and West German
clements, The most noteworthy of the pending litizmations i1s the
Prozess which involves, as 1s already well kKnown to Headquarters, the trizl
of CATTIVO on charxes of falsification of documents (see LGBA-41LZ01).
The Ratzek Pr rosess 2ls0o is still being investigatsd (see FRLN 1057 and related
traffic). Al Thc ou*l the potential within opposition elements to embarrass
arvl/or commromios YILIFEH continues to be evaveting, we helieve that our
position I #Borlin coup] with effective wnd lomoreving Lisison reletici-
srips with West Leorllin and Hest German officialden indicates tpat we 2an
continue thie DILIHEN creration for the Iopesceable future with minlmunn
AifPlenlties,

e
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7. Accomplishments/Effectiveness. We have outlined elsewhere in
this dispatch and its attachments the nature and volume of current DTLINEN
PP output, special project activities and the project's capabilities for
ballcon and mail distribution. These elements comprise the hard core of
DTLINEN as a KUBARI CADORY mechanism, Indications of effectiveness of
DTLINEN waterial infiltrated intec the Zone, always encouraring, are
currently increasinge at an impressive rate and it appears not only fair,
but accurate and realistic to state that at this writing DITINEN is
operating at a peak of effectiveness. This is particularly so when
"carry-over" effectiveness alsc is included, e.z., the continued existence
of the DDR hand to hand cuurier system instituted to combat DILINEN's
harassment program (see below). Specific indications of DTLINEN effective-
ness may be categorized as follows:

A. Official DDR Reactions

(1) Approximately two years ago the DDR established an official
hand to hand mail courier system for the delivery of governmental,
party and business correspondence to protect itself from the DILINEN
harassment campaign., This system, which undoubtedly costs the DDR
considerakbly in terms of funds, personnel assets and time, is still
in operation.

(2) The DDR maintains special crews of investipators who are
called upon to investigale every Western PP aciivity wncovered in the
Zone which possibly could have originated with DILINEN. These indiv-
iduals are referred to as "DPLINEN investigators” by the DDR press and
apparently have ne other assirnment than the follow-up of DTLINEN
activities, '

() Therularly appearinz DDR press articles attompt to condemn and/
or counter srguments azainst the Regime contained in DTLINEN media,
Several recently anpearing articles have been particularly striking
pecause theyr have utilized material extracted verbatim from DITLINEN
publications. MNote: We are currently assembling coples of apnropriate
DD press items which we will pouch to Headouarters as & part of our
renort of DTLINEN effectivensss in connection with tre 2% June DO
clections,

LA b PN pubdlisled o C70 oo ool arosentine
mose” of the DTUIMEN orcscization.  Althouch: we

© bnie rmber of coples producerd, is olear that Lhe

' terms of

time, (Ve estimate an
the DOR Tor orintinge

vors ide Sislreivulion i

Lo our lnosdodes 1w was not mentioned nor reviewsd In oven one West

cannot estl

Lo ool this booln cost
TUIT S, Nersonne
ausolute cont of DIW <

. I - SR A R ey e
:I"fhr.‘ } ‘;W,f_._.w.‘ N T J;QOL irAas

product

ecxponditure of

P T
N C 2 A

Porlin rarai,




¥ (‘Qﬁ‘ ' EGBA-42536

Pape 5

B. Popular DDL Reactions

(1) TLetters sent to DTLINEN by East Zone residents have
increased from an average of six to eight per month in fall 1956 to
a high of 111 in May 1957. The letters, which generally are in
response to DTLINEN material found and/or sighited in the Zone, are
openly hostile to the Regime and appear to be far more cutspeken in
content than simllar letters received & year apo.

(2) Hundreds of DDR residents continue to visit DTLINEN each
month although they realize that if they are uncovered thev will be
arrested Immediately by DDR authorities., Thess individuals freely
and willinely provide DTLINEN with information on hanpenings in the
Zone,

C. Western leactions

(1) Durine the past vear DTLINEN has recelved considerable,
favorable coverane 1n the West Qerman and, to a lesser egtent, West
Perlin press. Timely DTLINEN press releases on happenings in the Zone
are regulariy picked up by numerous Vestern papers,

(2) Tie West German speaker complox, orisinally founded by
DTLINEN and still receiving DTLINEN suidance, apnears to pe havias
significant success in educating the West German population concerx uTﬁf
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community, DTLINEN was able, for example, to cbtain a copy of the 1067
DDR Fahndungshbuch which was photographed by B0B and distributed to all
appropriate I.S. units in Germany. Finally, DITINEN's volumincus card
files are available and repularly used by BOB for neme tracing purnoses

in appropriate cases.

9. Future Pianning and Meeds. We do net anticipate any major
alteration of the DTLINEN ormanizational mechanism in the immediate future.
We believe current output levels probably are optimum and that any attempt
to increase current distribution would result in diminishing returns. Ve
do feel, however, that a reorganization of the DTLINEN lieadguarters elemernits
may result in Increased efficiency and possibly permit a staff reduction.
There are various and serious potential problems which could evolve from
our attempting to force a reduction at this time and we feel that any
progress possible along these lines can only be made slowly and with great
care., We are faced, for examnle, with the relative positions of Newham
{organization chief) arml[;ﬁ; (covert section chief) within the project
and the delicate task of not usurping the perogatives of either one of
them in connection with a staff weduction. MNewham currently is quite

sensitive to the fact that controls the larcest single groun of
individuals within fthe orsanization and exercises some influence over tlhe
cthers., ([ ,» on the other hand, possibly 1s somewhat overly securit:r

conscious {as well he mirht be) and on occasion has been susnpicious of

other staff membors on the basis of speculation rather than fact. We also
are Taced with the very difficult task of attempting to implement a reduction
in force within one of the "hottest!" political/resistance groups in West
Eerlin, We could experience some nasty reactiors if a staffer we select for
termination should react negatively and "go Bast" for consolation. We
therefore will proceed with considerable caution.

10, Ve do net anticipaite any changes in the co-~worker group or in
the West German mailing apparat. Turn-over in tlie co-worker sroup has
been encouragingly low with only ong co-worker bhaving been lost due to
rrest during the past L months. Althougl: we hope te build up co-worker
coverage in Thuringla somewhat, we do not intend to increase the total
number of co-workers much beyond 100. We have discussed this with
wiio agrees thet 100 co-workers well located in all parts of last Germany
are sufficient to mect DILINEN' s needs. During: the remainder of 1057 we
nope to inereasce JUTULE ocxploitation of the zo-worker assets thus conbivuline
an effort initiated well over o yeal aso. Wo perozontly are dou
tnicrmation on current co-wori: saluat
cicde information of value in fullfilline current T0FR intell-
Ipence reouirenerls, LU should alse - be noted thal D00 source o KRAUZE,
currently Ig i valuablo information aboul various zsnecets ol the
woverament o vay A walk-in to DITIMEN #ra 1o 5till being cun
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11, We expect that the budget reguested by L for suppori of the
project during FY 1957 will be sufficient to cover line item expenses and
to maintain current output levels of regular media. We shall continue to
need GKDEMON funds for production of special and/or one time items. We
anticipate a salary increase for Newham and possibly a few other
key staffers but we feel that these increases can be absorbed within current
lbudget levels.

12, DTLINEN's current election leaflet program will fully absorb
the project's production/distribution capabilities throughout June.
Depending upon election results and reactions, we may put out a follow-up
leaflet in two to three willion copies in July. Otherwise, we shall soft
pedal leaflet production until the end cf the DDR vacation cycle and
renew leaflet efforts in September.

12, In conclusion we feel that DTLINEN will remain in effective oper.-
ation during the foreseeable future. We anticipate and expect continued
massive MES cpposition, serious security preblems and sticky West Berlin,

West German political and/or personal attacks against the DTLINEN organization
and lts principals. We do not currently foresee, however, any problems

which can not be effectively neutralized throush thie use of current ROoB/

COS operational and liaison channels and assets.
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PROJECT DITINEN

I. Objectives

a. To harass and weaken the Soviet puppet government of the East
German State and the Fast German Communist Party (SED).

b, To maintain and increase the spirit of resistence of the captive
Fast German people,

c. To uncover, attack and expose before the eyes of the East German
population and the non-Communist world in general the dictatorial,
unscerupulous and enslaving methods utilized by the East German government
to maintain control over the population,

d. To provide the East German people with truthful, factual news
reporting on sirniflcant current political and/or other appropriate events
throuzh the medium of rerularly appearing, responsibly prepared propaganda
media.

e, To encourage and assist, insofar as DILINEN ormanizational
capahilities and nersonnel assels permits, othierr West Furopean anti-
Commuinist or~anizations, groups and individuals whose ohlectives parallel
PRERIME interests and whose continued participation in the cold wvar effort
iz helpful to PBPRIMG's overall cold war offort.

II. Tergets

a, The population of East Germany and East Berlin and, to a lesser
extent, West Germany and Western Furope.
e T

h., 'Tre Kast German Communist Party (SED), its chaivman, leading
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¢. Maintain a staff of personnel with relatively expert knowledge
of clandestine PP operaticns and technigues to serve as the basic element
of the DILINEN crganization and provide these individuals with sufficient
clerical and other help to successfully implement their assigned tasks.
DILINEN currently has 73 employees of whom 15 to 20 are senicr staffers.
(See Attachment B).

d. Maintain a group of co-worker {agent) personnel who are East
German residents, are able to visii the DTLINEN West Berlin office regularly,
are capable of hand distributing and/or mailing DTLINEN propacanda material
in East Germany and who can provide the DTLINEN orpanization with timely
and accurate reporting on East German conditions/developments thus insuring
that the DTLINEW propaganda material will be appropriate, accurate, effect-
ive and timely in terms of the objectives which are being sought. This group
must also be capable of performing numerous additional tasks, e.g., assembling
accurate address lists in support of mailing operaticns, obtaining copies
of official East German government and Communist Party correspondence in
support of harrassment operations, undertaking neighborhood checks of
other co-worker persomnel in support of project securitv, etc., DITLINEN
currently has 66 active co-workers in the Soviebt Zone. (3ee Attachment C).

IV.  Orpenizational Mechanisms

a, The DILINEN West Berlin Headquariers (Stammhqyﬁ). The DITTLINEY
organizatﬂﬁ{ﬁﬁizfaﬁaéiﬁ known, generally accepted anti-Communist
resistence orranization., It is a legally established, overt ocrrmanizaticon
vhicr maintalins 1ts peneral offices in a larpe house in an essily
accessable aquarter of West Berlin., It is visited by over 1,000 persons
a month who come sceking one of the various services rendered to EZast
Zone residents, refugees and/or former prisoners by the several specialist
staffs. Lary porsons visit DILINEN's Stammnaus wnd volunteer information
virich lias come to their knowledse in the belief that it will assist the
DTLINEN ormanization inn porsuing its anti-Communlst obljectives.

b. DILINEN's 0
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carries out a major portion of DITINEM's Wost Derlin and West German
lilaison respoansiiilitles in connection with government officials, news
media and other resistence orcenizations. It slso relezses DILINEN news
items for pick-up the Western press sind naintalinss & 2lose watch on both

Western and Eastein newspapers for items cof interest. The centrel carding
sectlon mainta’ns 2 massive card file, bullt up over the years through
cebriefing refurees, which "4 the meinstnay of 4 sears’ service., The
f;le%\,n‘ra }nol de about LU0 cards, are also & valueble asset to the
project's security s well as a productive source of personality infor-
ination available to LOT penerally. The central cacding section has the
additional responsibility of handline DTLINEN's voluminous correspondence
ith officlial Germen azencies and other resistance groups in connectlon
with requests received by DTLINEN for personality information. (See
Attackment D.)

. .
i

L“ 30

2. DILINEN's FPropagy

\ aixia or Covert Scction ’ugtn.luqkaII) The covert
section 1is TEQDOHuLO]Q for the maintenance of & carable, secure co-worker
group {sce Section III, < zhove}, an effective West German mailing organ-
ization and a skillful, dependable ballooning apprarsi wnhich, together,

can effectively distribute DTLINEN propvaganda, harrassment and other PW
items throurhout East Germany. The covert section alsc @ssumes respon-
gibility for the production of all DTLINEN onec-time {leaflet} and spot
(psrcholoirical , administrative and personal harrassment letters, confusion
operations, ets.) onerations. These operations anprar to be the most
infuriating to the Bast Jerman resime, resularly result in sisnificant
press and othor reactions in Fast Germeny and oflten cause nerzative
reactions from wesk-kneed cr fellow traveline HWest Dertin politicians and/
or fnctionaries. PB/A Hewham works closely JLt}—TOJE"t section chief
CAFIVES in the produetion of the leaflet and harrassment media. During the
first six months of 14957 numerous hard-hittin: DTLINEN leaflets exploiting
the 3ED, B3, Vollisarmee, lahor politics, e=ic. have heen produced and
distributed In velume, The covert section currently is engazed in the
production and distribution of a highly effective leaflet series exposing
the farcical astire of ths Hast German elections beling held on 235 June.
Tnis series inveolves the nroduction of Tour senarate leaflets and a total
stribution of 1,500,000 conies In a seven-week verioa, Throusi: our direct

di
contect with CAFLVES, we 2lso use the assets of Phﬂ covert sectlon to
provide oreraticual suppeort to various 10D operations,
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public and privale West German and/or other prouns on issues and tliemes

of the cold war. Thelr combined total monthly audience ranges between
10,000 and 15,000 persons. Reports of speaker team activities reaching
{UBARK indicate that the speakers are warmly received whenever and wherever
they speak.

e. Additlonal 3pecialist Activities. DTLINEN maintains six offices
(Referate) which specialize in varicus aspects of the politico-socio-
economic 1life of the DDR. They are charged with the responsibility of
developing and maintaining a body of knowledge in their specific fields
winich can be utilized profitably for the preparation of effective propa-
randa. They are also responsible for developing themes and articles which
can be used in DILINEN's regularly appearing publications. Much of the
informaticn accumulated by these staffs is derived from interviewing
visitors.and/or defectors who come to DTLINEN seeking puidance, DILINEN
offices falling into this category are the followingz: 1) the MES advisory
office which speclalizes in MfS affairs and which interviews between 40 and
50 people cach month who have information to report concerning the MES:

—~

) the office for yeouth affairs: %) the Vopo-East German Army office which
accumulates date on the kast Geprman armed forces and which interviews
hetween 3% and 50 people a month whe offer helpful infovrmation: 4) the
office for scientific/economic affairs; 5) political parties office; and
Gy priscrers affsirs office,

Hote: 'The term "office” has been arbitrarily used to descrile these
speclial DILIMNEN units. Since, for the most part, these units are
composed of cne DTLINEN staflf specialist with a secretary/clerk
lhelper, the term "office” can be misleading as used in the foregoing
context.

2. DTLINEN currently produces gix resular two to four pane DIN -0
propasanda brochures which appear monthly., Althously thiey 2ll share o
similar format, tiev each have a specific purpose and each 1s written in

il

aomarner hest suitod to the realization of Its own end. Thesz itens are:

e

older resulanr rublications and has been appearin. for
It concentrates on presenting the Western viewpoint on majiorn

items of curvent interest and is writien ‘n a manmor “o in

indicatineg



Attachment A to EGBA-42536
Page 5

broad mass cf the DDR population. It is distributed mainly by mail
from West Germany. Distribution: 100,000 coplies monthly. Printing
Cost: DMM 4,500.00,

2) Der Kaempfer, as the name would indicate, is directed
toward members of the DDR armed forces, It concentrates, therefore,
cn the presentation of military, naval and air news with a western
twist., It presents favorable news coverage of the progress being
made in building the West German armed forces and at the same time
attacks the Red Army as the representative of Soviet imperialism,

It currently is in its second year of publication. Distribution is
mainly by mail from West Germany. Distribution: 20,000 copies
monthly. Printing Cost: DMW 750.00,

3} Der Parteiarbeiter (The Party Worker) is designed for the
consumption of the functionsries of the SED {Communist) Party of East
Germany. The articles contained therein, thwerefores, concentrate on the
presentation of German and world-wide news coveraze of Communist Party
affairs, Coverame of these items 1s nol oaly negative and belittling
but also expository and arpumentative, the oblective being to explode '
the myth that the Communist Party does in fact live by the principles
wihich it assipgns to itself, Considerable coveraze s given to the
naked pelicy about-Taces regularly undertaken by the Russian and
East German Communist bosses. Der Parteiarbelter first appeared in
the besinnine of 1057, Distribution is mainly by mail from West Germany.
Distribution: 20,000 copies monthly., Printing Cost: DMW 700.00.

4 Geist und Leben concentrates on news coveraze of items
relating to Fast German cultural affairs., It exposes the numerous
maneuvers used by the Dast German rovernment to sunpress and/cr
control crnurch and other spiritual activities in East Germany.
Interest in this type of iftem is widespread and a large audience for
1t is assured. It first eppeared in the “innins of 1957. Distri-
bution is mainly by wail from YWeot Gormanc,  Distribution: 10,0300
copies montiily. Printine Cost: MY 700,00,

5y Biternh e Schiule ~oneontrates on news of special Interest
to parents a L1C porEoNT orlonl 1ife,

irvolved in nedi

Throush 1ts nases b rhtemnts to oxpod =il peasures usad
by the Conmunis 33 )Ht1011‘b' sellings Comn UML‘P

to Uho gstudant s L i

hrochuras, i =

CeTms migteibntion: Sl

I




3

X

k4 ﬁﬁ%achment A to ECGRA-42536

¢) DTLINEN Archiv: The "Archiv' is DILINEN's major resularly

appearing publication designed specifically for Western gonsumpiion.
% In general, it can be described as a collection of DILINEN editorial
comment on the prevailing situatlion in East Germany and other cold
was developments which affect East Germen policies. Wihen DILINEN
has been exposed to criticism motivated by erroncous and/or provocative
material, the "Archiv" has also been used tc present DITINEN's
position and to expose the falacious material, The "Archiv” has been
identified with DILINEN for several years., It is distributed
almost exclusively by mail to West Berlin - West German political
leaders, orgmanizations and offices., Distribution: 10,000 to 20,000
copies monthly., Printing Cost: DVMW 1200 to DMW 1400.

b. DTLINEN's main effort is concentrated in the leaflets, harrassment
letters and other media which are produced at irresular intervals to
exploit specific developments and/or activities in East Germany. Tihese
vndertakings account for the major portion of DTLINEN's monthly East
German distribution of from three million to five million separate pieces
of propaganda. So far in 1677 DILINEN has produced fTen sevarate leallels
explolting various aspects of East German political and/cr secial life.
o of these leaflets were directed at Tast German laborers and concentratod
cnt the formation ol Rast German worker commltitees and the introduction
of the 45 hour week. We have mood reason to believe that these iltems lLiave
been particularl: effeclive and feel that they have Influcnced. to some
desros, current Dast Gorman labor policies, DTLINEN currently iz produas)
a series of Tour leaflots devolted to the expleoitation of the DDA elections
schoduled to tole place on ©F% June. This coperation also 1s cxpected fo have
considerable effcct, In addltion to leaflet operations, DILINEY produces
arnd sends out a :swvmper of administrative and psrehclonical barrassment
letters each monti, ‘Twe vears amo DTLINEN's harvrassment prorram was so

suzceecsful ti ‘

LAt eansed thie Dast Germans te iniltlote o tand courieyr
system to clronemvent the falsifications. This courter system 1o stilL dn

ororation,

S BT s B EA DN | tne above, DILINEN also produszes the DILINEE Dienst,
oomontnly summnary of conditions in the Zone and otoev ]

developrents,




rerularly oand one Sime g ulJUubLONu, ti
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DTLINEF's writier propasanda can be brolen

es:
1) Propazanda notericl, i.e., material desd to nfluence the attitudes
ard/or actions of the population in gencral n cormection withi specific

events and/or conditiors: and ) harrassucnt naterial, j.e., material desiged
to impede the prorsress of the Bast German government and/or Communist

Party through confusion and/or provocation. Examples of this latter

method are the production and introduction into East German mail channels

of falsified DDR government, Communist Party and/or business correspondeiice
vhich rescind divectives, chanse the party line and place orders (or cancel
orders) for goods and services. This method also includes the production

of personal harrassment/provocation letters whicl are wmailed to selected

DDR government, narty and/or security functionaries.

b, Distribuiion. DILINEN distributes material into Bast Germany
thirourh its balloon teams, its East Zone co-workers and its West German
mailing apparat. One balloonr launchins size is maintained in West Derling
three additicnal sites are located in West Germany. ﬂphroximatelv 1,000
DTLINEM balloons sare flowm into East Germeny each month., DILINEN's zonal
co-vorkers piclk up production mater7'1 duringe their periodic West Berlin
visits and maill 1t upon return fo Zast Germany. The West German mailing
apparat 1s composed of upwards of 20 persons who mall over 20,030 envelove
containing proparands items inlto Last Germany cesch month. Mailing is

done from various citles throuchout West Gormany., ALl material is pre-
pared for mallinz at DILINEN' 5 Stammbaus in West. nerlin, Members of the
mailing apparat are compensated on a performance basis only and bhave no
other contact to the DTLINEN orcanization.

e, Other. Uewhamn's political commities, the achivities of the speaker
tean and the Archiv, talen tosether, represent an active, although relativel:
small, West German osropazanda operation.  ALthowsn rensrally desirned to
provide DTLINEN with offective "rear area” supnort, these activities also
provide a stimulus to other vost Geormen ond West Faropean a2old varriors.

oL
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b. DILINEN Staff. All members of the staff, Including janitorial,
kitchen and other help, are fully traced throush KUBARK channels and
receive Opcrational and/or Proprietary Approvals. KUBARK maintains
dossiers on these individuals which are periodically reviewed. Additicnzlly,
DITLINEN security chief CAELVES regularly monitors the activities of all
staff personnel and keeps KUBARK advised of develcopments. DMIS approaches
to staffers, which are freguent, are promptly reported to KUBARK.

c. DITLINEN Co-workers. All co-werkers, both prospective and active,
are fully traced through KUBARK channels, the names are carded in BOB's
central registry and dossiers containing available information are maintained
by the project case officer. DTLINEN staffers who handle co-workers are
regularly briefed hy[:_ :]concerning effective and secure handling
techniques.

d. Physical Security. Over the years an intricate protection and
alarm system has been develcped for the DILINEN Stemmiaus. The property
is surrounded by a secure feince and all outside entrance doors are
connected with a central alarm system. Internal docors leading to and from
more sensitive areas also are connected with the central dlarm system.
These doors are of reinforced construction and are secured with dependable
vardware, Tre area is patrolled during non-weorlking hours by two walchmen
who have direct contact with the West Rerlin police. As an additlional
security measure, the organization maintains a chieck room for all visitors
thus relieving them of any packages they are carryinrm before ther enter
wite main offices of the nildin~, Staff emplovees arc inzstructed not to
ride the S-Faln and are constantly warned not to make themselves easy
targets for kidnapping.

rvice Activities. DILINEN is constantly harassed Ly
the 3. [ ;mbefs'regularly receive provocation and/or defection
letters which inclode offers of meney and puarantics of protection.
Pressure alse 15 exerted by the PTS upon relatives, Triends and/or
neighbors ¢ stall oemployees living either in West Berlin or the Faszt. The
M5 additionzll; harasses DILINEN employees by using their names to place
orders with variocus West Ferlin service tvpe businesses, e.7., caterers,
flower shcos, department stores, cte. Another gambit recularly uscd by
them i1z o telephone a staffer and frichien him with o ztory that a
varsonal i A lias befallen a member of his family, nis tonme is on
ol foers, none

[ R I i1 e
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f. Western Cppositionn., There is a certain amount of opposition
to DULINEN noticeable in left wing and/or fellow travelling circles in
West Berlin. Some of this opposition is directed at Mewham perscnally and
probably had its origin in his break with the SFD. The remainder appears
to be generated by a belief within these opposition circles that DTLINEN
cperations are too provocative and tend to prevent successful negetiations
with the Hussiaﬁé_énd/or East Germans., Persons within these circles have
menaged to main access to a few disgruntled former DTLINEN employees and
gre atfempting to use these individuals to attack DTLINEN, e.g., the
{ case, We also are aware that at least one current staff employee
% BARTH) is in contact with these opposition elements. Although we know
> BARTH maintains these contacts, we currently are reluctant to fire him
because we do not have sufficient grounds for dismissal which would be
acceptable to a West German labor court. & BARTH is O4% years old and has
been with DTLINEN for six years. We therefore cannot let him po on the
basis of a reduction in force; particuwlarly if he were to be the only one
released. Rezardiess of what srounds we use, BARTH's age and his length
of service with DTLINEN will give him a strong case hefore the court. (We
obvicusly zannot use information obtained throws)s CALLTIAN before the labor
court.) The BARTH case is an excellent example of how our cands can be
completely tied Jdue to the fact that DILINEN ‘s «n overt cirpanization and
is subject to all leral controls, UWe do hopne to scoguire information
throughﬁ:__ *;]chahnels to force his dismissal by U Seotember 1957.

VITII. Personnel

A. Charles E. Newham. INewham is the lead of the DILINEN orgenization
and KUBARK's P/A for the project. He has been in direct contact with 120B
since 1944 and has served the base faithfully and nerally enthusiasticaily
since that time. He has been the top man in DTLIFEN since 19%1 when he was
brousht in as a replacement Tor Doudreau. Hewnsmi, who once studied for the
ministry, is & serious man with a deep scnse of moral rizgh:tiocusness. He is
sensitive to criticism and at times aprears Lo fing it ficult to
raticnalize the recessity for clandestine operaltions and Lie c¢landestine

epproach. In flap situalions these oualitles can ang have caused handling

e

rroblems, llewlen has on oceaslon more or less "klow, Ldis top", tireatencd
te resimn, eto. e was paviticularl; difficult Lo dea) with during the

aralingt DTLIBEN in 1955, He
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b. (: t} [Z_ _Jis the deputy P/A and project security
officer, He alzo heads the covert section which is responsible for the
maintenance of the co-worker group, the mailing apparat and the balloon
teams. He was brouzht inte DI'LINEN in 1951 by Newbam and has headed the
covert section since that time. Prior to his recruitment by DILINEN he
was head of the American sponsored German Criminal Investisation Service
wiiich operates in the American Scctor of West Berlin, [;, does not
have the education or the political apptitude of Newham, nor does he have
Newham's psycholosical shortcomings. Essentially he 1s a simple man with
a talent and love for clandestine operations. He is extremely hard working
and sets a pace which not many men could duplicate. He holds a tight
(at times possibly too tight) rein on the employees under him in the covert
section and constantly impresses upon them the need for good security. His
success in this direction may be indicated by the faect that DTLINEN has had
only one co-worker arrest in the past eighteen months.

o, jf@@;@gijgﬁaff, We are attaching a list containing the names and
positions of DILINEN's staff employees. Of this sroup CAEMPED should be
ziven special mention. lle is DTLINEN's chief of administration and assumes
responsibility for all organization, perscnnel, ond accountinz. He appsavs
to have done an oxcollent job In Lkeeping the DTLINEN administrative scetio
in an effective onerating ~~nditiom. Although not currently in contact
with FUBARK ceago officcrs,C:_ _jwas used a5 an altcmate contact in
1055 and conld 210 be used in this capacity 1if tWo gltuation warranted
it. Lol azzistant v DETERS also has i in contact with
the American zasc officers. Altliourh contacts with D]T;PS occour only
Infreguently, iz also is available Tor emergency contact if required.,
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d. The $205,000,00 DILINEN TY 50 budczet recuested by BE should
be sufficient to cover preject line ltem expenses. We slhiall continue
to request GKDEMON allotments for use by DITLINEN to finence one-time
operations., ’

¥. Funding

DILINEN currcently is directly funded by the RUEARK case officer whio
draws & monthly subsidy Tor the project from the BODE finance officer and
passes it to DITLINEN deputy P/A C: ﬁﬁ} Nesotiations currently are under-
vay to develop a funding channel for DILINEN which will eliminate direct
transfer of funds in Berlin. Two systems presently are under investi-
ration: 1) Direct funding from PBPRIME throush use of a cleared lawyer
using the cover story that the funds oririnate from donations by PBPRIME
residents who wish to support DTLINEN cold war activities; and 2) funding
from West Germany by use of a Foerdergesellschaft. It is expected that a

funding channel Tor DTLINEN will be firmly in place before the end of
1I57.

#l. Mot War Annex

In the event of a hot war, every effort vill he made to transfer
Fewham and(: ,:but of Derlin and continue usineg them as KUBARK
rrincipal acents., PPoth are oulstanding FUBARK cperational assets and
could be effectively utilized in a number of areas and in various ways.
If time permits, we shall also attempt to s2ssist in resettling other xey
staffers on the basis ol the merits of cach case. Soviet Zone assets will
e reviewed as to thelr staybehind potential and their adaptability for
nartime use.




