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INTRODUCTION

The unauthorized exposure of classified information is a

chronic problem for governments and intelligence agencies.
Defense against the conscious agent of a foreign power is
diiferent from, and in some ways less difficult than, deterring

revelations caused by carelessness, malice or greed on the part

of government employees. The problem is particularly acute in a

democratic society whose laws and courts must provide broad

protection to criminal defendants. The difficulty of prosecution

under the espionager'laws and related statutes weakens the
deterrence provided by such laws. This is especially true-i'n cases’
involving disaffected or careless employees of intelligence agencies
whose defenses usually include strong equitable pléas which may
~excite a sympathetic public response.

No legislati;an or administrative procedure can offer perfect
protection. It is submitted, however, that both our laws and admin-

istrative procedures can be improved so as to provide more effective

deterrence. Some specific recommendations to this end follow.
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THE ESPIONAGE LAWS -~ An Incomplete Structure
A reyiew of American legislation in the field of criminal espionagel
shows that historically there has been limited legislative effort directed to
ii the prétection of intelligence data. As a result there is a startling lack of
protec-tid’n for a governmental function of growing importance and sensitiv-
ity. Perhaps the need for laws protecting intelligence data has reached

&£

significant propoxrtions only in the relatively recent past,

The changes, technovlogic‘al and otherwise, in the manner in which
nations deal with each other have caused some improvements in legislation
dealing with the protection of state secrets, The espionage laws? provide
the basic statutory protection to the Government against the taking and use
of defense information by those whose interests are inimical to the national
security of the country. Diplomatic communications have tl‘aditionally
been protected. As early as 1807, the Supreme Court suggested that the

legislature recognize and provide against crimes affecting the national

1 see Monograph "The Espionage Laws," M, C. Miskovsky, -
Oiffice of General Counsel, CIA, 1961,

2

18 USC §§79 1-798
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security which ""have not ripened into treason. w3 It was not until 1911,
however, that Congress passed the first important statute which dealt with
the broad problem of espionage. The language of the 1911 Act was arend-
ed in 1917 to read much as it does today. More recently Congressional
attc;ntion has been focused--with enactmentv of appropriéte legislation-~on
the problems involved in protecting atomic enexgy data?® and communica-
tions in’c_elligence.S The Internal Secuwity Act of 1950, 6 made it unlawful
for a government employee merely to cornmunicate classified information
to & known representative of a foreign governmente7 However, the
espilonage laws are still the princi‘pal statutory prbtec‘cion against unauthor-

ized disclosure of intelligence materials and information. No legislation

1

has yet been enacted to cover the new problems arising out of the chronic

"cold war'' status of international relations and the consequent need for a

‘ 3 Ex parte Bollman and Ex parte Swartwout, 4 Cranch 75, 127,
2 L.Ed. 554, 571 (1807). ’

% 42 USC %2271 et seq.
5 18 Usc €798
50 USC §783 (b)

7 See Scarbeck v. U. S. 317 F.24 546, cert. denied, 83 S, Ct.
897 (1963).

[
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sophisticated, professional intelligence apparatus as an arm of the
executive. The wartime concept of the military secret does not fit

intelligence data, the extreme sensitivity of which is often not readily

apparent and the revelation of which m ay have the most damaging effoat
on the national security.
The proposal for new legislation to establish a category of

"Intelligence Data'' to be given judicial notice as such, by virtue of

. A
official designation, is designed to solve.a vexatious and recurring

problem for which there is no known cure in existing laws relating to
national security. That problem is the immunity enjoyed by persons
exposing sensitive information in those instances where the information

~cannot foxr practical reasons be brought into the open foxr the purpose

of a court proceeding.

THE BRITISH OFFICIAL SECRETS ACTS

It has often been suggested that if legislation is needed in this
area, the Oificial Secrets Acts offer a good example to be followed
through enactment of similar statutes to pfotect Intelligence Data or
by amending our espionage laws to give the broader protection offered

by those Acts. It is not commonly understood that the British acts are

)

. {
based on a different theory from that of our espicnage acts. Under our
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system the information involved rmust be shown to be related to the
national defense and security either by specific demonstration or as

coming within the definitions of a statute as in the cas es of the commu-
(=]

nications intelligence and Atomic Energy provisions. The British acts

.are based on the theory of privilege, i.e., that all official information,
whether or not related to the national defense and security, is the pro-
perty of the crown. It is, therefore, privileged as to those who receive

it oificially so that they may not divulge it without the crown's authority.

Since this privilege is theoretically unlimited in scope, action in the

event of an unauthorized disclosure involves two problems for the

Attorney General, The first is considered a political one as to whether
N
the nature of the disclosure is such that prosecution should be soadhb,

&
the second is a legal one as to whether prosecution is feasible., If
prosecution is decided upon, several consequences flow from the basic

neory of privilege. Portions of the trial can be held in camera if the

-]

:.).4
Fde

acg 0o

grees,

ot

COour s would not be possible under our constitution.  While

L T

certain procedural aspects can be considered in camera in this countrv,
P & — — T T Y’

- .

no paxt of the actual trial could be heard privately. In Britain certain

resumptions may apply. For instance, if the defendant is known o

el

have possession of privileged information and to have been in the com-
pany of a known foreign espionage agent, there is a presumption that

5 1s rebuttable but our Supreme Court

ou
,.J.

-5 -



APPROVED FOR RELEASE
DATE: AUG 2001

opinions indicate that such a pre sumption would not be permissible

here, Most important, in the English system it is not necessary to
prove that any one item of information relates to the national defense
and security, A good example is the so-called ISIS case in which two

Oxford students published in their college magazine, ISIS, the story

of their experiences in the Navy, including technical intelligence
operations in the Baltic. The prosecution merely testified that the

article contained information which they had acquired in their official

service and it was, therefore, privileged. After the verdict of guilty,
“the prose‘cution approached the court alone without presence of defend-
ants or defense counsel and briefed the couzrt on the significance to the
Government of fhe items of information. This was soleAly‘ for the pur-

pose of informing the court in connection with the sentence. Again

- we believe such a brieﬁng' would be held error under our system. 8
In fhe case of the RAF officer, Wraight, who defected to Russia and

then returned, a Government witness who interviewed him for the

» security services was allowed to testify without publicly identifying

himself, His name was handed in writing-to the court, Possibly this

could be done here if the cllefense agreed to it, but it seems clear it

could not be done over the defense's objection.,

8 Jencks v. U.S. 353 U.S. 657, 668 (1957). But see post

i Jencks Statute 18 USC §3SOO(C) permitting in camera examination
for relevancy and editing of pre-trial reports of Government witnesses.

\ - 6-
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In short the Cificial Secrets Acts would seem to be, in

importani respects, unconstitutional in this country and therefore

]

cannot be relied upon as examples of means to accomplish our

g . o

= purpose of protecting intelligence data.
%
INTELLIGENCE SOURCES AND METHODS

The statutory authority and responsibility of the Director of

q
L

entra

O

mellmence are set forth in section 102{d) of the National
§/ S7HT. 495
ecurity Act of 1947, W%SW@% 50 USC §403, That

W

Act states, inter alia, "And provided furtker, That the Director of

Central Intelligence shall be responsible for protecting intelligence

sources and methods from unauthorized disclosure; ...

The use of the term "intelligence sources and methods' indicates

5

the recognition by the Congress of the existence of a special kind of
cata encompassing a great deal more than the usual terminology

"classified information.’ The espionage laws and the statutes designed

to protect communications am; atomic secrets specify in great detail :
the kinds of secret information and data protected, Nevertheless, they

do not envision the protection of everything that might be defined as

"Intelligence Data,'' the exposure of which could be detrimental to the

national interests. For example, knowing the identities of certain

-
H
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CIA employees or the fact taat the agency is making a study of parti-

culaxr published unclassified information might be of great value to

a foreign intelligence agency. However, there is some question as
: to whether such information would be considered by a couxt to be

included among the things protected by existing statutes,
The Congress has recognized and implemented the Director®s
responsibility to protect intelligence sources and methods by enact-

ment of a number of special authorities for the Agency and a number

« of e:-:emptions from certain legal requirements which have gen‘eral
application throughout the Government. Section 6 of the Central
Intelligence Agency Act of 1949, as amended, 63 Stat, 208, 50 USsC
§403g, provides that in order further to implement the proviso of the
National Security Act that the Director of Central Intelligence shall be
responsible for prqtecting intelligence sources and methods f;:orn un-
authorized disciosure, ', ..the Agency shall be exempted irom the
provisions o& Sections 1 and 2, Chapter 795 of the Act of August 28, 1935
(49 Stat. 956, 957; 5 USC £654), and the ?rovisions of any other law which
require the publication or disclosure of the organization, functions,
names, oificial titles, salaries, or numbers of personnel employed

by the Agency: Provided, That in furtherance of this secticn, the

.

Director of the Bureau of the Budeet shall make no renorts to the
[=] &
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Congress i

¢
o]

connection with the Agency under Section 607, Title VI,

Chapter 212 of the Act of June 30, 1945, as amended (5 USC 59 A7 (o).
Similarily the Agency is authorized by the Central intelligence

-

f.gency Act to expend the funds made available to it for objects of a

confidential, extraordinary, or eémergency nature, such expenditures
to be accounted for solely on the certificate of the Director. The Act
also exempts the Agency from statutory requirements regarding the

exchange of funds, the performance rating of employees, the publi-

“cation of the organization, functions, names, ofiicial titles, salaries,

or numbers of personnel employed by the Agency and from laws and

executive orders; governing appeals from adverse personnel actions.
Congress has charged the Director of Central Intelligence with

\

protecting intelligence sources and methods from unauthorized disclos-

-

ure, has recognized that the term 'intelligence sources and methods'
encompasses an area not entirely covered in other statutes and has

recognized and affirmed the need for such protection by nroviding
o Pt o

statuiory authority foxr that purpose, The void in the statutory structure

Fie

designed to permit protection of intelligence sowrces and methods is
the absence of sanctions which can be invoked to prevent or punish

unauthorized disclosures without disclosing the very sources and

methods sought to be protected,
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THE JUDICIAL VIEW OF INTELLIGENCE
The courts have long recognized that the secret intelligence

activities of the executive branch are by their VEIY nature matters the

disclosure of which would be injurious to the public and vet which are

incispensable to the Government. In the Totten case recovery was
sougiht under a secret contract with President Lincoln for espionage
1

activities behind enemy lires in the Civil Waxr, The opinion of the

10 . - )
Supreme Court stated:-Y "If upon contracts oi such a nature an action
Y &

. against the government could be maintained in the Couxt of Claims,

different

r

waenever an agent should deem himsels entitled to greater o
compensation than that awarded to him, the whole servicsz in any case,
and the manner of its discharge, with the'de’cails of the dealings with
individuals and officers, might be exposed, to the serious detrir:;ent of
the public, A Secret service, with liability to publicity in this way would
be impossible; and, as such services are sometimes indispepsaole to
the Government, iis agents in those services must look fox their

compensation to the contingent fund of the department employing them,

See Totten v, U.S., 92 U, S. 105, 107 (187%6),

10 14, 2t 106-107,

=10 -
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[

and to such allowance from it as those who dispense that fund may
award. The secrecy which such contracts impose precludes any
action for their enforcement, The publicity produced by an action
8 would itself be a breach of a contract of that xind, and thus defeat
a recovery,
e may be stated, as a general principle, that public policy

forbids the maintenance of any suit in a court of justice, the trial of

which would inevitably lead to the disclosure of matters which the law

* itself regards as confidential, and respecting which it will not let the

coniidence be violated. On this principle, suits cannot be maintained

1 ~

which would require a disclosure of the confidences of ¢

“

ne coniessional,

N

or those between husband or wife, or of communications by a client
to his counsel for oroiesgxowl advice, or of a patient to his physician

iy

for a similar purpose., Much greater reason exists for the application

Coverniment, as the existence of a contract of that kind 1

0
e
<
)]
0]
+
.
W)

fact not to be disclosed." (Emphasis supplied,)

r..
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t
)
3
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The Totten case marks the beg inning of the

uri

L

judicizl cognizance of it--that there is a kind of relationship to the
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state which is confidential, beyond judicial inqu iry, and involving a
trust of ca a nature that the courts cannot aid a breach of it, even
'] s £ J 3 PA }.l g

lemn duty of adminis ering justice, A secret agent is
action in the courts

in their
he literally cawvnot maintai

ui;

almost non s
whexre his secret activities are germane to the case. 12

SENSITIVE DATA
laws dealing with unlawiul transmission or

have been

3

JUDICIAL ACCESS TO
13
ense

Present espiona
ted to the national def

Tego
¢ec

inforn
quiring proof of certain questions of fact in regard
ard-

“intezrpre
which evidence is for submission to the jury for consideration
and sufiiciency., For instance, the inforration must in fact
1 Co, v, Bethlehem Stesl Co., 199
s ck documents from ize record
icy to disclose military

irth Sterling Ste

in which the ¢
£ publlc poli

e
H
£

ve U.S., 29 Ct. Cl, 555, 151 U, S, 48
U.S., 118 F. Supp.

12 De Azrnaud
S Cl. 89 (1892); Tucker v.

and 798

C §8793, 794
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be related to the national defense and not generally available, The
k) £

courts have held that a jury cannot find on these facts unless it has

available the in
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respect to dealings in that information, -°
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n U,S, vo Andolschek, "The Government must choose; either it

must leave the transactions in the obscurity from which a trial will

draw them, or it must expose them fully, " 17

This situation has left the Government in the position of having

to reveal in court the very information it is trying to keep secret or,

P
o “ Py

in the alternative, of not prosecuting those who steal information and

pass it, to the injury of the ration. To invoke the law's protection of

4

tne secret, the secret must be told.
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Judicial experience with the privilege which protects military
and state secrets has been limited in this country, British experi-
ence has been more extensive, but stil relatively slight compared with

other evidentiary privilcges. 9 Nevertheless, it is clear at least

1

from the civil precedents that the court itself must determine whether

20

the circumstances are appropriate for the claim of privilege®” and
yet do so without forcing a disclosure of the very thing the privilege

. . e 21
is designed to protect.

The latter requirement is the real difficulty.

* In dealing with it, couris have found it helnful ‘o draw upon judicial
o ? s & v

18 see Totten v. U.S., 93 U.s. 105, 23 L.Ed. 605 (1876);
Firth Sterling Steel Co. v. Bethlehem Steel Co., 199 Fed. 353
(1912}; Pollien v. Ford Instrument Co.; 25 F.Supp. 583 (1939);
Cresmer v. U.S., 9 F.R.D. 203 (1949). See also Rank Line v.
U.S., 68 F.Supp. 587, 163 F.24 133 (1947). 8 Wigmore on Zvidence
{(3d Ed.) sec. 2212{a), p. 161, and sec. 2378(g) (5), pp. 785 ct seq.;
1 Greenleaf on Evidence (16th £d.) secs. 250-251; Saniord, Eviden-
tiary Privileges Against the Produciion of Data Within the Control of
Executive Departments, 3 Vanderbilt Law Review 73-75 {1949). Sece
also Ticon v. Emerson, 134 N.Y.S. 24 716, 206 Misc. 727 {1954).

Most of the English precedents are reviewed in Duncan v.
Zehean V.
L

Cammel, Laird & Co. s

>
.
O
o
oo
4
—~~
[
O
H
[sY]

20 14, at 442,




APPROVED FOR RELEASE
DATE: AUG 2001

T

experience in dealing with an analogous privilege, the privilege
against self-incrimination.

R - 22 ; -
The Supreme Couxzt said in U.S. v. Re eynolds. ""The privilege

ts with a similar sort of

B

problem. Too much judicial inquiry into the claim of privilege would

-

ne thing the privilege wzs meant ‘o protect, while

£

force disclosure of ¢

a complete abandonment of judicizal control would lead to intolerable

R

abuses. Indeed, in the earlier staoes of judicial experience with the

~

roblem, both extremes were advocated, some saying that the bare

assertion by the witness must be taken as cenclusive, and others

5

he witness should be required to reveal the mazatter behin

saying that t y
: his claim of privilege to the judge for verification. Neither extreme
prevailed, and a scund formula of compromise was developed. .,

N

how it is articulated, some like forrmula of

Ko

""Regardless o
compromise must be applied here. Judicial control over the evidence
in a case cannot be abdicated to the caprice of executive officers! Yet
we will not go so far as to say that the court may automatically require
a complete disclosure to the judge before the claim of privilege will be
accepted in any case. It may be possible to satiéfy toe court, from all

-

he circumstances of the case, that there is = reasonable danger that

ot

compulsion of the evidence will expose military matiers which, in the

22,

bt
(]
1

Supra note 14, at 8-
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authority declaring all Justice Department records confidential and
that no disclosure, including disclosure in ressonse to gubpoena,

may be made without his nermission,

e
i

i

"But this Court has noticed, in U.S. wv. Reynolds, the holdings

he Court of Appeals for Second Circuit that, in criminal causes

*.o.the Government can invoke its evidentia ry privileges only at the

R} . 1

ce of letting the defendant go free. The rationale ¢ the caiminal
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to deprive the accused of anything which might be material to his
defense,,,,? "4

Out of this evidentiary difficulty has come a sort of Ygraymail,’

grounded on the immunity from prosecution {and oiten civil suitf as

~wellj enjoyed by the thief who limits his trade to information too

JUDICIAL EVALUATION OF SENSITIVE DATA

o must be emphasize
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difficulty of submission to the jury of intelligence data. There is

>z - -
LD e 3 famial £ e b T4 = =g o
ine quoted material irom the Reynolds case appears at
2 =TT O =
S540 U, S, 12,
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another great proklem, the capability of the jury to evaluate such
data, often meaningful only in the context of other sensi‘ive informa-

tion not otherwise bearing on the case and often of a coraplex and

26 T+ = <

technical nature. It can, of cou

U’)
&
O
[¢]
0
+
5
=
¢/
[aN)
o
by
[}
o
Cse
o
r
[
¢l
n
O
e}
ct
[¢]
B

have to grapple with technical facts in order to gain understanding
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provides for technical advice
and assistance in such instances in the form of expert witnesses,

ng with secret information, zresort to these leoal

e

ut in a case dezal
devices merely increases the amount of sensitive data which must be
shorn ol its usefulness by disclosure, increasin g the Government's
reluctance to prosecute and, within the area described, thwarting

Congressional intent as expressed in legislation,

SOME PROPOSALS FOR PROTECTING INTELLIGENCE

Eari)

INFORMATION FROM UNAUTHORIZED DISCLOSURE

1cential per se and not subject to judicial in nguiry. Congress,

Intelligence with the protection of intelligence sources and methods

&

g in the Kaiser case, supra note 23,
on the ATy =~ of th e o1l ava l1iat L0 N anmta ~F 3 11 —~
A iae cornpetence o tae couxt to evaluate the contents of a2 docu
ol : ) . - PR e P . -~ 1~ 2
ment Zor which there has been a claim of executive privil ge. .
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and has given him certain statutory authority and exemptions to

assist hir in meetin this oblizatio:
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espionage laws and related statutes, otherwise invaluable aid

[&5
0
or
@)

fulfilling that duty, in those instances where the of fense represents
the greatest potential threat to the public welfare,

There are three step‘S which would .co fazr towards solving
the problems which still exist in this area. Two of them would seem

to require new legislation and the third might be accomplished by

7egulation under the Director’s existing authority, Firs

or
Y
(¢]
o
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a criminal statute defining the information to be protect
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viding punishment for €xpostre. Second, this statute would include
injunctive authority because prevention of exposure is of more.con-

cern than punishment for violation and in many cases the injunction

might provide greater deterrence than the penal provisions for
violation, In addition, Provision might be made for forfeitur-e of

requirement by the Director that all employees, agents, consultants
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relationship with the Agency giving them

to assign to the Agency

privity to intelligence data agree in writing
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all rights in a1 ything published by them based on information

received in the course of their official duties. 275uch an agreerment

<,
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gence data could in themselves serve as a b

relief'apart from or as an alternative o the statutory provision

R

or an injunction to prevent the criminal act of exposure,

Hhy

A LEGISLATIVE PRODOSAL

As we have seen there is a serious gap in the laws protect-

e

Hh

ing intelligence information. Ii is obvious that ection o

ot

n the pro
classified information from unauthorized disclosure prosecution
under the Zspionage Act must be limited to those cases where the

evidence on intent is clear and the divulging of the information in

ah cpen court is not detrimental. Enactment of a criminal s-atute

}-4

uggested as 2

&3]

similar to the proposa appearing at Annex A is

remedy.
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| The proposed statute would close “he gap by expanding the
kinds of information protected and making prosecution and restrain-
. ing orders possible where they are now ruled out by the necessity of
‘\'\{ exposing sensitive information or proving intent, It would be a2 step

I Yerown privilege! which is the basis of the British

Fe

nat it would permit conviction on a showing

that a person in a limited category, having official access to informa—

tion designated as "Intelligence Data by the Director of Central

Intelligence had imparted it to someone not entitled to receive it,
The justification for the designation of the information as Intelligence

Data or for the imparting of it could not be put in issue at trial,

Experience has shown that cases of unlaw?ul disclosure of

B

sensitive intelligence data in many instances involve persons who

have cbtained access to it through some relationship with an agency
of the Cov\,ra- ent having the data, Thus, the offenders fall most

s of persons who have been reminded

rmatiion with which

¥
Q
o
[
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O
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3

they deal, the public trust involved in granting them access to such
J . I A S S

. . . . ., 2
information, and the dire conseguences of unlawful disclosure of it, S

Hin violation of his trust' used in

USsSC 793’ (2},

- 21 -




APPROVED FOR RELEASE
DATE: AUG 2001

Lra e P - _— N ) o~ ~ 1 b —
These persons are, then, those who have in one way oxr
another assumed the obligation of not doing the act charged. And

so the prososed statuie is concerned only with those who have, by
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reason of a privileg tend hem by the govexrmment, become

trustees of its vital secrets., It does not address itself to the

guestion of leaks to the press, nor does consideration of the proposal

require encounter with complex and difficult questions of {reedom

£ Qvn oo LERR’ —~ATO S e s el a g = 1] N SN o e
of speech, The proposal would apply to a small group in a narrow

- - N
and now alimost
it is submitted that the mere existence of such a statute for

the protection of Intelligence Data will have a deterrent eiiect re
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September, 1966

izence Data-

1

- '"This chapter shali apply within the admiralty and maritime

B PR

jurisdicticn of the United State

19}
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h seas and elsewhere, as well

as within the United States.'' -
2. Inthe interests of the security of the foreign intelligence

b -

herely authorizaed to promulgate rules and regulations for the protection

Lan b

- 3. The term ""Intelligence Data'

means informaiion and materials

determined by the Director of Central Inteliigence as being acquired,
obtzained by or used in intelligence activities of the United States

concerning foreign countries and foreign hationa.ls, and includes, but
is not limited to: (1) notes, models, instruments, appliances, facts

drawings, piciures, maps, graphical

o
; {2) intelligence sources and methods;

tirnates; (4) procedures, equipment,

tion and production of Intelligence

assified information as described in section 798 of Title 18
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5. Whoever, being or having been an officer or employee

nielligence Agency, or being or having been an officer

oxr employee of any depaxritment oz agency oif the United States or a mermn-
ber of the Armed Forces, assigned or detailed to the Ceniral Intelligence

figency, or being or having been a contractor of the Central Intellic gence

g been an embployee of a contractor of the

Central Intellicence Agency, and in the course of such relationshin
- <@ *

Or rmade KNown in any manner, such Intelligence Data or any part thereof

6., Whenever in the judgment of the Director of Central

ri

L2y - - -7 . o o -~ - T de & L2
constitute, or will constitute, a vioclation of this
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sriate court for an ordexr enjoining such acts oxr Dractices,

e
Lmon mem o~ T A Ly dan 1. S - ot e £ =l s o A
TV S Oreer entoreing compliance with the provisions of this section
1 “s -, - - I o o= 3 2 — . = 2,1y by

Or any regu.ation or order issued thereunder, and upon a showing .ty

che Direcior of Central Intell h person has engzged o= is

avout to engage in any sucl acts or praciices, a permanent ox temporary

3 =3 N o - i~ mAA etk ~A 1 =R e 3
Wuackien, resiraining order, or other oxder may be granted.
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THE USE OF CIVIL AND EQUITABLE REMEDIES
IN PROTECTING GOVERNMENT SECRETS

THE PROBLEM: The problem of protecting official
Government secrets and related material, within our free Demo-
cratic society bedrocked as it is on the Constitution with its atten-
dant Bill of Rights, has long plagued the intelligence community.
Title 18 of the United States Code provides ample legal sanctions
following proven acts of espionage, sabotage and unlawful disclosure
of classified information; howéi/er, with the exception of the injunc-
tive powers granted the Atomic Energy Commission under Title 42,
USC 2280, there is currently no truely effective legal weapon, in
use, whereby CIA or the intelligence community can protect classi-
fied or related information from disclosure from within, even given
evidence to the effect that such a disclosure is contemplated by an
employee or ex-employee, While over the years much discussion,
study and negotiation have been given the matter (especially on the
USIB level), no truely effective legal authority has been uncovered,
nor is preventive legislation likely to be forthcoming, given the
present political climate and the reluctance of Congress to interest
itself in espionage legislation during a period of progress and

~ . prosperity, '

A SOLUTION: It is within this framework then, that the
present study has. been undertaken, a study to determine whether or
not the CIA and perhaps the intelligence community can help close
this gap through other existing means. Use of existing tort law rela-
tive to industrial espionage and trade secrets, combined with the
attendant usage of ancillary prohibitive covenants in open legally
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PRSI AORIINEN <, entoy
™

¥l
oetween E. I. DU PONT DIZ NEMOURS
. .

LRy e
(hereinafier called “1 mploye: ‘”) and - .
: (hereinafier called “Smployee®), : ' '
A
: - WITRISST T ' "
: WHEREAS, in its business, Employer hes developed and uses com*nmc;ally valuable tech- | _
nical and nontechnical informa ation and, to guard the legitimate interests of Employer, ‘it is
" necessary for EmA loyer to protect certain of the information either by patents or by holding it
seeret or confidentialy and
WHERZAS, the aforesaid information is vital to the success of E“ﬁp’xoyer’s business, and
Employee through his activities may become acquainted mqewuu, and may-coniribute there-
to either through i Inventions, discoveries, improvements or othe rwise;
NOW, THIREFORE, in consideration of and as part of the terms of employment of Em ‘

ployc\. by Employer, at a wage or salary and for such lengti

A

ta of time as the employment saal]
continue, it is agreed zs follows:

1. Unless Employes shall first secure Employer’s written consent, Employee saall not

cisclose or use at any time either durin ng or subs eqx.ek to said employment, any secret or con-

: ficdential information of Employer of which Em iployee becomes informed during said employment,
. X

“

‘ wicther or not developed by Employes, except as requlred in Employee’s duties o Employer

2. Emu.o i snall ai scloye prompily to Emnlover or iis nomine
)

ervein to Bmployer or its nominee P W nenova requested to do so by E“aploye‘
shall execuie an ny and all applications ass'gnm nis or other inssrur

her
deem necessary 16 apply for and Obt’lln Letters Patent of the Unite

é States ox any foreign couniry
v 0 protect otherwise Employer’s intercste therein. These obligat t

the fermination of empl oyraent w;Jh respect to inventions, discov i &s and improvements con-
ceived or made by Employee duri ing the perind of employment, and shall be binding upon Em-
pioyee’s assigns, executors, administrators and cther lezal ¢

2. Uow. fermination of said emaployiment, Emnloyee shall promptly deliver o Employer .
all drawmgs Siueprints, manuals, letters, 1otes, notedooks, reporis, and all other mater fials
I

T a secret or confidential naturs relating to, Bm
5o

mployer’s business and v"mch are in the posses-
or under the conivol of Employee. '

EN WITNZSS WEHEREO?, the parties have signed this agreement in duplicate as of the date
wiitien above.

- E.L DUPO\’I‘ DE NEMOURS AND COMPANY

\S.ux\u 7

"EMPLOYER
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AEC EXPERIENCE WITH THE USE CF RESTRICTED
DATA IN CRIMINAL PROCEEDINGS

{ Restricted Data is a scparate security catégory relating to
3 " information conceining, among other things, the design, manufac-
- " ture and utilization of atomic weapons and the production of special
| L “ nuclear material. The category was created by Section 10 (b) (1)
: ' of the Atomic Energy Act of 1946, and is defined in Scction 11 w. of

'i:he-:At;‘_)mic Energy Act of 1954, 42 U,S,C, A, Sec., 2014 (w), as:
".s.all data concerning (1) design, manufacture

or utilization of atomic weapons, (2) the pro-
duction of special nuclear material, or (3) the
use of special nuclear material in the production
of energy, but shall not include data declassified
or removed from the Restricted Data category
pursuant to Section 142,"

Unlawful disclosure or receipt of Restricted Data is subject to severe
criminal penalties, Sections 221 et seq., 42 U.S.C, Sec. 2271 et seq.

. The principal AEC experience with the use of Restricted Data
is criminal proceedings occurred in the atomic bomb espionage cases,
United States v, Julius Rosenberg, et al, 195 ¥,2d 583 (CA,2) tried in
S.D. N. Y, in 1951. Inthese cases which involved Julius and Ethel

- Rosenberg, Harry Gold, Morton Sobell, and David Greenglass, the
AEC was shown the proposed original indictment. Then the proposed
original indictment was made more specific and was again shown to
AEGC so that it could propose deletion of any statements of security
interest. '

In the trial itself the problem of the use of Restricted Data
arose in connection with certain Government exhibits involving the
description and operation of the Naga saki-type bomb and the testimony
of David Greenglass regarding one exhibit. These exhibits constituted
Restricted Data within the meaning of Section 10 b (1) 1 of the Atomic
Energy Act of 1946, -
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. The use of this evidence was essential to the successiul
prosecution of the Government's case. Before the Rosenberg
trial, the Department of Justice requested that the Commission
consider declassifying this Restricted Data contained in Greenglass'
confession so that the confession could be used in the trial. The
‘Commission agreed to this request with the following reservations:

Although the AEC has agreed to the public disclosure
at the trial of certain information which we understand

* is needed in the successful 1 prosecution of the case,.we
have not officially declassified this data. Its actual
use at the trial would opérate as a declassification but
we are anxious that no inference be drawn that anything
‘has been released cther than the specific information
actually used at the trial,

It is also requested that drawings, sketches, or docu-
ments introduced as evidence at the trial not be made
available to the public inscfar as possible. We suggest
that these drawings, et¢., not be blown up so as to
make them subject to being reproduced by the public

in attendance at the trial.

Several exhibits were declassified and were admitted into
evidence along with Greenglass' testimony in regard to one of them.,
After hearing both counsel in regard to this exhibit and the related
testimony, Judge Kaufman ordered, in the interest of nztional
defense, that the court room should be cleared, and the exhibit and
testimony concerning it be impounded, Greenglass' testimony was
given in the presence of the court, counsel, defendants, jury and
newsmen only. The exhibit was made available only to the court,
counsel, defendants and jury. This introduction into evidence of the
exhibit and the testimony thereon operated as a declassification of
the document, although similar information in other documents is
~still classified. The exhibit and the testimony thereon were im-
pounded by Judge Kaufman, not because they were classified, but
because be felt that their release would not be in the best interests
of National Security.
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In United States v. Union Carhide and Carbon, criminal
action number 11, 678 in U, S.D. C, of Colorado, a criminal
L antitrust proceeding, the problem of the use of Restricted Data
was encountered. In this instance its use was in aid of the
defendants, accused of conspiring to monopolize the vanadium
market in the Colorado plateau area and to fix vanadium prices
 between 1933 and 1946. The defense was to be that some, if not
~all, of the actions complained of were taken as a result of the
atomic bomb project urging the defendants to carry on the work
for it in World War II.

In this case, an indictment handed down in 1946 was changed
to a criminal information in 1948, and the case was tried in 1957.
The defendants from the outset contended that security would prevent
their making a defense to the indictment. The Commission advised
that, in their opinion, no serious Asécurity problems were involved but
stated that it was prepared to cooperate with the parties with respect
to procedures for security review of evidence and would consider
applications for security clearance of all counsel to permit access to
; classified information in possession of the Government which might
be required in preparing and conducting a defense of the case.
Arrangements were subsequently made for the security clearance of
counsel on both sides, secretarial employees, the District Court
personnel and for the establishment of facilities for the storage of
classified documents. At the request of the Department of Justice
and the defendants, a large number of classified documents were
reviewed and declassified by AEC, All material up to, but not
subsequent to, the criminal information was made available.
Declassification was continued up to the time of trial.

General Leslie Groves, Chief of the World War II atomic
bomb project was the first witness called by defense. After pre- |
liminary questions, the defense demanded release of the classifica- |
tion in order to prove its case. After a conference with counsel,
the judge ruled the evidence to be inadmissible on the grounds of
relevancy. AEC furnished a classification officer throughout the
trial.

June, 1961
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STATUTES UTILIZED IN PROTECTING.STATE SECRXETS. |

18 USC 793

18 USC 793 provides that any unauthorized person, who, .
for ‘the. purpose of obtammg, information respecting the national
defense with intent or reason to believe that such information is

to be used to the injury of the United States or to the advantage of
a foreign nation,

(a) Copies cr attempts to copy

(b) Receives or atternpts to receive

{c) Transmits or attempts to transmit

such information shall be fined not more than $10, OOO or imprisoned

- for more than ten years or both. Additionally, 18 USC 793 provides
that any person having lawful pos session of such information, and who
through gross negligence permits the same to be removed, or havrld
knowledge of such an unauthorized removal fails to report the same,
shall be fined and/or imprisoned as set forth above.

Cases: SRS i
Gorin v. U. S., Cal. 1941, 61 S.Ct. 429, 312 U.S. 19, 85

L.Ed. 488, rehearing denied 61 S, Ct. 617, 312 U.S. 713, 85 L. EQ.
1144, '

U.S. v. Coplon, D.C,N.Y, 1950, 88 F.Supp. 921.

U.S. v. Abel, C,A/N.Y, 1958, 258 F.2d 485, affirmed
80 S.Ct. 683, 362 U.S. 217, 4 1. Ed.2d 668, rehearing denied
80 S.Ct. 1056, 362 U.S. 984, 4 L.rd.24 1019.

U.S. v. Soblen, C.A,N.Y. 1962, 301 F.2d 236, certiorari
denied 82 S, Ct, 1585, 370 U.S. 944, 8 1., £4.2d 810.
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18 USC 794

- 18 USC 794 provides that whoever, with intent or reason to
believe that it is to be used to the injury of the Unitcd States or to
the advantage of a foreign government, transmits or attempts to trans-
mit, to any such foreign government or a representative thereof, any
document or related material pertaining to the national defense shall
be punished by death or by imprisonment for a term of years or for

- life, 18 USC 794 also provides that whoever, in time of war, with
the intent that the same be communicated o the enemy, attempts to
elicit information regarding United States military matters shall be
punished as set forth above, or whoever conspires to violate this
section and one or more such persons do any act to effect the object
of the conspiracy, they shall be punished as provided above.

Cases: :
U.S. v. Rosenberg, C,A.N.Y. 1952, 195 F.2d 583, certiorari
n denied 73 S.Ct. 20, 21, 344 U.S. 838, 97 L. Ed. 652, 687 rehearing
denied 73 S. Ct. 134, 180, 344 U.S. 889, 97 L. Ed. 652, 687, rehearing
denied 74 S.Ct. 860, 347 U.S. 1021, 98 L.Ed. 1142, motion denied
78 S.Ct. 91, 355 U.S. 860, 2 IL.Ed. 24 67. ' :

U.S. v. Sobell, C,A,N.,Y, 1963, 314 F.2d 314, certiorari
denied 83 S.Ct. 1906, 374 U.S. 857, 10 L. Ed. 2d 1077.

U.S. v. Coplon, C.A.N., Y. 1950, 185 F.2d 629, 28 A.L.R.
2d 1041, certiorari denied 72 S. Ct, 362, 342 U.S. 920, 96 L.Ed. 638.

18 USC 798

18 USC 798 provides that whoever knowingly and willfully .
communicates or otherwise makes available to an unauthorized
person, or publisher, or uses in any manner prejudicial to the
safety or interest of the United States or for the benefit of any
foreign government any classified information relating to cryptog-
raphy or communications intelligence shall be fined not more than
$10, 000 or imprisoned not more than ten years or both,

Case: :
- United States v. Joseph Sidney Petersen, Jr., Criminal No.
3049, E.D.Va., Jan 4, 1955, '
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18 USC 2071

18 USC 2071 provides that whoever willfully and unlawfully
conceals, removes, mutilates or destroys or attempts to do so, or
who with such intent takes or carries away any document or other
thing filed or deposited with any clerk or officer of any court of the
United States or in any public office shall be fined not more than’
$2,000 or imprisonad not more than three years or both. Or, who-
‘eveér having custody of such document ox thing willfully and unlew-
fully conceals, rernoves, destroys or falsifies such decument or thing.
shall be punished as set forth above. ’

Case:

U.S. v. Coplon, 88 F.Supp. 912 Coplon v. U.S., 1951,
191 F.2d 749, 89 U.S. App.D.C. 103, certiorari denied 72 S. Ct.
363, 342 U.S. 926. 96 L.Ed. 690.

/

42 USC 2280

42 USC 2280 provides that whenever in the judgment of the
Atomic Energy Commission any person has engaged or is about to
engage in any acts or practices which constitute or will constitute a
violation of any provision of the Atomic Energy Act of 1954, as amended
or any regulation or order issued thereunder, the Attorney General
on behalf of the United States may make application to the appropriate
court for an order enjoining such acts or practices, or for an order
enforcing compliance with such provision, and upon a showing by the
Commission that such person has engaged or is about to engage in any
such acts or practices, a permanent or temporary injunction, re-
straining order, or other order may be granted.

H

3

50 USC 783 (b)

50 USC 783 (b) provides that it shall be unlawful for any
officer or employee of the United States or of any department or
agency thereof, or of any corporation the stock of which is owned
in whole or in major part by the United States or any department

-3 -
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or agency thereof, to communicate in any manner or by any. means,
to any other person whom such officer or employee knows or has
reason to believe to be an agent or representative of any foreign
government or an officer or member of any Communist organization, |
any information of a kind which shall have been classified by the
President (or by the head of any such department, agency or corpora-
_-tion with the approval of the President) as affecting the security of
the United States, knowing or having reason to know that such informa-
tion has been so classified, unless such officer or employee shall have
been specifically authorized by the President, or by the head of the
department, agency or corporation by which this officer or employee is
employed, to make such disclosure of such information. 50 USC 783(d)
provides a penalty of a $10, 000 fine or ten years in prison or both for
a violation of 50 USC 783(b).

Case;

Scarbeck v. U.S., C.A.D.C. 1962, 317 F.2d 546, certiorari
denied 83 S.Ct. 1897, 374 U.S. 856, 10 L.Ed. 24 1077.

"5 USC 8311 - 8322

5 USC 8311-8322, the Hiss Act, was originally passed in 1954
and was subsequently amended in 1961. Section 8311 sets forth the
definitions to be used, section 8312 provides for the barring of pay-
ments or annuities following conviction under certain criminal statutes
(including but not limited to the espionage laws), and sections 8314
and 8315 provide for the loss of annuities or retirement for refusal to -
testify or produce records and for false statements or the concealment
of facts in employment applications. The rest of the sections, running
through 8322, merely provide for the implementation of the Act. The
Act has never been found to be unconstitutional.

With regard to section 8315 (formerly 5 USC 2283), making
false statements or concealment of facts in employment applications,
the United States Court of Claims on 22 January 1965 in the case of
Garrott v. United States, 340 Fed. 2d 615, sustained a summary
judgment by a former post office employee to recover annuities. The
Court held that the former employee, who had been discharged on
account of reasonable ground for belief of disloyalty, was entitled to a

-4 -
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trial-type hearing in proceedings to terminate his annuity rights
on the ground that he had made false statements and had concealed
material facts relating to his affiliation with the Communist Party.,
The Court further held that a federal agency cannot, without per-
mitting cross-examination and confrontation of adverse witnesses,
take detrimental action against a person's substantial interest on
loyalty or security grounds, unless, at least, the Congress or the

" President has expressly authorized lesser procedure.

“In effect then, the Court has held that where there is a
substantial (monetary) interest, the Government employee cannot
be denied his annuity or retirement without being first granted a
trial-type hearing.
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THE TOTTEN DOCTRINE: FOUR CASES ENUNCIATING THE RULE
THAT PUBLIC POLICY FORBIDS LITIGATION OF MATTERS
ALLEGEDLY ARISING OUT OF "SECRET SERVICES" FOR THE
GOVERNMENT,

In 1876 the United States Supreme Courk enunciated the doctrine

that the very existence of a contract for secret services (spying) was

secret and that public policy precluded any action for the enforcement

of such a contract, Totten v. U. S. (1876) 92 U.S, 105 23 L., Ed. 605
23 L, Ed. 605 11 Ct. of Cls, 182, Justice Field stated in cogent part:

The service stipulated by the comtract was a secret
service; the information sought was to be obtained clande stinely,
and was to be communicated privately; the employment and the
service were to be equally concealed. Both employer and agent
must have understood that the lips of the other were to be for-
ever sealed respecting the relation of either to the matter. This
condition of the engagement was implied from the nature of the

- employment, and is implied in all secret employments of the

Government in time of war, or upon matters affecting our foreign
relations, where a disclosure of the serwvice might compromise or
embarrass our Government in its public duties, or endanger the
person or injure the character of the agent. If upon contracts of
such a nature an action aga{ﬁstx. the Govexrnment  uld be maintained
in the Court of Claims, whenever an agent should deem himself
entitled to greater or different compensation than that awarded to
him, the whole service in any case, and the manner of its
discharge, with the details of dealings with individuals and .
officers, might be exposed, to the serious detriment of the

public. A secret service, with liability to publicity in this way,
would be impossible; and, as such services are sometimes
indispensable to the Government, its agents in those services

must look for their compensation to the contingent fund of the
department employing them, and to such allowance from it as

those who dispense that fund may award. The secrecy which such
contracts impose precludes any action for their enforcement. The
publicity produced by an action would itself be a breach of a contract
of that kind, and thus defeat a rECovVerya
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From 1876 to 1954, thrce cases sirniiar to the Totten case
were dismissed by the Court of Claims in reliance wholly or in part

on the Totten doctrine. These are: Allen v. U, S, (1892) 27 Ct. C1, 89;

"DeArnaud v, U.S. (1894) 151 U. S, 483, 38 L.Ed. 244 14, S. Ct. 374,

affirlnixlg 26 Ct, Cl. 370 (1891); and Tucker v. U, S. (1954) 127 Ct, Cl.

475, 118 F. Supp. 371.

In dismissing the claim of Allen, the Court of Claims held

that it had no jurisdiction to readjudicate a claim that had been rejected
by the War Department and was also barred by the Sta£ute of Limita-
tions; however, another reason given for dis‘n'lis sé.l wa;that, under
Totten, the claim being for services as a spy was such that investi-
gation of it was against 'public-policy., While the Court of Claims dis-
missed DeArnaud's case because it came within the ruling of Totten,
the Supréme Court (which affirme;l kth‘e dismissal) limited its opinion

to the narrow poin.ts that payment and the Statute of Limitations both
barred the claim. The services of both- Allen and DeArnaud had been
performed under contract with General Fremont; in the most recent

case, that of Tucker v. U.S., the secret services, as in the Totten

~ case, allegedly were performed under contract with the President of
the United States, Tucker's claim was dismissed solely on reliance

upon Totten.
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In the following cases, none of which involves "secret

service," the Totten doctrine has been cited with approval for the

testimonial privilege of the government, or an agency thereof, to
~prevent the disclosure of confidential communications which, on
grounds of public policy, it is entitled to resist:

Foltz v. Moore McCormack Lines, Inc. (1951) 189 F.2d 531
Greene v. McElroy (1958) 254 F 2d 944

Halpern v. U, S, (1958) 258 F 2d 36

Jencks v. U.S. (1957) 353 U.S. 657, 1 L. Ed. 2d 1103, 77 S.
Ct. 1007 1

Krumin v. Brucknes, (1930), 255 Ill. App. 503

N.L.R.B. v. Capitol Fish Co, (1961) 294 F 2d 868 (U.S. C.A,
5th Cir)

Pollen v. Foxd Instrument Co. (1939) 26 F., Supp: 583

Pollen & Isherwood v, U.S, (1937) 85 Ct. Cl. 673.

U.S. v. Reynolds (1953) 345 US1, 73 S, Ct., 528, 97 L.Ed. 727
Simonsen v. Barth et al (1922) 208 P, 938, 64 Mt. 106 _
Sperandeo v. Milk Drivers & Dairy Employees Local Union

No. 537 (1964) USCA 10, rehearing denied (1965)

Ticon Corporation v. Emerson Radio & Phonograph Corporation
(1954) 206 N. Y., Misc., 727, 134 N. Y.S. 24 716

Timken Roller Bearing Co. v. U.S. (1964) 38 FRD 57 USDCND N

© Ohio E.D, '

U.S. v. Certain Parcels of Land et al, USDC SD Cal. Cen Div,
(1953) 15 FRD 224

See él s.o:

32 ALR2 393n Privileged Communications

8 Wigmore Evidence, 3rd ed. 1940, s2378a. State and Cfficial
Secrets at p, 794

Governmental privilege against disclosure of official information
in Federal cases 95 L, Ed. 418 et seq.

"Constitutional Law: The People's Right to Know' by Thomas C.
Hennings, Jr. (US Senator from Missouri) ABA Journal Vol, 45
(Jul 1959) p. 670 ‘ '




