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EXTENSION

RECEIVED FORWARDED

SECOM 79 1. Thought you might be interested
Attn: ) JUL B in the attached DOE proposal on
3D=39, TS 1, safeguarding restricted data.

610 "8 Bpfoye s FORETeleasE 20060NF1 DENTRARDPEM0 1 H8NAR04000§006 UNCLASSIFIED




omcé of the Secmlmy

{10 CFR Part 795)

'szeguardi'ng of Reslrlcted Data

AGENGY: anmmonl of Fx oTgY (UDF]
ACTiON: Progosed Rule. -

'SUMMARY: The Department of Energy |
proposes a revision of 10 CFR Part 795

which concerns the requirements for the -
safeguarding and transmission of Secret”

and Confidential Restricted Data. Part ~ |
705 is applicable to all persons who
receive or generate Restricled Data .

under an Access Permit issued pursuant '

to the regulations in Part 725 “Permits
for access tc Resmcmd Data” of 10 CFR,
Chapter L :

Continual upgradmg of sccumy .
procedures by DOE, both for DOE held--
Restricted Data and that data held by
DOE contractors, has left a coasiderable
sap between these procedures and Part
-w5, In addition; areas such as aulomatic
duta processing systems are not within
e scope of the present Part 795. In an
cffort tou pJﬂte and upgrade Part 795,
this revision is proposed. -~ - - -

The changes vury in complexity and
relate in general to the following - .
satters: new definitions; submission of
arecedares by sccess permit holders;
cruted hon of Restricted Data in storage;
sstabiishment of security areas; -,
jualifization of protective pecsonnel;

ertification of DOD and NASA
sersonnel; prcpardhon and transmission
ified documents; shipment of

el
: ~w,:~d material: security of automatic

wla processing systems; Lnd Te '\urts on

-ululé’n travel.
»41ES: Comments must be rm.em.d on

o befure July 11, 39790 L L0 il

\DDRESSES: (‘ummenl‘; should bc sent -
o Geurge Weisz, Director, Office of
efeguards und Security, Department of
nergy. 20 Massachuselts Avenue, NW,
Vashington, D.C. 20545, {301) 353-5108. -

DR FURTHER INFORMATION CONTACTI W,
© Gitbiert, Jr, Chief, Programs and -
Liicy Dranch. Office of Safeguards and
-urity 11.S. Department of Fnergy,
Cvashdngten, D CL 20545, 301/’53 5590,

VEMENTARY INFORMATION: .
f"-' ante h.mgx s 10 10 CFR Part 795
hich w Ould be effected by the -
roposed revision are as follows:
“ERDA" und the tittes of former
~DA officiels would Le changed to
JOE™ and tho titles of comparable
G offinidls ll:ruushmzt the Purt.

2. Delinitions of the fullowing terms
 would be added for cl: mt} of Ihc
m( ceed m&, toxt.

§ 795.3(c) Ax :lonu,hc data proccssmg
“system T .

{d} Authorm*d dcm

(e}Data = .~ . .

(j) General Counsel

(k) Guard - . °

{1} Infermation *

{n) Material : .

(o) Matter ' 5. -

{s) Protective Personnel -

{x) Security container.

{y} Security inspector -

3. The requirements of§ 795. 71(3) and
795.21{b]) for protection of Restricted
Data in storage would be upgraded for -
comparability with DOE standards -~ =

. established under the authority of the .

Atomic Energy Act of 1354, as amended.

4. New § 795.21{f} and 793.21(g} would
provide additional procedural guidance
for the selection and administretive -

v

‘control of lock combinatione.= .«

5. New § 795.21(h), 795.21(i), snd
795.21(j} would provide additional” .-
procedural guidam.e for the sun eillance
and protection of umxt'em ed c'xnl’y
repositories.

6. New. § 795.25{c) d'ld 745 "5[0] w ou]d
provide qualification’ s standards for - -
security inspectors employed for the -
protection of Restricted Data. ~

7. Section 795.31 wouid be revised to
prmid amplified guidance for the

control of access to Restricted Dala by ‘

employees of the DOD or WASA, -

8. Qedxons 755.32(c), 795.32{d), and
795.32(e) would be revised to provide
amplified guidance for the classification
marking of Restricted Data ducuments,
including drafts and letters or*
_transmittal. . .- B

8. Seclion 793.33(d) would be revised
to delete methods oftmmgorlalmn no
longer dvmlable. to add additional
authorized alternate methods of *~ = |
transportation, and to provide- T
additional gundﬂnce for the '\ru!ccl on of
Restiicted Data in transit,

10. New § 795.38 would add lhe
re quanmr‘nt that ADP systems used for
processing of Restricted Data musl be.

_approved by DOE.

11. New § 795.43(c) would requxre
reports tc DOE of travel to Soviet-blog
countries by Access Pl,rm"‘ ¥}

L‘ll\p]ﬂ) ees who have had eciess to C- 24
category of information.

Interested persons are m\md to.”
submit written comnmenlts with respect
to the proposed r{‘gu‘uhor s tolle
address provided above. Comments
should be identified on the outside of
the envelope and on the ducumvn!s

©_submitted to DOE with the ¢ lesignalion

“Saleguurding of Rustricted Data.”

regu.duom present no substantic

1 795.4
“ 7955

$795.25

‘Fifh -en (lﬁ) (.4;: pics sheuld be received by

DOE by the dmd'mv' spe :cifted, in urde

o'ensure consideration. .

In accordance with section sm(c)m r;f
" the Departmcn' of Energy Organization
‘Act, DOE his deteninined that these
Y issue
. of fact or law, and are untilhely o have
" substantia! impact on the economy or
large numbers of individuals or
_businesses? Accordingly, no pu)hc
hermng is required. R
" - Since this document i is un‘xkr‘y to
have any significant ¢
'cnvironment. DGE has dch.rx.; aed that

" the provisions of section 7{2)(2) of the
Federal Energy Administration Act, as

"amended, requiring that proposals
having such effect Le submiiled to the

Environmental Prolection Agency for ¢ .

review and comment, does not apply.
DOE has determined that this
document does rot contain a maior
proposal requiring preparation of an
inflation impact statement under

" Executive Order 11821 and OMB

'Clrcular A-107. ,
[A|utmc F.nergy Act of 1954, ns'amended,
Section 1510, 68 Stat. 948, 32 U.S.C. 2201;
Energy Reorganization Aclof 1874, Saction
104, 88 Stat. 1237, 42 U.S.C. 5514 and Seclion
165, 88 Stat. 1238, 42 H.S.C. 5115; Depadiment
of Energy Orgnization Act, Scction 341, 91
'mdl 577,42 US.C. 7140 and Sutum 641, 91
tal. 593, 42 US.C. 7231) N
Udh d at Washiugton, 1L.C. this 14, of May
1979, ’
Duane C. Sewell, . .
Asws.’anl Secretary for Defense Programs.

In accord ance with the forepoing, it is
proposed that Part 795 of 10 CFR
Chapter I, be revised as set forth
bdow. .

PART 795— SA!—LGUARDING OF

~ RESTRICTED DATA

General Pro'.xsmns

Sec. . -

795.1 Purpose.

74952 Scope.

745.3 Definitions.
Communicztions.

Submission ol'proccdurcs Ly A(_yuss
Permit holder. - ) -
7958 Specific waivers. '
795.7 Interpretation
Physical Security -
79521 Protection of Re sln(_ ed ’7

slurage.
795.22  Protection while in use.
70523 Establishaent of security areas.
795.24  Special kinds of classified material
Protective persannel.

‘ain

Control of Inforina lion

748531 Access to Restrivted Data,
79532 Clascification and prepara jeaof
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.. P o
. 79531 Exiern u transmdission of documants

785.34 mﬂd. Y%d, ;,,‘%L@QSM% 320

. Restricted {Lna
785.35  Authurity to uprcduce
78535 Changes tirclassification,
795.37 Destruction of & w.,um-,n!a ot meterial
- 7 coataining Festricted Data. ~
79538 Security of autc.m atic data processing
- eystems. .
795.39  Suspension or revocation of aucess .
suthorization.
785.40  Expiration, suspension or revocation
of Acvess Permit.
795.41  Tennination of m\pm) ment or
change of duties. .
795.42  Continued upphmbxhty of lhe
regulations in this part. :
78543 Reports.
795 41 hspection.
5.45 Violations,

Aullmnt} The provisions of Pdrt 795 are
fssued under the Atoic Energy Ant of 1954,
as amended, section 1610, 68 Stal. 648, 42
U.S.C. 2201 Encigy Reorganization Act of
1974, section 104, 88 Stat. 1237, 42 U.S.C. 5414
and sectiun 185, 88 Stat. 1233, 42 U.S.C. 5315;
Bepartment of Energy Organization Act,
section 301, 91 Stat. 577, 42 U.S.C. 7130 and
section 541, 91 Stat. 593, 42 U.S.C. 7231]).

and ma

Gem::al Provisiors

§795 1 Purpose. :

*. The regulations in this part beﬂbl sh
requren‘ents foc the sahgmrmnﬂ of
Secret and Confidential l\wtm,t »J] Data
received or developed under an Access
Permit. This part does not apply to other
categonc: ofclasmﬁcd mfommt.on

.
§7952 Scope - R
“The rhéul.mons in this puzt npnly lo
‘persons who receive access o
Restrictzd Data or develop Restricled
Data under an Access Permit issued in
accordance with the regulati fons in Pdrt
725 of this chapter. i
§795.3 Definitions. . ’
{a) “Access authnnnlwn meaas an ’
administrative deterniination by DOE
that an employee of DOE, a DOE
contracter or subcontractor, an
employes
sub(.ontn.ctor of another Federal
agency. an Access Permittee, or an
employce of an Access Peritteb is
eligible for access to Restricted Data.
-{b) "Act” means the Atomic Energy
Act of 1954 (63 Stat. 919), mdudmg any
amendments thereto. : .
(c) "Automatic data proceas'pg L.
means data procéssing largely
_ performed by an sutomatic system of
electronic or electrical machines - . ¢
including input, prucossn*g. and output
Opt”L"lOIH , Lo SR
- (d) “Authuoriz vd l)('rxvamc Cld;sxﬁrr .
means an individual who has beea
designated and authorized by comnpetent
Department of Energy {DOE) authorily

- N

0!9/42114 = GJAUR

> of a contractor or : :1‘

to cumszf" »-»Fm"m!ion w ar,\ prujects,
Secretoc Coniilentia E lestricts

- (e} "Data” means all infaraation end
material containing Restricled Data,

Including any such facts or concepts set

Jorth by an /‘Dg system.

{f) "Document” mearng any picce of
recorded information regardless of its
physical form or characteristics.,

{z) "DOD” means the Df'purtmcnt of
Defonse or its duly authorized
n‘prcsu'ﬂuhvu .

- {h) "DOE” weans the Departm« nt of
Enerﬁy or its duly atthorized
represmluhves

(i) "DOE approved” means ap;:rr_wed
b) the responsible BOE safeguards and
security office

() “General Counsel” is the Dnnmpdl
Atturney of the Departinent of Encryy,

} "Guard” means an individual, not -

necessarily uniformed, who is employed
for, and charged with, the protection of
classified matter or Government
property. Guards shall be armed with
pon-lethal weapons such as billy-club,
tum-Gun”,
{§] “Informetion” ", when autcmatiz
data processingis m\'olved. means a
representation of facts or concepts
producted by an ADP system,

N

o (m) "L{X) access authorization™

means a determination by DOE that an”
individual iz cligible for access to
Confidential Rcmncted Data um.u an_
ACv ess permit. T

* {n) “Material” means chemical
subs ances, fabricated items,_
asscmbhw machinery, or equipment.

" (o) "Mdt?e:"' means f’ocuments or
mmerldl ’ ’

{p) "NASA" means the Nahuna!
Aegronautics and Space Administration
orits duly authorized representatives.

“{q)’ Pc mittee™

roguhtions in part 725 of this chapter.

{r) “Person” means (1) any mdnxdual

corpora.zon partnership, firm, -
association, trust, estate, public or

‘private institution, group, Goverament
agency other than DOE, any State or

. any political suhdivision of, or any
political entity within a State, or other
enmy, and (2) any legal successor,

represenhhve It pre<en'at1ve. agentor

egency of the foregoing. :
(s) "Protective parsunnel” means
_guards or securi’y inspectors.

(t) "Q(X) access authorization” means
"a determination by DOE thatan = -: .-
individual is eligible for access to Secret
- &nd Confidential Peotnc’nd Udt:: under

an Access Permit. . .
{u) “Restricted Data™ means a“ da!a
concerning (1} design, manufactere or

_ utilization of atomic weapons; (2) the

A
i

or aoroml ieritants. -

. neans the holder of an
Access Permit issued pursuant lo the -

“production of special nuc!r'ar materia

0004@@&60@63&60[ spacial nuclear mate

osnef

in the p’oJ\,ck ens rgy but shall
“include deta declassified or removed
from the Restricted Data calegory
pursuant to secticn 142 of the Act.

o {v) "Security area” means a physic
defined space coatzining classified
matter and subicet ty physical
protection and persanel acecess conter
- {w) "Security elearanes” means an
-administrative detesmination by DOF
‘thatap e"w!o ree of uaother Federal
. gove rwnt (as oppusad to state and
lncal) agency is eligible for access to
Restricted Data.

{x} "S=curi
lhe fo.!ov.x" 3 repositorias:

a4 s‘»u"z!y/,u” ¢ cohinel—a met
security container of a type ar;pm.vd
the Ceneral Services Administration
the sterupe of classified matter and
marked "Ceneral Survices

« Administration Apgroved Security

Contlainer”, This container incets the

- Class 1 standards of Federal

Specification AA-F-357, the Class 5
standards of Federal Spocification A/
F-338, or the Class 5 standurds of .

_ Federal Specification AA-F-363.

{2) A safe—a metal security contair
ofa type aporowd by the General
Services Adininisication for the storay

. of classified matter and-marked

- “Genural Services Administration
Approvea Security Container”. this
container meets the standarcds of
" Federal Specification AA g—]olﬁr’\

{3) 4 veult—a pz*n tration-resistant
windowless nnuomre which: (i} has
-wails, floor, and ce uz.‘g substantially

. constructed of matedals which alford
forced penetration resistance at least
equivalent to that of 8 inch thick
reinforced concrete; (i} has any
openings greater than 96 square Inched

- “inarea and over 6 inches in the small
dimension prot cted by imbedded sted
ars at least %5 inches in diameter on §

- inch centers both Honmuhlly and

vertically; [mlha, built-in T

combiration locked stee! door which is

existing structures is at least 1 thick
exclusive of bolt work and locking

devices and which for new strictures 4

least meets the class 5 standards of

‘Pcderal Specification AA-D-600B.

. (8) A secuiity room-—one hJ.mb

“combination-locked dour(s] and

p'oteclnd by a DOE-approved intr usior

-alarm system actuated by any

“penetration of walls, floor, ceiling or

‘ opemngs or by mation witkia the roon
{y) "Security inspecior” means a
uniformed individual whe is wuthorized

- |under appropriate stats or local
authority to carry firearms and wha is
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vn‘.p]o)‘ud Tor, and charged withy
protection of classified matter.
{2} “Uzited States” when used in
grographical sensa, includesall - -
~Territories and Pessessions of the . *7
United States, the Cu a! Zoneand

Pueerto Rico. R NS

§7354 Communlcations. | - v .
Communications concemning rule . .
making, fe,, petition to change Part 795,
should be uddressed to the Assistant
Secretary for Defense Programs, U.S.
Department of Energy, Washington, D.C.
20545, All'other communications !
cancerning the regulations in this part
should be addressed to the anarlmmt
Pl of Eneryy at the USDOE Operations ~+ ©
Y. Office [X‘ctcd in Appendix “B" of 10 CFR
Purt 725) administering access pe.rmﬂs

for the geogr: zph\cal area. . Cl e

$ 795. S Sutmission of proc:dures by
Access Permit hofder, - &

N A Fermitlee is g'dmed access to
Restricted Data only after: |
(a) submission to the Depart'nent of
Erergy field office administering the
permit of a copy of his procedures for -
the safeguearding of Restricted Data and
for the sufeguards and security :

education of his employees, and -

{b) Determination by the Mnnabcr uf
the Field Office or his designee and
advice in writing to the Nermiltee that
the procedures for the ahgumt ing of |
Restricted Data comply withthe . -
reguletions in this part and the - -
procedures for the safeguards and -
security education of employees assure
that all employees who will have-access
to Restricted Data will be informed”
m»out 2nd understand the reguhmons in

ns parl,

- 7 BN

§795.86 Spe&.i.ic wélver;.

DOE e ¥, upon application cf any
interpsted party, grant such waivers
from the requirements of this part as it
detennines are authorized by law and
will not constitute and undue risk to the.
common defense and chunty

§795.7 ‘
Except as specifically ‘m!hunud by
DOE in wiiting, no interpretation of the

meaning of the rvgulations in this part
by any officer or einployee of DOE other
than a wrilten interpretation by the

-

Interpretation.

unattended or ot inuse, by one of.

folumnu methads:

“commercial-type steel filing cabinet™:-

" securily room. T

- . ‘General Counsel will be recognizedto - -

be binding tpoa DOE, S
Physical Svcurity ’
§795.21 Prolectlon of roatlu,!vd ¢ata ln
storage.

{a) Persens shall store Sccre(
Restricted Data docunients or material o
received endeg an Access Permil. whi!e

Approved For Release 2005/1 2/14: CIA RDP96M01138R000400060068 6

{1} Whm no! lomtr-d mthm a wuxnty

arear .. .

{)Ina socurﬂy container under mlher

~ DOE-approved alarm protection or -

protective personnel {scourityinspector
_or guard] patro!s no less frequent then™
once each 8-hour shift dunn@, noa- -
working houwrs, or - .

{ii} In a dual-hey bank safe dcposxl
box, provided that the lock and l\eys to’
the box are changed immediately prior -
1o such use and the customer’s keys are
furnished only to persons cleared for - +-
.and authorized acess to the Reslm,led
‘Data in the box. :

(2) When loratcd wnh'n a secunty
grea:  ° T ’

(iJIna serumy containerora ¢ - -

equipped with a built-in combmatmn o
lock, provided the container or the -
. cabinetis equipped with a DOE- '~
" spproved alarm system or is under
- protective pcrmnm.l patrol no less ™.
~ frequent than once every tﬂ\ours durmg
non-working hours.” | ,
(ii} In unloc\ed cabinets or o%n '
storage in a DO! ~apprqved vauh or, ’
(b) Confidential Rcstrlcled Ddta
documents or material while undﬂendcd
or not in use shall be stered: .
(1) Under any of the methads used for
Secret Restricted Data documents or
material as set for th in pmd&ranh (.i) of
this section, or
(2) In unlocked cabuw{s or onan_
storage in a lock m. room eqmppcd with
a DOE-approved alarm systém,
{c) Changes of combinations. (1)
Combinations of locks ofn,pcmlnrn:s

* conlaining Restricled Data shall be .
known only to those persons cleared for

and otherwise authorized access to the
category of Restricted Data stored
therein, .
{2) Each PormxHLe shall (.‘mnwo lhe
combmfmon on the lock of a repusitory:
(i} Whenever the reposx!nry is p!dced
inuse; -~ - :
(i) ‘Ahem,ver a person knowmg the -

combination no longer requires access -

‘loa repository. This may be as a result
of a change in duties or location in the’
permitice’s or},'mu ation or termination '
of employment with the permitlee;

{iti) Wherever the combination may
kave been subjected to compromise; and
{iv}In any event at least once a year..

{d) The record of the cembination of a
lock on a repository shall be cnu rolled
and alforded the same level of security
prutection required for the highest
classification of the matter authorized to
be stored in the npoqltory : : :

- combination shall be poste

4 thl[,nd'f‘d person {e g., a security .

of cack normal work duy, and, '+

(e} Selection /Jf combinutions. Each
comnbination must require the use of
three diffecent numbers, In selecting
combinations, muitiples and a simple
arithmetical ascending or descending
_series shall be avoided.

{f} Cuutions ."L'é,c"x"“n\ combinations,
{1) Only a minimum nusber of persons
shonld possess combinations to - .~
repasitories. 3

(2} Combinations shauld be committy
to memory insofir as practicable to
reduce possibility of umd\c tent
- compromise. .

{3} When clesing a combination loc
the dial inust be turnad at least four K
times in the same direction, -«

{4) Combinations stall be chawger!
only by persons euthorized access to-
Secret or Confidential Restricted Data
dependmg upon the matier authonzed
" be stored in the repository.

{8} Posted information. (1) The name
addresses, and telephone numbers of
custodians having kno.\ledbe of the :
lon the
outside of each regository comam'rg
Réstricted Data. A record of the date o
last change of combination of each’
repository shall bn maintained on eact
repository..

(2) A mum!or 5?1&1 shaﬂ be poeted
the security contuiner approved for the
storage of Restricted Diita. In any
situation when one monitor sheet
includes several scourity containers
located in a pdr!wu ArSpace or room,
shall be posted in an vasily viewed
phw within, oc at the entrance to, thi
“room or space invelved. The monitor-
shoet shall eantain space for the date
and iritials of the persons locking an
checl king the container ta assure il is -
secured. It shall be initialed ot the cnd
“of each work day by the person locki
the container{s) and ex zept when not
feasible, by one other person who had
‘physically chu ked the locl\(s) locked]
drawer(s}); or door{s} ard all exposed
drawers {o au.ure T)rupu'r SeC unty oft
container{s). - -

(h) Unnlle'v/ed ,/OJI’(JI y fou'm' op
In the event that an unattended - .-
repository containing Restricted Data
found unlocked, one of the custodiary
shall be notified immediately, the
repository shall be secured hya

inspector or guard) sud the contents’
“shall be checked not Z Her than tf e ne
workday., E T
(1) Security Contaiaer Chocks. .
Whenever pmmr!we porsonne] are .
r"qmrcd by £§795.21 ur 745.23, they
shall, 85 scon as possible uftor lhc 1!

therealter, at least unce: every 24 hou
A
of a nonworkmp period exce edmg on

-




day, phy: >.cu..) check ezch approved
security container {o assure’it is

prop;r!) ﬁ'}“r”dApproved FO
735, 2” °Pr
Wh le in use, documents and naterm!
conlazmnh Restricted Data shall be
under the direct control of an o
appropriately cleared individeal dnd the
Restricted Dafa shall be protected from
visual acces's by unathufi'md persons

ec.tion w‘hue fo use.

§ 795. 23 Eslabhshmenl of secuflty aress.

{a] W },‘.n because of their nature,
size, rev ealmg characteristics,

sensitivity or unporhnce. documents or .

material containing Resfricted Data
cannot otherwise be effectively .

controlled in accordance with the .

provisions of §§ 795.21 and 795.22/a _-.
security area to prolect such documents
and material shall be established. ...
{b) The fu!’omn 3 controls .,h‘.ll dpply
to s2curity areas: -~
(1) Security areas shall be sepam!ud
- fromadjacent areas by a physical
barrier dnslg,npd to prevent entrance
into such areas, and access to the
Restricted Data within the are.ls by .
unauthorized individuals. BRI
(2) During w orking hours, admxtta'xce
shall be controlled by designated
appropriately cleared security -
inspectors, gaards, receptionists or other
- persons assigned for that purpose at ~
each unlocked entrance. Remote
Tidentification by television, or coded
hey card system, may be used where
pusitive identification and access
control is assured. I
{3) During non-w or\mg huur= security
areas shall be protected by protective
‘personnel conducting patroly at such
frequency, not less than once avery 8
hours, as the responsible field office
manager deems necessary, or by L] DOF
approved alarm system. - © -
(1) Each individua! authorized 10 enfer
a security area shall be issueda  ~ ' .
di atmc'ne badge or pass when the
number of emiployees nsszgneu to the |

area exce Qda thrty o ‘..- St

,'.~).’

§795.24 Speulal klnds o! c!a:slﬂed
malerial, : .

When thc nstncted Data \.onlaxned
ir material is not ascertainable by
observation cr examination at the place |
where the material is located and when i
the maierial is not readily removable
because of size, weight, radioactivity, or
similar factors, DOE may authorize the
- Parmittee to prO\ldP such lesser .
“protection than is otherwise reguired by
§§795.21 to 795.23, inclusive, as DOE

_deterininies 1o be commensurate with the
difficulty of removing the material.

- §755:25

Iéasé&ﬂo&‘l&l 14 2 QQM\

Pro ’ifrciifi'é pe rsonné".

Wheaever pry ‘"cm

shall: ..

- fa) Possess a Q ’ 'Q(.\)" "L" or

"L{X)" accasy ant horumm if the

Restricted Data being protected is -

ciassified Confidential. T

(b) Possess’a "Q" or "Q(X) " access |
authorization if tha Restricted Data
- being protected is classified Secrel.
" {c)Be m:...mly and phys.c:'!ly alert,
capable of exercising good judgment,
and fully instructed in their duties.

. {4} Security .nspectors should be
armed with side arms of not less t“zdn )
38 caliber. . Dol Lol

(e} Su.umy inspectors shat l he "
inmally trained, and re’resher trained at
“least ancually, in the safs ha: wdling and
proficient use of the tyz= of handgun
with which they are armed whila on
. duty, and to the extent of their legal
autfiority to act in the protection of
classified matter. Records of such
training shall be maintained during lhc
tenure of the individual.

v

Control of In\ommlma

§ 795.31 Access torestricted data, - .

(a) Except as DOE may authorize, no
person s.:b;cu to the regulaticns in this
part shall receive or sk ll permit any

individual to ha-“’«'i"( 35 to Secretor
Corfidential Restricted Data in his
possession, unless the individual has a
“Q" or “Q(X)" uccess duthorization, in
the case of Secret Restricted Data, Q"
"QX", or “L” or "LX" access ' -
authorization in the casa of Conrdamxd.
Restricted Data and: ) -

(1) The | individual is du?horwed by an
Access Perinit'to receive Restriced U
in the categories and at the ~ .

' das.,lfcatmn levels involved.

(2) In the case of a DOE or DOE
contmclor or subcontractor emponev
" the individual neds accesa lo the Secret

. or Confidential Restricted Data § in
cornection with his duties.

{b) As'an alternative to DOE access
authorization, Department of Defense
(DOD} and National Aeronautics and,
.Space Administration (NASA)
personnel, officers or employees of one
of the services, officers or employees of
DOD, NASA. or service contractors or
subcontractors, or members of the
Arimed Forces may be granted access if

a request set forth in par agraph (c) of
this section is received from DOG or
NASA. As an exception, DOE access
autherization is re_quirea for access by
NASA personnel to Resrrmw d Data
ather than that associated with space or

Y

.

Cos avrondunca! programs or activities,

-

. guide does not provide positive -

{c) Prior to gra ating access o
individuals referenced in ').wabrdph (b)

00049@05&068-‘6‘: uest fur Visit or

”é‘éﬁ”mfe";“@

Access Approval [rorm 'inr-"77)
NASA Form 403, er a sermarandum or
teletype containing the same
information, sxbtud by m aath m.ud
certifying official will be fsrwarded for

‘epproval to the ficld office manager who -~

will coordinate with olher offices as

T necessary.

{d) Inquires concerning tha security
clearance or access authorization status
of individuals, the scope of Access
Permils, or the nature of contracts -
should be addressed to the field office .
administering the Access Permit or the
coalract, . e R

§ 793 32° Clas'.lr:"atfcn and preparallon of
documents. ™7 .
(a) Cla:,:.:flcal:un Resmct‘-d Data -
originaled by an Access Permit holder
must be appropriately classified. "Guide
to the Unclassified fields of Research,’ ‘a
and cther appropriate guides issued by
the U.5. BOE Office of Classification,
will be furnished each Permittee. In the
event an Access Permit holder
originutes informaticn within the
definition of Restricted Data [§ 795. 3(ul)

or information which he is not pasitive -

is not within that definition and the
classification guidaace for such . -\
infarmation. he shall mark and handle
the information as Confidentil
Restricted Data and request =~ .
classification guidunce from DOE
through the Classification Officer at the
Operations Office adiainistering the
Permit, who will refer the request to the
Director. Office nf Class :f:catmn u.s.
Department of Energy, Washington, D.C.

.20545, if he does not have aut?vrm‘v to
A provxde 'he 3u1d,mce _‘ . :

('u) C/as:.:f:ra':an consistent with | -

- . . N

conient. Each document containing
Restricted Data shall be classified

Secret or Confidential acw.dmg toits

own content. .. . -
{c) C/c.sszﬁcauan mark I’?"a Tne

- highiest classification marking assigned

to any por!mn of a decument shell be
placed in letters not less than one-
guarter inch in height at the top and

bottom of the ou!SIde of the frunt covers,

on title pages, i any. the first page, the
back page and on the outsids of lhs»
back cover, ifany. + -t

(d) The balance of thP pages shall bp

'marked at the top and bodom mmc_.
with: -, S t

(1) the highest «.!assxﬁcdllon marking
as&gned to the document, or
(2) the classification marking re: u'rgd
v their :m"vndua! cont: ent, or ¢

.3
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they heve ne chassified content.

.[e) The docurient shall bear the
folivwing additional miarking vn the ﬁrwt
page and un the frufxl cover:

Re sln’!cd Data

This document contains Rgslncwd Data us
defined in the Atomic Fnergy Act of 1954,
Unauthorized disclosure subjectto <o o0
Ad...ru;.rame and Cru.m. \1 Sanctions. -

" () Where the onbmalor of he ’

document i5 not an autharized .07 i

derivative classifier, or is not ™ -
rcs,:unsnblc for the classnf'c.mon, the ‘
words "DERIVATIVELY CLASSIFIED
BY" shall Le typed on the face of the
docuirent followed by the name, title of
position, and organization employing lhe_

5, authorized derivalive classifier. The

authorized derivative classifier shall
sign when feasible.© ’
(g} Documentation. .
(1) All Secret Restricted D1la ) .
documents shall bear'on the ﬁrst paue a.
p*o}mr!) completed ducmwnhtnon S
stamp such as the follo‘nn,g

This document cnmxsts of—-—pa"cs. o
Cupy No. —of Serigg ~—— L

N

{2) The series dcsx;,nahon for ﬂmsh:,d
copy shall be a capital letter beginning
with the letter "A" designating the .

original set of copies prej nared. Each
su lmeqx.cnl set of copies of the same
document shall be identified by the °
snf‘cmc’mgl tter of the alphabet. 'I’he :
series designation for draft copies shall
be identified in progressive numerical -
sequence, as "Draflt 17, "Draft 27, ele.

(h) Letter oftmnsmittal. {1]JA '
trarnsmittal letter containing no -
Restricted Data or other Classified

.Afou natian should be marke d vuth the

{ollowing markings: -

(i) “Restricted Data transm'llal" or -
“Decument transmitted hercwith
contiins Restricted Data™, '

{ii) With a clascification at lcast as
high as its hag,‘ust c!ass)ﬁgd enclosun..
{And

{iii) A stamp or marking such as the

following:

When separated fr om\(‘nclosures ham.le

his document as unclassified.

{2} A transmittal letter containing |
Ruatricted Data s‘.uu!d be marked as
‘ollows:

{i) “Restsicted D..ta on its first page.

{if) A classification at least as hrg,h 28
ts “highest clussified enclusure or the
Jassification of the letter itself, .
vhizhever is higher.

(iif} When the conlents of 1‘){: letter of
.(.vs'm:!al warrant a lower | :
lassification, & stanp or mar} rng ‘such
s the foﬂm-.m,g .

his ducument as (’unu‘ cli: W'fn ation).

§ 795.33 “External transmis sion of
documenb and ma’erial.

{a} Rostrictions. (1) Documents and
material containing Restricted Data
shall be transmitted only to persons who
possess apprepriate security cledmnccs
or dccess suthorization and are - -
otherwise cligible for access undcr the -
rcqmmems of § 79531 -7 L.

2} I addition, such documents and
material shall be transmitted only to © -
_persons who possess DOE-approved © -
facilities for their physical security :.'-‘
consistent with this part. Any person ~
subjuct to the regulations in this purt
who transmils such documents or -
matlerial shall have fulfilled his,
oohg,ahons under this subpdragraph by -
securing a writlen certification from the

* responsi! ble DOE safeguardsand - -~

sccurity office that the prospective
recipient possesses DOE-approved
facilitics for physical secumy t‘ureof
consistent with this Part. .

{3) Documents and m.ﬂenal .
*containing Restricted Data shall not be
exported from the United Slates mthout
prior authorization of DOE. . -

() Preparation ¢f doc umcnls
Documents containing Restricted Data
shall be prepared for transmission
outside an individuel installation in
accordance with the following:.

(1) They shall be enclosed in two s

" scaled opaque envelopes or wrappers.

{2) The'inner envelope or wrapber
_shall be addressed in the ordinary - | -
manner end sealed with tape. The
appropriate classification end the. . -
Restricted Data marking refzrred to in
§ 795.32{e) shall be placed on both sxdc
of the inner envelope. + .~ "_.

(3) The outer enve]ope or wrappcr
shall be cddressed in the ordinary
manner. No classification, additional
marking or other notation shallbe -,
affixed whichindicates thatthe ! .- .
document enclosed thierein contains
classified mformahon or Restricted
Data.” .- " .-

“)A receipt, whxch lde'lhf"c-e the
document, the date of transfer, the .
recipient and the person trd'v;fcrrmg the,
document shall accomipany the . |
document and shall be signed by the -
tecipient and returned to the sender -
whenever the custody of a Secret
document is transferred. - -

{c) Preperviion ofmaZPrm Material,
o'hcr than documents, containing
Restricted Data shall be prvnarr\d for
shipment outside an individual -
fnstallation in dccordum_e with !he
fo!lon ing: . - . o0 e o

.

<N

A r———y

so packageq
at the classified c!mrachm'hcs will
not be revealed. .
{2) A receipt w hich identifias the

material, the date of shipment, the -
recipient, and the persan tnm»furing o

the material shall accompany the . |
material and the recipient sk 2l sign -

. such receipt and retura it to the sender ™

whencver the cu>lr)dy of Sﬂ"c
Restricted Duta is tl’dnbx"!lul
(d} Mc!haas of Irﬂnspnn'u ion. (1)
‘Documents and materia! contuining -
Secret Restricted Data shallbe --'-,
~trausported only by one of the fol:omng
" methods: - - L e
(i) U.S. registured 'u"ul - .
fii) !ndu:duu's possessing appropiriate
DOE sccurity clearance or access - | -
authurizalion who have been given
written authority by their entployers, m
"cases of operational neneszity when UL S.
reg,lstered mail or classified messenger
service is not available or sulficiently -,
timely. The off‘e,e of departure shall |
keep a record of the classified « satier so
transported until the matter has been
returned or a clussified matler receipt
has been received from a consignee. .
(iii) Aircralt under DQE contract with
pilots holding “Q" access suthorization, -
or U.S. Covernment aircraft with pxluts
holding NOE Q" access authorization "
or DOD final type Secret clearance, and
who maintain continuous custody of the
matter entrusted 1o them. o
{iv} Motor voi\\c esin sc.ll Wdvan -

" service. ... .-

{v) Common carrier (rail, truck, or air)
approved by the responsible field office.
manager and meﬂh.:g the requirements

- of paragraph (d}{3){xi} of this section."

{2} Documents and material -

containing forfidential Restricted Data

shall be transported by one of the .
methods set forth in paragraph (d)(1) of
_this'section or by one of the fuliowing
"methods: | .

(i) US. first class or u.rhrud mail, lf _

approved by the Field Office Manager

~ administering the permit. Certified or

first class mail may not be'used in any
transmission of Confidential documents

1o Alaska, Hawaii, the Caral Zone,

Puerto Rico, or any United States
territory or possuss:on. .

(ii) Aircraft under DOE con'mm. or
U.S. Goverament aircraft, with pilots

holding DOE "L" access autherization or *

DOD fins! type Seccret clzarance.

{iii) Cormmon carrier service [rail,
truck, or air) es approved by the field”
office manager.and meeting the
requirements of subpa ragrnph {53(xi}
below.

<0 -

Rvs!rmlud D.ata are .anJCC! to. 'hd ; P
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(3) Approved means of shipment (ux ¢-,€i
s $:




fotlowing oral grueral conditions
&s ant roj

(ij Co ApprovediFo
pachaged,aqd as required contai
shall maet apropriate Department
Transportation regalations as Lo
structece! strength and raterials,

{ii} Contents shall be so packs

sattempted epenings or unavthorize
Biipection will be readily detecte
ro.e or tpon anival at destination.

(iii} Contents shall bo checkhed against
shipping papers as promptly as
practicable after arrival and any
varesolved discrepancy shall be
reported imarediztely to the responsible
DO saleguards and secerity office.

{iv) Additionally, any suspected
criminal violations of federal laws or
loss of Secret or confidential material
cutside a sccority srea or loss within a
security area if there is no Immediate
explanation to account for the loss shall
be reported to the respoasible DOE -
security office and the Federal Bureau of
Investigation, . '

{v) The classification of the contents

. shall be indicated inside the package or
container to preciude errors in handling
end steroge after delivery. ,
- {vi} Seals shall be used whenever
practicable and shali be placed on cars
or van doors, containets, or other
pusitive Listering devices by, or in the
presence of 2 DOE, DOE contractor
e presentative or security cleared

" permitse employee. Seals shall be
secially numbered or distinctively
designed and appropriate entry shall be
made in bills of Liding or other shipping
papers. Seal numbers shall be verified
by the censignue ugon arvival. = 7,

{vii) Combination or key padlocks
shall be used whenever practicable on
stipping containers in addition to seals,

{viii) Receipts, listings, and other

parers revealing classified informatisn

skl be appropeiutely marked and -

wriapned, T

{ix} shipping or transfer documents
vhich could reveal classified weights or
quantities of maturial shall be |
apprupriately marked. ’
“{x}Notification of Secret or T
Ceafilential Restricted Data shipments,
other than packuages sent by mail, shall
be transmitted prior to departure either
to the consigies or to the DOE office
excreising administrative jurisdiction

over the consigiee, with sufficient .

iformation to eaable proper handlicg at

lea

e

uryeillonce by an authorized
carrive eiployee when the material is
wutsive of the vehicle. '

- t\)}

g 4 o . .
(8} A hand-te-hand signature receipt
system which traces the movement of

shipped untid the time it is received.
{C) When stosoge is required,
Res!ricted Dat be stored in an
alarmed or guarded storege area with
immediate response by a carrier
exployes, commerciat guard, or patice.
{D] Verificatiua of the identity and
authorization of persens who pick up
meaterial. | .
{E} Pick-up and delivery in a'clused,
lecked van. ' T :
* {e) Flectrical Transmission of
Information. Restricted Data shall not be

' ¥ A e Kol 4 -
s¢€2005712/4  OIA-ROPISMO r'
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transmittad electrically unless a systeim

approved by DOE is used. |
{1} Telisphione Conversations. No
discussion of classified information is
- pernitted during a telephone
conversation except over secure .
telephone systems approved by DOE.

§795.34 Accountadility for matter
..Ccomprising restricted data. - .
Each Permitlee possessing matter .
containing Secret Restricted Data shall
estahlish an accountability procedure
and shall maintain for a period of 5
years records to clearly show the
identification and disposition of «ll such
matter which has bean in his custody at
‘any tme. - - T :

.

§795.35 Acthority ta reproduce.
Nothing in this part shall be decmed ‘

to prohibit any person possessing
documents cantaining Restricted Data

from reproducing any Confidential
docunmenls, or any Secret documen?
originated by the Access Permitice by
whom he is employed. He shall not
reproduce any external generated
documents containing Secret Restricted
Datawithou! prior authorization from
DOE or from the originator of the
document. - -
§7395.35 Changes in classification. :
. (3) Documents containing Restricted
Data shall not be downgruded to a -
lower classification or declassified

- except as authorized by DOE. Requests™
for downgrading or declussification
shall be submitted to the DOE .~ -
Operations Office administering the
Permit, or U.S. Depurtment of Energy,”
Washington, D.C. 20545, Attention:
Office of Classification. If the -
Department approves a change of .
classification or declassification, the
previous classification marking shall be
canceled and the following statement,
properly comploted, shall be placed on
‘the first page of the docunent,

Classification cancelal (or changed
Unsert appropriate

’

of——- - —
gboa0B0EevEs ")

" Permit, the

_shall:

classification] by euthority
{Pe:

2 au

; Signature of prrson
making chargs: and diste therec). :

(b) Any person making a change in
classification or receiving notice of such
a change shall forward notice of the
change in classification to helders of all
copies as shown on his records.

§795.37 Destructlon af documents or
material centalalng restricted data,

{a) Documents containing Restricted

. Data may be destroyed ualy by -

shredding and burning; pulping, or by
any other mathod that assuies complite

-destruction of the information which

they contain. If the document conlains

“Secret Restricted Data, a record of the
. subject, title and report number of the

document, if any; its date of preparation,
its series designation and copy number,
and the date of destruction shallbe
signed by the perscn destroying the .
document and shall be maintained in the

. office of the las! custadian for a period

of 5 years aftar the date of destruction. -
« [b) Restricted Data contained in
matérial, other than documents, may be
destroyed only by a methed that assures
complete obliteration, removal, or
destruction of the Restricted Data. A
record of destruction of Secrof material
destroyed shall be maintzined for 5 .
years after the date of destruction of the
material. -~ . .

$795.38 Securlty of autematic data’
processing systems. S .
Restricted Data shall rot be processed
or produced on an AR system unless
the system has been approved by DOE.

§795.39 . Suspenslon of revocalion of

eccess authorization, - - ..
. Inanycase where the access =
authorization of an individual subject to
the regulations in this part is suspended
or revoked in accordance with the . .
procedures set furth in Part 710 of this
chapter,"such individual shall, vpon due

_notice from DOE of such suspension or - -
-. revocation and demand by DOE deliver

to DCE ary and all documents or

- material in his possession containing

Restricted Data for safekeeping and
such further disposition as DOE
determines to be just and preper.

§795.40 Expiration, suspenslon or
revocatlon of access permit.

{2} Upon expiration of an Aceess )

person to whom'such Permit
has been issued may, except as .
provided in paragraph (b) of this section ™ =

(1) deliver all dociments or materinl

. in his possession containing Restricted
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Data to DOE orE!o a person authorized made to the nearest office of lhe chﬁml
"o receive them and file with DOE & Bureau of Investigstion.
cu:irm'c of non-possession of - o (c) Proposed foreign travel to Smldu :
Restsicted Dataror . : bloc countrics, at least 30 daysin .
thﬂmyﬁwmzmdﬁmwthCEa advance of propused travel by any of
srtificate of nonpossession, of | ¢ their employees, who has had access to,
(3} fite with DOE a certified mwnlo.y C-24 information, and inform the s:ym .
of Resisicted Data attached to @ request office \\hen the emple) ce lctums. OIS
for approval of retention of such data. A g 795, 13 hspec'lon P o
person retaining Restricted Data must DOE may make such mspechon oflhe
“maintainan active Access Pmrmt unh.ss : premises, activities, £ records, and’
otherwise authorized by DOE. . ** procedures of any person subject | to the
{b) In aniy case where an ACCLSS N tegulations in this part as DOE deems
Ferinit has expired orhasbeen” = .2 7" necessary to cﬂ'ecluale !he purpooes of
suspended of revoked and DDE‘h s the Acti. | |
determined that further possession by ° B R
the former Access Permit holder of - §795.45 V'O ations. _
documents or materials containing -+ U An 1munchon or other (.ourt order
Restricted Data would endanger l‘xe -, may be obtained prohibiting any -
corvinon defense and security, such L.~ violalion of any provision of the Act or
former Access Permit holder shall upen  _any regulabon or order issued ORI
duc notice from DOE of such expiration, thereunder. Any person who mllfu‘ly
- suspension, of rev ocation and of such  viclates, attempts to violate dr conspires
determination, deliver to DOE any and to violate any prov ision of the Actor
all documents and materialinhis . - any regulation or order issued " .
possession containing Restricted Data _ thercunder, including the prousxons of
for sakkﬂﬂpmg and such further -7 - this part, may be gmlty cf a crime and
disposition as DOE determines to be just  upon conviction may be punished by -~
m‘d proper. TN e . . fine or imprisonment, or both, as .
Co ‘ provided by law. =~ " »7n 0
$795.41 Termlnahon of cmp‘cymcnl or {FR Doc. 75-100A Filed 6-8-79, “, ,n,! :
change of dulles. * ey BILLING CODE 6450-01-M R
~ Fuch Permillee s shall .u"\ish pro_mpﬂy - B
1o DOE written notification of the T
termination of employment of each
individual who possesscs an access |
awthorization under his Permil or whose
duties are ch'chd so that access !o -
Restricted Data is no longer needed.
Upon such notification, DOE may'
{a) terminate the mdmdual s access
auihworization, or
(L) lnu.sf;r the mdnmua] s access
avthorization (u the new employer of the *.
individual to allow conlinued access to
Rustricted Data \.\hcre authorized,
puisuant to DOE regu atmns. O

ce

o

§795.42 Ccniinued appluabl'xty 01 the
reguiztions In tiis part. :

The ti\gll’dt"‘n. sm,wc 1sion, -
reyecation or other lermination of
security clearauce or access
authorization or Access Permit shall fiot
relieve any person from w.ng‘umce
with the regulations in !‘ns part. -

N
.

§7385.43 Reports.
Each Permittee shall ieport prump!ly
to !‘ ¢ BOE effice administering the .
Acuess Permity .
(s) All Tossey of Rv.slrlc!cd Data
"dovements or material,
(b Statutory violations, Le., dny
alleged or suspected violation of the |
Atormic Frergy Act or the Espionage
Act. An immediate report shail also be t
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