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MEMORANDUM FOR: Chief, Management Liaison Staif,
Uftice of Communications

25X1 ATTENT1ON:

25X1 FROM :

INIoTHation Systews Security Group, 05

25X1 SUBJECT: Personal Computers::::::::]

l. 1t bas recently come to the atlention 0L the Ottice or
Security, Information Systems Security troup (US/ISSG), that
Ottice of Communications (UL) couponents are purchasing
Personal Computers (PC's) anu individuals are also bringing in
tueir own PC's and soltwere for use within Agency facilities.
This type of activity is contrary to existing Agency notices
25X ana 155G policy.[:::%::j

2. 'Tne purchasing of Pu's andg uUse oI privately owneg
PL's, without cooruination with 15SG, are in conflict with "“"ALP
Lontol Officer Bulletin Coordination Requirements Prior to the

Acquisition of Personal Computers,"” ALP CG ulletin 83-003.
25X1 This bulletin is deriveg from(iELhLT

3. While ISSG policy does not disallow the use of p(C's,
we do require that components inforw us of their plans to
purchase P('s and submit to 1SSG a memorandum that they have
read and are in compliance with Policy Number 14 (attacbea).
155G does not allow the use of employee~owned P(L's in Agency
tacilities, Furtnermore, 1556 securlly proceaures require tnat
once magnetic media (i.e., tloppy disks) enters an Agency
tacility tne media is not to be removed,

25X1

4. In order to assist us in fulrilliog our responsi-
pillities, please iniorw 15SG ot pleus 1or Comipiying with tie
attached policies and forwara us & list of all PC's useau by
both foreign and douwestic Cowponents. Additicnally, please
alert all oC components that purchases ot PC's must be
coordinatee witn ISSG, tne Ofilice 01 bata Processiug, anu toe

25X 1 Ofiice ot Logistics.

25X1
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25X1 5. Please submit any questions to‘
25X1 extension Your prompt attention to tnis matter will be
25X1 appreciated.

Attachments

cc: ODP/MS

CONEINTRITIAL
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Policy Number 14 - Personal Computers* for Headduarters**b

Applications

1 The Office of Security feels strongly that the use of
personal computers should be restricted to situations where the
most stringent controls can be exercised. Their use poses

formidable security problems and should be discouraged.

2. Experience to date clearly indicates that the use of

unclassified word and data processing equipment in classified

" ‘capacity may be approved providing: St

work areas creates a very real threat of contamination of the
unclassified,system. This is especially true of these small,
"user friendly" computer systems. In fact, the smaller and
more “friendly" the system, the greater the potential security
risk. This contamination occurs in spite of conscientious
efforts on .the part of well intentioned individuals to prevent
such occurrences. For this reason, all word and data L
processing accomplished in Headquarters work areas will be
presumed to be classified. Thus, such processing will be- .
handled and controlled accordingly. ST T

POLICY

1. ﬁThe—Cffitefdf?SécurityTpoliéyVis’tb‘resttict'the?uséf,‘

of persomnal cc——utfers to only those-applications which can be
solidly-justified for reasons such as efficiency and Lo

;' substantial cost savings, and where demonstrably robust
‘security controls exist. S

PROVISIONS

1. : In those selected cases where sufficient managemeﬁf;»
justification exists, the use of personal computers for the ;.-

processing of Agency official,informntion{in:a.?prk-rg};ted S

a. .The use of personal computer équipmeﬁt, in each
case, is approved by the operating official or his -
designee, and the Office of Security. -

* A personal computer is defined as onme which (a) is easily
transportable, (b) possesses .limited software capabilities, and
(c) requires few or no special devices for hook-up and

operation.

%*%* The Headquarters Building, the Agency training centers and
Agency owned or leased facilities located in the Washington

D.C. metropolitan area.

D
vy,

Declassified in Part - Sanitized Copy Approved for Release 2012/08/23 : CIA-RDP95;OO972ROOO100190003—8

R




|
; ‘ l . ,
Declassified in Part - Sanitized Copy App_roved_f_o;r Release 2012/08/23 : CIA-RDP95-00972R000100190003-8
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approved, ot otherwise controlled, in accordance with
standards published by the Office ot Communications.

c. The operating official or his designee creates,

publishes, and promulgates written procadures designed
to securely control the use of personal computers, and
all associated magnetic media and printed output. D

. PROCEDURES

1. Procedures must be published and coordinated with, and
concutrence received from, the Office of Security. This
document must include strict procedures to: B B

a.. Maintain positive segregation of classified
processing from unclassified activities.

b.. Provide for the use of uﬁiqﬁe identificatiod'- , .
labels for all magnetic media associated with and used ™
.forwprocessing with personal computers. IR :

©c. Prowide for the labeling of all personal computer
..genetgted ontput,}including un;lassified;.'. e

.'d. Provide for the definite segregation of -~ XU
‘umelassified personal computer-printed output.from -
cl;==£fieﬁ-PEOST§E{PFOJ§Ct‘ptinted output. - ST

‘e. Prevept the removal of all personal computer T
magnetic media from the facility. If data recorded on:
such magnetic media needs to be removed from Agency
~ control, the data must be dumped to a factory fresh
;1ﬁ;media,:andlthe»c:ansferred data must be printed to . .
... varify. that. onlky the intended data is released..l i

'- f.'§Pt6Vide-fot~the strict.cdntrol.of.éli;magnoiiég,l L
- media usedqfor"diagnbstics-ané;-ninﬁenance;oﬁ'pczaondl L
- computer systems. - o EALLETL s T ST

[

g~~ Prevent the removal of personal computers from the
Agency controlled area without proper sanitizatiom and
the written approval of the operating official, or his:
designee, and the Office of Security. . .

'h. Prevent the relocation of personal computers
within the program/project area without the written
approval of the operating official. or his designee,
and the Office of Security. ~
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GENERAL -

. 1. All personnel should be aware of the volatile/non-
volatile memory characteristics of porsoaal compvlecs.
Although most personal computers have volatile® memory, there
are some personal computers which have non-volatile® memory.
Also, some personal computers, whose basic deszigo is B
categorized as ‘volatile, employ a battery, a capacitator, ot
some other device to retain the data in memory for a period of
time after a power failure, often for several days. Wherever
possible, personal computers with volatile memory and no memotry
sustaining device should be used. Where such computers are not
suitable, personal .computers with non-volatile memory may be
' used provided memory is sanitized prior to power OFF at close
of business  in accordance with established procedures. In
those—instanées where a memory sustaining device is employed,

a positive disconnect feature must be employed to clear memory
‘at close of business or when unattended. : R

S
. . O

~
‘-

A .~ 2.7 Maintenance of personal computers also presents a .
problem:which must be assessed as experience is gained. Thus,
for the-present, personal computers requiring maintenance must
be repaired by-staff or contractor personnel possessing am:
Agency:-Top Secret staff-type clearance. | I ;

T30 :ﬁzrésasazcompanents;ysdftware;‘and théfcomputézs<
themselves musc— e acguired through approved Agency sources: .

| onlyl;pqqfapp:cved,by'the Office of—Securtty:

- 4. Auxiliary storage media associated with persona
computers, usually in the form of floppy disks and tape -7 -
cassettes, will be destroyed in accordance with present
regulations for non-soluble materials. - - .

. ‘E._s;QJPersonallz,owned personal computers will not bé :g‘"
"allowed in Agency classified working areas.. R

i"*3“'6£EJEach'suth-appceped.poraonal computer system and. 77 -
published secyrity procedures must be available for periodic
security audits by the Information System Security Group, -
Office of Security. ' I

- e mm @ em am em e = e = e = ————-_—-.——--.——..--_

% Volatile memory does not retain the data recorded thereon
after power OFF. E

* Non-volatile memory does retain the data after power OFF,
thus, the data is available upon restoration of power.

Yy
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