Declassified in Part Sanltlzed Copy Approved for Release 2013/09/25 : CIA-RDP91B00390R000300280012-4

MNHAL [~ -Tch ~CE~

‘ 5 REGISTRY
| ROUTING AND RECORD SHEET  |_0S REGI
SUBJECT: (Optional) 95 APR 1988
National Operations Security Program
wow. | ExTEnsion | WO, - -
Policy Branch/PPS \A \ 0S 8-5546 J—
Office of Securit DATE
' 4 % APRIL 1998
Iﬁuﬂu..‘gm“' designation, room number, ond DATE OFFICER'S | COMMENTS (Number each ? to show from whom
. | RECEIVED | FORWARDED INITIALS to whom. Drow a line across column after each comment.)
1. ' o /
C/Policy Br 15/7’)’) '
2.
C/PPS B R
3. '
BO/0S 13Ap 1wop ML’M ﬁ
4. ,_
5. ' }
. |
6. i ' .
Wﬁ . % i Q‘fb‘t relinr /2/ &v&b
7.
8. '
9.
10.
1.
12.
STAT
13.
STAT
14
15
rgl;M 6] o UsE PREVIOUS . CON I\;TIAL ¥ U.S. Government Printing Office: 1985—494-834/49156

Declassified in Part - Sanitized Copy Approved for Release 2013/09/25 : CIA-RDP91B00390R000300280012-4



CONFIDENTIAL
. Declassified in Part - Sanitized Copy Approved for Release 2013/09/25 : CIA-RDP91B00390R000300280012-4
16 APR 1988
" 0S REGISTRY |
‘ | 1988
MEMORANDUM FOR: Executive Director 15 APR 1
VIA: - Deputy Director for Administration
v STAT
FROM:
R ‘ Director of Security
SUBJECT: ' National Operations Security Program
REFERENCE: National Security Decision Directive
Number 298, d4dtd 22 January 1988
1. The attached memorandum requests each Deputy Director
to provide written comments to the Office of Security
indicating how a formal OPSEC program might be implemented in
the Agency and what current applications are being utilized
within their directorate. As the Central Intelligence Agency |
(CIA) member to the Interagency Group for Countermeasures |
(Policy) [IG/CM(P)], my Office will serve as the focal point ‘
for coordination within the Agency. }
|
2. It is recommended that you sign the attached memorandum
addressed to the Deputy Directors. : STAT
Attachment
STAT
'0S/PB/PPS (4 Apr 88)
DistributIons:: '
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. 2 - DDA!
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MEMORANDUM FOR: Deputy Director for Administration
Deputy Director for Intelligence
Deputy Director for Operations
Deputy Director for Science and Technology

FROM: Executive Director

STAT

SUBJECT: National Operations Security Program

1. The attached National Security Decision Directive
(NSDD) Number 298, entitled "National Operations Security
Program," was approved by the President on 22 January 1988.
This Directive establishes a National Operations Security
Program (OPSEC) and calls for each executive department and
agency substantially involved in or supporting national
security missions with classified or sensitive activities to STAT
establish a formal OPSEC program.

2. It is requested that addressees provide written
comments to the Policy and Plans Staff, Office of Security
(PPS/0S), Room 6S17, Stafford Building, indicating how a formal
OPSEC program might be implemented in the Agency and what 4
current applications are presently being utilized within your
directorate. Additionally, it is requested that your response
include the name and secure telephone number of a designated
focal point officer for this subject. Questions may be STAT

directed to C/PPS/0S, on extension[::::::j © Siml
(secure).

James H., Taylor

Attachment

cc: Comptroller

STAT
STAT

CONFIDENTTIA AL
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THE WHITE HOUSE

WASHINGTON-W

January 22, 1988

MEMORANDUM FOKR THE VICE PRESIDENT:

SUBJECT:

The-President has appp ve
Decision Directive (N{fiD)

THE SECRETARY OF STATE
THE SECRETARY OF THE TREASURY

" THE SECRETARY OF . DEFENSE

THE ATTORNEY' GENERAL

THE SECRETARY OF THE INTERIOR

THE SECRETARY OF AGRICULTURE

THE SECRETARY OF COMMERCE

THE SECRETARY OF LABOR

THE SECRETARY OF TRANSPORTATION

THE SECRETARY OF ENERGY

THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET
THE DIRECTOR OF CENTRAL INTELLIGENCE '
UNITED STATES REPRESENTATIVE’ TO\THE UNITED NATIONS
UNITED STATES TRADE REPRESENTATIVE

 CHIEF OF' STAFF TO THE/PRESIDENT &

ASSIQ;ANT Te THE PRESI ENT FO& POLICY DEVELOPMENT
CHAIRMAN J INT CHIEFS+OF STAFF f
4 JCLEAR REGULATORYZGOMM SION
'?i QR, AGEN FOR INTERNATIONAL
DEVEQ@FMENT i »§
DIRECTOR, A?MS CONTROL AND DIS NT AGENCY
DIRECTQR, QEFICE OF" SCIENCE ANIf TEGHNOLOGY POLICY
ADMINISTIRATGR, GENERAL SERVECES ADMINISTRATION
DIRECTOR, UNITED STATESxINFORMérléN AGENCY
ADMINISTRATO R, NATIONAL“AERONAUTICS AND SPACE
ADMINISTRATION
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION
DIRECTOR, FEDERAL EMERGENCY MANAGEMENT AGENCY
DIRECTOR, NATIONAL SCIENCE FOUNDATION
DIRECTOR, NATIONAL SECURITY AGENCY
DIRECTOR, OFFICE OF PERSONNEL MANAGEMENT
CHAIRMAN PRESIDENT'S FOREIGN INTELLIGENCE
ADVISORYABOARD T~
CHAIRMAN,gPRESIDENT'S INTELLIGENCE OVERSIGHT BOARD
DIRECTOR INFORMATION'SECURLTY OVERSIGHT OFFICE
DIRECTOR WHITE HOUSE:MILITARY OFFICE
3
National Operatlons Seeﬁrlty;Brogiam
oz \ g %

. .c

»-_....

f

Bl
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Security Program (OPSEC).&%Ehzs unclasglfled NSbD calls for each
Executive department andragpncy SubStantlaLly lnvolved in or
support.mg national sec«urlw mlss.Lonq wisth class:.,f:.ed or
sensitive activities:to establish a fouial OpsECQPIOQIam While
the NSDD cannot be circulated, a Fact Sheet containing identical

STAT

information should+be givenithe widest distribution possible ocA
within your agency/department. The DCI should provide copies to

the appropriate committees of Congress.. (ol

FOR THE PRESIDENT:

(e

Assistant to the President
for National Security Affairs

Attachments

NSDD L.
Fact Sheet

WIS

PPN

T

“Vta..vv - .x' v ‘A-‘h’.‘
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. WASHINGTON N

v F 3 Januéfy_22}$fq88ﬁi
NATTIONAL SECURITY DECISION ° Rt f? o
DIRECTIVE NUMBER 29§ : s

NATIONAL OPERATIONS SECURITY PROGRAM |

OBJECTIVE

Security programs and procedures already exist to protect clas-
sified matters. However, information generally available to the
public as well as certain detectable activities reveal the
existence of, and sometimes details about, classified or
sensitive information or undertakings. Such indicators may
assist those seeking to neutralize or exploit U.S. Government
actions in the area of national security. Application of the
operations security (OPSEC) ,process promotes operational effec-
tiveness by helping prevent ithe inadveritsiimpromise of -
sensitive or classified U.S¥ Governmen®#activit$hs
or intentions. ‘ S £ i

OPSEC PROCESS

The operations secUri.tyiprod identifica-
tion of critical inférma ni, analy alysis of
vulnerabilities, assess@ent% f ris gn of appro-
priate countermeasures.? Thel proces : ' Fexamination
of the totality of an agtiviky to d oSt exploitable but
unclassified evidence o%{cl§=sified ivi 18y be acquired in
ential adver-

saries. Such evidence h?ﬁﬁfiy derives froffttopenly available
data. Certain indicators may be pieced together or interpreted
to discern critical information.  Indicators most often stem from
the routine administrative, physical, or technical actions taken
to prepare for or execute ‘a plan or activity. Once identified,
they.are analyzed against the threat to determine the extent to

| which they may reveal critical information. Commanders and

| managers then use these threat and vulnerability analyses in

i risk assessments to assist®in the selegtibn“%ia}adoption of

| countermeasures. o d % b

\

|

| ; : %

i light of the known collectich capabil it
|

\

| OPSEC thus is a systematic § D, which the U.S.

| Government and its stuPportil L to potential

| adversaries informa¥ions ities aff Eentions by
identifying, contréi.if cting. gener'§ nclassified

evidence of the plann?nc
activities. -
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Indicators and vulnerabilities.are best identified through
detailed OPSEC planning before activities start. .‘They may also
be identified during-or.after the conduct of routine functional
activities by analyzing.how functions are actually performed and
the procedures used. :Planning and analysis proceed from the
adversary's perspective. To assist in OPSEC planning and
analysis, OPSEC planning guidance must be develbped’ jointly by
those most familiar with the operational-aspects of a particular
activity together with their supporting intelligence elements.

OPSEC planning guidance-:should take account of “those aspects of
an activity that should be protected in light of U.S. and
adversary goals, estimated key adversary questions, probable
adversary knowledge, desirable and harmful adversary apprecia-
tions, and pertinent intelligence threats. OPSEC planning
guidance should also outline OPSEC measures to complement
physical, information, personnel, signals, computer, communica-
tions, and electronic security measures. OPSEC measures may
include, but are not limited to, counterimagery, cover, conceal-
ment, and deception. e

In the OPSEC process, 4 i
analysis of threat apd
implementation, on ,&h
OPSEC measures areg

; important 3
vulnerability:; mand, and
y T ; n i the use of -
og} joint operational§in®alligence

3 @are made by
Ran ! gtermine the
ivity toibe¥protected. #he decision-
ibility ifor ‘missjionfaccomplishment and

£3 oy g W . .
e complete authority £6r determining

commanders, superviscrsi off prografi}
aspects of a program orjact]
maker with ultimate respons
resource management mus
where and how OPSEC wiljy

POLICY

A National Operations Security Program is hereby established.
Each Executive department and agency assigned or supporting
national security missions with classified or sensitive activi-
ties shall establish a formal OPSEC program with the following
common features:

- Specific assignmentX' 
and implementatioq

-- Specific requirementsyg
anticipation oﬁ7§n R
agency activi_tij{k. é

- Direction to use OF
identifying vulner®
measures.
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- Enactment of measures : .to ensure that Tall personnel, commen-
surate with their pos1tlons and .security clearances, are
aware of*hostile 1ntelllgence threats ‘and understand the
OPSEC process. - :

-- Annual review and evaluation of OPSEC procedures so as to
assist the improvement of OPSEC programs.

- Provision for Lnteragency support and cooperation with
respect to OPSEC programs. »

Agencies with minimal activities that could affect national
security need not establish a formal OPSEC program; however, they
must cooperate with other departments and agencies to minimize
damage to national security when OPSEC problems arise.

ACTION

Heads of Executive departments and agencies assigned or support-
ing national securitxﬁmissions.

Heads of Executive departments or agencxes w1th natlonal security
missions shall: 4 ,

- Designate departmental

2 _’“’ e RRL

5 ;-
Further, they shall advxs he Natlggal ecurity: Counc1l (NSC) on

OPSEC measures required o '
agencies in order to achi®¥e and maln’:£§n~_fect1ve operations or
activities. In this connection, the Joint Chiefs of Staff shall .
advise the NSC of the impact of nonmilitary U.S. policies on the
effectiveness of OPSEC measures taken by the Armed Forces, and

recommend to the NSC policies to minimize any adverse effects.

Chairman, Senior Interagency Group for Intelligence (SIG-I).

Consistent with previous Directives, the=sSIG-I has responsibility
for national OPSEC pOlng formulatlon,”resolutlon of interagency
differences, guidance on national-l ;’l ORSEC training, technical
OPSEC support, and adv;cefﬁo 1nd1v1‘vat£§xecht1ve departments and
agencies. The National Operatlons Sec ty Advxsory Committee
(NOAC), as part of-the, SIGgI structfire*dnd functioning under the
aegis of the Interagency Gnoup for Countermeaiyres (Policy) ,
will:

7

- Advise the SIG-I 3; ré ucing OPSEC
vulnerabilities aad propose correctave measures,
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- As requested, consult’ w1th and prov1de advice and recom-
mendations to, the. varlous departments and agencies concern-
ing OPSEG vulnerabilities”and corrective measures,

- On an ad hoc basis, chair meetings of representatives of two
or more Executive departments or agencies having competing
interests or responsibilities with OPSEC implications that
may affect national security interests. Analyze the issues
and prepare advisory memoranda and.recommendations for the
competing agencies. In the event NOAC fails to resolve
differences, it shall submit the issue, together with its
recommendation, to the SIG-I for resolution, which may
recommend a meeting of the Policy Review Group (PRG) to
consider the issue;

-- Bring to the attention of the SIG-I unsolved OPSEC vulner-
abilities and deficiencies that may arise within designated
programs and activities of the Executive branch; and

- Specify national-level requirements for intelligence and
counterlntelllgence OPSEC support to»theJSIG I.

gﬁated Executive
capacity, he has
agencies, as

The Director, Jot
Agent for interagegg
responsibility tof
needed, to establls‘n : 5
agency OPSEC tralnlng ‘courses; and/es; al
Interagency OPSEC Suppdrt 'Staff (19SS )4 whOSAgxembershlp shall
include, at a minimum,=a representaglvé £. Lhe

o (- Deﬁ%rtment of
Defense, the Department of“Energy,‘fhe Centfal Intelllgence

'Agency, the Federal Bureaquf Investlgatlon, and” the General

- Carry out interagency, national-level, OPSEC training for
executives, program and project managers, and OPSEC
spec1allsts'

-- Act as consultant to Executive departments and agencies in
connection with the establishment of OPSEC programs and
OPSEC surveys and analyse5° and

Nothlng in this dlrectlve 5

../

and responsibili-
o protect

any member of
Executlve Order

- Is intended: tg Lnfrlnge on the
ties of the Dlrector f Centra
intelligence sources fAnd methods
the Intelligence Commdnlty a
No. 12333; or b

‘ tellxd%h ﬁ%
P nor those 9.
sgified A
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-- Implies an authorlty»on the part of~the SIG-I Interagency
Group for Countermeasures (Pollcy) or the NOAC to examine
the facilities or operations of any Executive department or
agency without the approval of the head or such Executive
department or agency.-‘

4

“®

i
e

| | -
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