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90944
THE WHITE HOUSE.

MEMORANDUM FOR THE
THE
THE
THE
THE
THE SECRETARY OF THE INTERIOR
THE SECRETARY OF AGRICULTURE
THE SECRETARY OF COMMERCE
THE SECRETARY OF LABOR
THE SECRETARY OF TRANSPORTATION
THE SECRETARY OF ENERGY
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET
THE DIRECT R OF CENTRAL

, gCLEAR REGULATORY
RATOR, AGEN

'TICS AND SPACE

| ADMINISTRATION
| DIRECTOR, FEDERAL BUREAU OF INVESTIGATION

| DIRECTOR, FEDERAL EMERGENCY MANAGEMENT AGENCY
‘ DIRECTOR, NATIONAL SCIENCE FOUNDATION
DIRECTOR, NATIONAL SECURITY AGENCY

DIRECTOR, OFFICE OF PERSONNEL MANAGEMENT
CHAIRMAN, PRESIDENT'S FOREIGN INTELLIGENCE
ADVISORY «BOARD

SUBJECT:

Decision Directive (NSDD)

Declassified in Part - Sanitized Copy Approved for Release 2013/07/31 : CIA-RDP91B00390R000200130004-0




I

‘ Declassified in Part - Sanitized Copy Approved for Release 2013/07/31 : CIA-RDP91B00390R000200130004-0
. -2 -

Security* Program (OPSEC) i ified NSDD calls for each

Executive department an
supporting national
sensitive activitie
the NSDD cannot b

; ;gss fied or
rmal OPSEC:program

ted, a Fac
: : n. the widest dis
within your agency/departmer

the appropriate commit

FOR THE PRESIDENT:

Assistant to the President

Attachments

NSDD
Fact Sheet

Shéet_ ontaining identical
1 possible
ide copies t

for National Security Affairs
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SYSTEM II
90944

THE WHITE HOUS

VASHINGTO

NATTONAL SECURITY DECISION
DIRECTIVE NUMBER 29

NATIONAL OPE

OBJECTIVE

Security programs and procedures already exist to protect clas-
sified matters. However, information generally available to the
public as well as certain detectable activities reveal the
existence of, and sometimes details about, classified or
sensitive information or undertakings. Such indicators may
assist those seeking to neutralize or exploit U.S. Government
actions in the area of national security. Application of the
operations security (OPSEC) ,process promo operational effec-
tiveness by helping prevent i g el o)

sensitive or classified Ui ivi s, capabilities,
or intentions. "

OPSEC PROCESS

The operations sec

> identifica-
tion of critical inf a

alysis of

vulnerabilities, assessn of appro-

priate countermeasures.: ; : ¥examination

of the totality of an iv, 3 xploitable but
| unclassified evidence sified ag @’ be acquired in
| light of the known collectioh capabili ential adver-

saries. Such evidence usually derives fro *“Openly available

| data. Certain indicators may be pieced together or interpreted

| to discern critical information. Indicators most often stem from

| ‘ the routine administrative, physical, or technical actions taken

‘ to prepare for or execute a plan or activity. Once identified,

| they are analyzed against the threat to determine the extent to

| which they may reveal critical information. Commanders and
managers then use these threat and vulnera
risk assessments to assis n the sele
countermeasures.

bility analyses in
tion and:adoption of

OPSEC thus is a systematic
Government and its siipport
adversaries informationfabolut capabilities aj
identifying; controling, afd protecting. gene
evidence of the plan
activities.

ich the U.S.
to potential
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APPLICATION

Indicators and vulner
detailed OPSEC planni
be identified during
activities by anailj
the procedures used:
adversary's perspectiv
analysis, OPSEC planning gu
those most familiar with th
activity together with i

through
They may also
ne functional

OPSEC planning guidanc hould take account “those aspects of
an activity that should be protected in light of U.S. and
adversary goals, estimated key adversary questions, probable
adversary knowledge, desirable and harmful adversary apprecia-
tions, and pertinent intelligence threats. OPSEC planning
guidance should also outline OPSEC measures to complement
physical, information, personnel, signals, computer, communica-
tions, and electronic security measures. OPSEC measures may
include, but are not limit i cover, conceal-
ment, and deception.

In the OPSEC process, sh between

§ and, and

o

on/ the use of

analyses, but ultima
commanders, supervis r
aspects of a program orgac

maker with ultimate re§§on i
resource management must h
where and how OPSEC wi

POLICY

A National Operations Security Program is hereby established.
Each Executive department and agency assigned or supporting
national security missions with classified or sensitive activi-
ties shall establish a formal OPSEC program with the following
common features:

- Specific assignment
and implementationg

- Specific requirements
anticipation
agency activi

- Direction to use ¢
identifying vulne
measures.
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security need not establlsh“a formal OPSEC rogram- however, they
must cocperate with other departments and agencies to minimize
damage to national security when OPSEC problems arise.

ACTION

Heads of Executive departments and agencies assigned or support-
ing national security missions.

Heads of Executlve depar_ > _ h national security

-- Issue, as ap
planning gui

- Designate department

Further, they shall advis
| OPSEC measures require
: agencies in order to éve and malnf ffective operations or
- activities. 1In this connection, the Joint Chiefs of Staff shall
advise the NSC of the impact of nonmilitary U.S. policies on the
effectiveness of OPSEC measures taken by the Armed Forces, and
recommend to the NSC policies to minimize any adverse effects.

Chairman, Senior Interagency Group for Intelligence (SIG-I).

th has responsibility

on of lnteragency

|
|
|
|
|
Consistent with previous Directives,
|

differences, guidance ofh’
OPSEC support, and ady
agencies. The Natioh
(NOAC), as part o
| aegis of the Inte
| will: e

ning under the
(Policy),
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- As requested, consult with,

and
mendations to, th :

- On an ad hoc
or more Exect

sis, chalr meetings of
ve: departments or agenc

competing agenc1es.
differences, it sh:
recommendation,
recommend a meetine
consider the issue;

ails»to resolve
togéther with its
fe ion, which may
of the Policy Réviéw Group (PRG) to

issue,

-- Bring to the attention of the SIG-I unsolved OPSEC vulner-
abilities and deficiencies that may arise within designated
programs and activities of the Executive branch; and

| - Spécify national-level requirements for intelligence and
| counterintelligence OPSEC support _

ty Agency.

Director, National Squi

The Director, Natior
Agent for interage*
responsibility tof
needed, to establls;
agency OPSEC training
Interagency OPSEC Sup

s gcapacity, he has

d agencies, as
ovide inter-

include, at a minimum : ati -he De értment of
Defense, the Departme » - elligence
Agency, the Federal B L ation, #the General

-- Carry out interagency, national-level, OPSEC training for
executives, program and project managers, and OPSEC
specialists;

- Act as consultant to Executive departments and agencies in
connection with the establishment of OPSEC programs and
OPSEC surveys and analyses; and -

Provide an OPSEC ical sta

the Intelligence
No. 12333; or
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department or agen Y .
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