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Central Intelligence Agency
Washington, D.C. 20505

3/25/88

Executive Secretariat

EXA/DDA .

" NOTE FOR:

- - I do not believe action is necessary on
this second letter from-Brogan Associates.

We answered. the vendor's first letter
~ (see 0L-5038-88) on 10 March. These letters

- crossed in the mail.
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Brogan Associates Inc. R 0894%/1-85 1
9420 Pennsylvania Avenue

Upper Mariboro, MD 20772
: Phone 301-599-1570
-1571

March 21, 1988

Judge William Webster

Director of Central Intelligence
Central Intelligence Agency
Washington, D.C. 20505

Dear Judge Webster:

In my letter of February 29, 1988, I offered to acquaint you
and your staff with the concepts leading to the National Operations
Security Program mandated by President Reagan in a recent National
Security Decision Directive. Enclosed.is a White House Fact Sheet
which outlines the objectives and policy concerning this program.

We have not yet received a response .to our office to provide
an Operations Security (OPSEC) presentation for you and your staff.
If you are interested in obtaining more information on the Brogan
Associates Inc. (BAI) capability to support you in fulfilling your
OPSEC responsibilities, please contact Mr. Gerald Fontana at
(301) 599-1570.

Sincerely,

A LT fe

Arthur A. Hutchins
President

Enclosure .
cc: N STAT
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NATIONAL SECURITY. DECISTONS: & % b rio2
DIRECTIVE NUMBER 29§ 5 '

OBJECTIVE

et = STES
Security programs anc procedures already exist to protect clas—
sified matters. However, information generally available to the
public as well as certain detectable activities reveal the
existence of, and sometimes details about, classified or
sensitive inLormation or undertakings. Such indicators may
assist those seeking to neutralize or exploit U.S. Government
actions in the area of national security. Application of the !
ope*aelons security (OPSEC) process promotes\0peratlonal effec-
tiveness by helping. grevenﬁ**he 1naavertent~comoromlse of
sensitive or cla551f1ed U. S.‘Government act1v1t1es, caoabllltles,
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‘The operatlons security Drocess lnvolves f1ve‘step5° identifica-
tion of critical 1nformatlon*'analy51s of threats, analysis of
vulnerabilities, assessment “of rlsks)\and*appllcatlon of appro-
priate countermeasurés The he process beglns with an examination

of the totality or an actlv1ty‘to determlne what exploitable but
unclassified ev1dence of cla551f1ed act1v1ty'could be acquired in
13 ght of the known’ ~coXlection= capabllltles’of potential adver- |
saries. Such evidence usually derives from openly available

data. Certain indicators may be pieced together or interpreted

to discern critical information. Indicators most often stem from
the routine administrative, physical, or technical -actions taken

to prepare for or execute a plan or activity. Once identified,
they are analyzed against the threat to determine the extent to
which they may reveal critical information. Commanders and
managers then use these~xhreat and vulnerabligty analyses in

risk assessments to. a551st“1n the selectloﬁ“and adoptlon of
countermeasures. £
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OPSEC thus is a svstematlc -and; roved process 1by ‘which the U.S.
[ ) bes

Government and its—sqj portlng cpntractors can*deny‘to potential
adversaries information about capabllltles and 1ntentlons by
identifying, controllingf 'andtprotqulng,g;perally unclassified
evidence of the planning” and: executlgg-of senSLtlve Government

activities.
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Indicators and vnlnerabllrtlé; are best 1dent1f1ed through
detailed OPSEC plannrng before‘act1v1t1es start. jThey may also
be identified during.or afterrthe conduce of: routlne functional
activities by analyzing _ how functrons are—actually performed and
the procedures used. Plannrng and“analy51s proceed from the
adversary's perspectrve. T6’assrstx1n.OPSEC plannrng and
analysis, OPSEC plannrng guldance mus tibes developed jointly by
those most famlllar.wlth .the-oF eratlonaﬁ7aspects of a particular
activity together,wrth ENELT S supportlng lntelllgence elements.
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OPSEC planning gurdance—shoﬁld*take account of those aspects of

an activity that should be protected in light of U.S. and

adversary goals, estimated key adversary questions, probable
adversary knowledge, desirable and harmiul adversary apprecia-

tions, and pertinent intelligence threats. OPSEC planning

guidance should also outline OPSEC measures to complement

physical, information, personnel, signals, computer, communica- t.
tions, and electronic security measures. OPSEC measures may

include, but are not_ lrmrted to, counterimagery, cover, conceal-
ment, and deceptiont: SELN éflf‘““iééa
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In the OPSEC prod;ss, At is Inportant/to dlstlngulsh between
analysis of threat and vulnerabllrty,-on the ‘one; hand and
1molementatlon,-on*the other £ Recommenaaelons on - the use of
OPSEC measures are based on joint? operatlonal 1ntelllgence
analyses, but ultimate decrslons oﬁ\lmplementatlon are made by T
commanders, supervrsors, on‘programAmanagers who determine the
aspects of a program.%r ac;1v1ty to be.orotected The decision-
‘maker with ultimate’ resgonsrblllty for missionl accomplishment and
resource management must—haveAcomplete,authorlty for determlnlng
where and how OPSEC will be applled £y 47 ;
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"POLICY

A Natlonal Operatlons Securlty Program-is hereby established.
Each Executive department and agency assigned or supporting
national security missions with classified or sensitive activi-
ties shall establish a formal OPSEC program with the following

common features:

ﬂ-\‘?:\ . . .
= Specific assrgnment*ofxrespon51bllrty for;SPSEC direction
and rmplementatlon. ) £ \Eﬁ

-.z "'"‘-"“a, =
- Specific requ1rements to ¥ laq{foéjand lmpleéént OPSEC in

ant1c1pat10n—of1and b&here approprlate,édurlng department or
agency actrvrty. ~Z§~»~: “”b -

Direction to use OPSEC«analytlcal technlqpes to assist in
identifying vulnerabrlltres and*® td‘select"approprrate OPSEC

measures, ;ﬁx A§7
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Enactment of measures to ensuref{hat all personnel, commen-
surate with. their. pos:.txons and secunty clearances, are
aware of’ host;le lntelllgence threats- and understand the

OPSEC proce€ss.:; 2] o & A
i SN £ ;g ‘:‘3 ‘;e& E E:’:
-- Annual review and evaluatlon of OPSEC_procedures so as to
assist the lmprovement of OPSEC programs 69 .
c:“" f
PRy £ wal’ .:’-1!
- Provision for lnteragency support*%? cooperatlon with
respect to OPSEC programs? S Ay-~1

£
Agencies with minimal_ act1v1ties thachould affect national
security need nétréstabldsh~a forma F-OPSEC” program; however, they

must cooperate with other departments and agencies to minimize
damage to national security when OPSEC problems arise.

ACTION :

Heads of Executive departments and agencies assiagned or support-
¢ ing national security missions.

'__,c'.‘:‘:v\

"'\

- Establish ofcanlzatlonal OPSVC prograns,

-- Issue, as apbr0pr1ate, OPSEC pollc1es"
planning guldance,}and ;r Y =
% “;-":'PA
- Designate oepartmnntal”and agency pianner
e i 2 AT
Further, they shall*advf;ewthe Natlonal Secé;lty Council (NSC) on
OPSEC measures reculred of other Executlve “departments and
agencies ‘in order.fo-achieve—and maiftainfeffective operations or
activities. In this connection, the Joint Chiefs of Staff shall
advise the NSC of the impact of nonmilitary U.S. policies on the i
effectiveness. of OPSEC measures taken by the Armed Forces, and L
recommend to the NSC policies to minimize any adverse effects. -

for OPSEC.

Chairman, Senior Interagency Group for Intelligence (SIG-I).

Consistent with prev10us Directives, the-SIG I has responsibility
for national OPSECgpdilcy formulatlog,rresolutlon of interagency
differences, guldéﬁce on national- level OPSEC“tralnlng, technical
OPSEC support, and adv;éé to-1nd1v1dua%§£xecnt1vq departments and
agencies. The Natlonal OperatlonszSecur1tyﬁAdv1sory Committee

(NoAC), as part:ofrthe SIG I siructurd and functlonlng under the

aegis of the Interagency Groupafoﬁkfountermeasures (Policy),

will: o &7 & t\;’;\. &
7 -0 Py
2\, ‘?
i 2 re on megsures for reduc1ng OPSEC

- Adv1se the SIG I strqp
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- As requested‘ consult Wlth and prov1de adv1ce and recom-

mendations to, the varlous departments and agenc1es concern-
-\
ing OPSEC vulnerabllltles and cozrectlve measures,
[&'S gl {:."4 .’?" “‘
pst 1_"_,4 5‘4 g« £3 ; J 1
- On an ad hocw~ baSlS,’Chalr meetlngs‘of gepresentatlves of two
or more Executive department§ or ‘agencies having competing
interests or respon51b111t1es~w1th OPSEC 1mp11catlons that
may affect national securlty 1nterests._%Analyze the issues
"and prepare adv150ry'memoranda and.recommendatlons for the
competing agenc1es”°‘In the evenErNOACffalls to resolve
differences,it shall submlt the.lssue, together with its
recommendatlonr—to-thevSIG -1 tor'resolutlon, which may
recommend a'meetlpg G the Policy . Rev1ew Group (PRG) to

consider the issue;

- Bring to the attention of the SIG-I unsolved OPSEC vulner-
abilities and deficiencies that may arise within designated
programs and activities of the Executive branch; and

-- Specify national-level regquirements for inteliigence and
counterlntelllgence-OPSEC support—to tne SIG-I.
S ek -
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Director, Na tiondl Securlty Aqency. e RN
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The Director, Natlonal Securlty Agency, is d051cnated Executive

Agent for interadency OPSEC tralnxng_\.In this capac1ty, he has
responsibility to a551st2Execut1vé§depariments and agencies, as
needed, to establish OPSVC(programs- dévélop and’ provide inter-
agency OPSEC tralnlng”couzses- and\establlsh and maintain an
Interagency OPSEC SuoportsStaff (I0SS)7w whose menbershlp shall
include, at a minimum, a representatlve.of the Department of
Defense, the Deoartment‘ f“Energy, the- Central Intelligence
Agency, the Federal Bureau oﬁ-Investlgatlon, and the General

Services Admlnlstratlonf——The~{OSS wil il

- Carry out interagency, national-level, OPSEC training for
executives, program and project managers, and -OPSEC e
specialists;

- Act as consultant to Executive departments and agencies in
connection with the establishment of OPSEC programs and
OPSEC surveys and*analyses, and zf=rwhw

Nothing in thls dlrectlve.

w

“ “_ '. »
Is intended- to 1nfr;hge fon. the authoxxtlessgnd responsibili-
ties of the Dlrector oﬁ}Central Intelllgence to protect
intelligence sougces}and metho@F, nor thq;e of any member of
the Intelllgence Communlty as specifiedsin Executive Order

S
No. 12333; o:ﬁy £§7 %3
;‘;’?’ VA4
S 2

Declassified in Part - Sanitized Copy Approved for Release 2013/09/12 : CIA-RDP90M01364R000700140110-4



DquaSS|f|ed in Part - Sanitized Copy Approved for Release 2013/09/12 : CIA-RDP90M01364R000700140110-4

e

S B, - -5 _

: "'"':?:x. _...q\.k_ *\

- - Implies-an authorlty on_the part of the SIG-I Interagency
Group for Countemeasures (Pollcy) or-the NOAC to examine
the facilities or operatlons of any Executlve department or
agency wlthout the approval of the head'’of such Executive

department. or—agency- ; i ...:\ =
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