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THE PERSOMNEL SECURITY PROGRAM OF THE

. = COMRAL YWTELLIGEICE AEERCY —

1. BACKGROWND

® The personnel security prograa at the Central
Intelligence Agency has developed over many years and Tepresonts
the cumulative thinking and Judgments of many individuals. The
personnel security policies and procedures are designed to
ptevent the penetration of the Agency. A strong and viable
personnel security progras is not totally éependent upon the
MAgency's Office of SBecurity standing alone. It is vital to
involve and have coordination and cuoperation with other
BIVESTICATIONS slements of the Agency, pérticularly the Offices of Fersounel

and Nedical Services, uhtfh share ms)or responsibilities in the
screening area.

. Personnel security demands allocation of more than
half of the Oftice of Security ‘s resources. These officers are
dedicated to the areas of prescreening, investigation,
adjudication, polygraph, security awareness, security

- troubleshooting, and reinvestigation/repolygraph. The personnel

. security function is supported by a network of strategically

located field offices, and in-house polygraph capadbility, and a
small ocounterintelligence wunit.

® In a sense, the Office of Security is & watchdog for
the Director of Central Intelligence. The watchdog in this case
ensures that the activities of the Agency are carried out in a
Banner that protects personnel, sources of information, sethods
of operations and protecte classified intelligence information.
In all of this there is no function more important than
personnel security, which might properly be defined as the
ftogrll that seeks to ensure that the Agency always employs and
s

associated with people who can be trusted with the Nation's
top secrets.

11. I’m SECURITY STANDARDS /AUTHORITIES

® e Agency's ‘investigative and adjudicative
authorities are set out in the Mational Security Act of 1947 and
the CIA Act of 194%. These authorities were expanded upou fin
Executivs Orders 10450 and 12036, various Agency regulations and
Director of Central Iutelligeuce Directive 1/1 :

- *. .Agency regulations state in part that it is imperative
that Agency personnel be persons “"who are of excellent
character, and of unguestioned loyalty, integrity, discretion,
and trustworthiness.® That was litted out of 10450, and the
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Meicy s standards are high because CIA's sission is vital to
national security and such is expected of those who carxy it
out. The Agency necessarily insists on standards of integrity,
personal responsibility, trustworthiness and loyalty well oeyona
what most other employers desand.

111. OFFICE OF PERSOMNEL SCREEMING

~ The Agency‘'s Office of Personnel recruiters fill the
Agency's. personnel needs by utfilizing direct newspaper
advertising or contacts with appropriate sources in
universities, military bases, private industry,
vocationdl/technical instjtutions, or the referrals of current
and former employees. These recruiters are scattered throughout
the United States. .0
Once the applicant is located and identitied, initial
interviews &re arranged with the recruiter. Tue most proaising
candidates are usked to submit zesuses and, in most cases, the
Tucruiter arranges for a professional applicant test battery to
Le administered. The recruiter will then send to Headquarters
has anterview report, along with his recommendation.

®. A hey step in the process involves the use of
expediters who are experienced professional securaty officers
assigned to the Uffice of Personnel. The eapediters
painstakingly review the Personal history Statement submitted by
the applicant, concentrating vn entries that tend to signal
trouble-~the items most likely to be falsified by the
candidate. The expediters then attempt to contact all the
applicants put into processing in order to identify and
eliminate those individuals who have made admissions which
soundly sstablish their unsuitability for Agency employment or
who will do so in a telephone interview--normally about ten
percent «of the candidates. :

IV. OFFICE OF MEDICAL SERVICES SCREENING
® All applicants sre required to complete medical
processing prior to entry on duty. This processing consists of
a medical evaluation, psychiatric screening., and in some cases

psychiological assessments. The medical evaluation which
consists of accepted and usual medical testing techniques, is
appraised by a medical doctor who determines whether the
applicant is physically Gualified for employment.

* " Psychiatric screening begins with the receipt and
review of the applicant’'s report of sedical history. ‘Should:
pertineut psychiatric information be noted, the repourt is
fuiwarded tor special evaluation. ULepending upon the nature and
extent .of the information, tue Office of Medical Services may

requeust ‘additional jinformation tium tne physician of the
applicant.
3
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4 ng the applicant's Headquarters processing, he or
she \iﬁl eo::::t: a pyghputne history questionnaire. This is
carefully screened by & psychometrist. Depending on the nature
of the information developed, or existing recommendations in the
file, the psychosetrist may refer the applicant for peychiatric
tnto;‘v'tu. A report of the interview will be prepared, reviewed
and analyzed by professional staff mesbers and an appropriate
recommendation for disposition will be forwarded through coasand
channels.

b4 hological assessments may be requested by
operating :g:ehﬁ and are mandatory in & number of cases. The
n::ounnu sre not foy medical screening., but are used to satch
the skills of the applicant with his projected assignesent.
2%ey may contain sagniticant information as to the suitabiiity
and flexibility of the candidate.

V. THE BACKGROWND INVESTIGATION

.. it ocessing includes the scheduling and
conduct ot.:c::nytf:u invuugnu?n. The investigation is
desighed to establish the applicant’s bona fides and determine
that he or she is of excellent character, of ungquestioned
loyalty, integrity., discretion and trustworthiness. Appropriate
Mational Agency Checks are always conducted, and the field .
investigation covers the most recent 15 years of the applicant’s
1ife, orf back to age 17, whichever is shorter.

hd 1 education, esployments, and neighborhoods are
covered; t:alehou. fellow students, supervisors, co-workers, and
neighdbors are interviewed to the extent possidble. In addition,
a minisus of five character references., including peers, are
interviewed. Police checks are conducteé on all areas where the
applicant has lived, worked or attended school, and credit
reputation is established through interviews and/or credit
reporting agencies. Suitability and security factors explored
by the investigator include family background, reputation and .
loyilty of spouse and close relatives, as well as the
applicant‘'s health, habits, associates, msorals, loyalty,
finantial standing, abilities, personality, character traits,
and foreign travels.

= * 1n summary, the bcckgi:ound investigation explores
wo;y" legitimate facet of an applicant’s life. The field

- dmuiry by the Office of Security is one of the most

hensive in Government today. It is closed only when all
m’o’::nuon, favorable or unfavorable, is confirmed,
consblidated and sufficient to permit an eqguitable
decision--fair to the individual and fair to the Agency.
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VI. THE POLYGRAPH PROGRAM

® %he CIA polygraph peogran is closely controlled and
sanaged by the Office of Security, following strict guidelines
established by the Director of Central Intelligence. Polygraph
examiners are generally selected tros the ranks of professional
security officers who have had on-the-3jo0b experience. Al)
exaniners are volunteers and are carefully selected for their
maturity, esotional stability, evenhandedness and dedication.
“hey receive their tm ee-montl: formal training at the CIA
Polygraph 8chool and then sust complete a nine-month
probationsry period under the close scrutiny of experiencea
Agency examiners.

® Polygrapli testing has slayec a cruciali zole an the
Central Intelligence Agency's security grogras for the past 35
years. During this time, the CIA las developed incontrovertible
evidence of the value of thfs vital procedure.
® The CIA's uxperience witn polygraph involves over
126,000 cases and close to a million separate polygraph charts.
The value of the polygraph, indeed its indispensability, is
clearly reflected in the high number of security disapproval
. decisions taken by the Director of Security based on inforsation
developed during the polygraph exasinmation.
¢ 1o the polygraph interview, only those basic questions
hecessary to satisfy legitimate security concerns are asked. Mo
unrelated information is solicited along the way. Over and
above the initial training ana probationary period, a strict
Guality control progras is designed to ensure that the highest
technical standards are met by examiners, whether at the
apprentice or senior examiner level.

Vil. ZHE ADJUDICATION PROCESS .
* 2ue basic security responsibility for collating all of
the essential data on an applicant rests with the appraiser who
ensures that the investigation is complete, and that all
appropzriate issues are covered in the course of the polygraph
interview. This Personnel Security Ofticer summarizes all the
essential elements of the case, and makes an approgriate
recommenaation in terms of approval, security disqualification,
or referral-to the Office of Personncl's Applicant Review Panel
on sujtability grounds. .
® The adjudicative phase of security processing is

delicate and critical for all concerned. Subjectivity in the
process must be reduced to an absolute minimum. Lach case is
analyzed by an appraiser who has the freeaoa to vote his or her
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conscience in making an appropriate recommendation--with no

essure from abuve. In all cases the total person is
considered in order to present a valancead picture which covers
poth the tavorable aspects ot an upplicant’s background as well
as problem areas.

* 3t is a system of checks and balances. Each case is
gzeviewed Dy a number of senior experienced Security Officers
swhere there is serious derogatory information and a negative
recommendation is being mede. The final decision is sade by the
Director of Security who sust weigh the evidence. keeping in
sind national ucu:{ty sbove all other considerations.
statistically, over twelve pexcent of the applicants put into
processing are disapproved oh strictly security grounds.

vii. THE APPLICAWT REVIEW‘fAwEL

*° A truly effoctive personnel screening program involves
s team eoffort Ly the Offices of Personnel, Medical Services, and
sSecurity. This collegial approuch to the screening of
candidates for employment is best reflected in the work of the
Appiicant Beview Panel, which was «stablished in 1953 to
appraise all significant suitability information availablie
through the Agency screeuing procedures. Data is shared among
the Applicant Review Panel meabers, and is subjected to
systematic sdjucication_ Lefore a aecision atfecting eaploysent

is made.

* “Adverse suitability inforsation coming witnin the
purview of the Applicant Review Panel may be illustrated as
follows: “4motional instability and immaturity. personality
tdicsyncrasies, liaited mental capacity including scholaczship
deficiencies, physical impairment, limitations precluding
adaptability and flexibility, poor employsent record, financial
irresponsibility, including spending habits, excessive aloohol
use, and sarital difficulties. ’

* 'A xepresentative of any one of the three offices may
refer a case to the Applicant Review Panel based on suitability
information developed during the course of the screening .
process. it may be data of such a nmature that standing alone it
does not justify an applicant's rejection, but when related with
data existing in other offices, it may acquire greater
significance. The Applicant Review Panel is chajired by the
Oftice of .Personnel representative and the Panel makes
recomsendations to the Director of Personnel, who makes the
decision to accept or reject the applicant's employment with the
Meilicy.” Approximately five percent of the applicants put into
processing are disapproved by the Applicant Review Panel because
of suitaliility factors.
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I1X. %HE REINVESTIGATION/RCPOLYGRAPH PROGRAM

®* 1In making personnel security decisions, the previse 1o
followed that the past is the precursor of the future. Bdehavior
that is chatacteristic of a person's background tends to be
fepeated in the tuture. 1Im hiring and clearing people, the
esphasis is on learning as auch as possible about their past.
“he emphasis un the total person--expensive and time-consuming
though it is--pays dividends.

. ® People 0o change with time. The applicant hired today
will be a significantly difterent persou--physiologyically snd
sychologically~-tenu years grom now. 1f the “whole pezrson
coucept”™ gs the hey to the ipitiul clearance effort, then the
“dynemic puyson coucept®™ iss unuy important in the personnel
security concerns held about on-duty personnel. A strong
Fersonnel sgcurity proyram has to be an on~going effort.
® In view of the sensitive intelligence and
counterintelligence mission of the Agency and in support of the
. Statutory responsibility of the Director of Central Intelligence
to protect intelligence sources and sethods, the Agency has .
historically and traditionally maintained a program for the .
Periodic review of security cases, as Tequired by DCID 1/14. At
the present time there is a review of the status of new
eanployees within the three-year probationary period, and this
normally jnvolves both a reinvestigation and a repolygraph.
There is also the regular reinvest gation program that follows
thereafter on a cycle of every five years.

X. CONCLUSION
: ® 1t is the position of the Office of Security that, by
and large, the Central Intelligence Agency is composed of very
dedicated, hardworking, ahd capable employees. The screening
otffices have served jointly as an effective machine in bringing
on board inaividuals of high caliber and diverse backgrounds who
Possess an extremely wide variety of educstion, skill, and
experience.’ At the same time, the machine screens out those.
persons who f1o not meet Agency security and suitability
Stundurds. -
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BACKGKOUND OM THE CASE

adwin G. Koore, 11, was a CIA statf employee from 1952 to
1903 when he was tersinated by tne DCI atter being convicted of
arsou. Jec was reinstated in 1967, following acguittal trom this

charge. He retired in 1973 on medicsl disability. His career
had been marked by marginal work performance, clhronic work
trustrations and & general .x.puuuon of being miscast in an

intelligence agency. .

’

.1n December 1976, Moore threw a package containing
classified CIA documents and ransom payment instructions for
$:00,000 over a fence into a Soviet residence compound. The
Soviet watchman was afraid that the psckage was a bomdb and
turhec it over to a police officer. A subsequent search of
Moore's house turned up ten boxzes of CIA classified documents

éating back to the late 1950s.

In May 1977, Moore was convicted on two counts of
espionage and three counts of unlawful possession of classified
Government documents. He was sentenced to 15 years
imprisonment. He was paroled in 1979.

LESSONS OF CASE/CORRECTIVE ACTIONS

“*  » ghe Moore casc pointed out the need for greater
emphasis on the reinvestigation/repolygraph prograss and
the need to Gedicate moie zesources to such efforts.
¥ollowing the Moore disclosures, the Agency applied
sdditional resources aud _took steps to implemeut
reinvestigatious and repolygrapls of staff personnel at
roughly five-year intervile.

. * 7The Moore case illustrated a need for ssaningful
. feindoctrination and security awareness programss. Again
the Agency responded by directing additional resources
toward the problem. A new mandatory security
reindoctrination progras was developed and presented to
sll employees. In addition, the initial security
‘briefing for new employees was revised and expanded.

. * oThe Moore case demonstrated that first-line
_ supervisors pust assuse & large responsibility for
_zecognizing and dealing with employee suitability issues
before they become security probleas. I the Agency,
steps were taken through approved training mechanisss to
_educate the Agency's supervisors about these important
duties and responsibilities.

’
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® The Moore casec showed that there was a need to

gelierate & greater awareness of the Personnel Evaluation
Soard (PEB): an interoftice panel consisting of officers
from the Offices ©f Persunnel, Security and MNedical
Services who meet with BAnagement representatives to
discuss problems of employee suitability. @Special
efforts vere introduced after Moore to publicize the role
ct PEB and to encourage greater use of the
instrumentality. As a result of these efforts, the use
and effectiveness of the PEB have increased significantly.

The Moore case surfaced the need for perjodic
unannounced spot checks af briefcases and packages to
lessen the possibility 6f unauthorized removal from
Mency builéings of clapsified saterials. A special
educational program alerted all esployees to their
physical security responsibilities.

® The Koote case dclivered up & more forceful
aprroach in the handling ot the Agency's personnel
‘security cases.

® The Hoore case reaftirmed that formal ‘
compa:tmentaticn ané need-to-know are vialle principles
for use in tune youcy's Security program. %his Bessage
was transmitted throughout the Agency.

®.°T0he MoOre case showed that there is close
interrelationship between security and suitability
fssues: . a disgruntled emgloyee has the potential for
causing serious security difticulties regardless of the
Lasis for his bitterness. After the Moore case, this
point was made with unusual vigor throughout the chain of

command and with those involved with clearance
adjudications. . .

® The hoore case showed that Agency management had
to place greater reliance on the screening arms of the
Agency, particularly the Office of Medical Services which
was quite accurate in its psychological assessmsent of Mr.
Noore. The Office of Medical Services mow Plays a
stronger-role in the screening of applicants.

® Tl& anulysis of the Noore case concluded that a
vigorous repolygraph Program offers the best cliance of
uncovering an individual who is Geliberately violating
the security trust expected of employees. The Agency's

repolygraph progran was significantly strengthened as «
result 6f the houre case review.
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there was a need to * ohe Moore case led to the conclusion that the
Personnel Evaluation cornerstone of & sound security po;::- ‘:;::“:g“‘
consisting of officers trust in the individual employee. 1 ocens
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CUKISTOPNEK BOYCE

BACKGROUND ON THE CASE

.Christopher John Boyce worked for Thw, Inc., in K1
Segundo, California, from 1974 to 1976 as a docusent control
clerk, courier and comsunicator. He had access to Agency
classified and compartsented documents regarding technical
intelligence collection systems, and to cryptologicsl systeas.
During Boyce's employment at TRW. he periodically resoved,
copred and returned hundreds of docusents. He¢ photographed
Other documents and devices in the document control and
communications center where Le worked. Boyce gave this
information to an accomplice, Andrew Lsultou leae, who scld it to

* the Coviets for alout 876,000,

1u January 1977, ,¢he Mexican police arrested Lee outsiae
the Soviet Lmbassy in Nexico City. HNHe was found to have
aiciofilas Of TOp Secret docusments in Lis possession. Boyce and
lLee were convicted o: coaspiracy, espionage, and theft. Boyce
was sentenced to 40 years imprisonment, and Lee to life
isprisonment .

I.ESSOUS.OF THE CASE/CORRECTIVE AC3IOMS

- * The Boyce case illustrated a meed to initiate
& program of selective polygraph wse in private fndustry
Oon key contractor personnel having access to sensitive
- codeword documents. In the Agency an authorization was
Sbtained for a pilot effort which later led to a formal
approval to establish an industrial polygraph progras.

* The Boyce case showed that investigative
coverage in industrial cases should be as extensive as in
staff cases and should focus on peer connections in
addition to family associations. This nessage was

transmitted to all Agency field office investigative
persounel.

® The Loyce case determined that the application of
personnel security standaras in the appraisal of
- industrial cases had to be vpgraded to the level of
adjudication used in Agency statf employee cases. After
Boyce, stepys were immediately taken to tighten the
&creening process in contractor cases.
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® <The boyce case surtaced 3 need for a progras of
periodic, wnannounced, cosprehensive security sudits cf
industrial contractor facilities. Resources were
obtained to establish an Industrial Security Branch with
the responsibility of conducting these security
ipspections.

®* %Zke boyce case Lrought hose again the ciocee

relationshipy between security and suitadiaity issues i
the Teals Of personnel security. The gersonality and
character flaws of Chrastopnher Boyce were the hey to his
treasonable bshavior iu private industry. In the wake of
the case, the Ageucy Boved tO a greater emphasis upon
suitébility sssues iu-the industrial cases. Ji addition,
e mow Industrial Review Panel was created at that time to
address suitadbility gkoblems in industry.. :

- * Though essentially s personnel security failure,
the Boyce case also led to various physical security
zefors measures, especially having to do with document
countrols and personnel access controls.

. ®* The Boyce case pointed to the aeed to improve
the line of communication between the Agency ané@ the e
sndustrial security officer counterparts. Arrangesents,
thercfore, were made to hold regularly scheduled
Infustrial Security Seminars to educate contractor
security officers on Agency security regquirements, and to
provide a forum for appropriate dialogue on matters of
sutual interest. - . SN '

-0 © " The Boyce cass again shoped the correlation
between effective line supervision and effective
security. It also illustrated the importance of
involvement by all supsrvisors in the policies and
practices cf the Organization’s security.prograd.
¢ The boyce case delivered insights on pecessary

security reforas for coamunications and registry
opezations, sspecially the "two-man® rule shenever
hapdling especially sensitive information is involved.

2 ‘ - - .

49-958'0 - 85 - 29

i



eclassified in Part - Sanitized Copy Approved fo

WILLIAM KAMPILES

SACKGROUND YUE CLASE

William Peter Kampiles was a CIA staft eaployee froa
barch wntil October 1977. iIn apjtoximately August iv?7, he
femoved a Top becret/compartmented manual pertaining to a
sensitive technical collection project. Re removed ft trom the
‘office where he was assignea, walked out of the Agency
Neadquarters Building and took it to his apartasnt. Kkampiles
zesigned in October 1977 after feceiving & waraing letter the
previows month for poor Metformance. Ne subsegquently took the
Sanusl £0 Athens, Greech, where he 8014 it to a Soviet Bebassy
official for §3,000. Kampiles was arrested by the FBI ia August
1978 and confessed to the theft and sale of the manual to the
lo:hu. On 22 Decesber 1978, he was sentenced to 40 yeoars in
prison.. .

1RES0NE OF CASE/CORRECTIVE ACTIONS

*The Kampiles case 1llustrated the value of
assigning career security officers ¢o lime ts
“here they can monitor cperational activity closely and
spot possible personnel security poblens early. .
Pollowing the Kampiles case, & major dérive was lawnched

. 40 place security :l:::t::u *in ;::tdn;n' :a‘lu the
asjor cosponents o ency. 8 drive is mow
lh’:ﬂuﬂ and deemed successful. .

. ¢ The Kampiles case showed the meed for security
- vareness programs to be aimed at imdividual eaployses
and at supervisors. Atter the case broke, & new sroup
‘was establishsd im the Oftice of Security for this
Purpose with additional persocnnel dedicated exclusively
" to gecurity indoctrination and security education
.et"‘t’o N ' N .

J - ° 'The Tampiles case determined that there was a
Beed to conduct & conprehensive review of mew Agency
employees early on and certainly before the end of a
Athree-ysar “probaticnary period.® Subseguent to the
Gase, procedures wers established to provide such
screening by the Offices of Perscnnel, Security amd
-Nedical Services, along with a per formance/suitadbilicy
4ssessment by the supervisory chain of comsand. The

geview conducted by the Office of Security includes doth

a reinvestigation update and a polygraph zeintérview.
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® The Raspiles case led to a conclusion that
" physical security programsing meeded to be strengthened.
--Measures were taken to improve compound perimeter
security by upgrading the fences, outdoor lights, alarmss,
guard consoles, and badge controls. Steps were also
taken to upgrade the overall security access systea.

R ® The Kempiles case highlighted concerns over
document controls. MNev emphasis was given to strict
accountability for Tdp Secret and other highly sensitive
documents. Disseaminations of sensitive intelligence
zeports were curtajled in strict conforaity with the

. "peed-to-know" principle.

- ®* The Nampiles case krought attention to registry
operations, ’olszuo and procedures. PFollowing a full
zeview of this matter, steps were taken to estabiish a
separate career service tor registry officers and

- gnformation coutrol specialists. Tighter controls were
..established on the flow of documents and a prograa for
“periodic audits of controlled documents was established.

° Tue Kampiles casc illustrated the importance of
peychological assessment as a prelude t? appointaent to .
sensitive positions. 13t the individual‘'s self-imsge and
the mature of his assignment are widely @iscrepant,

" “serious maladjustment may ensue. The Agency has reacted
- .-to this poesibility by significantly increasing its
. reliance upon psychological testing prior to employment.
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