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INTELLIGENCE COMMUNITY INFORMATION REQUEST
SECTION 1 -~TRAINING AND EDUCATION

A. NATIONAL CRYPTOLOGIC SCHOOL ORGANIZATION

THE COMMANDANT OF THE NATIONAL CRYFTOLOGIC SCHOOL IS

RESFONSIBLE FOR TRAINING AND REfRAINING THE FERMANENT,

CIVILIAN FPERSONNEL WITHIN THE NATIONAL SECURITY

AGENCY/CENTRAL SECURITY SERVICE. FUNCTIONALLY, THE NCS IS

AN ORGANIZATION HEADED RY THE ASSISTANT DIRECTOR FOR
CTRAINING WHO REFORTS TO THE DIRECTOR, NSA/CSES. THE
ORGANIZATIONAL DESIGNATOR IS "E." THE ASSISTANT DIRECTOR
FOR TRAINING WHO IS QLSD THE COMMANDANT OF THE NATIONAL
CRYFTOLOGIC SCHOOL HAS ADDITIONAL RESFONSIERILITIES

WITHIN THE CRYFTOLOGIC CDMMUNITY AT LARGE. THESE ARE
DESCRIBED IM ANNEX A (TRAINING ORGANIZATION (<(E))
ORGANIZATIONAL MANUAL) . THIS FAFER IS LIMITED IN SCOFE TO
CNCS/ADT (HEREAFTER REFERRED TO AS ADT) RESFONSIRILTIES,

FOLICIES AND FRACTICES WHICH AFFLY TO THE NSA CIVILIAN

WOREFORCE.
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E. FOLICY

NGA/CES TRAINING FROGRAMS ARE CONDUCTED IN ACCORDANCE
WITH THE AUTHORITIES LISTED IN ANNEX B. THE NSA/CES
FRESENTS EDUCATIDNAL AND TRAINING FROGRAMS TO PREPQRE THE
WORKEFORCE fO MEET MISSION NEEDS AND TO PROVIDE
OFFORTUNITIES FOR THE FROFESSIONAL DEVELOFMENT OF
EMPLOYEES. WHEN FOSSIBLE THESE FPROGRAMS ARE CONDUCTED

THROUGH INTERNAL NSA/CSS FACILITIES. THE FACILITIES OF

OTHER GOVERNMENT ACTIVITIES ARE USED TO SATISFY THOSE

TRAINING REGUIREMENTS WHICH CANNOT BE MET THROUGH INTERNAL

FROGRAMS.  MON~-GOVERNMENT TRAINING FACILITIES ARE USED ONLY

TO MEET THOSE REGUIREMENTS NOT AVAILABLE WITHIN THE

GOVERNMENT. THE NSA/CSS SELECTS EMFLOYEES FOR TRAINING

REGARDLESS‘OF RACE, COLOR, RELIGION, SEX, NATIONAL ORIGIN,
HANDICAF, OR AGE. THOSE EMFLOYEES WHO WILL RENEFIT MOST
FROM THE TRAINING AND WHO CAN BE EXFECTED TO MAKE THE
GREATEST CONTRIBUTION TO THE GOVERNMENT IN THE FUTURE ARE
CHOSEN. TRAINING MUST EBE CLEARLY RELQTED‘TG THE EMFLOYEE®S
OFFICIAL DUTIES OR TO HIS OR HER SPECIFIC CAREEER
QfJK / DEVEL.OFMENT FROGRAM. THE AGENCY DOES NOT SFONSOR
<9 NON-JOB-RELATED TRAINING TO FROVIDE CREDITS TOWARD
FROFESSIONALIZATION OR SOLELY FOR THE FURFOSE OF OBTAINING
A DEGREE. ALL SUPERVISORS, MANAGERS, AND EXECUTIVES FROM
THE LOWEST TO THE HIGHEST LEVELS MUST UNDERGO FLANNED

MANAGEMENT DEVELOFMENT TRAINING.
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C. FROGRAMS

THE ADT DETERMINES THE LEVEL AND SCOFE OF INSTRUCTION
NECESSARV TO MEET ALL NBA/CSS TRAININB NEEDS AND
ESTABLISHES FOLICY FOR SELECTION OF NSA/CSS FERSONNEL TO
ATTEND TRAINING. FREREQUISITES AND STUDENT QUALIFICATIONS
ARE IDENTIFIED FOR EACH COURSE WITH MISSION AND CAREER

DEVELOFMENT ORJECTIVES IDENTIFIED. _SINCE MANY CRYFTOLOGIC

RELATED SKILLS CANNOT BE FOUND OUTSIDE OF THE NSA/CSS,

TRAINING I8 ESSENTIAL TO ACCOMFLISHMENT OF THE AGENCY™S

MISSION. ONE OF THE MISSIONS OF THE NSA/CSS--TO FRODUCE

SIGNALS INTELLIGENCE--INFLUENCES THE STRUCTURE AND
OFFERINGS OF THE NATIONAL CRYFTOLOGIC SCHOOL. (SEE ANNEX

C, CTS COURSE CATALOG.) WITHOUT THE INTERNAL TRAINING

OFFERINGS OF THE NCs INM THE PURE CRYFTOLOGIC SKILLS OF

CRYPTANALYSIS, TRAFFIC ANALYSIS, CRYFTOMATHEMATICS,

INTELLIGENCE REFORTING AND COMFUTER SCIENCE AFFLICATIONS,

NSA COULD NOT ACCOMPLISH ITS SIGINT MISSION. THESE SKILLS

ARE GENERALLY FOUND IN THE OFPERATIONS ORGANIZATION.
HOWEVER, THE NCS ATTEMFTS TO SATISFY THE NEEDS OF ALL KEY
COMFONENTS. THESE ARE EGQUALLY ESSENTIAL IN PRDViDING
SIGNQLS INTELLIGENCE. WHEN SIMILAR TRAINING CAN RE FOUND
CEXTERNAL TO NSA, ONLY THOSE COURSES WHICH RESULT IN
EFFECIENCY AND EFFECTIVENESS AND A SAVING OF TIME, MONEY,
OR TRAVEL (DISTANCE TO ACTIVITY) ARE TAUGHT RBY THE NCS.
THE DECISION TO DEVELOF AN INTERNAL FRESENTATION OR TO GO

EXTERNAL IS THE RESFONSIRILITY OF EACH NCS DEFARTMENT HEAD.

-
-

-r
P .
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THE NCS CONDUCTS FORMAL TRAINING COURSES IN THE FOLLOWING

AREAS:

1. LANGUAGES AND LINGUISTICS. —-COURSES IN
GENERAL. FIELDS OF LANGUAGES, LINGUISTICS, AND TARGET

STUDIES.

2. INTELLIGENCE AND ANALYSIS. COURSES IN

INTELLIGENCE, RESEARCH, REFORTING, CRYFTANALYSIS,

- CRYPTOMATHEMATICS, AND TRAFFIC ANALYSIS.

3. SBCIENCE AND TECHNOLOGY. —— COURSES IN
ENGINEERING, COMFUTER SCIENCES, COMFUTER PROGRAMMING,
SIGNALS COLLECTION, SIGNALS ANALYSIS, TELECOMMUNICATIONS,

AND THE OFERATION AND MAINTENMANCE OF RELATED EQUIFPMENT.

4. CRYFTOLOGY.--COURSES IN CRYFTOLOGY,

COMMUNICAT IONS SECURITY, CRYFTOLOGY ORIENTATION FROGRAMS

FOR NEW COLLEGE HIRES, PRE-FROFESSIONALS, AND SUFERVISORY

FERSONNEL..

R,
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S. COMMUNICATIONS SKILLS.-—-COURSES IN WRITING,

READING, LISTENMING, ANMD ORAL COMMUNICATIONS.

6. MANAGEMENT . -—-COURSES AT SUFERVISOR, MANAGER,
AND EXECUTIVE LEVELS, AND SFECIALIZED COURSES IN MANAGEMENT
AFFLICATIONS, MANAGEMENT SYSTEMS AND TECHNIQUES, RESOURCES

AND ACQUISITION MANAGEMENT, AND ORGANIZATIONAL DEVELOFMENT.

7. EDUCATION.--COURSES IN THE FIELD OF

INSTRUCTION.

8. GENERAL SKILLS.--OFFICE SEILLS,

ADMINISTRATION, CIVIL DEFENSE, AND SAFETY.
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THE ADT ALSO SFONSORS NSA/CSS FERSONNEL IN EXTERNAL

TRAINING FROGRAMS: (SEE ANNEX D FOR DETAILS.)

MEETINGS.
10,

|
|
|
;
\
\
|
\
\
FROGRAMS.
11.

NBSA/CES FELLOWSHIFS AND SCHOLARSHIFS.
AFTER~-HOURS COLLEGE FROGRAM.

ADVANCED STUDIES FROGRAM.

IN-HOUSE COLLEGE FROGRAM.

INSTRUCTIUNAF TELEVISION COLLEGE FROGRAM.

TECHNICAL AND FROFESSIONAL SHORT COURSES AND

SFECIAL LANGUAGE/AREA FROGRAMS.
GOVERNMENTAL DEGREE FROGRAMS.

CONFERENCES, CONVENTIONS, SYMFOSIA, AND

JOINT AND SENIOR SERVICE COLLEGES.

SENIOR EXECUTIVE MANAGEMENT FROGRAMS AND

NATIONAL FELLOWSHIFS.

12.

13,

14.

MANAGEMENT SHORT COURSES AND FROGRAMS.
DOD MANAGEMENT EDUCATION COURSES.

UNDERGRADUATE TRAINING FROGRAM
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| D. FROCEDURES
3 1. INTERNAL NCS TRAINING:

ANNUALLY, THE ADT REGUESTS ENSUING FISCAL YEAR STUDENT
} REQUIREMENTS AND THOSE FOR THE NEXT FOUR YEARS INCLUDING
‘ ENOWN NEW TRAINING REQUIREMENTS. KEY COMFONENT CHIEFS
| COLLECT, REVIEW, FRIORITIZE AND AFFROVE ALL TRAINING
; REQUIREMENTS LEVIED ON THE NCS. RECENTLY KEY COMFONENTS -

HAVE INSTITUTED TRAINING AUTHORITIES WHO HAVE

e e et

RESFONSIBILITY FOR ENSURING THAT THEIR ORGQNIZATIDNS
TRAINING NEEDS ARE CORRECTLY IDENTIFIED AND ADEQUATELY
ADDRESSED. MANAGERS AND SUFPERVISORS AT ALL LEVELS
CONTINUOUSLY IDENTIFY THE TRAINING NEEDS OF EMFLOYEES
TAKING INTO ACCOUNT FRESENT AND ANTICIFATED NEEDS FUR‘
ADMINISTRATIVE, TECHNICAL, FROFESSIONAL, AND MANAGERIAL
SKILLS TO ENSURE AN EFFECTIVE WORK FORCE. THE ADT BUDGETS
FOR RESOURCES TO SUPFORT TRAINING NEEDS THROUGH THE
CONSOLIDATED CRYFTOLOGIC FROGRAM. THE NSA/CSS FROGRAM
BUDGET REVIEW GROUF (FBRG) -REVIEWS FROGRAM REQUIREMENTS
ACROSS THE AGENCY ADDRESSING OFERATIONAL, SUFFORT AND
TRAINING NEEDS, AND LISTS THEM IN A FRIORITY ORDER.  THE
DIR, NSA/CE5 REVIEWS, AFFROVES AND FORWARDS THE FINAL

SUEBMISSION TO CONGRESS.

[y SN . .
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UFON AFFROVAL OF THE BUDGET, ADT ALLOCATES NCS RESOURCES
TO MEET THE HIGHEST FRIORITY OF JOB-RELATED TRAINING
REQUIREMENTS AND SFECIFICALLY THOSE WHICH ARE FUNDAMENTAL
TO CRYFTOLOGY. (SEE ANNEX E FOR FRIORITY CODES.) ADT
NOTIFIES CHIEFS OF KEY COMFONENTS WHICH NEEDS WILL OR WILL
NOT BE MET DURING THE COMING YEAR. CHIEFS OF KEY
COMFONENTS THEN IDENTIFY TO ADT THEIR FROFOSED TRADE-QFFS
TO MEET TRAINING SHORTFALLS. THESE TRADE-OFFS MAY BE
EXFERTS, OTHER RESOURCES AND/OR FUNDS. CLASS SESSIONS ARE
SCHEDULED ON A FISCAL YEAR BASIS AND QUOTAS ARE ALLOCATED
TO KEY COMFONENTS. KEY COMFPONENTS ASSIGN STUDENTS AGAINST
THEIR QUOTAS. IN FY-87, AROUT 40 PERCENT OF EXFRESSED

REQUIREMENTS WERE NOT MET DUE TO LACK OF RESOURCES.
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2. EXTERNAL TRAINING: ‘
THE ADT FROGRAMS RESOURCES TO COVER TUITION, TRAVEL, ‘
AND OTHER RELATED EXFENSES FOR EXTERNAL TRAINING LISTED IN
SECTION C THROUGH THE FROCESS DESCRIEED ABOVE. THE ADT
ALS0 RECOMMENDS TO THE DIRECTOR FOR SELECTIDN, FERSONNEL l
FOR FARTICIPATION IN MOST EXTERNAL TRAINING FROGRAMS. (THE
DIRECTOR OF NSA MAY DELEGATE SELECTION AND AFFROVAL
AUTHORITY FOR CERTAIN SENIOR TRAINING AND DEVELOFMENT
ACTIVITIES TO OTHER AFFROPRIATE AUTHORITIES. SEE ANNEX F.)
EXTERNAL TRAINING ACTIVITIES FOR WHICH THERE IS LIMITED
ATTENDANCE ARE ANNOUNCED AGENCY WIDE
AND QUALIFIED FERSONNEL COMFETE FOR SELECTION. AN EXAMFLE
I8 THE NSA SCHOLARSHIFP AND FELLOWSHIF FROGRAM WHICH IS
INTENDED TO DEVELOF CAREER EMPLOYEES THROUGH TWO SEMESTERS
OF JOB-RELATED, FULL-TIME COLLEGE TRAINING. (SEE ANNEX D FOR
FELLOWSHIF/SCHOLARSHIF AND OTHER FROGRAM DESCRIFTIONS.)
FUNDS ARE ALS0O FROGRAMMED FOR "COURSES OF OFFORTUNITY®",

E.G., A S~-DAY FRESENTATION ON HOLOGRAFHY OFFERED RBY GEORGE

THE FUNDS REQUIRED TO SUFFORT EXTERNAL TRAINING I8
ALLOCATED DIRECTLY TO THE NCS5. AN ADDITIONAL 20% IS8
TRANSFERRED FROM EEY COMPONENTS TO THE SCHOOL FROM THEIR
OFERATING BUDGETS TO UNDERWRITE COSTS OF NON-COMFETITIVE
MIGSION REGUIRED TRAINING. THE FUNDS AVAILABLE FOR
EXTERNAL TRAINING ARE NOT CONSIDERED ADEUATE TO MEET THE

i

|

|

WASHiNBTDN UNIVERSITY BY A VISITING EXFERT. AROUT 704 OF
L NEEDS OF EACH ORGANIZATION..

: - '
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ADDITIONALLY, THE NCS ESTABLISHES AND CONDUCTS TRAINING
THAT IS5 REQUIRED BY LAW OR REGULATION (SEE ANNEX G FOR
EXAMFLES) AND THAT WHICH IS IDENTIFIED EBY SENIOR AGENCY
MANAGEMENT. AGAIN, THESE ACTIVITIES COMFETE FOR PROGRAMMED

RESOURCES AND ARE GIVEN THE HIGHEST FPRIORITY.

E. INTERNAL TRAINING CONDUCTED OUTSIDE OF THE NCS

. Declassified and Approved For Release 2013/01/02 : CIA-RDP90-00530R000400840002-9
l

|

\

l

|

|

|

\

\

\ WHILE THE NCS5 IS5 CHARGED WITH RESFONSIRILITY FOR
FORMAL. TRAINING, OTHER ORGANIZATIONS WITHIN THE AGENCY
CONDUCT INTERNAL TRAINING TO MEET THEIR UNIQUE NEEDS.

i

| THE INFORMATION SECURITY ORGANIZATION (DDI)Y HAS AN
INFOSEC AWARENESS AND EDUCATION DIVISION WHICH CONDUCTS
COURSES IN COMMUNICATIONS SECURITY, COMPUTER SECURITY, AND

-

OFERATIONAL SECURITY. THE AGREEMENT FOR THIS ARRANGEMENT

—

BETWEEN DDI AND ADT DATES TO THE EARLY 1970°5 RUT 15 NOW
UNDER REVIEW TO DETERMINE.WHICH COURSES CAN éE TAUGHT RY
THE NCS AND WHICH WILL REMAIN WITH DDI. FRESENTLY THE NCS
COLLECTS REQUIREMENTS FOR DDI COURSES WHICH AFFEAR IN THE

NCS CATALOG. REGUIREMENTS ARE COLLECTED ACCORDING TO THE

WHO SCHEDULES THE COURSES. RECORDS ARE MAINTAINED RY THE

|
|
|
FROCEDURES DESCRIBED ABOVE. THESE ARE THEN FASSED TO DDI
NCS

|

..,..‘.\ "'T ;;. FMW F
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DDI CIVILIAN PERGSONNEL ATTEND COURSES TAUGHT BY THE
NCES AND ARE SFONSORED RBRY THE NCS IN EXTERNAL TRAINING

ACTIVITIES.

IN 1983, THE NCS ATTEMFTED TO DETERMINE THE EXTENT TO
WHICH INTERNAL TRAINING WAS CONDUCTED OUTSIDE OF THE NCS.

CIN ADDITION TO THE DDI INTERMAL

VITIES, ENOWN

TRAINING EVENTS MUMRBERED

. ; WITH A STUDENT
2D
THROUGHFUT OF AF'F'F&DXIMQTE{LF'F’HUXIMATELY 52
b ATIONS WERE INVOLVED IN
HINSTRUCTOR" ACTIVITIES. THE ADT HAS INITIATED ACTIONS TO
BRING TRAINING CONDUCTED WITHIN OTHER ORGANIZATIONS UNDER

FERSONNEL FROM VARIOUS OR
THE AUSFICES OF THE NCS.
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THE NCS HAS A CDMPREHE&SIVE EVALUATION SYSTEM THAT
ENSURES THE CONTINUOUS COLLECTION OF DATQ’FRDM\NCS
GRADUATES, SUFERVISORS OF NCS GRADUATES, OFERATIONAL USERS
OF OUR TRAINING AND WHEN AFFROFPRIATE, NONAGENCY ACADEMIC

EXFERTS. THE OVERWHELMING MAJORITY VIEW FROM THESE

F. EVALUATION OF NCS INTERNAL TRAINING

EVALUATIONS INDICATES THAT NCS TRAINING IS TECHNICALLY

, ADEGUATE AND RELEVANT FOR NSA JOBES. NON-AGENCY ACADEMIC

EXPERTS HAVE REFEATEDLY STATED THAT NCS TRAINING IS FAR
MORE ADVANCED THAN COﬁPARABLE FROGRAMS IN THE ACADEMIC
COMMUNITY. SFECIFICALLY, THE FRESIDENT OF THE NATIONAL
SOCIETY OF TEACHERS OF RUSSIAN STATED THAT THE NCS RUSSIAN
CURRICULUM WAS FIVE TO TEN YEQRQ AHEAD OF ANY FROGRAM IN
THE UNITED STATES FOLLOWING HIS IN-DEFTH REVIEW OF OUR
COURSES DURING A CURRICULUM REVIEW. THE OVERALL ASSESSMENT
OF OUR TRAINING EBOTH WITHIN AND EXTERNAL TO THE AGENCY IS
THAT IT IS EXCELLENT. ANNEX H I8 A STUDY.SHDNING NCS

EFFECTIVENESS IN ONE OF OUR LANGUAGE FROGRAMS.

THE ONLY NEGATIVE STATEMENTS AROUT NCS TRAINING HAVE

CENTERED ON AVAILABILITY OF TRAINING (FREQUENCY OF CLASS

OFFERINGS AND DELAY TIME IN DELIVERY OF TRAINING). THESE

ARE DUE TO RESOURCE ISSUES.

\s
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G. ANTICIFATED CHANGE

THE DEMAND FOR EDUCATION AND TRAINING BY THE NCS TRIFLED
DURING THE FAST FIVE YEARS. REQUIREMENTS WILL CONTINE TO
ESCALATE IN THE FUTURE DUE TO THE JUVENESENCE OF THE
WORKFORCE, CHANGES IN TECHMOLOGIES, TARGETS, AND WORK FORCE
CAFARILITIES. AGENCY CAREER DISCIFLINES WILL CONTINUE TO
BECOME MORE COMFLEX IN FPACE WITH TECHNOLOGY. CORE/COMMON
QUALIFICATION REQUIREMENTS AMONG OCCUFATIONAL FAMILIES AND
GROUFS AND EETWEEN SFECIALITIES WITHIN CAREER FIELDS WILL
INCREASE; CROSS DISCIFLINE MERGERS WILL BE REQUIRED; AND
INITIAL TRAINING FERIODS FOR FERSONNEL ENTERING THE
CRYFTOLOGIC DISCIPLINES WILL INCREASE FROFORTIONATELY.
WHILE REGQUIREMENTS ARE EXFECTED TO INCREASE, INCREASES IN

FUNDS AND TRAINING FERSONNEL ARE NOT LIFELY.

S, 5
N L Ll
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Cor I T TIAL

.

ONE RECENT EXAMFLE OF A CHANGE TO THE TRAINING CURRICULUM
RESULTING FROM CHANGING WORKFORCE NEEDS WAS THE DEVELOFMENT
OF A MULTIDISCIFLINED ANALYST COURSE WHICH WILL HELF
FULFILL THE NEED FOR TRAINED ANALYSTS WITH A WORE.ING
ENCGWLEDGE OF SIGNALS ANALYSIS, TRAFFIC ANALYSIS,
CRYFTANALYSIS AND REFORTING AS FART OF A SINGLE,
MULTI-DISCIPLINARY, INTEGRATED FROCESS. ANNEX I CONTAINS
AN EXAMFLE OF A NEW FROGRAM DESIGNED TO MEET AN
ANTICIFATED SHORTFALL IN COLLECTORS. EXAMPLES OF CURRICULA
IN THE FLANNING STAGES INCLUDE ADVANCED COMFUTER SCIENCE
DEALING WITH TOFICS SUCH AS ADVANCED OFERATING SYSTEMS AND
SOFTWARE ENGINEERING, AND SUFERCOMFUTERS. RESOURCES HAVE
EBEEN FROGRAMMED TO SUFFORT THESE LAST INITIATIVES BEGINNING

WITH FY-B89.
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