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The Directorates eventually agreed with this
plan and it was implemented by IPD and CRD on
1 May 1985, It has run continually and success-
fully since that time, The I'O has told us that they
most always agree with the CRD declassification
decisions, that this system makes their job easier,
and it saves them time,

C/CRD

R - . 1\, \
Date 14 August 1987
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VEYORANDUM FOR: Information Review officer, DI
Chief, Information Management Staff

FROM:
Director of Information Services, DA

SUBJECT: Proposal to Peorganize the Agency
Classification Review Program

1. Enactment of the FOIA Relief Bill will create a new situation
for the Agency. Although specific relief is authorized for the Direc-
torate of Operations (DO), Directorate of Science and Technology (DS5T),
and the Office of Security (0S), there is a strong 1ikelihood that the
work of the rest of the Agency, specifically the DI and the Executive
Registry, will increase. Je are not sure what volume of activity to
expect. Ve know, however, that an expectation has been created that the
Agency's response time to requests will improve. Ohviously, all of our
efforts must he directed toward that end. In addition, the ICI is
camiitted to an historical review progran, again probably to he focused
on DI records.

2. These various commitments, especially the expectation that our
response time will improve significantly, suggest that the time has came
to consider a new approach to the ‘Agency's system of review, declassifi-

cation, and release process. Some reasons to consider a change are:

a. The Agency seems to have accepted the fact that the
requirement for same review and release will be with us for
the foreseeable future.

. .

b. Ve should attempt to improve our declassification

review and release program to minimize the amount of manpower
. that we must drain from the line elements.

c. The review process rust be improved to realize greater
efficiency and quicker responses.

d. Based on our experience we should be able to organize
and function in a way that would make us more consistent in our
review decisions; related closely to this is the need to
somchow get a better handle on what information has been released
in the past.
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SUBJECT: Proposal to Réorgani ze the Agency Classification Review Program

3. What we propose is a unit, composed of lnowledgeable and
experienced people (including annuitants) from all the Nirectorates,
to manage the review.process in all.cas¢s where the Agency must review
material for public release. This unit would also make the initial
declassification review recommendations and coordinate that recammendation
with the appropriate line units before any information would he made
public. This would relieve much of the workload from the line units yet
leave with them control over the public release of their information.

4. Probably the single most important argument for placing the
initial review activity in one unit is the complexity of the review
process. As you are aware, a great deal of subjective judgment is

. ‘required in the review for release of classified information and the

informational subtleties and.complexities are endless. A decentralized
system, such as the one the.Agency has always used except for the
systematic classification review program, makes it more difficult to
develop and implement consistent. guidelines. A single unit composed
of persons who are from, and have had experience throughout the Agency,
would have-the advantage of simultaneously bringing to hear on classi-
fication questions a variety of Agency viewpoints. This should lead to
more rounded review decisions and, by working together in one unit,
offer a better opportunity to see that these decisions are implemented
consistently. The stronger we can hase our review decisions and the
more consistent we can be in making them, the better prepared the
Agency will be to face appeals and litigation.

5. As we view it, the new unit would begin handling the mandatory
review requests that run about 250 annually and require no internal
search for documents (the requests come from the Presidential Libraries
and have the documents to be reviewed attached). Ve would monitor the
unit's activities to ensure that it is organizationally sound and effec-
tive. If so, its work can be expanded to handle the referrals from other
agencies; and again no searches would be required as the documents are
being referred to us. Based on 1983 figures, mandatory reviews and
referrals account for 483% of the requests received. Eventually, depending
on results and demonstrated capabilities, the unit would move to take on
FOIA and PA requests. The unit would also be responsible for handling
the procedures and reviewing documents selected for the historical review
program.

6. Since this will be a service of common concern for the Agency,
it would be natural to place it within the NDirectorate of Administration
{DAY. We have in the Office of Information Services, ", the (Classi-
fication Review Division (CRN) which has had about ecight years of revicw
experience in handling the Systematic Classification Review "ropram.
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SUBJECT: Proposal to Deorganize the Agency Classification Revicw Program

(RD personnel have always comé from and represented all four Tirectorates
and they have reviewed for the entire Agency rather than just one part
of it. That unit was reduced in size after the Agency onted out of the
Systematic Classification Review Program on 1 August 1982, but has
continued to gain experience in Agency-wide reviews by taking on many
special review tasks to support the Office of fieneral Counsel (0GC),
CBS/Westmoreland case; the Office of Legislative Liaison (OLL), review
of material for Senate histories; Office of Security (0S), reviews
related to a variety of security questions; and of course CRD has
handled the review of Foreign Relations of the Hnited States (FRUS)
manuscripts since 1978, In Eact the way CRD processes the FIUS material
."is the way they would operate under this proposal. CRD receives the FRUS
manuscripts from State, makes the initial review to detemmine what infor-
mation is of interest to the Agency and which part of that must be with-
held, completes worksheets to indicate what deletions are recommended
and why, then sends those documents with information of Agency interest
to the DO and/or NI for coordination. When the package is returned to
CRD they return it to State and, when necessary, arrange and nart1c1pate
e in joint Agency/State dlscu551ons over disputed points in the review.
' They will require additional personnel and any such review unit would
require personnel experienced in the DI and N0 as well as in other
components of the Agency. Annuitants could be used hut eventually some
rotational tours will be necessary to maintain the level of expertise
and competence to get the job done properly.

7. More specifically, the new system would work as follows:

a. The Information Privacy Rivision (IPD), DA would continue
‘ to receive and process requests. Mandatory reviews would be
* processed in and then sent to CRD for action. (RN would conduct
' the initial review and coordinate with the responsibhle directorate
as necessary, prepare a reply and return the package to I™" for a
final lock and transmission to the requester.

b. TReferrals would he handled in the same way and would
-begin when all are apreed the unit is nrepared and capahle of
handling them. This could mean augmentation of personnel to

handle the increased workload.

c. Vhen the unit is ready to take on FOIA and PA requests
the internal processing will he different. VWhen these requests
are received, CRN/IPD would cause the necessary records searches
i to be made within the Agency. ‘'lterial that is found in the Direc-
: torates would be sent to CRDY/ITPD where they wonld detennine whether
1' 1t is responsive to the request amd, 1f it is, to review and
, coordinate 1t as above. They also would be responsible for preparing
answers and sending them to the requesters.
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SUBJECT: Proposal to Reorganize the Agency Classification Review Program

d. This unit would also be ipvoived in implementing the
. Director’s Historical Review Program. The Agency Historian's
Office would determine, in cooperation with the Directorates
and particularly the DI, what files are of historical interest.
CRD would be responsible to assist in detemmining whether
encugh documents in a chosen file were declassifiable to
make it part of the obrogram. Then CRD would systematically
review the material for release. The line Directorate would
be responsible for giving final approval of which files would
. + be considered for the Historical Program and which records
could be released.

8. Some benefits that would accrue to the Agency under such a
program as outlined above, assuming that it has the support and
cooperation of line elements, would be:

a. This unit will be in a better position to develop
Agency declassification guidelines and implement them
consistently.

b. If our experience with the FRIS is typical, we should
find this system more efficient in getting replies back to
- requestors more quickly. The State NDepartment estimates that
they cut the time of reply by two-thirds when they centralized
their review process in 1978. )

c. Better records should result from processing and
reviewing all requests through one unit and this should make
for hetter knowledge of what has heen released.

B d. The unit would be responsible for handling appeals and

| litigation. Having a review element available that was intimately
involved with the processing and.review of a request right from

g the start will help the appeals and litigation nrocess.

e. Ultimately, [ would hope that we could develop a unit
with the best expertise, knowhow, and capahility to take on
that whole range of problems that are related to declassification
review and release and do the bhest nossible job to protect Agency
equities over the long haul.

f. This new concept would he positive evidence to the—
Congress that the Agency intends to make every possible effort
to fulfill the conmitments made during the legislative review
of the relief bhill.

1
i
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9. We have had prelimina i i ]
_ 4 ; Ty discussions with Paul Marr, NI wh
15 willing to continue to talk about centralized ie 1sc o
SN , review.
5 MD/A fully supports the concent. : S« Also, the

wouldlgé Your comments and suggestions concerning the ahove proposal
most welcome. If you have any questions, nlease contact me.

DDA/O1S/CRD)| (02 Oct 84)
Distribution:
Orig - IRO/DI
1 - C/IMS/D0
1, - OIS Chrono
tA - CRD Chrono
1 - CRD Centralized Review File
1 - CRD/SKylis
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MEMORANDUM FOR: Director of Central Intelligence

VIA : Executive Secretary, CIA Management
Committee

FROM : Deputy Director for Management and
Services

SUBJECT : Proposal for Establishment of a

Records Declassification Unit
\

1. Action Requested: It is requested that authorization be
given for the establishment of a records declassification unit
(staff, branch, or division) to consist of a chief {GS-15}), six
intelligence officers {(GS-13 through GS-14), three intelligence
assistants (GS-07), and a recretary-steno {(GS-07). Itis
further requested that each Directorate be required to detail
an experienced officer {GS-13 through GS~15) to two-year
rotational assignments to augment the unit' s permanent staff,
(Initially, the unit will be comprised of only the chief, one
intelligence assistant, the secretary, and one or more detailed
officers. The other positions will be filled only after sufficient
experience has been gained to permit a more accurate projection
of the declassification workload and the establishment of meaning-

. ful work performance standards.)

The records declassification unit will report to the Special
Assistant for Information Control, DDM&S, and will be responsible
for responding to ad hoc requests for the declassification and release
of Agency records, for systematically reviewing all classified Agency
records prior to their attaining 30 years of age, and for clearing
manuscripts submitted by other agencies for Agency approval.
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2. Basic Data: Executive Order 11652, Sec. 5(E)}{2) requires

that classified materials originated before June 1972 be reviewed

for possible declassification prior to their becoming 30 years old,

EQ 11652, Sec. 5(C) and (D) also authorizes members of the public

or other agencies of the Federal Government to request the declassi-

! fication and release of any records, 10 years of age or older, which
they can describe accurately enough to permit identification and
retrieval. '

| The Agency, of course, was not founded until 1947, but its
declassification jurisdiction extends to the materials produced
by predecessor agencies, i. e., COI, 0SS, SSU, CIG, and probably
also to the records of a few now-defunct World War II organizations
which were vested with an intelligence role or function. Much of
this material is already 30 years of age, and the remainder is

' rapidly approaching that threshold. An effort is currently under-

! way to review the OSS records (principally R&A Branch files)

i deposited at the National Archives by the Department of State. In

i addition, some progress has been made in declassifying or down-

i grading OSS and COI materials from the Roosevelt and Truman

l Presidential Libraries. With regard to the large body of OSS

: records still held by the Agency, however, the only declassification

: review which has been accomplished has been incidental to the

L processing of ad hoc declassification requests.

The OSS-S5U records in Agency custody amount to an estimated
6, 675 cubic feet, plus 355 reels of motion picture film. Not all of
the total need be reviewed: some records can legally be destroyed,
and should be; some of the less sensitive material, e. g., still
photography, could be offered to the National Archives; personnel
folders are protected from public disclosure by other legislation;
duplication exists; etc. Perhaps as much as 4, 000 cubic feet will
require a declassification review. The Agency Archives' holdings
of post-1947 records are obviously incomplete, but it is probable
that there will be on the order of 1,000 cubic feet of records per
year subject to declassification review as an ongoing operation,

The workload in servicing ad hoc reqgrests for the declassifi-
cation of 10-ear-old or older documents has been unpredictable,
but the trend has been toward a steady increase in volume. Under
current arrangements, requests for the mandatory review of
classified documents are addressed to the Assistant to the Director,

-2 -
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who, in turn, forwards them to the Special Assistant for Information
Control. Receipt of the request is acknowledged, copies of

v requested documents are obtained, and arrangements are made for
their examination. It is occasionally possible for the Special Assis-
tant for Information Control or members of his immediate staff to
conduct the declassification review, but, more frequently, it is
necessary to farm out the work. Because of the specialized
nature of the subject matter, some of the review work will always
have to be delegated to other components, and responses will often
require coordination with still other units (e. g., OGC). Ifa
special declassification unit were established, however, a larger
share of this work could be performed centrally--and probably
more effectively--than is possible under a decentralized system.

: It is envisaged that approximately one man-year of the proposed

i unit' 8 resources would be devoted each year to this activity,

The records involved (i.e., pre-June 1972 materials) do not
automatically become declassified upon reaching their 30th
anniversary. Therefore no breaches of security have resulted
from the delay in implementing a review program. There is,
however, an obligation to conduct a declassification review and
further delays will not cause the problem to disappear. It is recom-
mended that a records declassification unit be created, and that it
be empowered to act on behalf of the entire Agency in conducting
the review of 30-year-old records and in re sponding to ad hoc
requests from members of the public or other Government agencies
for the declassification and release of more recent materials, In
addition, the unit would be tasked with reviewing such Government
publications as the ForeigiRelations 91 t_ly_e United States, a
function heretofore performed by the Agency Historical Staff. (This
involves the review of approximately 5, 000 pages per year.) A
specialized unit, provided with authoritative guidelines for making
declassification amd downgrading judgments, should be able to
accomplish the task more expeditiously, efficiently, and with greater
consistency than could be anticipated if the responsibility were to be
decentralized--and with less disTuption of normal work routines.

——— b — s

A staff of 11 professionals, three int>lligence assistants, and
one secretary is recommended, The principal duty of the professional
officers would, of course, consist of examining records and determin-
ing whether they could be declassified or downgraded. Experience
indicates that an individual should be able to review from 5 to 24
linear inches of material per day, depending wpon the subject matter

-1 -
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involved. The intelligence assistants would, among other things,
be responsible for preparing worksheets (i.e., records of
declassification/downgrading decisions}), marking documents to
reflect their new status, reproducing copies of declassified
documents (for final review and possible transfer to the National
Archives), and shipping completed batches back to the Agency
Archives. The secretary would, in addition to normal office
duties, handle the correspondence associated with ad hoc requests
and prepare consolidated lists of those documents deemed to
require continued protection (for eventual submission to the DCI).
Of the 11 professional intelligence officers on the staff, it is
recommended that four of them be on two-year rotational assign-
ments, one from each of the Directorates.

The professional positions should be filled by individuals of
demonstrated competence, sound judgment, and with a minimum
of 10 years' experience with the Agency. They should have a thorough
knowledge of the history of the Agency and a strong interest in
i nternational affairs and recent world history. They should be
individuals who are willing to accept full responsibility for their
actions and in whom others can place their confidence. To attract
desirable personnel to a never-ending, demanding, and often
tedious undertaking, the grade structure should be commensurate
to the qualifications and qualities demanded. In selecting per sonnel,
consideration should also be given to the nature of the records
scheduled for review; at least one or two OSS veterans should be
included in the initial complement, and the collective expertise of
the staff should cover as wide a range of Agency record-producing
activities as possible. ({Additional background material is available
in the Office of the Special Assistant for Information Control.)

3. Staff Position: We can anticipate increasing demand for
release of records under the provisions of EO 11652. An orderly,
structured approach is more likely to be efficient in response a4nd
wise in decision. Subject to the condition that strength will be
added only as needed, I recommend approval.

{9/ Reteort & T4 am

-4 -
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4. Recommendations: It is recommended that the ClA
Management Committee approve the creation of a recoras de-
classificatio_n unit within the Office of the Special Assistant for
Information Control and the assignment of the slots as requested;
that the Office of Logistics be directed to locate suitable office ’
space, preferably in the Headquarters Building; and that each
Directorate be required, at an appropriate time, to nominate
qualified candidates for rotational tours with the unit and to make
their respective personnel files available to the Special Assistant
for Information Control for his review and approval,

HAROLD L. BROWNMAN
Deputy Director
» for
’ Management and Services

APPROVED;__}- August 1973 -- Please see Routing and Record Sheet
comments,

DISAPPROVED:

Distribution:
Orig - Return to SAIC
2 - DD/M&S
H&M@_o&;:[tr?f..z(
1 -ER
1 - GGC
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PROPOSAL FOR A RECORDS DACLASSIFTCATTON UNIT

Exocutive summary

Tha demands placed upon the Agency ns a consequence of requests,
levied in accordance with the provisions of E.0. 11652 and the Freedom
ot Information Act, have been considerable, and experience indicates
that such requests are growing in volume. If and when the Agency under-
takes the systewatic declassification review of 30-year-old documerts
in its custody, ard this action is required under the provisians of
2.0. 11652, the drain on Agency rescurces will be increased. Agency
solicy thus far has called for individual components to be responsible
for the declassification of records producad by them or by their
predecessor organizations.

It is recommended that a records declassification unit be created
and charged with responsibility for acting on behalf of the entire
Agency in responding to ad hoc requests for the declassification and
relzase of dacuments and in conducting the mandatory 30-year review of
classified recoyds. A specialized unit, vprovided with authoritative
guidelines for making declassification and downgrading judgmants,
should be able to accomplish the task more expeditiously, efficiently,
and with greater consistenty than could be anticipated if the function
were to be decentralized--and with less disruption of normal work
routines.

It is recommended that a nine-man (seven professionals and two
clericals) declassification unit, augmented by four additional pro-
fessional employees on two-year rotation assignments (one from each
directorate), be established as a branch of a new organization, the
Information Control Staff, which would be comprised of the Special
Assistant for Information Contrel and the Agency components now Te-—
porting, formally or informally, to him. The Information Control Staff,
it is proposed, would be located organizationally either in the Oifice
of the DCI or in the Deputy Directorate for Management and Services.

Its other components would consist of the already existing Records
Adninistration Brarnch, the Agency Archives, the Agency Records Center,
and the Historical Staff—-all of which are concerned in one way or
another with the generation of records, their selection for preservation,
their declassification, and their utilization for purposes of historical
rasearch,
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PROPOSAL FOR A RECORDS DECLASSIFICATION UVIT

Pronlenm

Tae Agency has implemented a program for processing ad hoc raquests
for the relezase of records under E.0. 11652 or the Freedom of Information
dct, and the precedures to be followed were duly published in the Fedaral
Register. It has been in operation now for several months and, though
somewhat cumbersome, has been proven workable. Experience has showm,
however, that the method of responding to these requests has been both
expensive and time-consuming, entalling successive reviews of the
material at several desk, management, and staff levels. Thus far, the
desk officers and other personnel involved have probably regarded the
demands made upon their time as no worse than a nuisance, bubt, if the
volume of such requests should grow dramatically--and there seems to
be a trend in that direction--continued reliance on the current pro-
cedures could result in serious disruptions in the daily work routines
of Agancy personnel. A further centrdlization of declassification and
release responsibilities within the Agency would permit a streamlining
of procedures, with the benefits of overall manpower savings and the
expediting of responses. Greater consistency in applying Agency de-
classification criteria would also result.

STAT Both E.O0. 11652 and the implementing Agency regulation
call for the review for declassification purposes of all classified
materials prior to their becoming 30 years of age. Though not established
until 1947, the Agency, as the successor organization, is the responsible
declassification authority for sizable quantities of records, originated
by the 0SS, which are already 30 years of age or rapidly approaching
that threshold. Three annuitants have been placed under contract and
detailed to the National Archives to undertake the declassification
review of the more thar 900 cubic feet of 0SS materials (primarily R&A
Branch records) deposited there by the Department of State, but no plans
have been developed thus far for taking similar action with respect to
the much larger group of 0S5-SSU records still in the custody of the
Agency or the CIG and early CTA materials which will become 30 years of
age before the end of the decade. In addition, numerous other documents
of 0SS origin are being uncovered in the Presidential Libraries or in
other National Archives record groups, and these will eventually be
referred to the Agency for declassification review. An Agency program
to handle the significant workload posed by the newly established
govermment-wide declassification policies should be developed without
further delay. : ‘

Centralization vs. Decentralization

The Central Intelligence Agency, in order to provide a greater
measure of protection for sensitive intelligence sources and methods,
maintains its own archival facility for the preservation of records of

-
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enduring value., The bulk of tha Federal Govermment's classified recozds,
wwevar, has been transferred to tihe Matrional Avenives and Racords

Service by the time that they are 30 vears old, and the Archivist of rhe
United States, subject to guidelines nrovided by the various agencies

of origin, is responsible under E.0. 11652 for systematic declassification
review of the Mational Archives' classified holdings. It is perhaps
significant that the Archivist, rather than dispersing the resovonsibility
among the several custodial divisions, elected to establish a special
unlt, the Records Declassification Division, to carry out this new
function.

Decentralization of responsibility for declassification review,
while certainly workable for the comparatively few documents involved
in ad hoc requests, appears unsound from a management standpoint in view
of the huge quantity of records to be exemined under the 30-year pro-
vision. The problems--administrative control, policy guidance, logistics,
intra- and interagency coordination, and vroduction schedule deadlines——
would be mind-boggling. Eligible racords would have to be identified and
retrieved from the records storage facility, with chargeout cards inserted
in their place; an attempt would have to be made to match up extaat com-
porents' functional responsibilities with those that existed 30 years ayo;
the records series would then be allocated to various najor componeats,
where they would again be broken up successively at the office, division,
branch, and desk levels; at the action level, individual documents or
file units would be reviewed by hundrads, or even thousands, of individuals
who, iscolated from others engaged in the same task, would make their
subjective interpretations of declassification criteria; and somehow
lists of documents which required continued protection would have to be
compiled and consolidated for the approval of the DCI, and the documents
wvould have to be appropriately marked, collected, returned to the Agency
Archives, and there rearranged in the original file order: The process
would be difficult to monitor and the results could be catastrophic:
documents might be lost, mutilated, or destroyed; declassification dead-
lines might be missed; because of the inexperience of the reviewers,
sensitive information might be disclosed prematurely; regular work
routines would be interfered with; ad inf.

Centralizing responsibility for declassification review in a central
unit would have certain disadvantages. There would be some loss of ex—
pertise, but, in the case of the older records, it would be easy to
overemphasize this factor. In addition, records-producing componeats
would look with disfavor om the prospect of losing control over their
own materials. They would be free to suggest guidelines, of course,
but these could never be detailed enough to cover all contingencies.

The advantages of utilizing a central unit for handling ad hoc
requests and carrying out the comprehensive declassification review
of 30-year-old records would appear to be numerous, particularly so
for the latter program. Some of the likely benefits which readily
come to mind are:

-2
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1.

It would minimize the need for disrupting the regular
work routines of line desk officars, although they
would still have to be consulted on certain unusual
problems.

Full-time declassification officers would quickly
develop procedural knowhow and expertise. They
would become thoroughly famijiliar with the criteria
governing declassification decisions and readily
recall precedents.. 'They would recognize situations
requiring interagency concurrences and know the
correct channels to use.

Assuming that the members of the declassification

unit would be experienced officers of good judgment
who were selected in part because of their broad
knowledge of Agency missions, the staff would
collectively bring more substantive expertise to
bear upon declassification decisions than any one
individual could be expected to command. This
would be of particular importance in reviewing
finished studies, which are normally based on raw
information from a wide variety of sources.

.

A centralized operation should be more efficient

‘and less costly. Experienced, full-time declassifiers

could work faster and with more decision than novices,
maintaining production goals for the 30-year-old
materials and expediting responses to ad hoc requests
for more recent documents. The present tendency

toward repetitious reviews by desk officers, super—
visors, staff officers, and Agency management would

be minimized, resulting in the saving of a considerable
amount of high-priced manpower in processing ad hoc
requests. '

The centralization of declassification respomnsibility
would simplify recordkeeping problems, e.g., keeping
track of manpower and other expenses incurred in
responding to requests under E.O. 11652 and the
Freedom of Information Act and recording and majin-
taining records of all declassification decisions.

With a centralized system, a greater measure of control
could be exercised over the handling and care of
documents. Responsibilities for particular documents
would be clear-cut, and, if deemed desirable, officers
working on the 30-year review program could work on-
site at the Agency Archives iu order to avoid disrupting
the file sequence of those series that have already been
systematically arranged.

w3 -
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7. Other benefits and eificiencies which might be expected
to result from a full-time, mass production operation
would be the dzvelopment of useiul refermnce files,
the use of forms, where appronriate, and resort ro
standardized correspondence.

Procedures: Ad Hoc Declassification Requests

An Agency procedure for handling document requests received under
E.0. 11652 or the Freedom of Information Act has been developed and
promulgated as| | It was also published, as required, STAT
in the Federal Register. If a declassification uuit were to be estab-
lished, only a slight modification of the current procedures would be
reedad. Once the documents responsive to the request had been located,
members of the declassification unit would conduct the review, consulting
with area and subject matter specialists only as deemad necessary. A
decision would be made to continue, modify, or remove the classification,
depending upon the sensitivity of its contents. 1If declassified, the
document would then be examired in terms of the exemptions specified
in the Freedom of Information Act. The Special Assistant for Infor-
mation Control would wake the final decision on whether the document
should be released, with the option of clearing precedent-setting
actions with the Office of the DCI. 1In addition to his current re-
sponsibilities for coordinating documernt searches, preparing corre-
spondence, and maintaining records of request actions, the Special
Assistant for Information Control would be requiraed to keep track of
all expenses incurred by the Agency (labor, reproduction services,
computer usage) and to determine an equitable fee for the services
rendered. )

Procedures: Thirty-Year Declassification Review

The Agency is required by law to preserve "records containing
adequate and proper documentation of the organization, functiouns,
policies, decisions, procedures, and essential transactions of the
agency and desiguned to furnish the information necessary to protect
the legal and fimancial rights of the Government and of persons
directly affected by the agency’s activities." 1In addition, the
National Archives has consistently ruled that records containing
unique information of potential interest to researchers should not
be destroyed but must be preserved indefinitely. Some of the materials
retained beyond 30 years, e.g., personnel records, are kept for a
fixed period of time rather than indefinitely. They are not regarded
as archival in the sense that they would be accessioned by the National
Archives and be made available to the public. Indeed, even if un-
classified, records of this nature would be withheld from public
scrutiny under the exclusions of the Freedom of Information Act. In
short, not all 30-year-old records held by the Agency need be reviewed
for declassification purposes, but only those materials of sufficient
historical or other value to warrant permanent preservation.

=
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Thirty-year-old materials dated prior to 1 June 1972 do not
aulomatically become declassified an attainidg that age. but only
after a revizw has been conducted and it has baen determined that
continued classification is dynwarrantad. The dNational Security
Council directive, dated 17 May 1972, implamenting E.O0. 11652, in
reference to classified material datad after the effective date of
£.0. 11652, states that the declassified information and material
shall be made available to the public to the extent permitted by
law. Earlier material is not mentioned in this context, but the
inference is that this material should also be made accessible to
the public once:it becomes declassified. Inasmuch as security

. factors and other considerations would preclude the Agency from
- offering research and reference services directly-to the public,
: declassified records should be offered to the National Archives

for accessioning.

Unless an entire series of records can be declassified as
a body--and this will seldom be the case--the original materials
should be retained by the Agency Archives, with copies going to
the Natlional Archives. Documents have an organic relationship to
one another; an individual document acquires meaning only when con-
sidered in relation to what preceded and followed it in the series.
It is fundamental to good archival practices that records be arranged
according to the organization which originated them, that logical
series be grouped together, and that insofar as possible the oariginal
file order be preserved. By thus maintaining the integrity of the
total body of records, the interests of serious researchers are better
served. When the time comes that-zn entire group of records, ‘such
as the 055-55U materials, can be declassified, the original file

should then be transferred intact to the National Archives.

The oldest materials in the Agency's custody, the 0SS-SSU
records, are currently deposited in the Agency Records Center,
rather than being in the Agency Archives. A portion of the 055-S5U
materials is stored ia Headquarters Building. As the screening and
declassification review of these records is completed, those appraised
as having enduring value should be transferred to the Agency Archives,
arranged, and inventoried. The early records of CIG and CIA origin are
now in the process of being arranged by the staff of the Agency Archivas

but there are undoubtedly gaps in the holdings.

The following procedures would be followed in accomplishing the
declassification review of 30-year-old materials. - They are, of course,
tentative in nature and no doubt incomplete, but they will nonetheless
provide a general idea of the work steps involved. They were written
with the 055-55U materials, the oldest records in Agency custody, in
mind and would probably require modification when the time came to

review later records.
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1. Locate th2 materials and sesrecate them from the ather
records stored at tha Agency Archives and Recocds Ceuntec.
This task would ba the responsibility or the Agency
Archives' stalf, with the cooperation of 38U/TSD/DDO.

2. Worlking with logical subgroups or series (i.e., motion
picture films, still photogranhs, maps, cable chronao
files, the records of X division, ete.), the Agency
Archives staff would thea screen the materials. Records
Retention Plans were nonexistent during World War II,
and scant attention was paid to Records Control Schedules——
if indeed the 0SS had them. As a consequence, the 055-
SSU.files contain a great deal of material which would
have long since been disposed of under today's records
management ground rules. The screening would include
the following actions:

a. Guided by the provisions of the General
Records Schedules, the Agency Archives'
staff would separate out the nonarchival
materials requiring long-term, but finite,
retention (e.g., persomnel files). These
records should be returned to the Records

~ Ceanter. Counsideration could be given to
"class action' declassification, without

- item by item review, but, inasmuch as the
‘records are nonarchival material, it would
.not seem to be required by the Executive
Order.

b.-ngency Archives personnel would also identify
and segregate other series which are not of
enduring value and for which there is no
legal requirement to retain the records for
at least 30 years. If such materials are
covered by General Records Schedules, they
should be destroyed as authorized. If they
are not covered by GCeaeral Records Schedules,
but they fall into a category of Agency
records, the destruction of which has pre-
viously been authorized by the National
Archives, this should be used as a precedent
and the materials destroyed. 1If, on the
other hand, the records are ualike any
generated by the Agency and there is no
existing authorization.for their disposal,
Agency Archives persounel should propose
their destruction via SF 1155 and submit
the requests to tha National Archives for
approval.
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¢. Ia the course of screening the records, the
Agency Archives' staff shouid endeavor tg
ldeneify selected series of low classification
and seesitivity (e.g., the 055-530 file of
still photography would be a possible candidate)
whica might be suitable for declassificatian
vithout an item by item review. Members of
the declassification unit would be detailed
to the Agency Archives to examine and sample
‘any such series, consulting as necessary with
area and subject matter specialists at Head-
quarters. If it is determined that "class
action” daclassification can safely be done,
the records should be appropriately stamped,
and, if the series represents a sizable,
meaningful entity, consideration should be
given to offering it immediately to the
National Archives for accessioning.

Once the material had been screened on a series basis by the
Agency Archives' staff, subgroups of records would be shipped

to Headquarters and allocated among the declassification

review officers, with due regard given to each individual's
work éxperience and expertise. The declassification review
officers would have been vested with rthe authority to declassify
or downgrade records, and they would be provided with the
requisite stamps and other work materials. Declassification
guidelines, blessed by top management, would serve as their
"Bible."

During the course of reviewing the documents assigned them,
the declassification review officers would encounter some
docunents of non-08S origin. These should be withdrawn from
the files and replaced with charge-out cards. The withdrawn
documents would be kept in the same box as the other records,
but placed in a specially marked envelope. When a sufficient
number of such items had accumulated, they would be sent to
the agency having declassification jurisdiction for action
and return. Documents which were originated by foreign
governments or international beodies (but not including caoturad
documents) would be held uatil such time as concurrences were
obtained for their declassification.

The declassification review officers would read the documents
of 0SS origin, view the films, etc., and make a judgment
regarding eligibility for declassification for each item.
Borderline cases or cases not covered by iunstructions would
be discussed by the declassification staff and perhaps with
specialists elsewhere in the Agency. Top management would
be consulted only whea deemed essential.

—7-
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The declassification review officer would be requirad

to make a worksheet entry for ecach document reviewed,
identifying tne document, indicating the dacision
reached (declassify, downgrade, continue classification),
the reason why classification wust be coatinued (if this
is the case), and a date for automatic declassification
(if guidelines have so provided).

Each processed document would be appropriately marked
to indicate its new classification status before
returning it to the filing box. For nonpaper record
materials (microfilm, photographic negatives, motion
picture film, and, for later records, magnetic tape),
the container would be marked. In the case of roll
nmicrofilm it would not suffice to mark the container.
Authority shesets—-a copy of the worksheet would serve
this purpose--would be filed in a looselaaf notebook
and the record container markKed in such a way as to
direct reference personnel to them when the question
of classification status arose.

Unless a decision had been made to declassify an entire
series of records and transfer it intact to the National
Archives, each document which had been declassified
would be reproduced and submitted for final approval
before release. The approving officer would be the
Special Assistant for Information Control or his
successor in function. Top management officials at

the directorate level or in the Office of the DCI
could, of course, reserve the right to exercise over-
sight through spot checks. The declassified originals
would be returned to their places in the file boxes,
and the document facimiles, accumulated in logical
groupings, would be offered to the National Archives
where they would be accessible to the public. The
copies transferred to the National Archives should
probably be stamped in such a manner as to indicate
that they were not record copies; otherwise, confusion
would ensue years later when the original file was
accessioned by the National Archives. '

A clerk would have the task of consolidating data
from the classification review officers® worksheets,
compiling lists of all documents which required
continued classification. The lists, which would
cite the reason for the continued classification

of each item and, insofar as possible, the date
fixed for automatic declassification, would be
submitted to the DCI for his final determination.

—8-
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10. TFiles would be returned to the Azency Archives when
declassification review had been completed. The Agency
Archives' staff would proceed to arcvange, describe,
and inventory them, and also ta'te rehabilitation
action as required. (Some of th: 055-S5U records are
ditto or thermofax copies and hava already suffered
serious deterioration.)

11. 1In arranging work schedules, the declassification
review officers would give priority to servicing
ad hoc requests received under E.0. 11652 or the
Freedom of Tauformation Act over the manpower demands
of the 30-year review. If an ad hoc request involved
a document which had already been reviewed under the.
30-year program, the position would be taken that the
mandatory l0-year review had already been completed
and the declassification exercise would not lhave to
be repeated.

12. 1In arranging CIG and CIA records in the Agency Archives,
 the staff should bear in wind the 30-~year declassifi-

cation review requirement. The system of arrangement
should be such that ideatification and retrieval of
records approaching the 30-year threshold will be facili-
tated. To minimize the impact that declassificatian
review would have on organized and arranged archiival
heldings-and to avoid unnecessary shifting of materials,
consideration should be given to conducting future
‘reviews on-site at the Agency Archives. This is not a
-consideration in the case of the 0S5-SSU record materials
inasmuch as most of them are still stored in urarranged
form in records center boxes.

Organizational Considerations

In considering the question of where a records declassification unit
should be located organizationally and to whom it should report, and
bearing in mind the administrative goal of grouping like functions, the
position of Special Assistant to the Executive Director for Information
Control comes first to mind. The Special Assistant for Information
Control serves as Agency Records Management Officer, Agency Archivise,
and Chairman of the Agency Records Marcagemeat Board. He directs the
activities of the Records Administration Branch, the Agency Records
Center, and the Agency Archives. " In addition, he has servaed as the
focal point for coordinating Agency respomses Lo requests for Agency
documents, received under E.O. 11652 or the Freedom of Information Act,
and for clearing publications (official histories, the State Department's
Foreign Relations of the United Scates series, and book manuscripts)
forwarded to the Agency for review by other agencies or by private
individuals. While he has no direct organizational relationship to the
Agency's Historical Staff, he informally supervises its work in the area
of declassification, viz., reviewing manuscripts proposed for publication
in unclassified form. - '

-9-
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The Executive Director's memorandum of 26 May 1972 (Subjece:
Information Control--Archives, History, and Qecords) stressed rhe
close relacionship of these programs Lo une another and the rfack
that the expected impact ot L.0. 11652 and the Freedom of Infor-
marion Act required the "fullest coordination of information control
procedures.” The Spacial Assistant for [nformation Control was
created as a new position to eifect this coordinatien, and the
Records Management Board, which the Specizl Assistant for Information
Control chaired, was charged with the responsibilicy of implementing
the classification ard declassification procedurss required by E.O.
11652. Declassification is clearly his "baby."

With the abolition of the position of Executive Director-Comptroller,
the Special Assistant for Information Control and tha units reporting
to him were left without an institutional home. Leaving these Agency-
wide programs iu the Office of the DCI would have some merit; the Special
Assistant for Information Control works very closely with the Assistant
to the Director, the General Couansel, and, on occasion, the Legislative
Counsel on declassification and release matters. DMoreover, being attached
to the Office of the DCI would serve to lend prestige and authority to
the function, a matter of no small importance when dealing with directorate-

level officials.

Assuming that the function will be located elsewhere in the Agency,
the logical place would be in the Directorate of Management and Services.
An Information Control Staff or amn Office of Information Control could
be created, reporting directly to the Deputy Director. Another alter-
native would be to reconstitute it as a division of the QOffice of
Management and Resources. The former solution would be preferable.

- The component elements reporting to the Director (or Chief) of
Information Control would be the present Records Administration Branch,
the Agency Records Center, the Agency Archives, and the proposed records
declassification unit. It is suggested that the Agency Historical Staff
should also be brought under the same organizationmal umbrella. The
source materials used in the preparation of Agency histories are identified
a2s being of permanent value through means of the Records Control Schedules
and Records Retention Planms; when the source materials become semi-—
current, they are transferred on schedule for intermediate storage in
the Agency Records Center; when the records become noncurrent, they are
transferred to the Agency Archives for permanent storage, arrangement,
description, and rehabilitation. The Agency historians are, or should
be, among the principal users of the Agency Archives' reference services.
In addition, it was noted earlier in this paper that the Historical Staff
plays a role in the field of declassification review and that its
activities in this regard were coordinated by the Special Assistant for
Information Control. The Historical Staff, too, is left without an
institutuional home with the elimination of the position of Executive
Director-Comptroller. It is proposed that, in view of the close relation-
ship of functions, the Historical Staff be made a part of the Information
Control organization.
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Declassification Workload Projection

It is extremely difficuler to estimatce tha declassification work-
load over the next few y2ars with any ovxactityda. The numbar of ad hoc
requests for Agency documents vacies from month to nonth (though there
“ppears to be a clear trend roward a srcater volume), and the requescs
#ose varying degrees of difficulty. A request might iavolve only thrae
Pazes of material or 500 or more. On at least gne occasion, sanitized
versions of otherwise classified documents were provided in response to
a2 request (from the Senate Foreign Relationg Committee) and this oroved
to be a vary time-consuming chore. Up unti] now, records have not been
naintained on the manpower devoted rto declassification activities, aad
the exercise of merely tabulating requests received is somewhat like
counting apples and horses. - R f:'f . T

The task of reviewing 30-year-old records for declassification
bPurposes is also difficult to size up with any degree of confideance.

The volume of the oldest classified records-in Agency custody, the
055-55U records, amounts to an estimated 6,675 cubic Eeet, plus 355

reels of motion picture film. The cubic footage figure, however, is
basad on the space occupied by the storage containers, and it ig probable
that many of the boxes are not filled to capacity. Moreover, as alluded
to earlier in the paper, the total includes many records which could be
destroyed or for other reasons need not be reviewed for declassification.

A quick survey of 1946-52 records held in the Agency Archives produced a
total of only 1,524 cubic feet of records. Many classified records pro-
duced during this period are scattered throughout the Agency Records
Center, and others, no doubt, are still in Headquarters files. Ta com-
Plicate matters further, many of the subject and project record matertals

194856, 1951-61, 1950-54--making it impossible to know how many documents
were originated in a particular year without making an actual count.
Responses to ad hoc requests for documents have often used up a lot
of manpower. Correspondence, locating the documents and reoroducing thea,
reivewing them in several components and at several Danagement levels,
perhaps sanitizing them, handling appeals—one can often account for 120-
150 manhours for a single request, much of it high-priced. The Agency was
feeling its way in the early months under E.0. 11652, and 'a lack of
precedents and sincere differences in opinjon concerning what- tha Agency's
posture should be tended to slow up the process. The substiturion of a
review by specialized declassification officers for that of the various
desk analysts would have little impact on the time required for corres-
pondence, etc., but the time required to coﬁplete the review and to make
recommendations should be shortened consiaerably, A declassifier, doing
a word by word review, can wade through about five inches of documents
a day. To the extent that he feels compelled to seek assistance from other
quarters, his production rate would drop. In the systematic, box by box
review of 30-year-old documents, the experience of the National Archivas
is that one archives box (about five inches of documents) a day is all thar
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vian be expactad of a raviewer if the material is difficult, i.e., nmust

2 read in itsg entirety, with frequent rereading of guidelines. On

the other hand, there ara days when a reviewer will spead through his
work allotment because the box contents are uncluassified or include a
nfeat deal of material he is nor authorized to declassify (foraign
sOvernment material, other agency material, ete.) and pernaps gat throuch
10-12 archives boxes., 0SS and Agzency records will probably require a
very careful, and cousequently slow, examination.

The Agency has received at least 51 separate declassification
fequests since August 1972. Tt is siwnificant that 16 of these came
ia March 1973. Some of the requests came directly from private citizens,
but many more were relayed to the Agency from another govermment body——
the National Archives (including the Office of Presidential Libraries),
the Department of State (six of thesea requests were for clearances for
the Foreign Relations of the United States issuances), the Departmeat of
Defense, the Department of the Army, the Department of the Air Force, the
Department of Commerce, the Atomic Energy Commission, the White House,
and Congress. The requests were addressed tg a wide variety of Agency
officials, i.e., the Assistant to the Director, the DCI, the Special
Assistant for Information Control, the Legislative Counsel, the Genaral
Counsel, the Chief/Bistorical Staff, the Chief/ISD/DDO, the Chief/IRS/DDI.
At least 22 were submitted pursvant to E.Q. 11652. Only one requester
seems to have based his appeal exclusively on the Freedom of Information
Act.

Of the 085-S5U records, 1,866 cubic Ffeet are at Headquartars, 4,205
cubic feet are in the Agency Records Center, and the Agency Archives has
604 cubic feet (still photographs, negatives, and caption cards) olus 355
reels of motion picture film. Approximately 1,500 cubic feet of the total
consists of personnel folders. A thorough screening of the type suggested
earlier in this paper might result in the destruction or "class action"
declassification of a significant portion of the remaining records. Despite
this, it is probable that 3-4,000 cubic feet would have to be carefully
Treviewed, and, to be on schedule, the review should be completed by 1976.

The CIG-CIA records for the period 1946-52 that have been identified
include 511 cubic feet of finished intelligence, 563 feet of information
reports, and 450 feet of subject files. It is obvious that a search would
have to be made of Agency Records Center and Headquarters records holdings
before the 1976-82 declassification workload could be quantified with any

precision.

Staffing Requirements

A conservative estimate of the manpower needad for the Agency's
declassification program over the next few years would be 11 professional
employees and two clerk-typists. The review of State's Foreign Relations
of the United States and manuscript materials received from other sources
would continue to be the responsibility of the Historical Staff. Assuming
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that the Special Assistant for Information Control (Chief of the proposed
[nformation Control Staff) continued to handle all Correspondence, record-
“eeping, and certain coordiration mattaers conpected with the servicing of
the other ad hoc declassification Tequests, the work involvad in nerfdrming
the actual declassification review and preparing recommendations Qould '
probably amount to somswhat less than one hanyear per year. The mandatory
39-year declassification review will probadly average out to approximacely
1,000 cubic feet of records to be processed each year. Ten men, working
225 days a year and reviewing only five inches of documents a day per man,
would succeed in completing only 937+ cubic feet a year. Dut this would
be the worst possible case. If the work fell behind schedula, sSteps

could be taken to augment the staff. '

There should be enough clerical work to keep two clerk-typists fully
occupied. After the reviewing officers had campleted a box of records,
the clerk-typists would be required to go through each box and, guided
by the disposition indicated.for each document on the worksheet, placa
the necessary markings on each item. Copies would have to be made of
declassifiad documents for review and eventual transier to the National
Archives., Documeats originating with other agencies would have to be
packaged and transmitted to them for declassification action. Iafor—
mation pertaining to those records which would continue to be classified
would have to be tramscribed from the worksheets onto lists for submission
to the DCI. WHen work had been completed on a block of records, they
would have to be returned to Agancy Archives.

Declassification review officers should be representative of the
entire Agency. Ideally, they should be men of demonstrated competence
and of sound judgment. They should have accumulated 10-20 years of
Agency experience, with preference being given to -those whose Agency
careers had encompassed a wide variety of assignments. They must be
willing to apply themselves steadily to a sometimes tedious and never-
ending task and be willing to accept full responsibility for their
decisions. To obtain the services of capable personnel with this sort
of background it will be necessary to offer an attractive grade structure.
It is proposed that the branch chief (who would be expected to serve as
a reviewer in addition to functioning as a supervisor) be a GS-15, with
the declassification review officers in the GS-13/14 range.

It is proposed that a portion of the staff be composed of staff
officers on two-year rotation assignments from their career services.
Of the 11 professionals proposad as the initial complement, seven would
be permanant members of the Records Declassification Branch~-the branch
chief and six declassification review officers—-and provide continuity
to the unit. The remaining four declassification review officers would
be "on loan" from their Tespective directorates--one from each directorate.
The volume of documents to be reviewed will undoubtedly fluctuate from
year to year, depending upon world events and the Agency's involvement.
The use of staff members on rotation assigmments will facilitate the
expansion or contraction of the branch to match the peaks and valleys
experienced in the daclassification workload.
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In selecting personnel for the unit, considaration should also
b2 given to the nature of the records scheduled for review. \s notod
2arlier, the first records to ba reviceved are ths files of the 055-556U,
primacily operational materials, The Uni:'s profassional stafr should
include at least one or two 0SS veterans initially. The others should
have at least a knowladge of intelligence sources and methods and some
familiarity with 0SS documentation.

Recommendations:

1. It is recommended that a Records Declassification Branch be
established with a professional ceiling of 11 officers (GS-13 throuzh
G5-15) and a clerical ceiling of two (GS-03). TFour of the professional
slots, it is recommended, should be filled by officers on rotation

assignments. ~

2. It is recommended that an Information Control Staftf be created
in the Office of the DCI or, if that is not advisable from the management
standpoint, in the Directorate of Hanagement and Services. The Information
Control Staff would include, in addition to the Records Declassification
Branch, the Agency Records Center, the Agency Archives, the Records
Administration Branch, and the Historical Staff.

’
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