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.To Bxe eh& baSlC guidaree for the secux lLy analysis,

5@ and eValua+1on of resource~ sharing computer systems

wherein the sect 49H—€6ﬁv§&Lﬂ%%L44ﬁﬁw%4%¥ of %%ehdata

stored and/oz prxocessed must be ensured. To list some_—ofi—the—
condnt features, procegpres and relative conditions which
should be analyzed, tested and evaluated prior to e systen
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aeeesseq resource=-sharing pOﬂDﬂLCf systems, zﬁaeaa—uﬁg —should
- be applied to other systems.as—relio—

t II, Scopes

The guidance contained herein is applicable %o all

community intelligerce functions using resource-sharing com-

N

puter systems support for which special handling controls have

been esﬁablished; : Co.
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Ai-ace e e~&eéource~sher;ng computexr systems should

be analyzedF Le”ted and'evalaa ted for the possession and funce-

tionally deycnﬂabAe operability of security psess
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and plobeou)eso/YG@mpu%e&—seeﬁfi%y—anaéyﬁ&sv—test—aﬂd—evaiw-

uat%en—shealum@@ns;;tuie_thQ_h“s¢s—£er-system~accredtta%ren_
[:; /b&wuﬁ%s
| Tk

~@n~et~#h;s*effer£~ahguld be a statement—eithor—

Q-2 =v=wﬁa=== ==

recommcndlnqweﬁmn@t—ﬁeeemmeﬁd+ﬁgwsueh—ﬂccrcdtfﬁtioﬁ“and*aﬂ

exp1anatm©v—®:~%hw~xeézgﬁs for that statempné:} The securlby

dnaly81s, test and cvaluatlon should be conducted when the

ﬁ:ﬁ;&;iQ ductive, com;tlons° Durlng this time systems changeg must

be separacely evaluatcd ln llght o( thei¥ impact on both the

security of the systew and thc status of the anal;s;s, Lcsh
and eval th

A, Securxty AnalVSL = This process will enccompass the

e reation 7 7

accumulation of all Gﬂ&géybuuL eppeoaches—and features for

providing security pretection of information handled (to pe

¥ ' - handled) within a re ulcewsharxng computer system, eﬁé— 3

w5 to the software, hardware ,and

- - procedural conditions of the system,S:§ystem configurations,
capabilitiés, locations.and pioceddresrwill vary widely
among'organizations using this guidance; however, it is
essential that, insofar as possible, they all be analyzed

based upon.this‘guidanoe‘in.conjunction with agency/departmental

L/;;gulatory guidanéezj Security analysis is reguisite to
security testing which isg_ih‘turn, requisite to security
evalvation., While these may be 1ndep9ndent phasesp they are
not mutually exclusive? In fact, the pursultb of one phasc

- may require refinement of the ctherg, Legarale53 of the stage
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of completion of ail,b Thésecurity_analysis will be the
,?rocess of idenﬁifying seeurity safeguards and ordering them
into a frameeork based gponithe manner and degree to which
they are designed.te guard against possible Security vul~
nerabilities,

1. Hardware-Controls : : '
| S o , SiwdeQ,
a. Memoxy nrotect device = M determination i

be made»to insure that a memory protect‘%ﬁ%ﬁgzéis available

- to detect-and preveht any attempt to read or write outeidev
the area of memoxy assigned'te-a given user or applicetion,
'These devices can fail, therefore, it is advisable to require
a special program which will attempt to deliberately and .re-
guently violate the memory boendsa

b. Separation of data by device (oL within device}n

Similar to memory protect, except that data separation is- not
normally additionally dependent upon software protection,
However, when data is resident in memory, it is dependent upon
memory protection.

Ce rotection state varwables - The execution

state of a processor may include one or more variables which
determine the interpretation of 1netructlone executed by the
processor. These variables should be identified at the outset
of the security analysis exercise. Forvexample, a processor
might have a.master/slave mode proéection statervariable? in

which certain 'ﬁstructbons are lllegal except in master mode.
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2. Software Conﬁrols

a., Securitv labels = Security classification

‘and other required control labels should be identified with

the information and programs in the system to insure appro=~
priate labeling of cutput/input and access authority.

b. User Identificatmon/hnthentication - User

.identification/auth 1tlca ion for access to resource=-sharing

computer systems will primarxily apply to remote users; however,

all persons accessing any paLt 0of the system should be rejuired

to identify themselves in SOme-manner, This will be'the(eoft—
ware)means by which the systcm assures that the individval at
a terminal. or access unit is the person he represents himself

to be and has authority to access information which he is

reguesting.

¢, System Supervisor (alsc known as Executive

and Monitor). The superxrvisor actes as the overall guard Oﬁ the

system. 1t is that portion of the software which internally

manages job flow through the computer, allocates systems re-

-sources to jobs, and controls information flowing to and from

‘£files and tex mlnalso The malfunction oxr deliberate alteration

of the supervisor could couple information from one program to
another; ohanqe'the security classification of users, files or
programs; Or, at a minimum,_destroy information in the system.,
For these reasons,; rigid controls must be inforced to insure
that only authorized personnel have access to the supervisor.

d. Privileqed instructions = Couplied with the

supervisor ‘and ‘the haLdeLe controls, the awm chvoecture of the

i  OUNKIDENTIAT,
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computer must prev1de for pr1v11cgcd lnstructlons° The -

set of pr1v1leged instructions must contaln all 1nput/output

commands and also every command which could change a memory

“boundary or protection barrier. Moreover, the design of the

computer should be such as to insure that only the supervisor

program can operate the privileged instructions. It is

absolutely essentiallthat the supervisor program not be by-

- passed.

e, Separation of Uccf/B recutive Modes of Ohe -

ation = The user and exccutlve mocdes of system operatlon shall

be separated so that a program operating in user mode is

~ prevented £rom performing unauthorized executive functions.
£. esidue Cleanout = Instructions for performing

xesidue c;eanoutmshoula be standard within. the system for all
user progrems to execute under the following cond1t10n5°
V/(l | ~Upon job completion.' ' }
v/f?) Upon program error (without recovery)

~3)—1u

e SUpezv

en—%ntfﬁa%eﬁ—hns—beeﬂ-at@emntedfw

—%4+——Upeﬁ—St%e—EHVIrUrmﬁnt—1ar%ﬁfe—éé%f%méi;l_ﬁ_

- (5} Upon release of the allocated scorage
area to the supervisor.
: b/
- (6) =~ Upon each ﬁystemsl—%ee%sx;qu_xﬁmu#un;
Loy
§Y§tcm:zEtQVEry=ef-1n1t¢atlon,

(7) Before allocctlon and afue; de~allocation

of any assigned permanent user storage area,

CSOVRTTT VN A 7 By He /5%
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g Audit Trail ~ The computer system shbuld pros

duce in a secure manner an audit trail containing sufficient
't I  information to permit a regular security review of system

~activity. 'System-usage recordinc functions can be used to

detect improper use or malntonance of the data basee These
functions are sp c;f;cal]y derCtGu toward plOLGCthD of aata
~sacu*;tj and assured ¢nteg£1ty. Theyéshould be peLfo:mgd by
the system Supervisor in connection thh a special system

;? log and access authentication library. The audit trail will

allow_fﬁr:

(1} Detection of data base/system misuse.

(2) Docunentaticn of- data base/system m suse.

L
DRI AT psgv 8 | -

(3) Audit of task performance.

3. Other Controlss

a. Personnel Security - ' .

(1) During the analysis,-a determination

will be made that all personnel who have an operational require-
ment to access the computer center and/or remote terminals

have been cleared to the hﬁgheSh level of classified informa=

T’ . tion stored or p:obessed by the syscem; All other'personnel
must be properly escorted,

i o T (2) Procequres will be insured for unescorted

|
: ' access to the computer center area. This access should be
P limited to pers onnel with a predetermined need and holding

clearunces commensurate with the highest category of class*flea

-

inform ation processed or stored by the system. Access to a
. ' A
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remote terminal shouldbbe-limited to personnel who are cleared

and have aceéés approvals-for information designated for output
~at that terminal. .

_;pb; PhySical-Secufity

(1) A determination will be made thaﬁ the
computex facility and remote terminals meet applicdiﬁe physical
security standards prescribed foxr safeguarding classified in-
formatlon stored or pLocevsed by the oy tem,

- {2) .Phy51cal«secur1ty requirements for the
computer center-area,shoﬁld be based'uponﬂthe over—all require=-
ments of the entire system; howe?e:, reﬁote terminal area re-
quirements may be‘based upon the highest level ef information
designated Lor 1nput/output at ea ch termlnal.

| (3) Provisions may be made for downgrading
area cont rols to the ‘cvel of DIO;CCthﬂ requlred f01 the“lnv
formation actuvally belng processed prov1ded that measures are
taken to maintain a level of security commensurate with the
highest category of classified iﬁformation resident in the
system,‘
Co Communicat;onS'Links = . The communications

B
, =
links between all components of a system shall be secured in

a manner appropriate for the transmleeﬁon of the highest

.cla551f1cd data ae31gnated to be calrlcd by the link.

de Emanations Security - Control measures and

tests will be app’led to equipment and systems to the extent

necessary to prevent the compromise of c]aq51£1ed oxr controlled

QAN A "JJM}T'};‘ EA L
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information_by_the unauthorized;interception of spurious
emissions from equ*pment used to proceos the information.
Individual organizations wlll retaxn the responsibility for

applying control measures for those systems w1th1n Lhelr pexr-

- view in accordance thh Lhc National Policy on Compromising

Bmanatlonso

€. Procedures and Administrative Safequards

.(l)‘bProcedures and administrative processes
and channels must be estabiished to maintain‘aCCQSS'controls
and to insure that system security measures;are performing
adequately. | |

(2)  Procedures préscribed for systems users
at remote terminals must prov1ae ddequate p oteﬁtlon fc- all
levels andg categories of classified information handled by'
each terminal. , : o | v

(3) Computer fecility access procedures must
be establiehed to provide maximum‘control over access to the
area.

B. Securitv Testi ng = This process will include the

inspecticn and. testing of the hardware, sor;werep phy51cal

and procedural security IeaeuLes of the resource-s haring

- System under study. The testing will determine the degree

to which the'syétem conforms_to the requirements of appropriate

regulatLong and polici eqo The extent and duration of the

_tnspectlon and testing, and the development of standards and

other criteria to be met will depend heavily on the mannex in

COI;TW DEANTTAT,
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f;: _ ' which the hardware and‘softwafe is constructed and the class
of the system being studieds The process measures the extent

" to which security safequards guard against projected security

vulnerabilities.

1. Hardware Controls

a. Memory Protect Device -~ This device should

be exercised over a period of time, utilizing all available
g , or representative programs, to insure the positive operability
of the dcv;ce. | _ -~

3 ' 4 . b. Separation of data by device (or within device)-

A check should be made to determine the extent of this techrnicue
and the security protection afforded data from these devices
while they are core resident., This technique will depend upon

other protection features once data has left the resident

i peripherals or devices.

Ce Profeetion State Variables = The actual

i : ability of the processor to access locations in primary memory

will be tested to insure that all original and modified capa-
bilities are known, understood and controlled.

2.  Software Controls

a. Security labels = The use of security labels

will be closely related to external labeling, internal file or

record labeling and user. ldentlchQtlon/du ho;1zat10ne Access

% v' to the data contents will be controlled through the label iden-

tification. Furthermore, cach user will possess access to

o G()Nﬁ D NTEAL.
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resident files based upon hie‘identification/authorizationf
label access authoritys, whlch will be cont alned in the access
llbraxles and/or executlve syst,emo

b. User Identnfa.“LJon/bu -hentication = The

user activity must insure that only indiViduals'With proéer
clearance and access authorization are permitted to ﬁtilize_
remote tcrmlnals at thelr actlv1ty additionally, software
chechs should be lntroduced and usea to insure user authen%1¥
cation for the access of specmiled'flles or data which is
availabie through'the system, Numerous methodologies of
usexr identification/euthentieation have been and are being
devised. Regardless of the specific method chosen, the
recomnanded approach of system resources from & security
authority standpoint is a software lockout in which a number
of program.checks are made against the following input para-
meters: '

(1} User name;

(2) User classification and security relecease

codese

{3) Console identification.,

(4) Console classificationo

(5) Overlay identification,

(65~ Progxam classification and security}
relecase codes. .

(7} Recokd classification and security

release codeSe

(Y IJ“ TN TTATY
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1 . ~ Software control of the release of data by security classi-
fication and control codes promises to provide greater

efficiency in system usage with security control and provides

a bctter foundatlon for control on 1nterchanges of data with
other.systems where dlrect lnterface‘becomes_a reality. 5The
security test of this feature will determine the capabilities

and functional operability.

C. System Supervisor = A check should be made

S to insure that rlgld access control 15 exercised over the
Supervisor. Odly spec1f1ed lnleJduaIS should be permitted
to change; modlfy, update or otherwise alter the Supervisor.

| A file=query system which merely provides the user at a

| _

| remote terminal the capabiliﬁy to access files using a set of

fully checked pregrams is probably the least dangercus mode

‘of operation in a resource-sharing computer system. -

d. Privileged Instructions = A check should be

made to ascertain the extentvof_use of privileged instructions,
if any exist. The check should also include ‘user access to
these instructions and maintenance responsibilities. A liffe

test using the instructions should be accomplished against

various software systems to verify the exact functions and re-
sults of the instructions from a security/data integrity
| standpoint,.

e. Separation of User/Exccutive Modes of Opay

ation.~ A test should be performed, after investigation of

n *' C@NL‘U GNELAT
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the system_documentation, to insure that application/user
progfams are incapable of performing any alteration to the
executive. It may be necessary to investigate all user pro-

grams to make this determination.

f. Residue Cleanout = A test should be performed

té confirm the operability of the residue cleanout function.
'Upon execution of residue cleénout instructions, sample data
should be printed/displayed»torallox feview to insure that the
process'has been sucéessfu19 ~Méasures should be implenented
to insure that memory rgsidue from terminated user programs

is made iﬁaccessible to unauthorized users.

g. Audit Traill - During the testing of the audit

trail éoftwaré feature, special care must be used to'confimn

§ that all access and Secu;iiy auvthorization viclations are cde-
| tected and recorded. For this reasbn, speéial “spy" proérams
| or intentional violator programs should be exercised against
i ) the system to determine the effectiveness of the audit trail
to detect violators and give the appropriate alarm. The other
system accounting capabiliﬁies of the audit trail should be

secondary to security protect features.

C.  Security Evaluation - Based upon the security analysis

and test results, a thorough evaluation should be conducted

with the final objective being syétem accreditation for multi-

level security, resource-sharing computer environmernt. The

decision should be based upon a demonstrated capability of the

12 | OOV T IOV R I AT
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~ entire System;-its‘hardware; software, procedures, physical
. plant and personnel, that ad@quate protection can and will

be prov1ded the LnLormatlon 9chedulel to be processed by

.the'systemo'
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