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" Huddleston Regarding S. 1324

David Durenberger

Letter to from Barry Goldwater,

enclosing questions for the record
(w/attachments)

Letter to from BarryGoldwater

enclosing additional questions of
Senators Inouye, Durenberger, Huddleston,
and Leahy re S. 1324 (w/attachments)

CIA's Answers to Questions Posed by the
Senate Select Committee on Intelligence
Regarding S. 1324

CIA's Answers to Questions Posed by
Senators Durenberger, Leahy and

STAT

Letter to from| | enclosing
questions posed by Senators Durenberger,
Leahy and Huddleston (original package)

Letter to enclosing answers to his
questions (w/attachment)

Routing sheet to, attaching memo re STAT

Proposed Response to HPSCI question
on 1983 FOTA requests - question 1

Letter to from Clair E. George
enclosing answers to his questions

(w/attachment)
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Washingion D C. 20505

30 August 1983
OLL 83-2067

Honorable Dpavig Durenberger
United States Senate
Washington, p.cC. 20510

Dear Senator Durenberger:

Enclosed for your retention are the Ci1a énswers to the
guestions you posed On S. 1324. If we can be of any further
assistance, Please let me know. '

Sincerely, STAT

tlair E. George”™ .
Director, Office of Legislative Liaison

Enclosure-
Distribution:
Original - Addressee
1 - D/0OLL
1 - DDb/0LL
1 - OLL Chrono

1 » DMP Chrono - - ’ -
- LEG File: FOIA Voil. vI
OLL :DMP :maw (30 August_1983)
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BY THE COMPTRCOLLER GENEPAL

report 7o The Con
OF THE UNITED STATES

B Sys:emcmc Review For Declassification

-CfiNgtional Security Information--
Do Bengiiis Exceed Cosis?

Executive Order 12055 specifies that Federal
agenciss review all classified records consid-
ered permanently valuable as they become 20
- years old to determine if they can be declas-
sified. However, most of the declassified rec-
ords prcbably will not be requested by the

1988 deadline for completmg the review will
be met. :

This report recommends that the order be
modified to reguire that only those records be
reviewed which are specifically requested by
the public and those likely to be requested. .
The change would improve responsiveness and
save money without changmg the pol«cy of ‘
openness in Government. .
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" COMPTROLLER GENERAL OF THE UNITED STATES
- WASHINGTON, D.C. 20548

. B-198348

_ To the President of the Senate and the
Speaker of -the House of Representatives

This report describes the results of our review of the
systematic declassification review program provided for in
Executive Order 12065. The review was performed in the
Washington, D.C., area, and is the third in a series of
reports on the classification of national security infor-

- mation.  Our first report, "Improved Executive Branch
Oversight Needed for the Government's National Security
» Information Classification Program," was issued March- 9,
£ ... 1979. Our second report, ."Continuing Problems in DOD's
' Classification of National Security Information," was
issued October 26, 1979. : ‘

R PR R A

;;E&ﬁ%ﬁi“

We are sending copies of this report to the Director,
Office of Management and Budget; the Administrator of
General Services; the Assistant to the President for
‘National Security Affairs; the Attorney General; the
Director, Central Intelligence Agency; and the Secretaries
of Defense, Energy, and State. ’ : : ‘If'

Comptroller General
of the United States

-

. Approved For Release 2009/05/29 : CIA-RDP89B00236R000500090001-9
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COMPTROLLER GENERAL'S © . SYSTEMATIC .REVIEW FOR
- REPORT TO THE CONGRESS j DECLASSIFICATION OF

'NATIONAL SECURITY
INFORMATION--DO BEMEFITS
EXCEED COSTS? .

To provide greater openness 'in Government,

Executive Order 12065 requires Federal

agencies, primarily the National Archives |

-and Records Service (NARS), to review all
.classified records, considered to be of

permanent value, as they become 20 years .

- 0ld to determine if they can be declassi-

fied. One exception is foreign government
information, which must remain classxfled
unt11 it bhecomes 30 years old.-

The Natlonal Security Council is responsible
for providing overall policy direction for .

-agencies to use in 1mplement1ng ‘the order.

The order makes the Administrator of General
Services responsible for implementing and
monitoring the classification program and
directs him to delegate that responsibility
to the Information Security Oversight Office
within the General Services Administration.
NARS is also within the General Services

Administration.

GAO evaluated the review program'at NARS,
the Central Intelligence Agency, and the

_-Departments of Defense, Energy, Justice,

and State and found that:

~~There is little chance that all 20-year-—
old classified records will be reviewed
by the required December 1988 date.

'-=NARS inaccurately reported the results of

its decla551f1catlon reviews for several
years.

--A review of only those records requested
by the public and those expected to be
requested would improve responsiveness
to public requests and would reduce costs.

Tear Sheet. Unon removal, the report .
cover date shouid be noted hereon. 1 v LCD~81-3
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~and (2) information generated since

1973 .to 1977. Instructions on the form‘
. 7096, used to accumulate declassification

1988 REVIEW . DmADLINE ' : L : )
"UNLIKELY TO 'BE MET : : ‘ : :

NARS has estimated that it will not be
sable ‘to review all 20-=year-old classified
~wrecords in its custody until after the

year 2000. NARS said that agencies have:
not scheduled all their records nor sub-

mitted their schedules for approval so

that it can determine which records will
require a declassification review.

Most of the records will requlre a costly, .
time-consuming, page-by-page review S T
because (1) foreign government: 1nformatlon,- o ST
which cannot be declassified for 30 years;

is intermingled with domestic information
that can be declassified after 20 years.

World War II, containing 1nte111gence}
sources .and methods, will require a more
thorough review and coordination with the
orlglnatlng agenc1es.

NARS has never been able to £ill all

the authorized positions in its Records
Declassification Division.. During
fiscal years 1977 through 1979, only -
about ‘70 percent of the positions were -

41 percent from 1973 through 1979, have
prevented the staff from developlng the
subject matter knowledge needed for
efficient reviews. (See p. 5.)

NARS INACCURATELY REPORTED
DECLASSIFICA ION PROGRESS

NARS substantlally overstated ltS declas—A
sification activities for fiscal years

statistics, allowed unclassified pages to .
be included. Records Declassification
Division officials increased surveyors'

-estimates of the number of pages deClasfﬁ_*”

sified and further‘increased the total
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number of pages declassified in reports

to the Lnteragency Classification Rev;ew .

vCommlttee.

Internal reports for fiscal years 1973
through 1977 showed that NARS declassified
161 million pages. However, NARS reported
215 million declassified pages to the
Review Committee, an overstatement of

54 million pages. That amount was included
in the Review Committee's annual report for
1977. (See p. 16.)

The General ServicesiAdministratioh's ST
Inspector General has never reviewed NARS'

- declassification program. Problems dis- =

Tear Sheet

closed in GAO's review might have been
detected sooner if audits had been

. performed. (See p. l8.)

"REVIEWS ON REQUEST AND ANTICIPATED
- DEMAND WOULD BE -ADEQUATE

Although GAO fully endorses openness in
Government, it believes that the Executlve
order should be modified because most
information being systematically reviewed
and declassified will probably not be
requested by the public. In addition,
responsiveness to the public cculd be ,
improved by reviewing only those documents

" requested and those expected to be re-
- quested. The existing method is 1neff1—

cient and costly.

NARS has estlmated that over 90 percent
of the 244 million pages reviewed for
declassification during fiscal years.
1980 through 1988 will not be requested
by the public.

Since systematic reviews became a require-
nent in 1972, the same classified documents
often have been reviewed many times before
being made available to the public. Agen-
cies review the material before sending it
to NARS, the Records Declassification

iii
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Division makes systematic reviews, and the
NARS custodial divisions review for other
restrictions before releasing material to
the public. :

NARS, -the Central Ihtelligence"Agency, andd
" the Departments of Defense, Energy, and

State dnticipate spending $88 million in
salaries and benefits during fiscal years
1981 through 1988 to systematically review
information for declassification.

Prior to the establishment of the Records
Declassification Division in 1972, the
custodial divisions were responsible for

‘all declassification reviews. - (See p. 21.)

RECOMMENDATIONS

'To ensure that the President, the Congress,

and the public are better informed about

the results of the declassification program,
the Administrator of General Services should
revise the form 7096 to show the number of
(1) pages reviewed, (2) classified pages

reviewed, (3) classified pages declassified,
and (4) classified pages exempt from declas-—
sification. The Administrator should also '
direct the Inspector General to periodically
conduct comprehensive reviews of the NARS

“decla551f1ca*1on progran.

The Chairnan of the National oecurity .
Council should draft, and submit to the

President for approval, a revision to

Executive Order 12065 that would modify

the requirement for the systematic rev1ew
of information for decla551f1cation..
Specifically, systematic reviews for -
declassification should be made of records .
requested by the public and those which = =

.the Archivist of the United States ant1c1~

pates w111 be requested.

After modification of the systematic review

. .requirement, the Administrator of General
Services should direct the Arch1Vist of the

iv
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United States to transfer responsibility
for all declassification reviews to the
custodial divisions. To ensure uniforn
‘application of declassification policies .
and procedures, prescribed by approved
;<decla551f1cat10n guides, the management
personnel in the Records Declassification
Division should be used in an advisory
- and coordlnatlng capac1ty with the cus-
todial divisions, agencies, and the
Information Security Oversight Qffice.

AGENCY COMMENTS

- NARS agreed with GAO that there was little
chance that the systematic review for de-
classification of all 20-year-ocld classi-
fied records would be completed by December
1988. NARS said that it was taking steps

~ to reduce staff turnover .and to improve
‘its reporting of declassification activity.

S The Information Security Oversight Office,

' speaking for the Administration, strongly
opposed GAO's suggestion that all 20-year-:
old classified information not be reviewed.
Among other things, it told GAO that the

- report failed to address or evaluate open-
ness in Government and that the recom-
mendation was based primarily on cost

. considerations. NARS and the Departments
of Defense and Energy also opposed this
suggestion. As a result of their comments,
GAO revised the report to more fully
address openness in Government, clarified:
its conclusions,. and revised its sug-

" gestion concerning systematic review. GAO
supports openness, but it believes that
selective declassification reviews could
provide information of most interest to:
the public, while promoting efficiency
and economy in Government. (See pp. 14,
l9,v29, and 31.) Lo

Jear Shegt

o7 Approved For Release 2009/05/29 : CIA- RDP89800236R000500090001 9




g, b -

- A>T

ey
Ex

e

RN

L i

A4 A

T 2 3
BN

AN
“AgmnaTyIi

R TR S

AT T

DIGEST

" CHAPTER

B |

Contents

INTRODUCTION o .
Objectives, scope, and
_ methodology

' LITTLE CHANCE OF'AGENCIES'REVIEWING

ALL 20-YEAR OLD CLASSLFIED RECORDS
BY 1988 :
Records scheduling problems delay
reviews for declassification
Most 20-year old information will
require page-by-page review
NARS declassification staff has
 been below authorlzﬁd levels -
- Conclusions ' :
NARS comments and our evaluatlon

NARS INACCURATELY REPORTED ITS
PROGRAM RESULTS
- Increased estimates of pages
declassified
Discrepancies in statzstlcs
compiled by NARS and reported
to the oversight office. .
Internal reviews of NARS declas-
sification operations have not
been made
Conclusions
Recommendations
. NARS comments and our evaluatlon

OREVIEWS ON REQUEST AND ANTICIPATED

DEMAND COULD ADEQUATELY PROVIDE
- INFORMATION TO THE PUBLIC
Most information systematically
reviewed and declassified will
not be requested by the public
Responsiveness to the public
could be improved
The ex1st1ng method of systematic
review for declassification
is inefficient and costly

Approved For Release 2009/05/29 : CIA-RDP89B00236R000500090001-9

11
13,
14
16
‘16
17
18
18
19
19
21
22

23

25




R A TkPENEA TR T, VAL LN PO SRS DD AT

Approved For Release 2009/05/29 CIA RDP89B00236R000500090001-9

Page
.CHAPTER
Custodial divisions should be
responsible for systematic ‘
dec1a881f1cat10n reviews 26
Conclusions 28
Recommendations 29
IS00 comments and our evaluation - 29
NARS, DOD, CIA, and Department »
of Energy comments and our _ ‘ o
~evaluation = 31
APPENDIX | A
I " Letter dated July 3, 1980, from the _
- Acting Archivist of the United States 33
II1  , Letter dated June 26, 1980, from the
Director, Information Securlty
Oversight Office , 46
ABBREVIATIONS
cIia ' Central Intelligence Agency
FBI =~ . Federal_Bureau:of'Inyestigation
FOIA Freedom of Information Act
GAO ' General Accounting Office
GSA o General'ServiCes’Administration
g ICRC + Interagency Classification Review Committee
1500 N ‘_“_Information'Security“Oversight'Office
NARS - o National_Archives and Récords'Service

G 5 L g

de T AT ed
Hady

(H A A 550 Bt L o e SN Pt E R AR

% Approved For Release 2009/05/29 : CIA RDP89BOOZ36ROOO500090001 9

RS bt . _«-A.,“_, WWFWW R O A e B E R R

AXp ¥

R T mﬁw TRTECT

st i




RRETIET

s T S e

&

T EE

7

.f(rmtf_{

AR

P S TR T B e G L T S B T i Ko oty
DR IR B L R e P

:’, ot [RE s

A

T A R e R R R S

Approved For Release 2009/05/ 9 : CIA- RDP89800236R000500090001 9

CHAPTER 1

o II RODUCLIOW

Iﬂplementatlon of the program for the cla551f1cat10n and
declassification of national security information is governed
by Executive Order 12065, which took.effect December 1, 1978.
It superseded Executive Order 11652, which was in effect from -
June 1972 through November 1978.. Both orders provide for a
periodic, systenatic review for declassification of records.
The new order requires a rev1ew for onlv those records deemed_
permanently valuable.» : :

~In both orders the President has de51gnated ‘the heads
of certaln agencies and officials of those agencies to be

rauthorized classifiers and declassifiers of information.
'The National Security Council is responsible for overall

policy guidance. Permanently valuable classified infor-
mation transferred to the National Archives and Records
Service (NARS), within the General Services Administration

- (GSA), is to be declassified by the Archivist of the United

States in accordance-with agency declassification gulde11nes,
the provisions of the Executive order, and directives of the
Information Security Oversight Office (IS00). 1ISOO replaced
the Interagency Classification Review Committee (ICRC), which
had over51ght resoons1b111ty under the prev1ous Execuelve
order, : :

- The previous order required the use of a general
declassification schedule of 6 to 10 years for the automatic

. downgrading and eventual declassificaticn of information,
‘depending on the level of classification. Information
- requiring protection for a longer period could be exempted

from a declassification review for 30 years, and classifi-
cation beyond 30 years could be extended indefinitely at
the discretion of the head of the agency orlglnatlng the

' docunent.i L T o . . L T

' The new order abolishes the general declassification

~ schedule and limits the classification of most 1nformat;on.

to 6 years. It further provides that information requiring
protection for a longer periocd can be classified for up to .
20 years. . Section 3-4 of Executive Order 12065 specifies
that information constituting permanently valuable records
of the Government must be reviewed for declassification at
the end of 20 years:; but classification can be extended. for
10-year periods, provided the information is reviewed at the
end of each period. Foreign government information may be:

. Approved For Release 2009/05/29 : CIA-RDP89B00236R000500090001- 9
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classified for up to 30 years. The mandatory review provision e
of the order :also ‘provides that, upon request to either NARS P
or the originating agency, any document ‘or section thereof ' e
that no longer requires protection shall be declassified. .
The exception would be information less than 10 years old
originated by the President:-or his representatives. L

NARS has until December 1, 1988, to review all classified
information, other than foreign government information, that
is more than 20 years old. In order to meet this deadline, .
the .order's implementing directive requires heads of agencies
and designated officials, within 60 days of the effective date
of the order, to survey all classified records 20 years old or :
older held in agency storage areas and Federal records centers - .
and to identify those that require scheduling for future dis- - '
position. - Such scheduling is required to be completed by
December 1, 1980. The directive further provides that clas-
sified nonpermanent records that are scheduled to be retained
-for more than 20 years need not. be systematically reviewed,
but shall be reviewed for declassification upon request.

The agencies given declassification authority under both -
orders are to formulate, issue, and maintain systematic review
guidelines. "These guidelines shall state specific, limited
categories of information which, because of their national
security sensitivity, should not be declassified ‘automatically.

- Such information is to be reviewed item by item to determine
whether continued protection beyond 20 years is needed. Agen-
cies are to cooperate with NARS in drafting guidelines which
will allow NARS, to review and-declassify most documents on -
its own, without having to forward them to. the agency for
review. ' ' : ,

Declassification responsibilities within NARS are divided
~among its divisions. The Records Disposition Division deter- -
‘mines, through agency records schedules, which records are per-
manently valuable and should be accessioned into the Archives
and which are temporary and should be disposed of. The -divi- .
‘'sion also helps agencig¢s develop schedules and furnishes guid- .
ance on the transfer of material to Federal records centers.

: When permanently valuable records are actually shipped to -
the .Archives, it is the responsibility of the custodial divi- =
- sions to accept these records. Information can be accepted by
any one of seven custodial divisions, depending on the subject’
matter of the material. These divisions then inspect the. con-
dition of the records, arrange them, and prepare descriptive

FI




ST T TR

Approved For Release 200

TR T LT T R T T BV TR e R AT S

T R e e RS | (T T B
SR TR R R TR w TR ;

9/05/29 : CIA-RDP89'BOOZ36ROOO5OFO>09001-9

Lk

e
o oo

hé guides and other aids that the public can use to request the
e information. The custodial divisions are responsible for

f% reviewing this information for declassification when the

5§ - public requests it informally or under the provisions of the
e - Freedom of Information Act (FOIA), or the mandatory review
I provision of Executive Order 12065. The Records Declassifi-
fé cation Division is responsible for doing systematic declas-
e . sification reviews of the Government's 20-year-old classified
?% records that are in the custody of the Archives. :

Inplementation of declassification responsibilities
- varied among the agencies we visited. Navy and Air Force
& systematic declassification groups are located within the
b - historical offices of each department. FOIA, the Privacy Act,
and mandatory declassification reviews are organized under
~the records.management,offices.; In both the State Department

- and the Federal Bureau of Investigation (FBI) declassification
functions are under one office and separate from the records
management offices. Both the Army and the Central Intelligence

Agency (CIA) have all their declassification and records man-
agement functions within the same office, - T

OBJECTIVES, ‘SCOPE, AND METHODOLOGY

- Because of the size of the Government's national
information classification program,
taken in phases. This work was init
the Chairmen,; Subcommittee on Priori

‘ernment, Joint Economic Committee,

Government Information and Individual Rights, House Committee
on Government Operations. It is being issued to the Congress
because of widespread. interest in the subject. Our first
.report (LCD-78-125, Mar. 9, 1979) discusses the need for im~
proved executive branch oversight of the Program. Our second -
report (LCD-80-16, Oct. 26, 1979) discusses the continuing
problems in the Department of Defense's (DOD's) classifica-
tion of national security information. This report evaluates
the declassification activities of NARS and several Govern-

ment agencies. that handle large quantities of classified
information. o ' '

security
our review is being under-
iated at the request of
ties and Economy in Gov-
and the Subcommittee on

We visited the dffices having responsibility for the

declassification program within the following organizations
in the Washington, D.C., area: - :

--National Archives and Records Service .

——Department of the Army

Xelease 2009/05/29 - CIA-RDP89B00236R000500090001-9
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--Department of the Navy

--Department of the Air Force

—-Departmént of Energy

--Department of Justice

—-Departmént of Staté

——Central Intelllgence Agency

In addition, DOD's Office of Information Security pro-
vided us with information on the status of declassification
programs of the other major DOD components.

We. reviewed. Executlve Orders 11652 and 12065, ‘their
. implementing directives and instructions, as well as agen01es'
declassification guidelines. We discussed 1mplementation of
' the program with agency officials. We obtained information

on the cost of the program, results to date, and planned
future declassification-efforts of NARS and the agencies.

We started this review with the objective of evaluating
compliance with the systematic review requirements of Execu-

. tive Order 12065. Our findings and recommendations on this
evaluation are included in chapters 2 and 3.  On the basis of:
our observations and discussions with officials from NARS and
various other Government agencies during our review, it became
apparent ‘that consideration should be given to revising the

- systematic review requirements. Our findings and reconmenda—’
tions on this matter are 1ncluded in chapter 4.

:
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CHAPTER 2 ..

LITTLE CHANCE OF‘AGENCIES‘REVIEWING -

-ALL'20—YEAR—OLD CLASSIFIED RECORDS BY 1988._

Executive Order 12065, effective December 1, 1978, and
its implementing directive require that (1) all 20-year-old
classified material be on approved schedules by December 1,

- 1980, (2) agencies issue guidelines showing specific, limited
categories of information which require item-by-item review
to determine if continued protection is needed beyond 20
years, and (3) all permanently valuable 20-year-old classi-

fied material be systematically'reviewed for declassification

by December 1, 1%88.

Some agencies, which\havé large amounts of classified
information, will not have all their records on approved
schedules by December 1, 1980. S : ‘

S All agencies,‘except“the National Security Council and =

the Office of Science and Technology Policy, have submitted
their systematic review guidelines to NARS. - o c

HARS has estimated that all permanently valuable 20-year-
~0ld classified records in its custody will not be systemati-

cally reviewed for declassification until after the year 2000. -

HARS will not be able to meet the December 1, 1988, deadline
for systematic review because : ‘

 --agencies have not scheduled all their records and
submitted the schedules to NARS for final approval
-in a timely manner, ‘ : e

--~an increasing amount of material will require a
page-by-page review, _ . :

:f—the NARS aeclassification staff has been-below"
- authorized levels, and , S .

——there has been frequent staff turnover in the Records
Declassification Division. :

RECORDS SCHEDULING PROBLEMS DELAY REVIEWS
FOR DECLASSIFICATION

All‘20—year—old claésified material will not be.on’
approved‘schedulcs by December 1, 1980, because some

5
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agencies have been slow in submitting their-schedules to NARS
for approval. NARS will not know the ‘amount of material re-
gquiring a declassification review by December 1988 until all
records "are on ;approved ‘schedules. ‘

Since March 1973 NARS has periodically informed the
heads of Federal agencies of their responsibility to schedule
all records to identify which were temporary or nonpermanent
and which were permanent and had archival value. It has also
advised agencies that Federal records centers would no longer
routinely accept records lacking definite retention periods..
In August 1974 NARS set a December 31, 1976, time limit for
developmént and submission of updated and comprehensive’ o
schedules. A comprehensive records schedule lists the types
-of agency records--permanent or nonpermanent--and contains
precise instructions for their future disposition. Instruc-.
tions for nonpermanent records must include minimum retention
periods, while those for permanent records must provide for
future transfer to the Archives of the United States. The -
records schedule is also supposed to contain an inventory of
the records on hand, identifying the quantltles and types of
permanent and nonpermanent records. ,

' Despite NARS efforts to encourage agencies to schedule
their records for final disposition, about 3.8 million cubic’
feet of unscheduled records were stored in Federal records

. centers in December 1979. We found that about 247,000 cubic
., feet of these records contained some classified material. o

" Based on a conversion factor of about 2,500 pages to 1 cubic .
foot, there were about 617,500,000 unscheduled pages within
that 247,000 cubic feet, an unknown number of whlch were
vla551f1ed. : :

'Because most agencies do not separate cla551f1ed and
unclassified material, few can submit schedules for only
their classified records. Thus, the actual volume of
records needing to be scheduled is considerably more than
617,500,000 pages. For example, the Navy had about 644,000
cubic feet of records, or 1.6 billion pages, at Federal B
records centers. The Navy knew that about 102,000 cubic - .
feet of these records contained classified information
because the boxes were so marked. The Navy, however, must
schedule both its classified and unclassified records because
they are intermingled. The following table shows. those-
agencies with the largest volume of unscheduled class1f1ed
records stored in Federal records centers in December 1979.

S | Approved For Release 2009/05/29 - CIA-RDP89B00236R000500090001-9




'Agencz”
Department of the Navy

Department of the Army

Department of the
- A1r Force.‘ :

-vOther DOD agencies

'Agency for International

Development

Department of State

, Department of Justlce

AU S. Informatlon Agency

Department of Commerce

General Services Admin-

istration

~Department of the

Treasury -
U.S. Arms Control and
Disarmament Agency
155 other agencies

waotal

Cubic feet of
unscheduled
records

644,000

591,000

204,000

117,000 ..

40,000

22,000.
- 128,000

7,000

48,000

13,000

647,000

1,000
1,338,000

3,800,000

W
»;/'\‘r'o 1"
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Unscheduled records .
containing classified

material
cubic feet ages
102,000 - 255,000,000
5,000 . 12,500,000
14,000 35,000,000
65,000 162,500,000
23,000 . 57,500,000
9,000. 22,500,000
9,000 22,500,000
5,000 . 12,500,000
5,000 12,500,000
2,000 5,000,000
2,000 5,000,000
1,000 - 2,500,000
a/5,000 12,500,000
247,000 b/617,500,000

a/Only 32 of the 155 agencies have unscheouled ‘records con-
ta1n1ng c1a551fled material.

Q/Contalns an unknown amount of classified pages.
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‘In January 1980 NARS again took steps ‘to get all agencies
to schedule ‘the nearly 3.8:million cubic feet of unscheduled
records in the records centers by requiring agencies to submit
'plans for revising inadequate disposition instructions for
‘their records by .February .15, 1980. WARS officials informed
s in March 1980 that agencies ‘had complied with "this require-~
‘ment. However, NARS will not be able to review and approve
:by December 1, 1980, all agency schedules already submitted
because (1) agencies were slow in submitting their schedules
and (2) it takes time to review and approve them. NARS esti-
mates that it could be early 1982 before all lavy and Army
records schedules are approved. - . S

The FBI's central records system, which includes both
administrative and investigative files, contains most of its .-
classified material. These and other FBI records are stored
in 121,000 square feet of space in its headquarters- building.
‘The only FBI records contained in the Archives were micro-
filmed investigative files from World War I to 1923.

In May 1977 the FBI submitted a draft schedule for its
«central records system to NARS. Before approving the schedule,
. which indicated which records would be retained and which
would be destroyed, the Archivist, aware of congressional
. interest in this information, referred the schedule to the
- two interested committees for review and comment. Before
a decision was made, a class action suit was brought against
NARS and the FBI to stop the destruction of all FBI records.-
Historians and others allege that NARS had in: the past approved

“record schedules allowing the FBI to destroy billions of pages

.of‘information:not deemed permanently . valuable.

In January 1980 a Federal judge directed the FBI and
NARS, in consultation with historians and other interested
parties, to devise a plan, to be approved by the court, that
specifies instructions for the retention or disposition of
FBI records. Until the court decides which FBI records are
permanently valuable, the FBI will not be able to systemati-
-cally review its permanently valuable classified information
as required by Executive Order 12065. - - - :

- In addition to the 3.8 million cubic feet of unscheduled
records in the records centers, an unknown quantity of 20~-year-
old classified material was still being retained by the agen-
cies. The amount of these records needing a declassification .
review will not be known until they are either transferred

_ Approved For Release 2009/05/29 : CIA-RDP89B00236R000500090001-9 -
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to the Federal records centers or the Archives. Agencies are

permitted to keep older records if they have a continuing
need for them.- : :

MOST 20-YEAR-OLD INFORMATION WILL
REQUIRE PAGE-~BY-PAGE REVILEW

- Most NARS reviews under Executive Order 12065 will have
to be done by a costly and time consuming page-by-page review
rather than by bulk declassification, because (1) foreign '
government information, which does not have to be reviewed

. for declassification until it is 30 years old, is inter-

mingled with domestic information that can be declassified
after 20 years, and (2) increased amounts of information
containing intelligence sources and methods will require.a ..
more. thorough review and coordination with .the agencies that

originated the information.

Under Executive Order 11652, all 30-year-old information,

. Wwhether it was foreign government or domestic information,,
had to be reviewed by NARS for declassification. . Under Exec-

utive Order 12065, NARS must review 20-year-0ld Government
information for declassification, while foreign government
data still remains classified for 30 years. According to NARS
officials, this means that they must review the same type

of information page by page that was once bulk declassified,
in order to identify and segregate foreign government infor-
mation not yet 30 years old. - o :

Bulk declassification consists of NARS using agency -
declassification guidance to survey a sample of records. If-
no records are identified as exempt from declassification

- based on the guidance, the entire group of records is immedi-

ately declassified. . However, if NARS finds even one document
that could be exempt, based on the declassification guidance,
the entire group of records is reviewed page by page. Obvi-
ously, bulk review is the most efficient way to declassify

information. From fiscal years 1973 through 1979, HNARS used
21 staff-vears to bulk review 247,000,000 pages, while for

the same period 256 staff years were used to review 137,000,000

pages for declassification by the page~by-page method.

NARS officials explained that since World War II, the
volume of intelligence information and the amount of such
information exchanged among agencies has increased substan-—
tially. Executive Order 12065 also requires a declassifica-
tion review of 20-year-old intelligence information, much of

e Approved For Release 2009/05/29 : CIA-RDP89B00236R000500090001-9
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which contains sources of information and methods of operation
that the originating agencies believe require extended pro-
tection. Because of this, the amount of information that is
reviewed page by page will increase, while the amount that is
bulk declassified will decrease.

NARS officials have estimated that under the previous
Executive order an individual could cover approximately 300
pages an hour in a page-by-page review of 30-year-old mate-
rial. Under the current order an individual will only be able
to review between 100 and 125 pages an hour because 20-year-
old material is being reviewed. Much of this information may
reveal sources and methods still in use. As a result, this
informaticn is reviewed very carefully and at a slower rate.
For example, a recént 80,000 page project was reviewed under
the new Executive order at a rate of about 108 pages an hour.

Reviewing 20-year-old records for declassification that
contain information about intelligen-:e sources and methods
will also require more frequent coordination with the agencies
that originated the information. In June 1979 the CIA issued
systematic review guidelines which allow NARS to automatically-
declassify all 20-year-old information, unless it falls into
any of 29 specified categories. The guidelines instruct NARS
not to declassify any information falling into these catego-
ries. Such information is to be referred to the CIA for re-
view. These categories refer to intelligence sources and
methods, yet are all inclusive and do not specifically define
what information can and cannot be declassified within the
categories. As a result, NARS reviews and withholds all in-
formation falling. into these categories for the CIA's review.

A similar situation occurs when NARS reviews an agency's
records that contain intelligence information originated by
other agencies. We reviewed three projects completed by NARS
in January 1980, which required extensive coordination with the
National Security Agency, the State Department, CIA, Army,
Navy, Air Force, and the FBI. Of the 31,800 pages withheld
for coordination, only 2,800 were subsequently released..

State'Depattment guidelines'spécifiéally requiré NARS. to
refer information falling under 1ntelllgence sources and

methods to State for further review and possible referral .
to other agencies.

10
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NARS:bECLAéSIFICATION STAFF HAS
BEEN BLLOW AUTHORIZED LEVELS

NARS officials told us that a Primary reason that the
Systematic review requirement of the order will not be met

by December 1988 is the lack of an adeguate number of people

in the Recocrds Declassification'Division.to perform the re-
views. HNARS officials have estimated that from 1980 to 2000,
they will review about 466 million pages of information for
declassification and that the systematic review of all 20-vear-
0ld classified material will still not be accomplished. A

backlog of 24 million pages will still exist.

From 1973 through 1979 the staff was substantially below.
authorized levels. For example, during fiscal years 1977
‘through 1979 only about 70 percent of the authorized positions
were filled. The primary reasons were the constant and high
“turnover and the time required to obtain security clearances
for incoming personnel. :

Frequent staff turnover in the
Records Declassification Division

A Records Declassification Division was formed within .
NARS to perform systematic reviews. -This requirement was
established by Executive Order 11652 in June 1972. Since
the division was created, pPersonnel turnover has been high.
From 1973 through 1979 the staff turnover rate averaged 41
percent, ranging from a low of 19 percent in 1978.to a high
of 71 percent in 1973. Efficient review of information for
declassification requires subject matter expertise, which is
acquired with experience. However, if the high rate of turn-
over experienced by the: declassification division from 1973
"~ through 1979 continues, the staff will not develop the subject
matter knowledge to efficiently review all 20-year-old perma-
nently valuable classified information. The following tabu-
lation shows the authorized staff level, average staff level
and staff turnover from 1973 through 1979. = - :

11
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Average Percent of Percent of

Fiscal Authorized staff authorized Staff yearly
yvear 'staff level level staff = turnover- turnover
1973 109 _ 65 - 59 46 . TL
1974 102 66 65 a4 36

1975 120 82 e 31 - 38

1976 105 -85 8l 46 L sa
1977 105 71 68 .22 31
1978 103 72 70 14 19

1979 - 100 68 68 . - 28 ’;41’,-.

NARS officials agree that high staff turnover has been a
problem since the division was established in 1972. Most of -
the staff leave for better pay or advancement opportunity. =

NARS officials told us that it takes about 2 years to

become proficient in doing declassification reviews and that

most of the turnover occurred within that 2-year period.
Thus, a large part of the staff had to be constantly trained
and its work closely reviewed to ensure accuracy. As a
result, the staff was not as proficient as it should have
been to perform declassification reviews, which in turn,
meant that less. information was reviewed for declassification
than would otherwise have been the case with a more proficient
.staff. We.were told, for example, that because 1nexper1enced
staff had to be closely supprv1sed ‘and their work constantly
reviewed, it took over 2 years to review a project with only
900 cubic feet (or about 2.25 million pages) of records.

Staff turnover, in addition to delaying the review
process, is costly. New staffmembers cannot review any
classified material until a top secret security clearance
is obtained, which takes: approx1mately 4 months and now .

We'identified 230 individuals granted tbp:secret clear-
ances from 1973 through 1979, of which 211 either resigned
shortly after beginning work or transferred to another NARS

12
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division. It appears that the remaining 19 individuals
declined the position offered to them after they had been
- ‘cleared. About a third of the 211 individuals transferred
_to other divisions in NARS which may have required them to
"have a security clearance. It cost almost $27,000 to clear
the individuals who left the declassification division in
1979. 1If the high turnover continues, future costs could
‘be even higher. o ‘

; NARS is aware of the turnover problem and plans to in-
Crease the career ladder for 19 of its 108 technical declassi-
fication positions by one grade. However, we do not believe
this action is enough to correct the problem because it will
only affect a small percentage of the staff. Moreover, it is
not known whether the increase of one grade will be enough
to retain qualified personnel. :

-CONCLUSIONS .

There is little chance that NARS will be able to sys-
tematically review for declassification all 20-year-old
-permanently valuable material by December 1, 1988. NARS has
estimated that such reviews will not be completed until after

the year 2000.

One reason NARS will not meet the December 1988 deadline -
is because some agencies did not have all their 20~-year-old
" records on approved schedules that indicated which are perma-
nently valuable and require a declassification review. The
records of all agencies are required to be on approved sched-
ules by December 1, 1980. Some organizations, like the Aray
and Navy, will not have their records on approved schedules
at least until 1982. NARS did not know the total volume of
unscheduled 20-year-old classified records of all Government
agencies. Consequently, NARS did not know how many permanently
valuable records will have to be reviewed for declassification.
However, as of December 1979 there were nearly 3.8 million
cubic feet of material in Federal records centers that needed
- to be scheduled, and it is unlikely that the 20-year-old per-
- manently valuable classified material can be scheduled and
reviewed for declassification by 1988.

Most information will also require: a costly and time
consumingupageebyhpagﬁ;neview:to;idEWtiﬁX:and;segregate;
foreign government information that must remain classified

13
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for 30 years. ‘Increased amounts of information containing
intelligence .sources .and methods will require a more thorough
review and .coordination with the :agencies “that originated

the information. : : , ’

Between 1973 and 1979 MARS was not able to fill all the

authorized positions in its Records Declassification Division.
- Frequent turnover in the declassification division does not
permit the staff continuity needed to gain the subject matter
expertise to declassify information. Staff turnover averaged
41 percent from 1973 through 1979. Although it takes about

2 years to become proficient in doing declassification reviews,
most of the staff that has left has done so within 2 years
.after being hired. o : A

In our opinion;-if'the recomhendationsvmade'in chapter 4
are adopted, the problems discussed above should be resolved.

' NARS COMMENTS AND OUR EVALUATION

On July 3, 1980, the Acting Archivist of the United
States; in commenting on our report (see app. 1), agreed
with our finding that there was little chance that all 20~
year-old classified records would be reviewegd by December
1988 with the present level of resources. MNARS will, he
said, be able to review and declassify the greater part of
historically significant documents by then. NARS also agreed
with our identification of the causes for its inability to

- meet the 1988 goal. ' ' . S

NARS was not sure whether the failure of agencies to =
schedule their records was the fault of poor records manage-
ment or the lack of personnel, but it suggested that we should
have "forcefully recommended greater agency-attention to
records scheduling.” o S .

Greater agency attention to records scheduling may be .
needed. However, it was not within the scope of our work . .
to examine and identify the causes of the scheduling problems
at- the nine agencies that each had 1,000 cubic feet or more
of unscheduled records containing classified material stored
in Federal records centers. . Without the identification of

' causes, we have no basis for such:a,recommendatiqq, D

There is agreement that an increasing amount of material
will require page-by-page review because foreign government .
information in the files is not 30 years old, thus, not per-
mitting bulk declassification of files.that are 20 years old.
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However, NARS said that "if records have not been requested

by -a researcher, we can and do defer declassification action

until the passage of time eliminates this impediment to bulk
declassification." . '

‘With respedt'to the problem of staff turhoVef, NARS said

that it.was reexamining its hiring pelicies and was consid-

ering the possibility of hiring, on a part-time basis, retired

experts from those agencies that classify large quantities of
~.information. ‘ ‘ L ‘
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- CHAPTER 3

NARS_INACCURATELY REPORTED ITS PROGRAM RESULTS

Since 1973 both ICRC and ISO0 have stressed the
importance of accurately reporting the results of classifi-
cation decisions. 1Inaccurate reporting of program results
hampers ISOO in effectively carrying out its oversight re-
sponsibility. It also misinforms the President, the Congress,
and the public, and results in a loss of credibility and
confidence in the entire classification program.

We found that declassification statistics compiled and
reported by NARS were inaccurate because instructions on the )

" form allowed unclassified material to be included and NARS

arbitrarily increased estimates of the number of pages it ‘
declassified. We also found discrepancies in the statistics .
compiled by NARS and reported to the oversight office.

INCREASED ESTIMATES OF
PAGES DECLASSIFIED . , - ,

GSA form 7096 was used to report a summary of statistics
of various archives programs and activities. One section
was devoted to statistics about the records declassification
program and was used by NARS. to compile the declassification

information reported to ISOO. The instructions for completing

this form provided for each page of a document to be counted -
as a page declassified even when the document contained unclas-
sified pages. As a result of these instructions; the numnber

of pages reported as declassified was higher than what it
should have been. ' : o

When NARS reviews information for declassification, all 

material‘in a record group is first surveyed to determine -
- whether it can be bulk declassified or will require a page-

by-page review. The surveyor samples a number of documents

- in order to make this determination. ‘The number of documents

examined depends on the surveyor's knowledge of the subject

matter, his judgment, and the specificity of the guidance
" used. ‘ : : - :

In addition to recommending eithér a bulk or a page-by-. -~

- Page review, the surveyor also estimates the percentage of

classified material in the record group.. This estimate is
used to compute the amount of material declassified when it -
is compared to the total amount of information in the record

16 .
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' grodp."At the time of our review, there were no controls

to ensure that the surveyor's estimates were ‘accurately

~reflected in NARS internal reports. We found that declas-

sification division officials increased the amount of
declassified material that surveyors reported and used
inflated figures.in their periodic activity reports.

‘We identified 20 projects surveyed. between January 1978

~and August 1979 in which surveyors' estimates of classified

material differed from the figures included in NARS!' internal
reports. 1In each case the report showed s higher percentage
of classified material than the surveyor estimated. For
example, a project containing.156 cubic feet of material was
reviewed in August 1978. The surveyor estimated that 3 per-—-
cent, or 11,700 pages, were classified. The NARS report,
issued in January 1979, showed 30 percent, or 117,000 pages,
were classified. . Another project, surveyed in August 1978,
contained 2,865 cubic feet of records. According to the
surveyor's estimate, 3 percent, or 214,875 pages were .clas-
sified. The January 1979 report showed that 30 percent of
the project contained classified pages. In both cases, a
Zzero had been added to the surveyor's percentage estimates.

Our analysis of the 20 projects, including a review of
the surveyors' workpapers and draft reports, indicated that
the surveyors' estimates were increased in the internal re-

ports in order to show a higher number of pages declassified..

The surveyors' estimates of classified pPages were increased
by almost 3 .million pages. :

DISCREPANCIES IN.STATISTICSVCOMPILED BY NARS

AND REPORTED TO THE OVERSIGHT OFFICE

Although'inflated'SFatistics were used to compile the
nunber of pages declassified, NARS  further increased the
statistics that it reported to ICRC. .

We examined NARS quarterly reports and project logs for
fiscal years 1973 through 1977 and compared them to the fig-
ures published by ICRC. ICRC received higher declassification
figures and published them in its annual report for 1977.

ICRC was the oversight body responsible for monitoring the
Government's classification program. NARS internal reports
showed that 161 million pages were declassified from 1973 to
1977. - However, NARS reported to ICRC that 215 million pages
had been declassified, and ICRC included that amount, an over-
statement of 54 million pages, in its 1977 annual report.

17
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We informed NARS officials of these matters in November
1979. In February 1980 we were told that CSA form 7096 was
being revised to show the number of pages reviewed and the
number of pages. declassified. In February 1980 the Director
of the Records Declassification Division notified all branches
that any adjustment to the surveyor's initial estimate nust be

documented and authorized in writing by the appropriate branch

chief, including an explanation of changes made.

INTCRUAL REVIEWS . OF NARS DECLASSIFICATION
‘OPERATIONS HAVE NOT BLEN. MADE

Prior to October 1978, GSA's internal reviews were con-
ducted by the Office of Audits, which reported to the Adminis-
trator of GSA. These audits were financial reviews and ‘
management studies of the efficiency and effectiveness of
various operations. The Inspector General's office was es- .
tablished in October 1978 by Public Law 95-452 - and the Office
of Audits was placed under it. The Inspector General is -
-appointed by the President and confirmed by the Senate and
reports to both the GSA Administrator and the Congress. -

Since October 1978 the Inspector General has conducted

‘four audits of NARS, including reviews of various NARS opera-

tions and two Presidential libraries. The Inspector General
has never performed a review of the operations of the MNARS
records declassification program; however, NARS conducted an

internal study in May 1977 at the request of the Archivist. . -

We were told that the study addressed declassification pro=. .
cedures, staff morale, and turnover in the Records Declassi-.

“fication Division. The Archivist was informed that problems

existed in these areas, but a report Was never issued.

. Certain problémsAdisclosed in our review, like the high

~personnel turnover discussed on page 1ll, were also identified

in that study. Our review also disclosed deficiencies in the
way HNARS has reported its program results. ‘We believe that
the inaccurate reporting of program results might have been
detected and corrected sooner if the Inspector General had

performed periodic audits of the NARS declassification program.

CONCLUSIONS .

 MARS records declassification program‘had never been the |

'subject of an audit by GSA's Inspector General. The past

overstatement of declassification statistics compiled and

reported to ICRC might have been disclosed earlier if program . .
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performance had been reviewed. We believe that the
overstatement of pages declassified from 1973 to 1977
misinformed the ICRC, the President, the Congress, and
the public. - ‘ o '

' RECOMMENDATIONS

- We recommend that the Administrator of General Services

.=—Revise the section of GSA form 7096 that deals with
declassification statistics to show the number of
(1) pages reviewed, (2) classified pages reviewed,
" (3) classified pages declassified, and (4) classified
pages exempt from declassification. :

--Direct the Inspector General to periodically conduct
comprehensive reviews of the NARS decla551f1cat10n
‘pProgram.

© NARS COMMENTS. AND OUR EVALUATION

NARS toid ds that GSA form 7096, which was revised in 1972

to account for systematic review work performed was inadequate

as a means of reporting work completed at the end of a calendar

"year because incomplete projects were not included. Conse-

quently, the Records Declassification Division Director
estimated the accomplishments of the entire systematic review
program in his division, the custodial divisions, and the
Presidential libraries, and reported those figures to ICRC.

A revised form 7096, along the lines we suggested, has been

_approved for use in fiscal year 1981. Because of this revision

and other internal procedural decisicns, NARS expects to be
able to report the total number of-pages examined, the number
of classified pages examined, the number of pages declassified,

~and the number of pages remaining cla551f1ed.

Since we were able to reconstruct the number oF pages

" declassified during fiscal years 1973 through 1977 from

quarterly reports and project logs, including provision for
incomplete progects, we belleve that NARS could have done
llkew1se. .

NARS also told us that it was taking steps to ensure
that any changes in surveyors' original estimates were fully
documented and justified and cited the Records Decla551f1—
cation Division Director's February 1980 memorandum..

19
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NARS -agreed that internél reviews had not been made and
said that the situation would be rectified and that problems
addressed by us.would be addressed in a review of the entire

program.

20
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CHAPTER 4

REVIEWS ON REQUEST AND . . -.

- ANTICIPATED DEMAND COULD ADEQUATELY

:v’PROVIDE INFORMATION TO THE PUBLIC

~ The primary objective of the Executive order's R
declassification provision is to make information no longer
requiring protection available to the public, by requiring a
systematic declassification review of 20-year-old information.

- According to the statement by the President when he signed the
order, limiting classification and accelerating declassifica-
tion would increase openness in Government. o

g - We have always been a strong advocate of openness in
i - Government, and we believe that such openness would not be
: diminished if ‘the systematic review part of the program were
; modified to be more responsive tc the public. We believe
. that systematic reviews of certain groups of records should
- be made (1) when requested by the public and (2) in anticipa-
tion of requests. . g . '

A major but intangible benefit of systematic review of
all 20-year-old records is the public's perception that it
provides for increased openness in Government. ‘Although we
recognize the importance of this perception to public con-
fidence in the classification program, we. believe that its
benefits and costs should be compared to the benefits that
could be derived from certain modifications to the system-
atic review requirements of the program. We believe that
these modifications are needed because S

’v—+most‘informatioﬁ systematically reviewed and declas-
sified will probably not- be requested by the public,

—-respohsiveness to the public could be improved, and

‘ f—theﬂexisting:method of systematic review for declas-
sification is inefficient and costly. ' -

The Records Declassification Division was. established in
1972 to perform systematic reviews for declassification that
were, previously done by the. custodial divisions:. We. believe.
‘that the custodial divisions' should again assume. the respon-
sibility for such reviews. :
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MOST INFORMATION SYSTEMATICALLY
REVIEWED AND DECLASSIFIED WILL
NOT BE REQUESTED BY THE PUBLIC

RS ol i o

e

Based on NARS' .estimates, over 90'percent-of the pages
that will be reviewed for declassification during fiscal years
1980 through 1988 will not be requested by the public.

Estimates of the types of information that the public
wants are based on requests made to NARS by individuals,
indicating the type of information they will be coming into
review during the year. Future years' estimates are based -
on what the Director of the Records Declassification Division
believes the public will request. Estimates of pages to be
systematitally reviewed through 1988 are based on the number
of people reviewing information in the declassification divi-
sioin and the rate at which they can review information.

i
1

The following tabulation is taken from NARS' estimates.

Total. - Pages o Pages re&iewed‘ .' }f:  :: A
Fiscal pages - systematically . by public request Percent A i
veay reviewed reviewed (note a) “of total %
-—4—-4;—4——--—5—(000 omitted)——m=mmmmm e »‘f ?
‘1980 33,100 31,175 1,025 6 1
1981 26,800 24,375 2,425 . 9 o
1982 ‘26,500‘7.‘ 24,225 2,275 9 E
1983 26;500 -  : ’24,225:; - 2,275 - 9 ff
1984 26,500 24,225 | 2,275 ~17 ;g;j:
1985 26,200 24,025 2,175"“:-“‘ g
1986 26,600'. p’; 24,000 2,000 ":. _ 8'W
1987 26,000 ' ; 24,000 - . 2,000 e 8Af “
T 1988 26,000 - 24;000  B 2,000 h]:(ﬁ 8  “
Total 243,600 . 224,250 N ”.j119,350'>  :' i?., 8 -

g/Includeé informal requests and requests made under the
mandatory review provision of Executive Order 12065 and
‘the FOIA. =~ =~ il i .. e o JE
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" The Director of the Records Declassification Division told
us that specific requests for information would increase by
about. 5 million pages a year if there were no requirement for .
systematically reviewing all 20-year-old material. Officials
of the custodial divisions thought that the estimate was too .
high and that the increase in specific requests would be about
1 mllllon pages Or more a year. ...

Even 1f the number of spec1f1c requests were to increase
by as much as 5 million pages a year, there would still be a
substantial reduction in the efforts ‘needed to rev1ew records
that probably w1ll not be requested. '

The publlc may not be aware of the faot that, even under
the systematic review provision of the Executive order, most
classified information will never be reviewed for declassi-
fication because it is not considered permanently valuable.

- NARS has estimated that only about 5 percent of all Government
‘'records are considered permanently valuable and subject to a

systematic declassification review.. Much of the other 95 per-
cent, while not considered permanently valuable, could still
be of interest to the public; yet these records are not sys-
tematically reviewed. These records are made up of classified
information that is originated and used by Government agencies
in their daily operations. Some of the nonpermanent records
are maintained by the agencies for many years. Most of this -
type of information is destroyed when it is no longer needed.
Nevertheless, most classified information is not systematically
reviewed for declassification and is not made available to the
public. And as noted above, it is probable that only a small
portion of the 5 percent of the Government's records that are
systematically reviewed will ever be requested by the public.

RESPONSIVENESS TO THE PUBLIC

. COULD BE IMPROVED

. Most classified and otherwise restricted information is
not requested by the public under the provisions of the o
Executive owrder, FOIA, the Privacy Act, or other statutes.
Most of NARS' requests for information are informal and made

by individuals in writing, by phone, or in person. NARS

estimates that between fiscal years 1981 and 1988, the publlc
will request about 17 million pages of classified or otherwise
restricted information. Of this amount, about 16 million
pages;, or 95 percent, will be requested informally.
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We believe that respon51veness to the public could be
1mproved if the efforts now being directed to systematically :
rev1ew1ng all 20-year-old material were redirected to re- . ;
viewing only that information (1) requested informally, :
(2) requested formally under provisions of the Executive ‘ ©GE
order, FOIA, and the Privacy Act, and (3) which NARS antic-
ipates will be requested. .

When 1nformat10n has been systematically reviewed but
not decla551f1ed, an individual may request, under the
mandatory review provision of the Executive order or FOIA, :
that the classified portions of the information be declassi- R |
fied and released.. According to NARS officials, individuals = =~ . |
may rely even more heavily on FOIA and mandatory reviews in 4
the coming years, because the amount of information exempted i
under systematic review is grow1ng due to the increase in :
intelligence information requiring review as it becomes 20 i
years old. More of this information will remain cla551f1ed :
beyond 20 years in order to protect sources and methods.

From 1972 through 1979, when 30—year—old material was

being reviewed, 143 million classified pages were system- .
atically reviewed for declassification by one NARS group and
only 2 million pages, or about 1 percent, remained classified.
However, NARS officials estimated that the amount of material
that is reviewed and not declassified could increase by 20
percent or more in the future as more 20-year-old material is-
reviewed. NARS recently reviewed a project which contained
.intelligence information. That project contained approximately
15,000 documents. About one-third of the documents were not
declassified. = Individuals wanting access to information not

. systematically declassified may turn to mandatory requests »
-under the Executlve order or FOIA to obtain the 1nformatlon.

The mandatory review provision of Executive Order 12065
provides that, upon request to either NARS or the originating
agency, any document or section thereof that no longer requires
protection shall be declassified, except information less '

- than 10 years old originated by the President or his repre-
sentatives. The originating agency has 60 dajs to decide ,
‘Wwhether to release the requested information in total or in .

 part or whether to deny the request. The decision can be
appealed to the agency within 60 days. The agency has 30
days to act on an appeal. The mandatory review provision
also allows individuals to specifically request information
prev1ously exempted from declassification under systematic
review, thus requiring a decision on a case-by-case basis.™

-~
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The iCRé}-which had oversight fesponéibilitylundér the

‘previous order, reported 12,800 mandatory review requests

from 1973 through 1977. About 8,000, Oor 62 percent, of the

-requests were granted in total or in part. :

-FOIA provides that, upon request, an agency shall
declassify any document or portion thereof that no longer = -
requires protection under the provisions of an Executive . °
order. The agency has 10 working days to release the docu--
ment in total or in part, to deny the request, or to provide
notification that the request is being. processed. Decisions
can be appealed to the head of the agency or to the specific

- office where the request was. made. If the appeal is rejected,
- the requestor can take the case to court. -

Federal agencies were not required to report the total
number of FOIA requests received each year. Consequently,
statistics on the total number of requests, Government-wide,
were not readily available. However, we were able to obtain
information on FOIA requests and denials from the military
departments, the CIA, and the State Department. During 1978
and 1979, 111,700 requests for information were made to these
organizations; 96,800, or 87 percent, were granted in total .

" or in part. As of December 1979 the State Department and the
' CIA had a backlog of over 4,100 FOIA requests.

THE EXISTING METHOD OF SYSTEMATIC -
- REVIEW FOR DECLASSIFICATION IS
INEFFICIENT AND COSTLY

Inefficient declassification procedures could be elimi~
nated and costs could be reduced if the systematic review
requirements were modified. :

Since systematic declassification reviews became a re-
quirement in 1972, the same classified documents often have
been reviewed a number of times before being made available
to the public. Those reviews have included agency reviews
before material was accessioned to'NARS,.systematic reviews
by the Records Declassification Division, and reviews by
NARS custodial divisions for other general and specific
restrictions. o :

Most'agencies only review and declassify information that
they have originated, which they believe is no longer sensi-
tive. They are not authorized to declassify material in their
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files that was originated by another agency. Prior to acces-
sioning material to NARS, the CIA, Navy, and the Department

of Energy review their files and recommend to NARS which
information can be declassified. The recommendation, however,
only applies to ‘information that ‘the agency believes it can
"declassify using its own declassification guidelines. Because
one agency's files may contain information from other agencies,
the NARS declassification staff must again review the files
using the other agencies' declassification guidance. NARS.
identifies that material requiring further review and the
agencies declassification personnel actually performs another
review of that information before a flnal declass1f1catlon
determination is made. ' : -

‘Before the public can have access, to the material, the
NARS custodial staff again reviews the files to.identify and-
remove material restricted under provisions of FOIA and the
Privacy Act. If the public later requests material specifi-

cally under the FOIA or the mandatory review provision of the .

Executive order, that material has to again be reviewed by
either a NARS custodial division or the originating agency,
even if the material was exempted Erom declassification in
any of the prev1ous rev1ews.

These nultlple reviews for decla531flcat10n were time
consumlng and costly. B

NARS, the CIA, and the Departments of Defense, Energy,
and State have estimated that, at current levels of effort,
their salary and benefit costs for systematic reviews for
fiscal years 1981 through 1988 will total about $88 million.
The CIA told us that, at its current level of effort, it will
. spend about $16 million during the 8-year period, but it will

only be able to review about 22 percent of its. 20-year-old '
" classified information by December 1, 1988. The CIA also told
us that it would need an additional $64 million to meet the .
review requirement of the Executive order by December 1988, .
and that the additional funds would have to be taken from ‘
other CIA programs.v, : Co : . - : . L

| CUSTODIAL DIVISIONS SHOULD BE RESPONSIBLE L
FOR SYSTEMATIC DECLASSIFICATION REVIEWS

Prlor to Executlve Order ll65° in 1972, the-hARS custodial’

div131ons were responsible for performing all declassification

and other reviews prior to the release of records. Since then,

_they have continued to perform declassification reviews under -
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- FOIA and other programs. The only exception is the systematic
review program which was assigned to the newly formed Records
Declassification Division. S . .

- Custody and control of the Federal Government's records

. in the National Archives are divided among seven custodial
~divisions, depending on the subject matter of the records. .
Each division is responsible for preserving, arranging,
describing, and providing a reference service to the public
for the records that it holds. Virtually all classified
records fall within the Military Archives Division, the Civil
‘Archives Division, and the General Archives Division. As
part of arranging and describing the records, staff in these
divisions must review and remove those records which meet
certain restrictions to access, such as those prescribed by
FOIA and the Privacy Act. 1In addition, there are about 20
other general restrictions that the staff must identify.
These include restrictions on records originated by the
Joint and Combined Chiefs of Staff, copyrighted material,
and DOD personnel and inspector general reports.

Prior to Executive Order 11652, when systematic reviews
were initiated, the custodial divisions reviewed classified
material for possible declassification as part of their normal
workload. - They concentrated primarily on information specif-
ically requested by the public, with secondary ‘emphasis on
‘information that they anticipated the public would request.

In 1972, in order to implement the systematic review require-
ment of Executive Order 11652, NARS created the Records
Declassification Division and gave it the primary responsi-.
‘bility for systematically reviewing information for declassi-
fication. However, the custodial divisions continued declas-
sifying some information specifically requested by the public
informally and under FOIA and the Privacy Act. Since 1972 the
NARS custodial divisions have declassified over 2.6 million
pages in response to specific public requests for information.

The custodial staffs believe they could again incorporate
a declassification review as part of their responsibilities.
NARS officials agree that the custodial staffs have better
subject matter knowledge than the declassification staff and
could apply declassification guidance with less agency assig-
tance, thus reducing the time and cost of declassifying
information.

NARS officials said that when agencies accession perma-
nently valuable 20~year-old records to NARS, certain groups,
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for which a public demand is anticipated, could be selected
for systematic review. Reviews of this type have been done
in the past. : '

Unlike the high staff turnover in the declassification
division, 'the custodial divisions' turnover has been low.
From 1972 through 1979 the annual staff turnover in the three
custodial divisions, that had virtually all the classified
information, averaged only 9 percent, as compared to an
average turnover rate of 41 percent in the declassification
division for the same period. Continuity in personnel has
permitted the staff to gain experience, develop an indepth
and thorough knowledge of information in agency files, and
establish close working relationships with agency personnel.
. The custodial staffs, unlike the declassification division
staff, deal with the public on a daily basis and assist them
in obtaining information in which they are interested.

NARS was unable to estimate the exact number of people
that would be needed in the custodial divisions if they -
- assumed the responsibility for all declassification reviews.
However, we believe that some administrative economies could
be effected by consolidating the personnel in other existing
divisions. Management personnel of the declassification.
division could be used in an advisory and coordinating capac-
ity with the custodial divisions, agencies, and ISO0O to ensure
the uniform application of declassification policies and
procedures.. : _ '

CONCLUSIONS

A major objective and benefit of Executive Order 12065's
requirement for the systematic review for declassification of
all 20-year-old, permanently valuable classified information is
the public's perception that it provides for increased openness
in Government. We agree that such a perception is important )
to public. confidence in the classification program and in -
the Government in general. We fully endorse the policy of
openness in Government. However, we believe that modification
of the systematic review requirement of the order would make
the declassification part of the program more responsive to
the public. - Such modification might have some effect on"
public perception, but we believe that if the public were-
made fully aware of the costs and benefits of the existing
system and proposed modification as described in this chapter,
general acceptance of the change might be forthcoming.
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Since most of the 20-year-old classified information
that is systematically reviewed and declassified may never be
requested by the public, the effort required for such reviews
could be used more efficiently if it were redirected to areas
of greatést concern to the public. . Instead of being used to
review all 20-year-old material, that effort could be used to
review those groups of records specifically requested and
those likely to be requested. Some effort could also be used
to respond to FOIA and mandatory review requests. In addi-
tion to being more responsive to the public, we believe that
the Government could save a substantial part of the estimated
- $88 million that will be spent during fiscal years 1981

through 1988 to review all 20-year-old classified information.

RECOMMENDATIONS

: We recommend that the Chairman of the National Security
1 - Council draft, and submit’ to the President for approval, a
¥ revision to section 3-4 of Executive Order 12065 that would
S modify the requirement for the systematic review for declas-
3 sification of all'20—year-old_permanently valuable. classified
= . “information. Specifically, systematic reviews for declassi-
S fication should be made of those records Oor groups of clas-
sified records requested by the public and those records
bt which the Archivist of the United States anticipates will be
: " redquested. o :

We recommend, after modification of the - systematic

direct the Archivist of the United States to transfer respon-
sibility for all declassification reviews to the custodial
‘divisions. - To ensure uniform application of declassification
policies and pProcedures, as prescribed by approved'declassi-_
fication guides, the management personnel in the Records
Declassification Division should be used in an advisory and
~coordinating capacity with the custodial divisions, agencies,
5 and - 1S00. S o ‘ - - .

ISdO COMMENTS AND OUR EVALUATION

ST el i Dt s e - e C e
L NN S mentere >
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On June 26, 1980, the Director of IS00, on behalf of
the Administration, strongly opposed our suggestion for
eliminating the requirement that all 20-year-old, permanently
valuable classified information be systematically reviewed.
(See app. II.) 1IS00 also expressed the view that our report
had three shortcomings: »
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1. It failed to .address or-evaluate the nublic policy
of ‘open Government as a product of systematic
review.

2. Tt .concluded ﬁhatﬁFOIA‘and'mandatoryjreview ,
.pProcedures of the Executive order were adequate
substitutes for systematic review. ‘

3. It failed to consider alternative and less drastic .
- solutions to the problems identified in the report

before recommending abdlishment of the systematic
review. : _ :

According to IS00, the report "largely ignores any =
criteria other than cost in evaluating the program" and that
its cost is substantially less than that of FOIA. 1ISO0 further
stated 'that the existing systen helps to offset the perception
held by many that Government officials hide their mistakes
behind the cloak of secrecy, and that our recommendation would

o b R B gt e

lend credence to that perception by dooming vast quantities of
records to permanent closure. - » :

As a result of the comments, this chapter has been revised
to reflect some of the concerns expressed by IS00 and other £y |
agencies (see below). We have more fully addressed the ques- 5
tion of the public's perception of openness in Government and &
- «clarified our conclusions to show that we do not consider the K
f%?SFOIA gnd nmandatory review procedures substitutes for the sSys- é
W\ tematic review of all 20~year-old classified material.  Sys~ . 5
tematic revieéws would be made, but only of those. records that . 5
are requested and those that the Archivist expects to be re- . ‘%

quested .in the future. Our suggestion has.been revised ac-
cordingly. : N ' =

We agree with ISOO that cost is not the most important
‘reason for changing the systematic review requirement of the
Executive order. Responsiveness to the public is certainly ..
more important. While the costs incurred under the FOIA may . . -
be higher than the costs associated . with systematic review,: =7
the FOIA costs are the direct result of specific requests,
whereas the Systematic review costs are for reviewing rec- .. .- _
ords--most of which;will,probably.not be. requested by the e
public. We believe that it is incumbent upon the Government - ‘
to be responsive to its citizens, but it is equally incumbent

for the‘Government’to do so in an efficient angd economical -
manner.: _ S _ o g _ ‘
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-Executive order provisions and the perceptions of openness.
in Government that they often are intended to convey must be
-examined and evaluated from time to time. Another provision

of Executive Order 12065, related to systematic review, deals
with the duration of classification. The order provides for
most information to be classified for periods not in excess of
6 years. It also authorizes some information to be classified
‘for more than 6 years, but states that such authority "shall

be used sparingly."” That provision of the order, besides
conveying the impression that there will be greater openness.

in Government, if followed, would have a major impact on the

- efforts required for systematic reviews. However, whether :
justified or not, the authority to extend classification beyond
6 years has not been used sparingly. An ongoing review of
classified documents held by contractors shows that 97 percent
were classified for more than 6 years. An earlier review at
Government installations showed that over 50 percent were
similarly classified. (See p. 3.) '

NARS, DOD, CIA, AND DEPARTMENT OF
ENERGY COMMENTS AND OUR EVALUATION 1/

- NARS believes that access to classified information would
be curtailed if systematic reviews were eliminated, because
sound research methodology by serious scholars requires general
access to the records potentially concerning their subject of
research. 1Tt does not believe that research conducted within
the confines of the FOIA ang mandatory review provision would
be acceptable to researchers. -

As revised, we believe our recommendation would not
hinder research, because NARS already informally reviews
and declassifies records requested by researchers. As
noted on page 15, NARS said that if records have not been
requested by a researcher, it can and does defer declassifi-
cation action. Furthermore, section 4-3 of the order, "“Access
by Historical Researchers and Former Presidential Appointees,"
provides for access to classified information by persons '
engaged. in historical research projects, when certain condi-
tions are met. S . ~

1l/Since agency comments were lengthy we have included.only
those of two principal groups involved--NARS and I1S00.
Other comments are also summarized.
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DOD: believes that the progressively more stringent
policies that the executive branch has evolved during the
past 27 years for assuring orderly, earliest possible declas~
sification have well :served the goal ef ‘maintaining public-
confidence in the integrity of the classification systen.

DOD also believes that we should have considered cost reduc-
tions that might be realized by a less radical revision of
the Executive order, such as reverting to the systematic.
‘review of all 30—year -old cla331f1ed mater1al

We have already addressed the issue of public confidence
in the classification system. With respect to the auggestlon
that we should have considered a less radical revision, we
believe a less radical revision would not resolve the problen.

, " The Department>Of Energy told us that while it supports
the systematic review program, it does not have adequate -
resources to properly conduct the requ1red review.

The CIA did not comment on our’ recommendatlon. It said,
however, that the multiple layers of review mentioned in the
report were necessary because records custodians, such as )
NARS, regardless of their familiarity with the records, do not
possess the. experience, background, and knowledge needed to
make declassification determinations with respect to such
things as 1ntelllgence, national defense, and foreign
relatlons.

_ Our recommendations,’as nodified, would eliminate the
need for some of the multlple layers of review, but we agree
with the CIA that such reviews may be necessary in some cases.

"
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‘Mr. R. W. Gutmann _

"Director .

Logistics and Communications Division

United States General Accounting Office
. Washington, DC 20548

Dear Mr. G\.}tmann:

Enclosed is a paper presenting the position of the National Archives and
Records Service (NARS) to the proposed draft report entitled,
""Systematic Review for Declassification of National Security Information--
Do Benefits Equal Costs?!" This agency cannot accept the conclusions
and recommendations of the draft report that the systematic review
program in operation in the National Archives since 1972 is not suffi- "
ciently cost effective to warrant its continuation.

We oppose this conclusion on several bases., -
avowed public policy position of openness would be seriously undercut

if the systematic review program were abolished. This point is cogently
argued in the response of the Director of the Information Security Over-
sight Office to the proposed draft report and has our wholehearted

First, this government's

endorsement. Second, the Freedom of Information Act and the mandatory
review provisions of EO 12065 are inadequate substitutions for systematic
review,

Third, many of the findings in the report are not pertinent to
the conclusion to end systematic review. Fourth, several of the report's
findings are inaccurate and do not support the conclusion, Finally, the
systematic review program!'s problems identified in the GA

O report are
susceptible to solutions within NARS or in cooperation with

other agencies.

1

Thank you for giving us this opportunity to express our views for the
proposed draft report. If you would like more information from us on °
the matter, Edwin A. Thompson, Director of the Records Declassifi-
cation Division of NARS is available to discuss the report in further
detail with Mr. Boker of your office. -'

incerely,

Te f

.

-

_— QL';»C».. AN § MC |

—

AMES E, O'NEILL
“Acting Archivist
of the United States

Enclosure
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No'!_ionol Archives and Records Service

RESPONSE TO THE DRAFT GAO REPORT, "SYSTEMATIC REVIEW FOR »
DECLASSIFICATION OF NATIONAL SECURITY INFORMATION-DO BENEFITS EQUAL
cosT

1. THE FREEDOM OF INFORMATION ACT AND/OR MANDATORY REVIEW
PROVISIONS OF E. O 12065 ARE INADEQUATE SUBST!TUT!ONS FOR SYSTEMATIC
REVIEW.

The draft report assumes that materials of interest to historical researchers and others

can be made available more (;05\‘ effectively through relial?c_e on mondqfory review -
procedures and/or the Freedom of Information Act than through the systematic review
progr‘qm. The Naﬁqnol Archives and Records Service does not accept the premise Thﬁi‘ |
the perceived costfeffécﬁ'veness -should bé Tﬁe sole or even the primary measure of the
program's wor th. H(;wever, if we were to accept cost-effectiveness as the basis for

: evolu'oﬁng the prc;grom, we remain unconvinced that mandatory review and Freedom of

Information Act (FOIA) requests provide acceptable alternatives.

If systematic review were eliminated, we believe that access to classified information
would be curtailed. 'Soundl‘reseorch methodology by serioug gcholoré requires general
access to the records potentially concerning their sdbject of research. To full} explore o‘ ’
research 'ropic, a researcher requires comprehén-sivé ‘éccess to the records, i.e., to ‘

examine the records with mmimql constraints. The researcher frequently does not know :

specificaliy what is avcnlable relating to hls/her topic and would therefore, fmd it -
exfremely difficult, if not impossible, to initiate specxflc FOIA requesfs. When told fhaf
the files are closed because they are classified and that. he must spec:f:cally |den'nfy the .-
documents he wants relecsed the reseorcher becomes frustrated and angry at a
Government that preaches openness but does nothing posmve to make fhot happen.
Researchers are also frustrated by the hme delays associated with the FOIA and

‘mmdatory review processes. Only the most. persm‘ent researcher wn‘hout pubhcohon or

i
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other deodhnes can consider researching a post- l950 'lOplC mvolvmg clossxfled records
using the Freedom of lnformo'ﬂon Act and the mandatory review provussons of E.O.

12065.

As the ogeﬁcy ;‘)rima'r-ily concerned with scholar‘ly‘occess to *lme Government's
permonenfly voluable records, we are keenly aware of the negcmve impact of closed
records. lf was '{hIS experlence which led us m l97l 72 to propose 1he sysfemcmc review
of 'rhe vcsf quqnmy of World War Il records in our custody. We chompxoned ’rhe mclusnon
- of the principle of sysfemohc rev:ew, \_Nhlch beccme an lmporfon'r pdrf of E.O. 11652, in
l972 because we knew that thorough hxsforlcol reseorch was not possuble as fong as the

records remcmed classified.

Since 1972 oboof 250 000,000 poges of pre—l950 tecords, formerly closed because they
contained closs:fled mformohon, have been systemohcolly reviewed and declussmed
Research and scholorshlp in the history of this perlod hove developed i in directions whxch
were impossible a decade ago. To cite just one exqmple, during the past 9 months nearly
200 requests were submitted by researchers for over l-OOO cubic feet of records created
by SCAP and OMGUS the U.S. occupying outhormes in pos’rwcxr Japan and Germony
Sys'remoflc declossuf:cohon review of The l8 ,000 CUbIC feet of these records was
completed jUSf a few years ago. We are confident Thct this flourxshmg research would
not have been undermken if the records had not been systemc’ncolly revnewed and made

ovo;loble for research

We firmly believe that the encumbronces surroundmg access to clossified records hos a.
very real chlllmg effecf on serious research. Articles and books on the post-1950 perlod
are not being wrmen because access to the necessory records is so difficult. We also
know that research based on documents releosed through the Freedom of Information Act
and mcr\dqfory.review process is frequently flawed because it is based only on fragments

of information, rather than the complete record. Researchers are unable tosynthesize
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and place in historical perspective the bits of information made available to them. The

inevitable result is an uninformed. or misinformed public.

While systematicreview does not-result in declassification of everything: exomined it
does ensure thof 80%-95% of mosf records are releosed cnd allows the researcher to
better cpprcnse for hlmself the significance of items being wxfhheld The National
Archives' experience has been that most researchers are fU”)"SQfISfled with fhe records

released under the systematic review programs and only ihfrequenﬂy request another

review of documents iniﬁo.lly denied. We believe thot'resear'chers will 'strongly oppose

conducting their research entirely within the confines of FOIA or mandatory review.

i THE DRAFT REPORTS' CONCLUSION. TO END SYSTEMATIC REVIEW IS NOT
PERTINENT TO THE FINDINGS. : '

A Slstemofic review for declassification of all ZO—yeor-oId permanently

A st vl bt e i

valuable material will not be occomphshed by December 1, 1988." It is true that NARS

- cannot reach this objective with the present level of resources. However, this is

SEOAEE R

HERGLE
e

lrrelevanf to the queshon of whefher the systematic review program should be continued
or 'rermmoted Even though present resources are modequate to reach the goal of

reviewing all permonenﬂy valuable classified records by I988 NARS will be able to o7

Ty

systematically review and decloss:fy the greater part of approximately 250 million pages

e ]

of histerically significant documenfs by |988 lf seems illogical to us to conclude that

. because all permanently vo!ucble classified records will not be systematically reviewed

by 1988 thf the program should be Termmofed fhereby ensurmg that none of the records

are systemcﬂcolly reviewed.

The problem of ensuring fhof records schedules are developed for all agencies' records is

one Wthh we gre well aware. Whlle we do not qrgue wnfh the fact that some ogenmes .

may not be cdhermg to good records monagemenf prochces the fault does not lie wnh

the sysfemohc review progrom. Thxs is surely a case of pumng the cart before the
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horse. Bm‘ The blame for this madequocy rests on the fculure of agencies to schedule

'thexr records Whether it is the fault of poor records management or the Iock of agency .

: personnel to do the job, the fact remains thcf fhe report would have beﬁer oddressed this

facet of declossrflcotlon if it hod forcefu“y. recommended greafer ogency dﬁenﬂon to

records SChedulir\g_. ' Recommending the abolition of ‘sysfernoﬁc review instead is

‘completely illogical.

P

’ NARS will com‘mue to work wn‘rh the cgenmes to occelerofe the developmenf of records

schedules, o appraise records, and to accession them into 1he National Archrves. NARS

e

v

will olso reappraise prev»ously accessioned clossrf:ed records to ensure their con‘nnumg

aa

.. value before they are reviewed for declossgf_ncchon. While we recogmze Thot these steps
must be taken to guarantee that only permonehﬂy valuable records are systematically -

reviewed, they are not germane to the question of whefher systemcnc rev;ew should be

continued.

oo RFG R o S R

B. Most post-1950 classified information will require cosﬂy‘ and ﬁme consuming

page-by-page review, We agree. Only a small portion of the post-1950 record files thus

far surveyed have proven susceptible to qunck "buik" declcssmcahon ccﬂon. But,

however small that portion, this procedure is the most cos'r-effecfw_e method for

declassification and we would lose this capability if the systematic review program is

discontinued.

ln a number of cases researcher requests have caused us to excmme ona poge-by-poge

bcsxs records we might have been able to "bulk" declassify if we had been able to defcy

3

declossification review until 'rhe foreign government mformohon in the files was 30 yecrs

old. If records have not been requested by a resecrcher, we can and do defer

declassification action until .the passage of hme ehmmofes this :mpedxmenf to bulk

declossuf;cctlon. ‘
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Of greater concern are ‘agency guidelines which require NARS reviewers to identify and ‘
withhold for ‘agency action a significantly larger percentage of the documenfs_ examined
than was true for pre-1 950 classified information. This is the direct result of the
continuing sensitivity todoy of many issues and programs which first:arose during this
period. The undemoble consequence is that it fokes Ionger and that it lS, 1‘herefore, more
cos’rly to systematically review more recent records. But we can, by better management ‘
of the NARS review program, by better coordmcmon of potentially sensitive mformohon
with agency specmhsfs, and by joint efforfs 'ro improve the guidelines, ensure a moré
efficient and qons:sfenf sysfgmqtic review_effdﬁ. These are real problem areas
warranting closer and continuing éffenfion b'y NARS and all of the agencies with whomn
we worl:<. We do not agree, however, that because fhe decldssificcn‘ion review of more

- recently dated records is slower and more cosﬂy, that the entire sysfemohc review

program should be dnsconnnued

P T

C. The present review program is costly and results in the systematic review of

et

much informofion not requested by the public. NARS does not accept the GAO's

conclus:on that systematic review is not necessory because researchers have to date only
examined opproxumofely IO% of 1he documen'rs declcss:fled The purpose of orchwol

opprcnsal is to designate a universe of documems from which researchers will select

portions for exommohon If resecrchers were already exommmg all of the documents

cpprmsed as permonenﬂy valuable, then clearly the archivists involved have fmled to’

- identify a large enough universe,

Our experlence hos shown thof research |n'rerests change with nme. Trends in
scholorshsp chcnge over 'rlme, resulfmg in the examination of records which were not in

demand 20 or even 10 years cgo. Sysfemahc declossnflcohon review results in rcpxd and

cos'r-effechve relecse of mformaﬂon in advance of the chcngmg demcnd Surely these

onhcnpcfory reviews do not Jushfy 1he demlse of the program.

- 38

_ Approved For Release 2009/05/29 - CIA-RDP89B00236R000500090001-9




R S T “f&’x\“’wt’! ¥

Approved For Rele2009/05/29 CIARDP89BOOZ36ROOO500090001 9

:‘( .
?‘}, -

(  APPENDIX I f . " APPENDIX I
] XL NARS clso cannot accept the GAO's interpretation of fhe flgures used in the table on :
}3’ page 24 of the drcft report. The estimate of the number of pages reviewed in a given .
w:é .. yearasa consequence of direct public requesfs is part of the ZBB presentation. It

j} R - represenfs the mlmmum effort mvolved if no sysfemoﬁc review program were conduc'reci .
;,; thcf particular yecr. Our estimated resource requirement to meet these public derncnds
f . represenfs obout 15% of the Records Declossnf«cohon Dnvns:on's presenf budgef. But if
‘ﬁ’ sysfemcmc review were dnscon?mued mdeflnltely and fhe backlog of clossaﬁed records
;; " grew, the demond by researchers for release of classified mformo’non will easﬂy double
:? wnfhln 5 yeors.v Within a deccde we might well be spending as much to respond to publlc
j: C . reques'rs as we are now devoting to the entire sysfemohc review progrcm.

‘m ' But the lmmedlote recl cost of the proposed fermmcflon of systematic review would be
‘ ) ' the chllllng effect on reseorch into our recent past, ond the growth of a lorge
accumulahon of permanently valuable records which are nof available to the pubhc.

X Sooner or later this mass of c!ossn‘ned records would have to be acted upon or The
: ‘ | ~ National Archlves would soon become a storage vault of largely unavailable v
.mformahon. The Government cnd the reseorcher community found such a snfuahon |

N intolerable in 1972. The situation should not be allowed 1o develop again. -~
| " D Some clcssnfned documents hcve been rev:ewedvo number of hmes before

: bemg made available to the pUth. Re-reviews of classified records are helpful qnd in
{ some cases cbsolute!y essential. Some agencies have reviewed records prior to their
‘ accessioning lm‘o ?he National Archsves or pnor to fhelr sys’remohc rewew ‘by NARS

g personnel. These agency reviews, xwhrch Icrgely concentrate on mfelhgence files,
identify documents which are still sensitive, ‘which enables NARS to proceed rapldly

through the review of the classified information originated by ofher agencies,

We agree that some of the eorly efforfs by ogencxes to review their records were

unschsfocfory cnd requnred wasteful ’ro'ral re-review. The eor!yproblems encountered
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(including review of records later determined to be non-permanent) hove bheen overcome

through closer mfer-ogency coordination. The ongoing agency reviews are provmg to-be

helpful because they greatly increase the speed with which NARS can act on certain
“files, and they eliminate the need for NARS to identify potentially sensitive documents

and refer them to agency specialists.

A total re-review of the documents withheld between 1972 and 1978 has resulted in the
declassification and refiling of about half of the records originally withdrawn. This is
largely the result of the development of new guidelines and the completion of agency

coordination. .The overall result has been the release of several million pages of records

‘once thought to be sensitive and is a sfrong argument for periodic re-reviews.

Finally, some records withdrawn from the files under the systematic review procedures

iR,

are subjected to a further review when specificdtly reqﬁésted by a researcher. ‘In such

instances the requester has determined from the description bvoilcble that the specifié
_ document is perﬁhe'n;t to his research. Requests of this type represents less than 2% of

the records presently being reviewed at The. specific request of resecrchérs. Clearly,

most researchers are well satisfied with the product of systematic review.

E. Internal review of the NARS declassification operation have not been made.

This is a valid criticism and éne‘which will be rectified. NARS is committed toan -
efficient and effective program aimed at the ;’Gpid declassification review of the

Government's permanently valuable records. The problems oddréssed By the GAO

examiners will be among those matters covered in a further review of the entire

program.

ik SEVERAL OF THE DRAFT REPORT'S FINDINGS ARE INAC(‘URATE OR'
MlSINTERPRETATION’» OF THE FACTS.

A. NARé custodial divisions should ogoiﬁ do declassification reviews on

- T e
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' reguesf The GAO reporf correctly no'res that prlor to fhe lssuonce of E. O 1 l652 in 1972
the NARS cusfodlol um'rs performed such declossnf:cahon reviews as were done. In frufh
however, the declossuflcohon effort in NARS was severely limited. A few ogenc«es made
declassification decisions and transmitted that information to NARS. NARS' role wds ’

~merely to mork the documents declossnfned Most records, no matter how old, were .
unaffected and 1he cusfodaql divisions rounnely transmitted the request to the -
responsub!e ogency for action. Declossificoﬁ_on guidelines as we know them today were

unheard of before 1972.

Declossuf:cohon review has become a specaol:zed activity requmng training and
expenence for its successful occomphshmen‘r. The most effechve frommg is to work
with those already expenenced in opplymg the guidelines, and porhculorly to work
‘ol_ongsxde the agency declassification review specialists. New problems, new
interpretations of quidelines, cr\d agency instructions are q consfonf moffer for the .

- attention of all reviewers. Expertise in declassification of the records of a smgle agency

s nof sufficient, as classified information from a large number of agencies is regularly

‘ encountered in most reviews. NARS' experience over the past 8 years convinces us that
the develoment of decl_assificoﬁon review expertise is the key to proper and consistent
declassification decision makmg We are cer'raln Thof this can besf bé .obtained by
concentrating this specmhzed function in a smgle organization working on a regular basis .

with ogency declossnflcohon review specialists. -

Since 1972 the Congress hos appropriated funds to NARS for the specific purpose of

sysfemohcolly revnewmg classified records. These funds were not intended for the .
_ review of unclassified or declcss:fled records for pUblIC release (a normal part of the
NARS custodial units' work) For these reasons and for good management of the

especiolly appropriated funds, we do not believe that this activity should be disbursed

among the NARS cus'rodml units.
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B. NARS survey estimates of pages declassified were increased. NARS is taking
steps to ensure'-fhot'ony changes in original estimates are fully documented and
justified. The Records Declassification Division Director issued a memorandum to all

Branches on February 29, 1980, immediately after this matter was brought to his

attention by the GAO auditors. In the future, any change of the percentage estimate

must be explained, recorded, and signed by the Branch Chief on the document involved.

C. Discrepancies in statistics compiled by NARS and reported to the Ovesight

Office. The.NARS program sfcﬁsﬁcel reporting form (GSA Form 7096) was revised in
1972 to account for systematic review work performed. The key statistic is
"Declassification Completed" which 4counfs the numeer of classified pages in the material
exomineqwhicﬁ was declassified as a result of "bulk declassification" action or ‘pcge-by-. ‘.
page review. However, this figure was ovciloble only when the NARS review of a block -
of records was completed followmg agency examination and determination by an agency
head that the mformcmon withheld required conhnued classification beyond 30 years. In
many instances, review projects were begun in one year and not completed unﬁl_fhe next

year,

The inadequacy of this figure as a basis for reporting work complefed at 'rhe end of a
calendar year for the Infercgency Closmﬂcohon Revxew Committee's onnuol repor'r was
_readily apparent. The Director of the NARS Records Declossnflcchon DIVISIOﬂ, ‘
therefore, made 1he best estimate he could of the accomplishments of the entire
sysfemcmc review prograrn in his unit, in cus'rodml units, and in the Presn den’nol
: llbrcrles. The figures reporfed to fhe ICRC were total pages reviewed ond the percent
. declassified. Becquse of_ its inadequacy for ICRC reporting purposes, the figures shown "« . -
on the GSA Form 7096 were never used as the basis of the NARS report to the ICRC.-

s

Revns:on of the sfcmshcol repor'hng form along the lines sugges?ed by the GAO hos

olreody been opproved and will be used beginning in FY 1981, Buf the most sngmfuccnf

42
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- .changes have been brought about by m?ernol procedurol dec1snons whlch will assure 1hcf

' revnew pro;ecfs are completed in a timely manner cmd that reports mput into the
computer will be used for sfohshccl onolysns and monthly compllohon. Begmmng in FY

;.' I98l NARS expects fo be able to report the tofcl number of poges examined, how mony

of 1hese were clossnfled pages, how mcmy were withheld, and consequenﬂy how many

classified pages were declassified. .

V. THE DRAFT REPORT FAILS TO CONSIDER REMEDIES LESS DRASTIC THAN

ABOLISHING SYSTEMATIC REVIEW IN ITS ANALYSIS OF THE PROGRAM' S
. PROBLEMS.

T ~ Although we do not agree with a number of the report's findings per se, we do believe

that the report does raise some valid quesﬁobs. We will cite some of the specific -

problems with systematic review referred toin the report ond suggesf some specnflc
‘remedies, or at least avenues to pursue, Wthh we believe the report should have . .

considered, rather than simply calling for its abolition.

d

‘ o The draft report s'rcfes that only a small percem‘oge of records made qvmloble to :
researchers are actually used by researchers. and, therefore, the cost of mokmg records
available does not equal perceived benefiis.. Even if we were to assume the fact that not

all systematically reviewed material is dc_fuclly used by researchers, that fact is not the

fault of systematic review. Rather, if there are too many records in the universe under

‘revie\'v, the fault rests with the appraisal criteria or the application of these criteria used

to determine what in fact is historicc"y valuable. To be sure, the era of United States
history currently undergoing review was by its very nature conducive to the creation of _
materials considered to be permanently valuable. |t should also be recognized that

information in the National Archives s preserved for use b)? present and future:

researchers and that over time, historical interests and emphasis changes. Records that-
T are being researched now may not be as heavily. used in the: future, whi)e:.records‘whi'ch“t

are little used currently may be primary sources for future research. |+ seems far more-
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reasonable that if a problem does exist it is remedied more effectively and far less
drastically by a systematic reappraisal of the pertinent recordsvseries Qgﬁ){gsystemqtic
review is conducted. NARS, working closely with the agencies, is undetaking further
close examination or r_eexomination'of records prior to ’rheirv accessioning or

.declassification review. .

Another example pertains to the report's emphasis-on NARS declassification staff
turnover as one of the major problems of operating an efficient systematic review - |
program. Wh‘i.le sfcff turnover is an operational problem, it is s‘u?ely not a proper index
for determining the validity of the program itself. Toa Iargel eXTen’r, the personnel

- turnover is the result of present hiring practices. First, for many of these employees,

this is their first full-fime job., Second, the constant review of records on a regular basis
is tedious and often boring work. FinoH‘y, promotion potential is limited. The solution to

employee turnover is surely not to abolish these positions entirely.

The management of NARS is reexamining its hiring policies for personnel engaged in this
" type of systematic review. Under consideration is 'rhepossibili'ry of hiring on a part-time
basis retired experts from those ogenmes who classify large quanfmes of information.

This would result in an employee mix that would reduce turnover wh:le mmu!fcneously

blending youthful energy and enthusiasm with the wisdom of experience.

- CONCLUSION®
The systeméfic réview of ;ecufify classified records of historical value is, in our view, an
essential part of .This Government's commitment to openness. This commitment cannot
be adequately met by piecemeal releases resulting from FOIA and mandatory review

requests. Further, processing these individual requests is many times more expensive

) ! . . . . .
than the costs incurred in routine systematic review,

We are opposed to reverting to the conditions which prevailed in the National Archives
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) before 1972 as recommended in th:s droft report. Severol of 1he problems |denf|f|ed by

the GAO excmmers will receive lmmedlote mcnagemem‘ oﬁen'non in NARS However,
we connof accepf fhe draft reporf's concluscon fhot this important and pubhcly voluoble '
program ought To be terminated because of a number of relcmvely minor problems whxch

are suscepfnble to solu'nons wnhln NARS and the other Federol ogenCIes.
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N " General Infoermation Security - -
Services Oversight :
Administration Office Washington, DC 20405,

June 26, 1980

N A B R P e T BT e

T

Mr. R. W. Gutmann

Director

Logistics and Communlcatlons Division

United States General Accounting Office :
Washington, D.C. .20548 » . '

Dear Mr. Gutmann:

Thank you for the opportunlty to review and reply to the draft of a proposed
General Accounting Office report entitled, "Systematic Review for Declassifi-
cation of National Security Information -- Do Benefits Equal Cost?" In my
capacity as Director of the Information Security Oversight Office (IS00), I

am pleased to enclose a response on behalf of the Administration. I under-
stand- that several of the agencies to which you referred the draft ‘report

may be responding directly to you with their individual comments.

Because of our significant problems with the draft report, I would be more
than happy to meet and discuss it with you or members of your staff at any
mutually convenient time or place I am convinced that our objectives are
basically the same, and that we can ultimately agree to the approaches we
should pursue to attack the problems that exist within the systematic review
program. I would also appreciate the opportunity to review and comment upon
any future draft of the GAO report. I can be reached at 633-6880.

Slncerely,

/JZ“M,&/

STEVEN GARFINKEL
Director

Enclosure

'§/46
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APPENDIX
IS00'S RESPONSE TO THE DRAFT
OF A PROPOSED GAO REPORT ENTITLED,
""SYSTEMATIC REVIEW FOR DECLASSIFICATION OF NATIONAL -
"-SECURITY INFORMATION -- DO BENEFITS -EQUAL COST?"

ey

The General Accounting Office (GAO) has submitted to several agencies
of the executive branch for their review and comment a draft of a proposed
GAO report entitled, '"Systematic Review for Declassification of National
Security Information -- Do Benefits Equal Cost?"  The draft report concludes '
that the systematic review program established in Section 3-4 of Executive . -
Order 12065 is not cost-effective, and, therefore, should be abolished by an-

amendment to the Order.  The Administration strongly opposes the conclusions
and recommendations of the draft report..- I

GAO's examination of the Systematic-declassification review program is
potentially of great assistance to the executive branch in its efforts to
impiement this program effectively ard efficiently. To be sure, a number of
problems identified by GAO in its present draft are real and must be remedied
if the program is to achieve its objectives in a more meaningful way.. The
Administration fully supports such exploration. For example, there is no doubt
that systematic review is costly and burdensome to the agencies that must
implement its requirements. To improve the productivity of the system would
To this end the draft report makes
ciated with the present system

?

a number of observations about' the COSts asso
which demand and will réceive our attention.

Nevertheless, the present draft falls far short of its potential for -
constructive criticism. Despite a lengthy examination of systematic review,
the draft report largely igneres any criteria other than cost in evaluating the
program. Far more disturbing), however, are the report's recommendations, which
we contend are unnecessarily drastic and largely insupportable. We are convinced
that the effectuation of these recommendations would result in an irreversible
public disservice. Above all other concerns, we urge that the final report seek
remedies which fit the legitimate problems associated with systematic review
rather than simply calling for its abolition. ‘ ‘ DR

In our view, the shortcomings of the draft report are threefold:

First, - .-
its failure to address or evaluate

the public policy of open government as a .
product of systematic declassifjcation review; second, its conclusion that the

Freedom of Information Act (FOIA) and/or agency mandatory review procedures are
adequate substitutes for systematic review;. and, finally, as alluded to above,

the recommendation that systematic review be abolished without any consideration -
of alternative and less drastic solutions

| 47
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I. "One of the greatest shortcomings of the draft report is its -one-
dimensional scope. It focuses only on the cost of conducting the systematic
review .program. .It .ignores both the tangible and intangible benefits that
accrue from a program that is one of the cornerstones.of the public policy
frequently referred to as "open government." The importance of the systematic
- review program cannot be appreciated without taking into consideration its
philosophical and even psychological purposes.

In its laws and policies regarding public knowledge of governmental
activities, the United States is unique among nations. No other nation promotes
the public availability of information through statutes such as the Freedom of
Information Act, the Privacy Act, ‘the Government in the Sunshine Act, and the
Federal Advisory Committee Act. The value of these laws is not limited to the
knowledge gleaned from their usage. The right to know is at least as valuable,
since this principle stands as one of the hallmarks of our democratic institutions.
In the samé manner, systematic review establishes the people's right to know for
one of the most sensitive of areas, that to which we'sometimes refer as ''state
- secrets." » ' ’

. Systematic review establishes the principle that an open society
cannot tolerate the permanent or indefinite closure of historically valuable
records. Moreover, by establishing a finite period of restriction, systematic ~
review helps to offset the perception held by many of a security classification
system abused by government officials intent on hiding their mistakes behind
the cloak of secrecy. The abolition of systematic review would lend further
credence to this perception, severely damaging the public credibility that is
necessary for the system to remain viable. o .

As a practical matter the abolition of systematic review at this
time will doom vast quantities of records adjudged by records appraisers to be
permanently valuable to the opposite fate -- permanent closure.- GAO's own
statistics would indicate that substitute declassification procedures are able
to handle the review of .approximately 2 million pages of classified materials:
annually. Even understaffed, systematic review results in the annual review of
approximately 24 million pages.. Assuming reasonably constant staffing levels,
the absence of systematic review will leave over 20 million pages of additional
unreviewed records each year. Within -a few years the stack of unreviewed
documents would become so vast as to be outside the government's ability to
process them. » ' -

. This is not a program whose price tag will ever be measurable in - ;
the same terms as one which deals in goods or services. The Freedom of Infor-" '
mation Act is enormously expensive to implement, dwarfing the cost of systematic
review. Its primary beneficiaries are most often vested commercial interests,
not the research community or the general public. Do these factors warrant its
repeal? We daresay not, just as we contend that systematic review must also be

retained for the principles it espouses.
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N'Fifst, the absence of systematic review would effectively eliminate-.

#bulk declassification.

No matter h
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a more costly approach. Very many, .if not most, FOIA and mandatory review
requests require the input of high level agency officials. Intricate denial

and appeal procedures frequently extend the processing period over several months
Or even years. Although we have no way to predict, nor does the draft report
examine, how great an increase in the number of mandatory review and FOIA
requests would result from the elimination of systematic review, we .believe it
would be substantial. Most researchers of formerly classified records rely
almost exclusively on systematic review to provide. a universe of records from
which to select portions for examination. The demise of systematic review as
recommended by the draft report will inevitably result in an ever-expanding
backlog of classified records, thereby forcing significantly greater numbers of
researchers to turn to the more costly mandatory review and FOIA processes.
Moreover, the personal costs to the researcher will be significantly higher in
terms of expenses and delays if forced to rely on the highly regulated procedures
of FOTA or mandatory review rather than systematic review.

) Finally, in dismissing the singular significance of systematic review
in providing a more complete universe of materials for examination, the draft
report fails to show any understanding of research methodology. A researcher
begins by sélecting a rather broad research topic, reads all of the secondary
sources related to the topic, determines which records may offer fruitful areas
of investigation, and begins the laborious task of sifting through thousands of
documents to identify those pertinent to his research. A researcher seldom, if
ever, begins the research knowing what documents exist that will prove essential
Because of this basic research methodology, many

- researchers working on the more recent historical period (post-World War 1)
~have come to rely on the product of systematic review to enable them to identify

theparameters of their research.
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Access to records declassified under systematic review often
provides researchers with leads to other documents which may not yet be
declassified. Often records can be requested under mandatory review or FOIA
because the researcher has. discovered enough information .in the records opened
through systematic review to permit the identification of other related docu-
ments. Without the interplay of systematic review and mandatory review or
FOIA, researchers will find the conduct of their research much more difficult.
There will be far less assurance that the researcher will have access to even
a significant portion of pertinent records. Scholarship will necessarily suffer.

III. The most disturbing feature of the draft report is ‘its extremely
simplistic solution to theproblems associated with systematic review; namely,
the abolition of the program. Overlooked are far less drastic solutions that
are compatible with the identified problems. '

For example, the draft report cites as a failing of systematic
review the fact that it is unlikely that the agencies will catch up with the
20-year review date by 1988, as mandated .in the Order. While this may be true,
it is not logical to suggest that systematic review is both the cause and
effect of a failure to meet the time requirements. Rather, the cause is a
combination of three factors for which far less drastic remedies might be
appropriate: the lack of sufficient resources; the inefficient use of existing
resources; and, an overoptimistic projection of the time requirement. ‘ '

Similarly illogical are those portions of the report which call for
the abolition of the program in response to problems of records appraisal, '
records scheduling, duplications of review efforts, and personnel turnover.

In each case, there appear to us to be reasonable solutions or mollifiers
‘which the draft report ignores in favor of destroying the program.

CONCLUSION -
In s{gning'Executive Order 12065; President Carter stated:

While some material must be classified, the
government classifies’ too much information,
classifies it too highly, and for too long.

 These practices violate the public's right
to know, impose unnecessary costs, and
weaken protection for truly ‘sensitive infor-
mation. by undermining respect for all
classification. - L

-Two yéar$ later, these words are just -as valid as they were then. "'V .

Yet, the proposed draft GAO report calls for the abolition of one of the primary

‘programs designed to minimize the abuses of the classification system. Most
significantly, it calls for

the abolition of a system that only two years ago_ “;'3
received the endorsement. of the president, the Congress and the public. B
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_The Administration continues to endorse systematic review. We
suspect we are not alone in this endorsement. At the same time, however, we
are aware that much needs to be done tov make the program work more economically
and more productively. The GAO inquiry into systematic review can be a posi- -
tive step in this direction. The abolition of systematic review is not, however,

a positive step -- it is a step backward that jeopardizes the credibility of
the security classification system.. . ‘
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