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United States Department of State

Washington, D.C. 20520

September 20, 1986

—CONFIDENTIALT— .
Exacative Repistry
Interagency Group No. 20 86- . 4199X
TO : OVP - Mr. Donald P. Gregg
NSC - Mr. Rodney McDaniel
ACDA - Wi ples
= CIA - 25X1!
Commerce - Mrs. Helen RO ins

Defense - COL James Lemon
Energy - Mr. William V. Vitale

JCs - MAJ James Boatright
NRC - Mr. Samuel Chilk
OMB - Mr. L. Wayne Arny
OSTP - Mr. Richard Johnson

SUBJECT: IG on Physical Protection Studies Required by the
Omnibus Diplomatic Security and Terrorism Act

Sections 601 and 604 of the subject legislation direct
the Executive branch to conduct physical protection studies.
Section 601 directs the Presidenf, enlisting the participation
of all relevant departments and agencies of the Government, to
review the IAEA recommendations on Physical Protection of
Nuclear Material. The findings of the President under Section
601 are to be reported to the Director General of the IAEA.
Section 604 requires the Secretaries of State, Energy and
Defense, the Director of ACDA, and the NRC to review the
adequacy of physical security standards currently applicable
to the shipment and storage of certain categories of nuclear
material outside the United States that is subject to U.S.
prior consent rights. Section 604 directs each agency to
submit its report to the Congress within six months of
enactment of the law, i.e., 51x months from August 27, 1986
(by February 27th, 1987).

Ambassador John D. Negroponte, Assistant Secretary of
State for Oceans and International Environmental and
Scientific Affairs, will chair a meeting of the Interagency
Group on Nuclear Non-Proliferation on Tuesday, September 30,
1986 at 10:30 a.m. in the OES Conference Room, Room 7835,
Department of State, to discuss a coordinated approach to
the required reports.

—CONPIDENTTAL (R VIR
DECL:OADR
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CONFIDENTIAL

-2 -

Agencies planning to participate are requested to provide
the names of their representatives to Mr. Jeff Lutz of OES/NEP
prior to the meeting. Mr. Lutz can be reached at 647-4812,

Nicﬁét:; Platdpv
Executive Secretary

Attachments:

l. Provisional IG Agenda

2. Sections 601 and 604 of the Omnibus Diplomatic
Security and Antiterrorism Act of 1986

3. Conference Report on Title VI - International
Nuclear Terrorism

CONFIDENTIAL
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IG Agenda

I. - Sections 601 & 604 Reports
I1I. - Procedures for Coordination
III. - Schedule for Activities

Iv. - Physical Protection Standards
V. - Baseline Threats
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.28 _ Session -

A

———

OMNIBUS DIPLOMATIC SECURITY AND ANTITERRORISM ACT OF 1986

C

—Ordered o be printad

Mr. __, from the committee of conference,
submitted the following

CONFERENCE REPORT
[To sccompany H. R. 4151 )

rence on the disagreeing votes of the two Houses

The comrmttee of confe
(H. R. 4151 )

on the amendment of the Senate to the bill join] Yati

enhanced diplomatic security and combat international

to provide
and for other purposes,

terrorism,

having met, after full and free conference, have agreed to recommend and do

recommend to their respective Houses as follows: B
That the House recede from its disagreement to _the amendment of the

Senate and agree to the same with an amendment as followss— -~ <em-
In lieu of the matter proposed to be inserted by the Senate amendment

insert the following:
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52
Administration Act of 1979 (50 U.S.C. App. 240S5(3)(1)(A)).,

G

has repeatedly provided support for acts of international

W N -

terrorism.

**(b) WAIVER.--The President may waive the prohibition
contained in subsection (a) in the case of a pattiéular
export if the President determines that the export is
important to the national interests of the United States and

submits to the Congress a report justifying that

O ® N 08 s

determination and describing the proposed export. Any such

10 waiver shall expire at the end of 90 days after it is granted
11 unless the Congress enacts a law extending the waiver. .

12 (b) OTHER GoODS AND TECHNOLOGY.--Section 6(J)(1) of the
13 Export Administration Act of 1979 (50 U.S.C. App. 2405(3)(1))
(Z) 14 is .amended by striking out "$7,000:000" and insérting in h
1S 1lieu thereof ~'$1,000,000°" .

16 TITLE VI——INTERNATIONAL NUCLEAR TERRORISM . ____ . —

17 SEC. 601. ACTIONS TO COMBAT INTERNATIONAL NUCLEAR . TERRORISM.

18 (a) AcTions 7O BE TAKEN BY THE. PRESIDENT.~-The Congress =~ .
i9 hereby directs-the President--_ __~ :_1. - o v

20 (1) to seek universal adhergﬁce to the Convention on'l .
21 the Physical Protection of Nuclear Material;

22 (2) to--

23 (A) conduct a review, gnlisting the participation

24 ‘of all relevant departments and agencies oE.the .

25 Government, to determine whether the recommendations
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S3

on Physical Protection of Nuclear Material published
by the International Atomic Energy Agency are
.adequate to deter theft, sabotage, and the use.of
nuclear facilities and materials in écgs qf

international terrorism, and

(B) transmit the results"of this review to the
Director-General of the International Atomic Energy
Agency: .

(3) to take, in concert with United States allies and
other countries, such steps as may be necessary--

(A) to keep to a minimum ;ﬁe amount of
weapons-grade nuclear material ig international
transit, and e
(B) to ensure that when any such material is o,

transported internationally,_{t,is under the most
effective means for adequately protecting it ftom‘ -

- -

. e
acts or attempted acts of sabotage or theft by :7° -~

— i ——— »

- 7o
ist qroups or nations; and.- .~ o= Y
terror g P

4

==- (4) to seek agreement in the United Nations Secu;jtgj; -

= —
—_—

Council to establish-=
(A) an effective regime of international
sanctions against any nation or subnational group
.‘which conducts or sponsors acts of international
nuclear terrorism, and

(B) measures for coordinating:responses to all
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acts of international nuclear terrorism, including
measures for the recovery of stolen nucleaf mgterial
and the clean-up of nuclear releases. |

(b) REPORTS TO THE CONGRESS.--The President shall report
to the Congress annually, in the reports requlred by section
601 of the Nuclear Non-Proliferation Act "of 1978 (22 U.S.C.
3281), on the progress made during the precedxng year in
achieving the objectives described in this section.

SEC. 602. AUTHORITY T0 SUSPEND NUCLEAR COOPERATION_HITB
NATIONS WHICH BAVE NOT RATIFIED THE CONVENTION
. ON TEE PEYSICAL PROTECTION OF NUCLEAR MATERIAL.
éhapter 11 of the Atomic Energy Act of 1954 is amended by
adding at the end thereof the following new sgction:

**Sgc, 132. AUTHORITY TO SUSPEND NUCLEAR COOPERATION WITH
NaT1ons WhicH Have NoT RATIFIED THE CONVENTION ON THE o
PHYSICAL SECURITY OF NucLeEAR MATERIAL.~—— - - -- -

"The Ptesident may suspend nuclear cooperation-under . ..

this Act with any natxon or group bf natxons which has not -~ .- ~ -
! ’

ratified the Convention on the Physical Security of Nuclear :: - -

LN 4

Material. - B
SEC. 603. CONSULTATION WITH THE DEPARTMENT OF DEFENSE
CONCERNING CERTAIN NUCLEAR EXPORTS AND
| SUBSEQUENT ARRANGEMENTS. ‘
Chapter 11 of the Atomic Energy Act of 1954, as amended.

by section 602 of this Act, is further amended by adding at
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<:: the end thereof the following new section:

**SgC. 133. CONSULTATION wiTH THE DEPARTMENT OF DeFENSE
CONCERNING CeRTAIN EXPORTS AND SUBSEQUENT Aaamceusurs.--

a. In addition to other applicable requirements-=

1

2

3

4

5 **(1) a license may be issued by the Nuclear

6 Regulatory Commission under this Act for the export of

7 specxal nuclear material described in subsection b.; and
8 *(2) approval may be granted by the Secretary'of

9 Enetgy’undet section 131 of this Act for the transfer of
10 special nuclear material described in subsection b.;

11 only. after the secretary of Defense has been consulted on

12 whether the physical protection of that m;terial during the
13 export oOr transfer will be adequate {o deter theft, sabotage,

4. -
(:) 14 and other acts of international terrorism which would result ’

15 in the diversion of that material. 1f, in the view of the -0 =

16 Secretaty of Defense based on. all available intelligence

17 information, the export or ttansfer might be sub)ect to a
18 genuine~tetrotist-tﬁreat. the Secretary shall. provxde to the
19 Nuclear Regulatory Commission or the Secretary of Energy, as 7 :

20 approptiate._ngg written assessment of the risk and a _

21 description of the actions the Secretary of Defense considers
22 necessary to upgrade physxcal protectxon measures.

23 b. Subsection a. applies to the export orf transfer of
24 more than 2 kilograms of plutonium or more than ZQ_k}lpgrams

25 of uranium enriched to more than 20 percent in the isotope
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4 1 233 or the isotope 235. .
SEC. 604. REVIEW OF PHYSICAL SECURITY STANDARDS.
a) REVIEWS.--The Secretary of Energy. the Secretary of
'Defense. the Secretary of State, the Director of the Arms

Control and pDisarmament Agency, and the Nuclear Regulatory

2
3
4
S
6 Commission shall each review the adequacy of the physical
7 security standards currently applicable with respect to the
8 shipment and storage (outside the United States) of
9 plutonium, and uranium enriched to more than 20 percent in
10 the isotope 233 or the isotope 235, which is subject to
. 11 United States prior consent rights, with special attention to
12 protection against risks of seizure or other tertorist acts.
O 13 (b) REPORTS.--Not later, than 6 months after the date of -
14 enactment of this Act, the Secretary of Energy, the Secretary - -~ -——
15 of Defense, the Secretary of State, the Director of the Arms . |
16 Control and Disarmament Agency; and the Nuclear Regulatory -
17 Commission shall each submit a wrztten report ‘to the - - ,

-~ -

18 Committee on Foreign Affairs of the House-of Representatives——__j:“_“
19 and the Committee on—Fo:elgn Relations of the Senate setting __. ';-;;7_
20 forth the results of the review conducted pursuant to this

21 section, together with appropriate recommendations.

22 SEC. $05. INTERNATIONAL REVIEW OF THE NUCLEAR TERRORISM

23 *  PROBLEM.

24 The Congress strongly urges the President té seek a

25 comprehensive review of the problem of nuclear terrorism by
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The Senate amendment contains no comparable provision.

The conference substitute {section 509) amends the Arms Export Control Act
by prohsztmg exports of any item on the Munitions Control List to any cox.mtry
which has been designated as 2 supporter of international terrorism as defined
by section 6(3) of the EAA. The president may waive the prolubxtxon if he
certifies to Congress that the export is mportant to the national interests of
the United States. The ;:onference substitute retains the present statuatory
language of the EAA but changes the Congressional notification requirement of
export licenses approved for countries designated as supporters of

i alued at more
international terrorism in section 6(j) of the act from exports v

than §7 million to more than Sl million.

TITLE VI - INTERNATIONAL NUCLEAR TERRORISM
Actions to Combat International Nuclear Terrorism

The House bill (section 601) directs the President to seek universal .
adherence to the Convention cn the Physical Protection of Nuclear Mater:.a'ls,
and to conduct a review, with the participation of all relevant U.S. Govermtent

~ agencies, as to whether the International Atomic Energy Agency (IAEA)‘

| reca=nendations on protection of nuclear materials are adequete to deter
theft, sabotage, and the use of nuclear facilities and materials. in acts of
internationals terrorism. It also directs the President to take steps to |
minimize the amount of wzapons-grade nuclear raterial in international transit
ard to insure that when any such raterial is transportad internationally it is

cil to
protected effactively, and to seek agreement in the U.N. Security Coun

Declassified in Part - Sanitized Copy Approved for Release 2011/12/02 : CIA-RDP88G01332R000801010008-4
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establish an effaective regive of jnterrational sanctions against any nation or
< i rional terrorism.

subnational group which conducts or sponsors acts of international

In addition the President is required to report to the Congrass annually on the

progress wace in the preceding year in achie_ving .these objectivgs.

e Senate amendment contains no comparable provision.

The confarence substitute (section 601) is similar to the House bill w~ith
several modifications. The substitute clarifies the steps which the .President
should take r‘egarding the transfer of nuclear materials.

The committee of conrerence recognizes chat close cooperation and
commonality of purpose among the Allies is necessary to ensure successful
cooperation on the steps the President is diracted to take pursuant to this
section. ' Nonetheless, the executive branch should understand that it is the
purpose of the Congress inA enacting this section to charge the United States to

. take the lead in icentifying the necessary steps anc forging effactive
agreemants.

The committee of conferance goes mot intend to prescribe a single method
or stancard of physical protection, and recognizes that differing corbinations
of measures may similarly afford effective means of adequately protecting -
nuclear material from terrorist diversion or sabotage. The committe? of
conference'understands that the method of transport chesen, the constitution of
the ruclear raterial, and lsgal requirimenss, aeng <o varizo.ss, aifzct
juégr2nts on the most effective means of adejeately protacting nuclear
~sterial; thcse judgments will therefore differ from c3ss TO 282,

furthar, t*.e committes of conference pelieves that Zcint ellcrts unizr
agrezments far nuclear coopzration with otnher raTiOns represant th2 250 TOERS

i i rinca the use of nuclzar znargy for
to achieve ronproliferation gcals and to continu2 ne us 3
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peaceful purposes.

Authority to Suspend Nuclear Cooperation with Nations wWhich Have Not

Ratified the Convention on the Physical Protection of Nuclear Material

The House bill (section 602) authorizes the President to suspend nuclear
cooperation with any nation ar group of nations which has not ratified "t'ne
Convention on }J';e Physical Protection of Nuclear Material.

The Senate amendment contains no comparable provision.

The conference substitute (se;tion 602) is identical to the House bill.
This provision demonstrates the committee of conference's strong support for
the Convention, and it is the intention of the committee of conference that
nuclear cooperation be conducted subject to effective physical protection

¢ !

standards.

Consultation with the Department of Defense Concerning Certain

Nuclear Exports and Subsaquent Arrangements

The House bill (section 603) expresses congressional irtent that the
parspective of the Department of Defense on the physical protection c¢f nuclear
raterial should be fully incorpcrzizs ints =% irt-- eIy zezcotive LTE0C0h

review process of nuclear export c:i.:s zd suDe=IionT :rUanIITenTs.

W

.
rad

Tre Serate amenimant CONT21NS IO COT

-
The conference substitute i{secticn 603) i si~itar to th2 Hous2 211l but
clarifies that the Sacretary of D2fensz should rely on 2ll evailable

-

- . - + - P S e - ‘A; - - “ 83 - .
intelligence information as prcvided by the Direciar of Central inta2lligance
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The cormittee of conference {atends that the Secretary of Defense, through
* the regular consultation process with the Nuclear Regulatory Comissian and the
secretary of Energy, concerning the view of the Secretary of pefense should
rake his assessment regarding a terrorist t‘nreat to the export o transfer of
nuclear weapons—grade material and the adequacy of the physical pfotection of
that material according to all available intelhgence information and the

coordinated threat assessment as provided by the Diractor of Central

Intelligencel
Review of Physical Security Standards

The House bill (section 604) requires 5 Government agencies to review the
adequacy of physical protection measures applied to shipments and storage
(outsice the United States) of nuclear material subj2ct to U.S. priar consent
rignts. It also requires a report from each agency to Congress cn their review
within 6 months of the date of enmactment of this act.

The Serate amendment contains no corgarable provision.

The conference substitute (section 604) is similar to the rHouse bili with‘
an amendment reoréering the listing of the Govermment agencies.

The cormittee of conference intends that these reports be submitted to the
Congress as individual SzpzriTent +al reports a7 ot pe consolilated. Further,
cach Gepartment ar agency in croviding its zinal report to the Congress
oursuant to tt'lis section, sho:ld provide 1its unigue persptiive eznalysis, z=nd
recamendations re3arding the aiaguacy of th2 actual physical szcurity

conditions and regquirem2nts. This provision So2s ot reguire onsite visits to

inspzct such raterial.
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International Review of the Nuclear Terrorism Problem

The House bill (section 605) directs the President to se2k a comprehensive
review of the problem of nuclear terrorism by an international conference.
The Senate bill contairs no corparable provision.

The conference substitute {section 605) is similar to the House pill but

replaces the word "3irects" with "strongly urges®.
Criminal History Record Checks

The Senate amendment (section 703) contains a provision requiring
fingerprinting and criminal history record checks for certain employess of
nuclear power plants. .

~he House bill contains no corparable provision.

The conference substitute (section 606) is similar to the Serat2 amenament -
with some modifications. Tne subsitute, wnhich incorporates the substance of S. -
274, passed by the Senate on October 3, 1985, aids a new section to &he Atomic -~
Energy Act of 1954 which is intendad to establish a uniform procedure for "
criminal history checks, applicable to all cor-arcial licenseas, reczrdless of
own2rsnip. -

Tne cormittee of cenizrani@ E3r==s -

ng agancy, 1in order to coliect fingzrprint

[

(1RC) will serve . as the cnamnzl

b

czrds from licensz2s and cplizancs, for-ard them to the ralsral Turs2u of

{0

Investigation for jGentificacion 3nd a criminal history recoré chacx, and

distribute the resul:s to the 1icens==2s and zpplicants. Tne NRC will not
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