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Most  people  are  in-

ECTRONIC
~LLiituiy 7 clined to think of ¢lec-
tronic buzging of other

GRVEELLANCE people’s homes, offices,

“s and persons in terms of the Hollvwood sterco-
e. A reasonably adroit individeal places a few
nsmitting devices in the appropriate places and
: unsuspecting victin proceeds to tell all.
Such is the stuff that low cost television movies
» made of. In real life, planted transmitting
vices (called “bugs” in the trade) are not too
icient, are subject to atmospheric changes, and,
st important Zas the Watcrgate burglars learn-
to their great dismay), subject to discovery.
There are other, more modern, means of clec-
nic surveillance. They are more reliable, less
Hject to detection, and, with implications for the
vacy of the great body of citizenry, operable
virtually anyone. The two most commonly dis-
ised are microwaves and laser beams. .

quipment using microwaves plays a major role
rwdern American industry. Most long distance
ohone calls are carried by microwave relay;
1 can be rapidly cooked in a microwave oven.
1 the ficld of intelligence gathering, a micro-
¢ beam can activate hidden transmitters (even
¢ that have been permanently emplaced in

foundations of buildings or in plaster walls

the like). The laser beam, subject of much

ular science discussion, is simply a beam of

iochromatic (or coherent) light (as opposed to

scattered or incoherent light that we receive

1 the sun or a lightbulb).

he laser beam has many industrial, medical,

military applications. It can be used to cut

s, to repair damaged retinas in the human

(sort of an electronic scalpel), and as a rang-

and target designating device. In the field of

ligence it can T)e used to moniior conversa-

; behind closed doors and windows. By con-

rating a beam of coherent light on (for

ipl2) a window, it is possible to monitor the

ersations hchind it through analysis of the

d vibrations. As the sound of the voices vi-

s on the window pane, the laser beam also -
ues in the same manner. This vibration is

y turned back into human speech.
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While the lasers used {yg-tpspawpIseire prodh-
ably- physically harmless to human brings, the
same cannot be said for microwaves. The recent
uproar in the American Frnbassy in Mostow over
the heavy microwave radiation of the embassy by
Soviet operatives is a case in point. In general
terms, microwave radiation is particularly dange-
crous to persons who have imp]un!c(‘. heart pace-
makers. Indecd, such persons are routinely varu-
ed to stay away from areas in which microwave
oven are operating. ;

Beyond those with pacemakers, microwave ra-
diation can be deleterious to anyone’s health if
the cxposure is significant cnoug)). :I‘_here is evi-
dence that at least a few of the Americuns as-
signed to the embassy suflered physicel andt psy-
chological harm. Whether this was the actual in-
tent of the Soviet operatives is unknown but the
fact remains that many Americans were unable to
function cffectively in that environment.

Fortunatcly,‘ there are some countermeasures
which are fairly effective in reducing the yisk of
compromise of sensitive conversations. Screens
can be emplaced on wi ndows whiclh can have the
effect of stopping microwaves. Metallic paint (or
even. aluminum foil) can be placed dn walls to
neutralize buried bugs. Since laser heams operate
on a line of sight principle, conversations conduct-
ed in rooms without outside windows would be
rcasonably sccure.

There are, of course, some very grave political

considerations in the Sovict actions. They have ;
attempted to inlerfere with the legitimate activ- .

itics of a forcign power within jts embassy (a place
which, by custom, convention, and trealy, is as
much the territory of that power as its own na-
tional capital).

Beyond the question of the propricty of the

Soviet action (and, perhaps, of much graver Jong-
term import), are the implications for the aver
age American of the development of these new
types of surveillance cquipment. While an em-

-——

Dassy has a Jarge number of resources 2t hand to -

counter these’ systems, the average citizen docs
not. Especially in the area of laser devciopment,
as the new technology becomes more and more
available to the average citizen, the likelihood of
abuse of this technology will rise.

While it may be possible (indeed, in 2 demo-
cracy, it is possible) to regulate the surveillance
activitics of Government, it may well nigh be
impossib]c to guurantcc the average citizen
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against the invasion of privacy by a dishonest (or,

simply curious) individual.
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