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PROPOSED CHANGES TO DCID 1/14

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE No. 1/14%

MINIMUM PERSONNEL SECURITY STANDARDS AND PROCEDURES
GOVERNING ELIGIBILITY FOR ACCESS TO SENSITIVE
COMPARTMENTED INFORMATION

(Effective . ) ;/élgggf
QA

Pursuant to the provisions of Executive Order Y1855 12036? Section
102 of the National Security Act of 1947 and National Security
Council Directives, the following minimum personnel security
standards, procedures and continuing security programs are
hereby established for all United States Government civilian
and military personnel, consultants, contractors, employees

of contractors and other individuala who require access to
Sensitive Compartmented Information® (hereinafter referred to

as SCI). The standards, procedures and programs established
herein are minimum-and the departments and agencies may estab-
1ish such additional security steps as may be deemed necessary
and appropriate to ensure that effective security is maintained.

Purpose . . -
R -

. 1. "The purpose of this Directive is to enhance the security
protection of SCI through the application of minimum security
‘standards, procedures and continuing security programs, and to
‘facilitate the security certification process among Government

departments and agencies. .
Applicability

2. The provisions of the Directive shall apply to all persons
(other than elected officials of the United States Government,
federal judges and those individuals for whom the DCI makes a
specific exception) without regard to civilian or military status,
form of employment, official rank or position or length of service.

3. Individuals who do not meet the minimum security criteria
contained herein and who are, therefore, denied access to SCI shall
not, solely, for this reason, be considered ineligible for access
to other classified information. Individuals whose access to SCI
has been authorized as an exception granted in accordance with
paragraph 76 below, shall not, solely for that reason, be considered
eligible for access to other classified information. .

lThis directive supersedes DCID 1/14 approved 13 May 1976.

2The term "Sensitive Compartmented Information"” as used
in this Directive is intended to include all information and
materials_bearing special community controls indicating restricted
handling within present and future community intelligence collec-
tion programs and their end products for which community systems
of compartmentation have been or will be formally established.
The term does not include Restricted Data as defined in Section II
Public Laws 585, Atomic Energy Act of 1954, as amended.
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General

4. The granting of access to SCI shall be controlled under
the strictest application of the '"need-to-know" principle under
procedures prescribed in the several existing authorities which
govern access thereto, and in accordance with the personnel security
standards and procedures set forth in this Directive. All persons
accountable under the authority of this Directive and given access
to information (SCI) containing sources -or methods of intelligence
shall, as a condition of obtaining access, sign an agreement that
they will not disclose that information to persons not authorized

to receive it.

Personnel Security Standards

5. "Criteria for security approval of an individual on a
need-to-know basis for access to SCI are as follows:

a. The individual shall be stable, trustworthy,
-reliable, of excellent character and disCretion and of

unquestioned loyalty to the United States.

b. Except where there is a compelling need, and a
determination has been made by competent authority as
described in paragraph 76 below that every reasonable il
assurance has been obtained that under the circumstances
the security risk is negligible:

: (1) Both the individual and the members of
“ his or her immediate family shall be U.S. citizens.
' For these purposes, "immediate family" i¢ d&fidgd
A¢ 1AI¥didg includes the individual's spouse,
parents, brothers, sisters and children. * -

(2) The members of the individual's immediate
- family and persons to whom he or she-is bound by
o - affection or obligation™” should meither be sub-

" ject to physical, mental or other forms of duress
by a foreign power, nor advocate the use of force
or violence to overthrow the Government of the
United States or the alteration of the form of
Government of the.United States by unconstitu-
.tional means. - .

Exceptions to Personnel Security Standards .

6. The exceptions to paragraph 5.b.(1) (2) above may be granted
only by the Senior Intelligence Officer (SIO) of the Intelligence
Community organization or his designee unless such authority has °
been specifically delegated to the head of an office or organization
as set forth in interdepartmental agreements. All exceptions granted
will be common sense determinations based on a2ll available informa-
tion, and shall be recorded by the agency making the exception. Im
those cases in which the individual has lived outside of the United
States for a substantial period of his life, a thorough assessment
of the adequacy of the investigation in terms of fulfillment of the
minimum investigative requirements, and judicious review of the
information therein must be made before an exception is considered.

*The requirement for U.S. citizenship in this DCID also applies to
a _cohabitant. o

EF 3 - -
2Plncludlng a cohabitant.
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Investigative Requirements

7. The investigation conducted on an individual under
consideration for access to SCI will be thorough and shall be
designéd to develop information as to whether the individual
clearly meets the above Personnel Security Standards.

8. The investigation shall be accomplished through record
checks and personal interviews of various sources by trained
investigative personnel in order to establish affirmatively to
the adjudicating agency complete continuity of identity to include -
birth, residences, education, employment and military service.
Where the circumstances of a case indicate, the investigation
shall exceed the basic requirements set out below to ensure that
those responsible for adjudicating access eligibility have in
their ppssession all the relevant facts available.

9. The individual shall furnish a signed personal history
statement, fingerprints of a quality acceptable to the Federal
Bureau of Investigation and a signed release, as necessary, author-
izing custodians of police, credit, education and medical records, -
to provide record information to the investigative agency. Photo-
graphs of the individual shall also be obtained where additional
corroboration of identity is required.

10. Minimum standards for the investigation are as follows:

. -a. Verification of date and place of birth and
citiZenship. - .

- " b. Check of the subversive and criminal files of the

Federal Bureau of Investigation, including submission of
fingerprint charts, and such other National agencies as are
appropriate to the individual's background. An additional
check of Immigration-and Naturalization Service records
shall be conducted on those members of the individual's

““immediate family who are United States citizens other than
by birth or who are resident aliens.

" c. A check of appropriate police records covering all

‘areas VHELE fRE IAAIYIARAL Vidf yé21d4d of the individual's

residencey, employment and education in the U.S. throughout
the most recent fifteen (15) years or since age eighteen,
whichever is the shorter period. .

d. Verification of the individual's financial status -
and credit habits through checks of appropriate credit
institutions and/or interviews with knowledgeable sources
covering all areas of employment, residence, and educa- - -

';\' tion in the most recent f7y¢ [J) seven (7) years. =

e. Interviews with neighbors in the vicinity of ail
the individual's residences in excess of six (6) months -
throughout the most recent five (5) year period. This

- coverage shall be expanded where the investigation sug-
gests the existence of some questionable behavioral

pattern.

f. Confirmation of all employment during the past
fifteen (15) years or since age eighteen, whichever is
the shorter period, but in any event the most recent two
(2) years. Personal interviews with supervisors and
co-workers at places of employment covering the past
ten (10} years shall be accomplished. :

-3 -
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T g. Verification of graduation or attendance at all

institutions of higher learning within the past fifteen (15)
years. If individual did not attend an institution of higher
Iearning, verification of graduation or attendance at last
secondary school within the past ten (10) years.
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Review of appropriate military records.

.i. -Interviews with a sufficient number of knowledgeable
sources AddpAipfdndég (a minimum of three developed during
The course of the investigation) as necessary to provide a
continuity to the extent practicable, of the individual's
activities and behavioral patterns over the past fifteen (15)

¥§§;§. VIfH PAFEIGUIAY edpRASIE ok LHE ABAL FELdhE Fldg (3]

j. When employment, education or residence has
occurred overseas (except for periods of ‘less than fifé [(B)
¥yéAr4 one year for personnel on U.S. Government asSignment
and less than ninety days for other purposes) during the past-
fifteen (15) years or since age eighteen, a check of the

. records will be made at the Department of State and/ or

other appropriate agencies. Efforts shall be made to
develop sources, generally in the United States, who knew
the. individual overseas in order to cover significant
employment, education or residence and to attempt to deter-
mine if any lasting foreign contacts or connections. were
established during this period. However, in all cases
where an individual has worked or lived outside of the
U.s. continuously'for over fiyd [B) Fé£r#4 one year, the
investigation will be expanded to cover fully this period
in his 1ife through the use of such investigative assets
and checks of record sources as may be available to the
U.S. Government in the foreign country(ies) in which the -
individual resided. ’ . .

k. If fHédé Inftddgéd 1A WHhigh When the individual
has immediate family members or other persons %1t} to whom
%¢ the individual isfbound by affection or obligation in
any of the situations Jescribed in subparagraph 5.b.(2),
above, the investigation will include an interview of the
jndividual by trained security, investigative or counter-
intelligence personnel to ascertain the facts as they may
relate to the individual's access eligibility.

1. 1In all cases, the individual's spouse OT cohabi- _
tant shall at a minimum be checked through the subversive
and criminal files of the Federal Bureau of Investigation
and other National agencies as appropriate. When conditions
indicate, additional investigation shall be conducted on the
spouse of the individual and members of the immediate family
(or other persons to whom the individual is bound by affec-
tion or obligation) to the extent necessary to permit a
Jdotermination by the adjudicating agency that -the provisions
of paragraph 5 (Personnel Security Standards) above are met

(See Annex A).
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m. A personal interview of the individual will be
conducted by trained security, investigative or counter-
intelligence personnel when necessary to resolve any
significant adverse information and/or inconsistencies
developed during the investigation.

i};} Exceptions to Investigative Requirements

11. - (014 Paragraph 6) In exceptional cases, Ihé PéAldt
3\ IAtEITIgéned DELIEEE ST 1 IA14111¢8hed COMMAATLEY SFEARLLALIAH,
&% - the SI0 or his designee may determine that it is necessary or
N advisable in the National interest to authorize access to SCI
prior to completion of the fully prescribed investigation noted
in paragraph 10 above. In this situation, such investigative
- Checks as.are .immediately possible shall be made at once and
23; £Rd¥Id shall include a personal interview of the individual by
\?59 trained security, investigative, or counterinteiligence personnel.

Access in such cases shall be strictly controlled and the fully
prescribed investigation and final evaluation shall be completed
at the earliest practicable moment. Certification to other
organizations of individuals authorized access in such cases
Shall include explicit notification of the exception.

&)

12. Where a previous investigation has been conducted
within the past five (5) years which substantially meets the above
minimum standards, it may serve as a basis for granting access
approval provided a review of the personnel and security files
does not r&veal substantive changes in the individual's security
eligibility. 1If a previous jnvestigation does not substantially
meet the minimum standards or if it is more than five (5) years

_0ld, a current investigation shall be required but may be limited
to that necessary to bring the individual's file up-to-date in
o~ accordance with the investigative requirements set forth in para-
37, graph 10 above. Should new information be developed during the
\__/ current investigation which bears unfavorably upon the individual's
activities covered by the previous investigation, the current
inquiries shall be expanded as necessary to develop full details
of this new information.

33. Periodic Reinvestigations
s

13. Programs shall be instituted requiring the periodic
reinvestigation of personnel provided access to SCI. These
reinvestigations shall be conducted on a five (5) year recurrent

. basis, but on a more frequent basis where the individual has
shown some questionable behavioral pattern, his .activities-are .
%r otherwise suspect, or when deemed necessary by the SIO concerned.

14. The scope of reinvestigations shall be determined by the
S10 concerned based on such considerations as the potential damage™
that might result from the jndividual's defection ox willful .
compromise of SCI and the availability and probable effectiveness
of other means to continually evaluate factors related to the
jndividual's suitability for continued access. The individual ~
2= shall furnish an up-to-date, signed personal history statement
’%ﬁ‘ and signed releases as necessary. Tn all cases, the reinvesti-
gation shall include, as a minimum, appropriate National agency
checks, local agency checks, (including overseas checks where
appropriate), credit checks and a personal dIlf¢gEI44 interview
with the individual by trained jnvestigative, security or counter-
jntelligence personnel when necessary to resolve significant
adverse information and/or inconsistencies. When conditions so
indicate, additional investigation may be conducted as determined

e by the SI0 or his designee.
i * . . .
1% Pgp, An BIQ YAY Fedugsy, ¥IvY ¥i¢ APProyEE gF yhe Fegy
mau bf BEFEARE, b7 WIS A¢ 1 ¢ied, Hgre Fredueny IRY@FyIdayI¢ny 553;¥
FAEETAT LA FRAELAALES. ‘
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15. The evaluation of the information developed by investiga-

- tion on an individual's loyalty and suitability shall be accomplished

under the cognizance of the SIO concerned by analysts of broad
knowledge, good judgment and wide experience in personnel security
and/or counterintelligence. When all other information developed
on an individual is favorable, a minor investigative requirement
which has not been met should not préclude favorable adjudication.
In all evaluations the protection of the National interest is
paramount. Any doubt concerning personnel having access to SCI
shall be resolved in favor of the National security. The ultimate
determination of whether the granting of access is clearly consistent
with the interest of National security shall be an overall common
sense determination based on all available information.

Appeals Procedures

16. Annex B prescribes common appeals procedures to be followed
when an individual's SCI access has been denied or revoked. -

Confinuing Security Progranms

. 17.78 1In order to facilitate the attainmeant of the highest
standard of personnel security and to augment both the access
approval criteria and the. investigative requirements established
by this Directive, member departments and agencies shall institute
continuing security programs for all individuals having access to
SCI. In addition to security indoctrinations, (See Annex PC,
"Minimum Standards for SCI Security Awareness Programs in the

U.S. Intelligence Community"), these programs shall be tajilored

to create mutually supporting procedures under which no issue will
escape notice or be left unresolved which brings into question an
individual's loyalty and integrity or suggests the possibility of
his being subject to undue influence or duress through foreign
r=lationships or exploitable personal conduct. When an individual
is assigned to perform sensitive compartmented work requiring
access to SCI, the SIO for the department, agency, or Government
program to which the individual is assigned shall assume security
supervision of that individual throughout the period of his

assignment.

18.17 The continuing security programs shall include the
following: . - .

a. S8CI Security.'¢ducation 'programs £¢ #hpdrd fRAZ
ARAIAIARATE WiiD Areg grantéd AdddEd L9 BLT Adé IATLIALLY ¢.. .
IRAPELEINALEd ARD PELIGALLALTY EREFEALLEL iﬁ$éfﬁ¢fé@ £ ]
18 LR VRIARE BERZILIFILY ARd LUHAE FHEF BAASZELARL FRELF
YELEPRAL FEEPPREIBILILY FoF WAIALAIALIAS SLIILIVILLLY Ed¥

EORLIAAER ALEdEE £d BLL FEAXE VIER INE IALIYIARAL.. of the
member departments and agencies shall be established and - -

maintained pursuant to the requirements of Annex BC. .o
Additionally, TREFEfE¥4, the individual is encouraged to o
seek appropriate guidance and assistance on any personal
problem or situation which may have a possible bearing on-
his-eligibility for continued access to SCI, and security
counseling should be made available. These instructions
should be conducted by individuals having extensive back-
ground and experience regarding the nature and special
vulnerabilities of the particular type of compartmented
information involved. '

N
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b. Security superv1sory programs to ensure that super-
visory personnel.recognize and discharge their special
responsibility in matters pertaining to the security of SCI,
including the eligibility for SCI access. Such programs
shall provide practical guidance as, to indicators which may
51gnal matters of security concern. Specific instructions
concerning reporting procedures shall be disseminated to
enable the appropriate authority to take timely corrective
action to safeguard the security of the United States as
‘well as to provide all necessary help .to the individual
concerned to neutralize'his vulnerability

C. Securlty Review Programs to ensure that approprlate
security authorities.invariably receive and exchange, in a
timely manner, all information bearing on the security posture’
of pérsons having access to sensitive information.  Personnel =
history information shall be kept current. Security and
related flles shall be kept under contlnulng reV1ew.

.19.18.Whenever adverse or derogatory information is dlscoveredo:
inc  istencies arise which could impact upon an individual's security
status, approprlate investigations shall be conducted on a timely

“basis. The investigation shall be of sufficient scope necessary to’

resolve the specific adverse or derogatory information, or incom-r .: =

L sistency, in question so that a determination can be made as to .- .
whether the -individual's continued utilization in activities requir-

ing SCI 1s;clear1y .consistent with the interests of the Natlonal

Effectlve-Déte,

20 19 ThlS Dlrectlve supersedes DCID 1/14 Z Jﬁlf 1953,

13 May 1976. ' Existing directives ,JAregulations, agreements and
such other references governing access to SCI as defined" hereln

shall bn.rev1sed accordlngly. P T

4These include pertinent prov151ons of the Clearance Standards R
"and Investigation and Evaluation section of the ¢¢ﬁﬁﬁﬁi¢;ti¢ﬁ£ :
*Signals" Intelllgence Securlty Revulatlons.-

WILLIAM J. CASEY e
GREREE FUSR R

. Director of Central Intelllgence
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" ANNEX A
DCID 1/714 ADJUDICATION GUIDEUNES

-PURPOSE

_ ‘Tlus anpez is designed 0 ensure that a- common anpm::h is foUo-we& 53-

“Fatelligence Cormmumity Departments and Agencizs in apolying the standards of
.. . DCID 1/14. Thee guidelines apply to the adjudication of cases involving persors
T ) bzing considered foz first time access to Sensitive Compartmented Information (SCI)

et .AD}U’DIC:YLT‘EP‘IGC"SS N S

e uwﬂ!utbm&mofmbamr&dmd;mfmmmu&wm o

. '- R ’l’bczd;achtrwprccaa e:xbuls-thc w:mmhon ofasuffxcsmtpersod’cfa A
S '_pemnshfatomlaadz’ammmcn&ntt}:smnnc:morhnothkehrbht&
" e 'Mmmhmmﬂnmmmmnbmﬁﬁm

o 77 of anumber of vsrinblkes known as the “whole person”™ codespt. The receney of
- m&maﬂvmmﬂm@@e&am&xmmm&
'mhﬂma&aazdmmemlumgey&mmbam&admﬁmm

- '-l'-—j---“f"' - swe the maturity and revpermibility of the person at the tmre cerbain 2cs or violations

Wmﬂmmmmmmdm&wﬁm’ Each come-

R S m,xbe:mdmdmmmm;ndﬁzaldeta’mmhmmtbammmycf

" the individmal SIO, Awdm&mmm.mmsmwbe

".'_rmlvudmfnvcro‘c’mc-mhamlamty .' L - -

- -.-.‘-:..M,..:~ ' “The n]tﬁmtadetzrmmhcn of whet’cm- tha granting n't'SCII aeozas I c.zsriy

T ‘Ww&ﬁumdmmﬂb&mwmm

'” "."'detzmmbmb:a&maﬂnmhbhmfmm_nm. { arriving at a decision consistent
K i wizhtbifa—-mti:u—&md.cztarmm:yfa  sertiny to the followring raathere

Vo e Tewly c

"~DCID 1/14 establishes the catrgarical requirement that, to be eligible forSCT
accen, an individoal mow be of mqu::::ﬁonad}oya]ty to the Usited Statex

-, T 8/ ) . ) - - .
./,’ : »
g
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COHABITATION s
PAyYAlnAr 7E4Y_ ¢Cohabitation WIth 4 WEABEE SF FUE SBpHLILS

#¢% in and of itself does not preclude SCI access approval.

~The identity of a cohabitant must be ascertained and a
‘Jdetermination made if such association constitutes an unaccept-
able security risk based on the same criteria as in the section
dealing with Close Relatives and Associates. Cohabitation with
an-alien, for example, requires the same scrutiny as marriage
to an alien. Extra-marital sexual relations are also of
legitimate concern to the SCI adjudicator when the potential
for undue influence or duress exists. S

UNDESTRABLE CHARACTER TRAITS

It is emphasized that an jndividual's lifestyle is examined
only in an effort to determine whether a pattern of behavior
exists which indicates that granting SCI access could pose a -
risk to national security. In cases where allegations have been .
reported which reflect unfavorably on the reputation of an indi- -
vidual, it is incumbent upon the SCI adjudicator to distinguish

_ fact from opinion and to determine which negative characteristics -

are real and pertinent to an evaluation of the individual's L
character and which are unsubstantiated or irrelevant. Relevant -
negative characteristics are those which, in the adjudicator’s -

jnformedvopinion, indicate that an jndividual is not willing,

" able, or likely to protect SCI jnformation. The adjudicator’s O

personal likes or dislikes must not be permitted to affect the -

"~ .determination. . . ‘ ‘ ) e T

fEXambiés of'Spééificvconcern in determining whether an

\ individual. has undesirable character traits. are any substantive’;"

‘credible derogatory comments by associates, employers, neighbors

*:f-and*other‘acquaintances; any -litigation institute against the -~

individual by such pérsons as a result of the individual's
actions;.or allegations of violations of law. A ?ecommenda—
tion for disapproval would be appropriate for an individual - > -7
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MINIMUM STANDARDS FOR SCI SECURLTY AWARENESS,
PROGRAMS IN THE U.S. INTELLIGENCE COMMUNITY

-Minimum standards are hereby established for the SCT S&Ctr_l"ity’

educatlon programs designed to enhance the securz.ty awareness of - -

U.s. Governnent employees and private contractﬂrs Worklrw in the
U.S. Intelligence' Community. Compliance with these staudards 15

requ1rcd for all Departments/Aaenmes w1th1n th_ Intelllcen.ce— Com—

munlty. It is intended that ex:.stlnv securx.ty' zwareness pra«rrams .

"shall be modlfled to conform w1th these standar&s - Ilepart:zen.ts/’

sh a docunented. program, tc emm’:e tELa.t. trz::_n— o

Agencles w111 establl
- ing has been presented to all personnel- L e
The securlty awareness requlrements set forti:: he-rem a.re: dlxrz,decl.‘

into three phases.' Phase I concerns the 1n1tlal miczc‘&::m,.tlon of

the employee which is normally admlnlstered prLcr ta access to SC.'I

Phase II concems the cun.tmu:.ng se—currx:r

ST elassx:zeé 1n:eraar_}_en. ‘

‘ax»areness progranm requ1red to malntaln anci mcrease secm::r.ty' zwa:e—-

" ness ‘throughout the perlod of access. Phase TIL sets fartI:: th» f:tnal

guidelines and instructions when access to SCI ei&ssxﬂe»-szamaczen
is termlnated T R L e _-fz_;_' w7

I. . Initial Indoctrlnatlon--As soon 2s pra.ctlcahl& zfter belng R

approved for access to SCI e}asszfie& mfewm&c}.en, emplay»-c*s shalf

T -

receive an initial security. 1ndoct1‘1nat:r.on wl‘u& shalI. :m.cl'cr_cie- SRRt

- PR

'A. The need . for and purpose of SCI eiassz"r.e-é-mamatxen,

and the adverse effects to the. natlonal secmty‘&zt: ccti[i -

result from unauthorized dlsclosure. '

‘B, The intelligence mission of the Depzrtmerr:t:{ﬂu'ency- tc

include the reasons why 1nte111<rence 1nform:r.tlom is sens:ntnre -

C. . The administrative, personnel, phys:.ca]’_ and.uther .

procedural security requirements of the DepartmentlAgency, ‘and

those requirements peculiar to specific duty assignments.




a?

“1nformat10n. - _ ;"_ _ "'_ R S
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D. " Individual classification management responsibilities
as set forth in appropriate directives and regulations to

include classification/declassification guidelines and marking

requirements.

E. The definitions-and criminal pemnalties for espionage,

including harboring or concealing persons; gathering, trans-

-mitting, or losing defense information; gathering or delivering

defense information to aid foreign governmen;si photographing
and sketching defense installationé' uﬁauthorizéd &isclosure
of classified 1nformat10n (Title 18, U S. C-, Sect10n5 792

through 795, 797 and 798), the Internal Securlty Act of 1950

(Title'SO U.s. C., Sectlon 783) and, when approprlate, the

Atomic Energy Act, Sectlons 224 through 227.

F. The admlnlstratlve sanctions far v1olatlon or dlsregard

of security procedures. . . .

G. A feview of the techniques emploYed by foreign intelli—-;;:':

gence_organizations in-attempting.to obtain natiomal security
'Hﬁf Inleldual securlty resnon51blllt1es 1nc1ud_ng.

1.‘ The prohibition aoalnst discussing SCI eiasszf&e&
xnferﬂatian in a nomnsecure area, over a monsecure tele~

phone or in any other manner that permits access by

unauthorized persons.’ o A B VTN

‘2. The need to determine, prior to disseminating SCT

eiassifieé-iniarmatien ’that the prosPectivéfrecipient o

has the proper security access approval elearaaee that

the elasszfzeé-&nﬁermatien ‘SCI is naeded in order-to per~-~f{

form official dutles and that the recipient cam properly
protect the information. ' T Lot
-~ .3, Administrative reporping requifemeﬁts.sﬁch as
foreign travel, contacts witﬁ fareign hationals, attemptﬁ
by unauthorized individuals to obtain mational security

information, physical security deficiencies and loss or

possible compromise of elassified SCI material.
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4. Obligation to report to proper authorities any infor-
mation which could reflect on the trustworthiness of an indi-
vidual who has access to SCI elassified-infermstien, such as:

“a. Willful violation of security,regulationsi
b. Unexplained affluence or excessive indebtédﬁéss-
c. Serious unlawful acts B
d. Apparent mental or emotipnal problems
e.  Coercion or harassment attempts ‘ .
£. "Blackmail‘attembts

5, Identification of the elements in the Departmnnt/AgenCY

to which matters of security 1nterest are to be referred.

‘II. Perlodlc Employee Awareness Enhancement——ﬁach Departmentl

. Agency shall establlsh ‘a continuing securlty awareness prcaram.whlch

‘will prov1de for frequent exposure of personnel to viable securlty.5?4£;7

awareness material. Implementation of a continuing program may _

'1nclude 11vn briefings, audio- V1sua1presentatlcns (e g., videa tapes;
films and slzde/tape programs) prlnted material (e. g., pasters, i‘,;»ﬂ:
Vmemoranda, pamphlets, fliers) or a combination thereof. It is essen—
tial that éurrent information and materials are utilized. Prograﬁé_}F-':

should be designed to meet the individual needs of the Department/ -

Agency.

A. The ba51c elements for this program shall 1nc1uﬁe
but ‘are not limited to the following: o S

1. The forelgn 1ntelllaence threat.

2. The technical threat. , t'j : ;:l;~f;_{ <
3. Administrative, perﬁonnel, physical aui!procedn;aifti;
Smcurtty - ' ‘ 'k‘ e
4., Individual c1a551f1cat10n management reaponalbllltypr
5. Criminal penalties’ -and admlnlstratlve sanctlons_ -

6. Individual securlty respon51b111tles-

7. A review of other appropriate Department/Agency
- . [

requirements.

e
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B. Special security briefings/débriefings are required
to supplement the existing security awareness programs in
the following situations:

1. When an employee 1is designatéd as a cbﬁrier-
2. Whén gn employee travels, officially or unoffi-
cially, to or through communist countries, or areas pf . -

High risk. ) ‘

) .$.  When an employee has, or anticipates, contact

Wlth representatlves of communist controlled CDUntIleS;

4. Vhen an employee is granted.access to SCI semsi-~
tive~ eaﬁparcmenteé 1nferﬁazien or cryptovraphlc materlal_"

5. When any other 51tuat10n arises for'whlch a spe- ffli{i

c1al brlef1ng/debr1ef1n0 is requlred by the Department/Agency-_

III;. Debrleflng-—When a Department/Agency has determlned that
- access to SCI elassified- -infermatien is na lonver'requlred final

1nstructlons and guldellnes w111 be prov1ded to the emnloyee. As

a2 minimum these shall include: . P

—— —_—— .

;A. A requlrement that the 1nd1V1dual read apprcprla;e
sectlon of Titles 18 and 50, U.S. Code, 2nd that tHe intent
and criminal sanctions of these laws rel#tiﬁe to espiohége.aﬁ&_ o
unauthorized disclosure be clarified. 'li . _>‘-‘ ) - - ;l>i'ir

'B. The continuing obllgatlon never to dlvulue, publlsh \Gr

reveal by writing, word, conduct or otherwlse to any'unautnor—

ized persons any SCI elasSified- 1nfera&cien—relating-te—the )

natienal-seeurity, without the written consent of approprlate
Departmﬁnt/A"ency officials. _ ‘ ; . B
C.. An acknowledgement that the individual will‘repoft'wi;ﬁQI

out-delay to the Federal Bureau of Investigation,.or the Depart—

ment/Agency, any attempt by an unauthorized person to solicit.
national security information.
D. A declaration that the individual no longer possesses
any documents or material containing §§£.q}éssifieé4inferaatien.
E. A reminder of the risks aésoﬁiatcd with foreign travel
" ard qertéin hazardou; activitiés as &efined in DCID 1/20, and
Department/Agency reporting requirements as apflicable.
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