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Executive Order

National Security Information

The interests of the United States and its citizens require
that certain information in the Government's possession
concerning our national defense and foreign relations be
p:etected uniformly against unauthorized disclosure. Ie‘also is
essential that the public be informed concerning thebacﬁiéities
of its Government. To ensure that national securlty infermation
is adequetely Safeguarded thlS Order 1dent1f1es the information
to be so protected, prescr1bes classification, decla581f1catlon,
and safeguarding standards to be followed, and establishes a

monitoring system to ensure its effectiveness.

SECTICN 1. ORIGINAL CLASSIFICATION.

1-1. Classification Desighation.

- 101. Informatlon that requires proﬁectlon agalnst

" unauthorized disclosure in the interest of natlonal secur1ty
shall be classified in one of the three categorles llsted
below. . If there is reasonable doubt as to whlch category 45 
approprlate, or as to whether the 1nformat10n should be‘le _"
clasglfled a£ all, the 1nformatlon shall be protected at.the
higher 1eve1 of clasolflﬂatlon until a flnal deternlnatlon 1s'
made as to the need for protectlon and the 1eve1 of protectlon

l - ,‘:"~.

requlred. No other categorles of c1a551f1cat10n shall be used to
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jdentify information as requiring protection in the interest.of
national security, except as otherwise provided by statute.
Nothing in this Order shall be construed as limiting the
protection afforded national security information by any other
prov1 sion of law.

1-102, "Top gecret“ shall be applled to 1nf0rmat10n, the
unauthorized dlsclosure of which reasonably could be expected to
cause'exceptlonally grave damage to the national security.

1—103. "Secret" shall be applied to information, the
unauthorlzed d1sclosure of which reasonably could be expected to
cause serious damage to the national security.

1-104. "cConfidential” shall be applied to information, the
unauthorizedbdiscloéure of which reasonably could be expected‘fo

cause damage to the national security.

1-2. "Classification Authority.

-1-201. Top Secret. Authority for original classificatioh-
of information as pr Secret may be exercised only by the
President, by suCh agency heeds or officials as the Preeident mnay

de31gnate by publlcatlon 1n the Federal Register, and by

offlclals to whom such authorlty is de‘egated in accordance w1th
Section 1 -204. : o '

1 202. Secfet - Authorlty for original cla851flcat10n of‘

1nformat10n as Secret may be exercised only by such agency heads‘d

or off1c1als as the Pre51dent may designate by publlcatlon 1n the'A

Federal Reglster, by off1c1als to whom such authority is
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delegated in accordance with Section 1-204, and by officials who
have Top Secret classification authority.

1-203. Confidential. Authority for original classification

of information as Confidential may be exercised only by such
agency heads or officials as the President may designate by‘

publication in the Federal Register, by officials to whom such

authority is delegated in accordance with Section 1-204, and by
officials who have Top Secret or Secret classification authority.

1-204, Limitation on Delegation of Original Classification

Authority.

(a) Authorlty for original cla551f1catlon‘of
_information as Top Secret may be delegated only to pr1nc1pal
‘subordinate officials who have a need to exercise such
auﬁhority as determined by the President, by agency heédsAor
'bfficials dééignated pursuant to Section 1-201, or'b§ éénior
offlclals with Top Secret classification authorlty who have
been 6951gnated in wrltlng to exercise thls authorlty by

such agency heads.

(b) Authority for original classification of
,informatiohvas Secret may be delegaﬁed oniy to shbéréiﬁate
off1c1als who have a need to exercise such authority as .
| determ1ned by the Pre51dent by agency heads or offlcials
_de51gnated Qursuant‘:o Sectlon 1-201 and 1-202, or by fh;

officials with Top Secret classification authorlty.
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(c) Authority for original classification of
information as Confidential may be delegated only to
subordinate officials who have a need to exercise such
authority as determined by the President, by agency heads
designated pursuant to Sections 1-201, 1-202, and 1-203, or

by officials with Top Secret classification authority.

(d) Each delegation of original classification
‘authority shall be in writing by name of official or title

_vof position held.

(e) »belegations of original classification authority
shall be limited to the-absolute minimum required to
exerc1se such authority to effectively and efficiently

, admlnlster thlS Order. Agency heads shall be respon51ble
'ﬂdfor ensurlng that officials so designated have a

v;demonstrable and continuing need to exercise such authority.--

Vfl~205. Exceptional Cases. When an employee, contractor, or

grantee of an agency-that does not have original classification

authorltv orlglnates 1nformat10n believed by the employee,

contractor, or grantee to requ1re classxflcatlon, the 1nformatlon
shall be protected 1n a nanner con51stent with this Order and its

"1np1ement1ng dlrectlves. The 1nformatlon shall be transmltted

).. '

promptly under adequate safeguards to the agency which has
approprlate subject matter interest and classification authorlty

with'respect to this information. That agency shall decide
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within thirty (30) days whether to classify this information. IEf
it is not clear which agency has classification responsibility
for this information, it shall be sent to the Director of the
Information Security Oversight OfZice for review. The Director
shall consult with any agency determined to have a subject matter
interest in this information before making a classification

determination.

1-3. Classification Requirements.

1-301. Information shall be considered for classification

if it concerns:

(a) military plans, wezpons, or operations;

(b) the vulnerabilities or capabilities of systems,

installations, projects, or plans vital to the national

security;

" (¢) foreign government information;

(d) intelligence activities (including special

activities), or intelligence sources or methods;

(e) foreign relations or foreign activities of the

United States;
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(£) scientific, technological, or economic matters

relating to the national security;

(g) United states Government programs for safeguarding

nuclear materials or facilities;
(h) cryptology;

(i) matters whose disclosure might place the life or

safety of an individual in jeopardy;

(3) technlques, proceduresg oOr materlal relatlng to the
protectlve mission of the United States Secret Serv1ce or

other agencies with similar responsibilities;
(k) aléonfidenﬁial source; Or

-(1} orher categories of informatien which are'related
to the national securlty and which reguire protectlon
‘agelnst unauthorxzed disclosure as determined by the»
Dr°51dent or by agency heads who have orxglnal
H3'cla551f1cat10n authorlty. Eny determlnatlon made under‘thls

fsubsectlon shall be reported promptly to the Dlrector of the

i ,3._“ A

Informatlon Securlty Over51ght Offlce.

1'302. Informatlon whlch is determlned to concern one or

more of the categorles in Sectlon 1- -301 shall be c1a551f1ed when
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an original classification authority also determines that its
unauthorized disclosure reasonably could be expected to cause
damage to the national security. In considering whether the
disclosure of information could be expected to cause damage to
the national security, it is not necessary to consider such
information in isolation. Information shall be classified if its
vunauthorized disclosure, when considered in the context of
related information, reasonably could be expected to cause\such
damage. '

1-303. Unauthorized disclcsure of foreign government
information, cryptologic information, informaticn which cocld
compromise the identity of a confidential source, or informapion
relating to 1ntelllgence act1v1t1es (1nc1ud1ng special |
activities), or 1ntelligence sources or methods, is presumed to
cause damage to the natlonal securlty.

1 304 Information classified in accordance with Section
1-3 shall not be decla551f1ed automatically as a result of any
unoff1c1al publication or 1nadvertent or unauthorized disclosure

in the United States or abroad of 1dent1cal or similar

" information.

',!1—4. ‘puration of Classification,

- .X-a01. Informaticniéhall be classified for as long as
requireé.by national secufity considerations. Procedures shall
be developed by agencies to ensure the effectiveness and

integrity of the classification system while eliminating the
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accumulation of classified information which no longer requires
protection. Information shall be considered fo; dogngrading or
declassification as soon as practicable based on the degree to
which the passage of time or the occurrence of a specific event
or events may have eliminated or reduced the original national
security sensitivity of this information. I£f appropriate,_
original classification authorities shall set a specific dété or
event for declassification or review for declassification ét the

time the information is originally classified.

1-402. Iﬁformation subject to automatic declassifigationv
pursuant to 1imitations'oh duration of classification specified
in predecessof orders shall not be automatically declaséified,
but shall be reviewed to determine if national security |
considerations require continued classification. Agenc§ heads A#wm;
designéted pﬁféuant to Section 1-2 and the heads of agenéies”
which had original ciaséification authority uhder predeééssof
orders may exempt specific categories of informaﬁion undér\theif

jurisdiction from this review reguirement.*

* pepartment of Defense objects to the inclusion of this Section
in the Order due to the unacceptable administrative burden that
they believe will be created in compelling agencies to '
discriminate between legitimate declassification dates and those
which were artificially assigned to documents to comply with the

requirements of E.O. 12065.
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1-5. 1Identification and Markings.

»

1-501. At the time of original classification, the
following shall be shown on the face of all classified documents,
and prominently displayed, where practicable, on all other forms
of classified information, except where such markings would
reveal a confidential source or relationship not otherwise

evident from the face of such dccuaents or information:
(a) the'office of origin;

(b) the date or event for declassification or the

notation " Declassify Ugon Notification of Originator”

;band

(c) one of the three clessification de51gnat10ns

deflned in Sectlon 1- 1.'

f—502; Only the deslgnatlons Top Secret, Secret, orutﬂ
Confidential may be used to identify classified 1nformat10u.
Marklngs such as "For Off1c1a1 Use Only", "Limited Off1c1al Use
or "Sens1t1ve shall not be used for that purpose.

1- 503. Each class1f1ed document shall, by marklng or other

,'J. y

- means, 1ndlcate wh1ch portlons are c1a531f1ed with the

' appl1cab1e cla351f1cat10n de31gnatlon, and which portlons are not

:cla551f1ed ' The Pre51dent and agency heads de51gnated pursuant

to Sectlon 1- 2 may, for good cause, except 1nformat10n under

\*ff'thelr c13551f1cation jurisdlction from this portlon—narklng :

requlrement.
) o 9 :
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1-504. Foreign government information shall either retain
its original classification designation_or be assigned a United
States classification designation that shall ensure a‘degtee of
protection at least equivalent to that required by the entity

that furnished the information.:

1-6. DLimitations on Classification.

1-601. Classification shall be determined so;ely on the
basis of national security considerations. 1In no case shall
information be cla351f1ed in order to conceal violations of law,
1nefflclency or administrative error, to prevent embarrassment to
a person, or organization or agency, or to restrain compet1t1on,
or to prevent fo: any other reason the release of information
whieh does not require protection in the interest of national
security. | | | |

| 1-602. .Classification may not be used tonlimit
dissenination of information that is not classifiable under the
provisions of this Order or to prevent or delay the public
release of such information.

.1'603 A document may be classified after an agency has

recelved a request for the document under the Freedom of

Informatlon Act (5 U S C 552) or the Prlvacy Act of 1974 (5
U. S C 552a), or the Mandatory Rev1ew provisions of this Order
(Sectlon 3- 4) if such cla551f1cat10n is appropriate under thls

Order and is authorlzed by the agency head, by the deputy agency

head by senior agency off101als designated by agency heads, or
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by an official with Top Secret classification authority.
Classification authority under this provision shall be exercised
personally, on a document—by~-document basis.

1-604. Information which has been reviewed for
declassification under the procedural and substantive criteria of
E.0. 12065 pursuant to a Freedom of Information Act or Privacy

Act or Mandatory Review request which is still pending at the

~time this Order becomes effective, need not be rereviewed under

the provisions of this Order, thouch an egency may in its sole
discretion apply the provisions of this Order to such pending

requests.,

SECTION 2. DERIVATIVE CLASSIFICATION.

2-1. Use of Derivative Classification.

2—101. Persons who only reproduce, extract, or summarize

rc1a351f1ed 1nformatlon, or who merely apply classification

' marklngs derlved fLom source mater*al or as directed by a

"ma:kings shall:

cla351f1cat10n guide, need not possess orlglnal classification

authorlty.

2—102 Persons who apply such derivative'classificatioﬁ ::‘Liiv

: (e)' observe and respect original c1a551f1Cdt10n
dec1s1ons, whlch shall not be altered by the use of aA; '

c1a351f1cat10n level, t1me 1init, or other marklng dlfferent
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from the original on any COpY, extract, paraphrase,
restatement, or summary of any classified item except as
specified under approved procedures for downgrading,
declassification, or classification review in accordance

with Section 3 below; and

(b) carry forward to any newly created documents any
assigned dates or events for declassification and any
additional authorized markings. A single declassificaﬁion
vdate'or event may be used for documents classified on Ehel

basis of multiple sources.

2-2. Classification Guides.

2—201; Agencies may promulgate classifiéation guideértb
facilitate the proper and uniform classification of |
information. To the extent that information is classified
pursuant to these guides, such classification is derivative
classification. ' | |

2-202. Each guide shall be approved personally and i‘n, |
‘writing by an appropriate cléééification authority. Such

approval constitutes an original classification decision.

»
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Section 3. DECLASSIFICATION AND DOWNGRADING.

3-1. Declassification Authority.

3-101. Information shall be declassified or downg:aded as
soon as national security considerations permit. Agencies shall
coordinate their re&iew of classified information with other
agencies that have a direct ihterest in the subject matter.
Information that continues to meet thé classification
requirements prescribed by Section 1-3 despite the passage'bf
time will continue to be protected.in accordance with this Order.

3-102. To the fullest extent practicable, information shall
be déclassifiéd or downgraded by the official who authoriied the
original classification if that official is still serving in the
same position, or by the originator's officially authorized
successor.,VD;classification and downgrading authority also may
be exercised by a supervisory official of the original classifie:
_or successor, or by officials delegated such authority by a
senior agency off1c1al designated pursuant to Section 5-301(a).

’ 3~103. The.provisions of this section shall a?ply to'

agenc1es which, under the terms of this Order, do not have

: orlglnal c1a551f1cat10n authorlty, but whlch had such authorlty

_under predecesso; opders.,_
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3-2. Transferred Information.

3-201. 1In the case of classified information transferred in
conjunction with a transfer of functions, and not merely for
storage purposes, the receiving agency shall be deemed to be the
originating agency for purposes of this Order.

3--202. In the case of classified information which is not
officially transferred as described in Section 3-201, buﬁ thch
originated in an agency which has céased to exist énd‘fqr_whichv
there is no successor agency, each agency in possession qf such
information shall be deemed to be the originating agency for
purposes of this Order. Such information may be declassified or‘
downgraded by the agency in possession after consﬁltation with
any other agenéy which has an interest in the subject matter of 4
the information.

3—203.7.Classified ihformation transferred to the Génerél
Sefvicés Administration for accession into the Archives pf the
United States.shall be downgraded or declassified in accordance
with this Order, witﬁ directives of the President issued through
the Natidnal Secur ity Council, and with agency guidelines»
promulgated in consultation with the Information Security

Oversight Office.

3-3. Systematic Review for Declassification.

3-301. The Président and agency heads designated putsuant
to Section 1- 2, 1nclud1ng the heads of agencies wnlch had

original cla551f1cat10n authority under predecessor orders, may
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establish procedures for the systezmatic review of classified
information constituting permanently valuable records of the
Government, as defined in 44 U.S.C. 2103, and information in the
possession and control of the Administrator of General Services,
pursuant to 44 U.S.C. 2107 or 2107 note, for the purpose of
declassifying or downgrading such information. Guidelines |
concerning systematic review for 5eclassificatiohrmay be issued
by such agency heads for classifisd information under their
jurisdiction after consultation with the Archivist of the United
States and review by the Information Security Oversight Office.
Informatlon for which no systematvc declassification guldellnes
are 1ssued or 1nformat10n whlch is not identified in these
gulde11nes as requiring systematic review, and for which a prior
declassification date has not been established, shall be subject
to review for dec}assification in accordance with the prccisions
of Sectioh §~4; H | |

3 302 The Secretary of Defense may establish spec1a1
procedures for systematlc review for declassification of
cryptolog1c information, and the Director of Central Intelligence
hay estabiish Special procedures for systematic teview fot )
declasswflcatlon of 1nformat10n pertaining to intelligence
act1v1t1es (1ncludlng spec1a1 acthltles), or 1ntelllgence‘
sources or methods.>

343b3 Guldellnes 1ssued pursuant to this secLlon shall be.

used by the Arch1v1st of the Unltod States and, upon approval of L

- the 1ssulng authorlty, any agency having custody of the

1nformation.
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3-4. Mandatory Review for Declassification.

3-401. Except as provided in Section 3-402, all information
classified under this Order ox predecéssor orders shall be
subject to a review for declassification by the originating

agency, provided that:

(a) the request is made by a United States citizen or
permanent resident alien, or a federal, state or local

United States governmental body or agency, and

(b) the request describes the documents or material
containing the information sought with sufficient
specificity to enable the agency to locate it with a

reasonable_amount of effort.

"3—402. Inforﬁétion less than ten years old which was
originated by the President, the White House staff, by committees
or commissions éppointed by tﬁe President, or by others acting on
behalf of ﬁhe President, including such information in‘the
possession and control of the Administrator of General Services
pursuént to 44 d'S‘CT 2107 or 2107 note, is ekempted from the
proviéiéns ofiséétion 3-401. Such information over ten years old
shaii be subjeégrﬁé mandatory ieview for declassification in
accofdan¢e with the provisions of this Section.

3;403. Agénciesvconduqting a mandatory review for
declaséification shall decléssify and release information no
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longer requiring protection under this Order unless withholding
otherwise is warranted under the Freedom of Information Acr, the
Privacy Acr, or other applicable law.

3-404. Agency heads shall develop procedures to process
requests for the mandatory review of classified information. The
Secretary of Defense shall develop special procedures for the
review of cryptologic information, and fhe Director of Central
Intelligence shall develop special procedures for the review of
information pertaining to intelligence activities (including
special activitiee), or intelligence sources OF metheds, after
appropriare consultation with affected agencies. The Archivist
shall develop special procedures for the review of information in
the possession and control of the administrator of General
Services pursuant to 44 U.S.C. 2107 or 2107 note., All procedures
for mandatory review shall be reviswed by the Director,
Information Security Oversight Office, to ensure that they'are
consistent with this Order. . |

3-405. 1In response to a requast for information under the
Freedom of Information Act, the Privacy Act, or the Mandatory
Review provisions of this Order: ‘

(a) an agency shall refuse to confirm or deny the existeﬁce‘
or non-existence of requested information whenever the fact of
its existence or non—ex1stence is itself c1a531f1ab1e under thlS

-----

Order.

({b) When an agency recelves any request for documents 1n
its custody that were c1a551fled by another agency,. it shall

refer the request to the or1g1natlng agency for proce531ng, and
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may, after consultation with the originating agency, inform the

requester of the referral. 1In cases in which a response under»_

Section 3-405(a) is determined to be required, the referring

agency shall respond to the reqguester consistent with éhat Section.
' 3-406. Requests for declassification which are submitted

under the provisions of the Freedom of Information Act or.Privacy

Act shall be processed in accordance with the provisions of those

Acts.

SECTION 4. SAFEGUARDING.

4-1. General Restrictions on Access,

4-101. A person is eligible for access to classified
information only after a formal determination of trustworthiness
has been reached by agency heads or designated sénior officials
and provided ﬁhat such access is essential td the accomplishment:‘-x
of authorized and lawful Government purposes or contrac£u31
obligations. (In order to make this determination, agencies éré
authorized to‘collect background data on individuals, including
criminal justice information.* (égency heads designated pursuant
to Sectlon 1-2 shall issue and naintain minimum 1nvestlgat1ve
standards that must be satlsfled before access to 1nformat10n
c1a551f1ed in each of the three natlonal security cla851f1cation‘

de51gnat10ns is permltted‘)

* Department of Justlce has objected to the inclusion of thls
provision which specifically authorizes the collection of
background data on individuals, finding an executive order on
classification an 1nappropriate vehicle in which to address the
issue of an agency's investigative authority.
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4-102. Controls shall be es:tablished by each agency to
ensure that classified information is used, processed, -stored,
reproduced, transmitted, and destroyed only under conditions that
will provide adequate protection znd prevent access by
unauthorized persons. Originating agencies may place
restrictions on the reproduction of classified documents and
establish other accountability controls in conformity with this
policy of protecting classified information from unauthorized disclosure.

4-103. Classified information shall not be disseminated
outside the Executive Branch except under conditions which ensure
that the information will be given .protection eguivalent to that |
afforded within the Executive Branch.

4-104. Except as provided by directives issued by the
President through the National Security Council, claésified
information originating in one agency may not be disseminated
outsidé any 6ther agency to which it has been made availablé
without the consent of the originating agency.

4-2, Spécial Access Programs.

4-201. Agency heads designated pursuant to Section 1-201

may cféate special access programs to control access, |

distribution, and.protection of particularly sensitive

info;ﬁégion classified puréuant to this Order or predecessor
orde¥§;':i?roééd;res governing the crea;ion, continuance; énd
maiﬁﬁéﬁéhce of“suchvspeciai access programs shall be develéped by»'hfﬁ‘
thesé_agéncy headé. Such programs may be created or Continued

only ai the written diréction of these agency heads. For special
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o 19




Approved For Release 2005/08/15 : CIA-RDP87B01034R000200060002-6

access programs pertaining to intelligence activities (including
special activities), or intell igence sources or methods, this
function will be exercised by the Director of Centrai

Intell igence, who shall ensure the establishment of common

secur ity, access, dissemination and control standards for such

programs.

4-3. Ahccess by Historical Researchers and Former Presidential

Appointees.

4-301. The pequirement in Section 4-101 that access to
claésified information may be granted only as is essential‘to the
accbmplishment of authorized and lawful Government purposes or
contracﬁual obligations may be waived in the exercise of an
agency's sole discretion, as provided in Section_4—302, fér

persons who:
(a) are engaged in historical research projects, or

{b) previOusly have occupied policy-making positions

to which they were appointed by the President.

. 4-302. Waivers under Section 4-301 may be granted oply‘if

the agency with jurisdiction over the information in the exercise

of its sole discretion:

.
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(a) determines in writing that access is consistent

with the interest of national Sécuritj;

(b) takes appropriate steps to protect classified
information from unauthorized disclosure or compromise, and
ensures that such information is safeguarded in a manner

consistent with this Order; and

(c) 1imits the access granted to former Presidential
» a9901nkees to items that the person originated, rev1ewed
signed or received while serving as a Pre81deﬂt1al

appointee.

SECTION 5. IMPLEMENTATION AND REVIEW.

5—1.'.Oversigh£

5~101. The Natlonal Security Council may review all matters
with respect to the 1mp1ementat10n of this Order and shall
prov1de overall policy dlrectlon for the Information Security

Program. The Natlonal Securlty Council shall be assisted in

these functlons by the Informat1on Secur ity Over51ght Offlce.

5—2; 'Informatibn'Security Oversight Office,

5 201 The Informatlon Secur ity Over51ght Office shall have

a full tlme Dlrector app01nted by the Assistant to the Pre51dent

for Natlonal Securlty Affairs subject to approval by the
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President. The Assistant also shall have authority to appoint a
staff for the Office.

5—202. The birector shall:

(a) oversee agency actions and review agency
implementing regulations to ensure compliance with this

Order and implementing directives;

(b) consider and take action on complaints and
suggestions from persons within or outside the Government
with respect to the administration of the Information

Security Program;

(c) develop, in consultation with the agencies, and
promulgaté, subject to the approval of the National Security

Council, directives for the implementation of this Order

which shall be binding on the agencies;

(d)A report annually to the President through the
National Security Council on the implementation of this

Ofder;

(e) exerc1se case-by—case classification author1ty in
“”accordance w1th Sectlon l 205 and review requests for

‘Q”or1g1na1 c1a351f1cat10n authorlty from agencies or officials

 noP granted orlglnal c1a551flcatlon authority pursuant to

,VSectlon 1 2- and
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(£) have authority, consistent with the protective
purposes of this Order, to reguire each agency to furnish
such reports or information as is necessary to fulfill the

Director's responsibilities.

5-3. General Responsibilities.

5-301. Agencies which originaté or handle classified

informakion shall:

{(a) designate a senior agency official to direét and
administer an Information Security Program to includé an
active oversight program to ensure effective implementation
of this Order, which Program shall familiarize agency and
other personnel who have access to classified information
with the provisions of this Order and implementing
direqtives and shall impress upon agency personnél their
responsibility to exercise vigilance in complying wiéh this

Order;

(b) establish a process to decide appeals from denials ‘
of declassification requests submitted pursuant to Section

3-4; and

(c) establish procedur=s to prevent unnecessary access
to classified information, including procedures which
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require that a demonstrable need for access to classified

information is established before initiating administrative
clearanéevproéedurés; and which ensures thaﬁ the nﬁmber of‘
persons granted access to classified information is reduced
to and maintained at the minimum number that is consistent

with operational and security requirements and needs.

5-302. Unclassified regulations or guidelines that
establish agency information security policy shall be published

in the Federal Register.

5-4, Sanctions.

5-401. If the Director, Information Security Oversight
Office, finds that a violation of this Order or any implementing
directive may have occurred, the Director shall make a report to
the head of the agency cpncerned-so that corrective stepé,:if
appfopriate, may be taken. |

5-402. Officers and employees ofAthe United States

Government shall be subject to appropriate sanctions if they:

(a) knowingly, willfully or negligently discidse‘
wi_thout authdrization_ information properly classified under

this Order or predecessor orders; or

(b) khowiﬂgly and willfully classify or continue the
classification of infdrmation in violation of this Order or
any impleménting directive; or
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(c) knowingly, willfully or negligently wviolate any .

other provision of this Order or implementing directive.

5--403. Unauthorized disclosure for purposes of this Section
includes either a communication or physical transfer of

classified information to an unauthorized person.

5-404, Sanctions may include reprimand, suspensionwwithout
pay, removal, termination of uléssification authority,-ur other
sanction in accordance with applicable law and agency regulation.

5«405. Agency heads shall ensure that appropfiate ana
prompt corrective action is taken whenever a violation under

Section 5-402 occurs.

SECTION 6. GENERAL PROVISIONS.

6-1. Definitions.

6-101. "Agency" has the meaning provided at 5 U.S.C.
552(e). |

6—102 "Informatioh“ includes any information or material

regardless of its phys1cal forn or characterlstlcs, that 1s owned ‘

by, produced by, produced for, or is under the control of the
Unlted States Government
66— 103 "Cla551f1ed 1nformat10n means information that has

been determlned pursuant to thlS Order or any ptedecessor order
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to require protection against unauthorized disclosure and that is

so designated.
6-104. "“Foreign government information" means:

(a) Any document, material, or information provided by
a foreign government or governments, an international
organization of governmedts, or any element thereof with the
expectation, expressed or implied, that the document,
material, information, or Ehe source of the documene,

material, or information is to be held in confidence; or

(b) Any information or material produced by the United
States pursuant to or as a result of a joint arrangement,
with a foreignvgovernment or organization of governments,
requiring that the information, the arrangement, or both be

'held’in confidence.

- 6-105. _#National secur ity" means the national defense and
"foreigp relations of the United States.

d6-106. "Conf1dent1a1 source” means the identity of any
1nd1v1dua1 or organlzatlon which has prov1ded, or which may
reaeonably be expected to prov1de, information to the Unlted
States on matters pertalnlng to the national security with the
expectatzon, expressed or implied, that the information or

relatlonshlp or both be held in confldence.
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6-2. General.

6-201. Nothing in this Order shall supersede any
requirement made by or under the Atomic Energy Act of 1954, as
amended. "Restricted Data" and information designated as
"pormerly Restricted Data" shall be handled, protected,
classified, downgraded, and declassified in conformity with the
provisions of the Atomic Energy Act of 1954, as amended, and
regulations issued pursuant thereto.

6-202. The Attorney General, upon request by the head of an
agency, his duly designated representative, or the Directoflof
the Information Secufity Oversight Office, shall personally or
through authorized representatives of the Departﬁent of Justice
render an interpretation of this Order with respect to any
question arising in the course of its administration.

6-203. E#ecutive Order No. 12065 of June 28, 1978, is-'

revoked as of the effective date of this Order.

6—-204. This Order shall become effective on

1981.
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