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C SUNMERY OF ,
' SIGNIFICANT UNCONVENTIOMAL WARFARE
¢ AND CIVIL DISTURBANCE ACTIVITIES
- e . 8 Dacember 1983
#

£ SKLVADOR: SECURITY CONCERNS FOR VICE PRESIDINT BUSH'S TRIP (S/NT/NIAN/07iiN) -

da i &

.(S}NF/NC/RN/ORCON)V Vice Presicent Gzorge Sush will visit E1 Salvader on °

11 Decamber.  During the past three months, "the perceived threat to official

Unitad States personnel has increased within E1 Salvedor from both exiremes of

the political spectrum. The potential threat appears to be equally szriocus from .

the armed left which is represented by the members of the insurgent umbreilz
group {Farabundo Marti National Liberation Front/FMiLN) and the various radical
rightist death squads with ties to the ultra-conservative hatioralist Republican’

Alliance (ARENA) and elements of the Public Security Corps (National Guard/GN,
National Police/PN, Treasury Police/PH).. . o A o

(S/NF/NC/WN/ORCON) Comment: It is possible that come if not all Tive mzmler
groups under the FMLN umbrella will undertake some action against the Vice.
President's party or other highly visible U.S. targets such as the U.S. Emsassy.
The guerrillas are currently on the offensive in their traditicnal rural ooazr

. bases. Recent reporting has indicated, however, that the rMLN is preparing for’
increased urban warfare - especially in the capital. Impressed with the
_ralative. successes of the government against their representatives, the 7MLN's |
various groups nave tightened security measures. The FILN allegedly is plzrning
to stage extensive military activities in San Salvador during the sscond helf of
‘December. The latter reportedly is to include attacks on the. headguerters of
the GN and the PH. ~If elements of the FMLN do launch major aitacks in San.
Szlvador it will mark the first. time since the premature anc Tailed "Ting!
offensive" of 1981 that the FMLN has ventured into the capital in strength. To
attack the headquarters of Salvador's two most aggressive uniformed services,
especially during or slightly after the visit of Vice Presicent Bush would craw
" attention dramatically to the central government's vulnerability. The FMLN has
generally displayed .an appreciation both of U.S. public opinion and wmedia

coverage of the Salvadoran situation. Their current urban warfare pians may,~

therafore, represent -a gamble to influence and further erode domestic opinion ¢

with the specific object of demonstrating that additional U.S. aid is futile.

On the other extreme the radical right has a proven capzbility lo take action

asainst real and imagined enemies. The recent articles in U.S. publications on

- the death squads and the denial of a visa to the President of the Constituent

— - - kssembly and ARENA boss, Roberto D'Aubuisson have heightened anti-U.S. sentiment

‘on the far right. . The ultra-right poses an additional and unique canger beiause

of their entree to Public Security €orps personnel. .Furthermore, the cenizl of

& visa to Salvador's most prominent civilian rightist permits the fer-rieht to
“exploit latent anti-U.S. feeling and nationalism. The recent announcemant of
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b , Secret Anti- Conrun1st Army (ESA) and references in the ifk/DL

onmunigue - to: "fore1cr intervention®’ canonly further poison the political
tmosohere within E1 Salvegor on. the eve of Mr. Bush's brief visit. In SuTinary
t thz presen t,t1re there-1s a: c?ear poten11a1-Lhreatlto U.S. oificiais in &
atvag w‘ h pxtre”os L - } ST e T e T
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o ~[ééRu:,_aa:~:3 T;JDLEAT AT R LRICAN Jar BASSY (u) R

“(€) :n;'b S. 7-rJassy in '1mq reporteo that at 15?2 hours, 5 b-h;f;'f~

'~7Lw* fmbassy switchboard received a telephoned bomb threat. A subszguent <= P
" of the Chencery 1ocated an-unidentified package in the third floor. office of a-
"~ peruvian (FSN) secretary who worked in the Economic Section. - At the-timez of ine
- discovery, the FSN. was absent on sick leave. * A partial evacuation of 211 7Tour .
. ‘floors of the Embassy was effected and a Peruvian bomb disposal.unit removed ihz-
ipacksge from the building in a "bomb- blanket.” Inspection of the package which
;'wasflwrapped “in brown paper, disclcsed a. transparent plastic bag maand by‘
- manufacturer as fertilizer. This bag had been opened and stapled shut. The-
- ..bomb " squad -subsequently identified the contents as one k11ogram of ammonium -
mitrate, a substance used in fertilizers and explesives. . Further inspection ..
~+fgziled to disclese " any cetonating devwce.A The "urmarked package, parifelly -
“o“c’urpd by . a “three-hole-paper punch, was located on the floor undernezth a. -
. . copying marhxre The FSN secretary, during questioning, noted that the pzper A
. punch was not from her office. A search of other office areas in the Erbazssy . @ @ .7
A47?ro11°d to 10cate ‘any. D;her susp1c1ous packages and a]] enployaes‘*elurned to;‘f{,..Z 
work. . . S . R . . R P

%

(5/hF/Nu/kN) C0m"ent In DIASSUNCDA ‘219-83, we 'reported the 5 33¥%mber_5-; 5_¢f
~wettempted bembing of the Marine Security Guard residence in Lima. ~ In this .0 0
“ipstance, ~two packages were left .at the front door.  The first containad 1.5 . s
““kilegrams of silver nitrate and b1ast1ng caps; the s=cond, containing 25 pounds - 7ol

of sand,. was positionred to diract. the.explosion tcwards the resicence door.

- Add1t1ona]1y, there were reports that expressed official Peruvian concern-that - = 7
“the group "Shining Path". (SL), might start to target U.S. personnel . and . ¢
4“[1nstallat1ons because of the Grenada intervention. The area. Regional Securltyfhfjfﬁ77
“"r0fficer in La Paz has directed that the Embassy contract guard supervisor and -
.- guards on duty be questioned to determine how the package was-able to be slipped - .
. into the Embassy.  Results of investigation will be reporied upon completion . of "+  ::
»;a11 1eads.~ T t ' B S T T P P

" cox 0' 5IA ----- PRtSIDr_NT s B:zomcR R LEASFD (u)

(U) Jaime Be ancur brother of Co]omb1an Pres10cnt Se11sar1o B=tancur was

v -releesed unharmed and in good condition in the early morning hours of 7 December . - =

- :1983. - According to-. reports, .Betancur's release “took -place .after Army -of - - ou0
“4National Libzration - (ELN) terraorists had :called ‘four ‘Colombian Journallsts znd
- then -took them to the place where they were hoiding Jaime -Betancur. After . '
* wreiterating.their demands (see DIASSUWCDA 230-83), three of .the journalists were =~ . -
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United States, and Turkey will be the targets of ASALA operations until A-mznie
is libzrated. The caller dznied, in the face of recent reports, that there hag
bzzn a split in the ASALA organization. This is the first recent instance i

_which somzone speaking in the name of ASALA has threatensd to attack U S
“interests. S o o U

.- b

_SPRIN: . POSSIBLE TARGETING OF U.S. NAVY OFFICERS BY GRAPO (U)

(C/WN) PRecent counterterrorist operations by Spanish security authorities
~produced the arrest of two wmeibers of "GRUPO Resistencia Anti-Fascista, Fundado
“en el '1 Gctubre” (GRAPO) in Valencia, Spain and the discevery of a GRAPO
 -saiehouse in Gijon, Spain. Security personnel, whils searching the saf;hodée

discovered some notes which indicated that CGRAPO mzmbars had idzntified a
restaurant called the "Casa Flores" in Puerto Santa Maria, Spzin, as a
~restaurant frequented on Friday nights by high ranking U.S. Naval officers. The

. restayrant is located approximately five miles from the U.S. Keval Station in
- “Rota, Spain. ' : ’ ‘ ' ' i :

Cerme e s vvgn e tearore o e

(C/WN) Comment:  This restaurant has been only one of saveral eatin
blishmznts in the area patronized by U.S. Naval officers cver the pasg
everal years.  While the actual time during which GRAPO cathared this
rmation is unknown, U.S. personnel transiting the area should be made 2ware
the possible gzggers involved. The recent arrests of key GRAPO memb;rs'h;s
u

o w o

s

lied ii;é>§yg;santial decline in GRAPO terrorist activity.

- GUATEMALA: ALLEGED PLANS TO USE CAR BOMBS AGAINST U.S. AND ISRAFLIS (u)

(S/NF/NC/WK/ORCON) According to recent reporting, a Guatemalan insurcent -
‘group allegedly has claimed that since Septemder the organization has 5;en
casing the Israeli and U.S. Embassies in Guatemala City todstudy the viabi]%ty
of placing a car bomb at one or both embassies in the near future. As of
October, the terrorists had reportedly acquired the necessary explosives and a
stolen vehicle for the operation; however, as of mid to late October the
terrorists had no means of securely positioning the car near enoush to either
.d1p10@at1c mission. = Reportedly, military leaders of the orcanization regard .
security at- both -embassies, as it now exists, as too ‘tight to afford a #
feasonable chance of success. In addition, there is at the present timz no
information regarding a date for the bombing. )

(S/NF/NC/¥N/ORCON) Comment: The terrorists indicated, not surprisingly

t the purpose of the bombings would be to protest U.S./Israeli support to

ernments opposed to leftist guerrillas in Central America. In addition the

oup involved has apparently been wzakeped since 1982, presumably by gover;msﬁt
1 me

L -
Lhic

v

tions, and a highly visible media splash would bolster ths cause and raise
=

t

if profile. It is believed that the information surrounding this alleged car
bing schem2 probebly surfaced before the invasion of Grenada but dur%n or
er the Beirut bombing. The latter undoubtedly provided Gu%tema]a's agrod'
eit with an example, and the invasion can only serve to enargize éxistin angg-'
.S. animus, especially in the Caribbean Basin. )
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’iiugconc erning -the advance notice received by -the Febres Cordero people, it. ﬁould,i‘“
#indicate a rather. successful, or lucky, intelligence operation.  Secondly, while ...
nere -is presently no 1nd1cat1on of - any other ‘motive .other than destruction of L

- Sanltlzed Copy Approved for Release 201 1/02/18 CIA RDP85MOO364R001302230018 5

Y

' .u e A ULS.A :BASCﬂDOR s RFSlJchc ATTAbh:D (U)

Y I
}¢U;S.;m'l ry 1nvas1on aga1ns» thavwsland of Gxenada

ffﬂ%f(U)vrhe”r r1dence of U.S. Ambassaoor to Gdnt~ma1a, Frbdcr1ck Cha spin ,c;me
‘#gnder Tire late Friday night, 4 November 1983, - from cunmen in at least one, but
npossibly. two, pass1ng cars. hccord1ng io - reports cvv omatic wezpons fire reked
sinciwalls of the Amb zssagor's ‘home in Guztemzla City. - Armad cuards sLa-1ored_a:
Ctne- padidznce returned fire, but the. guirazn escapad., Lehecssdore Chez 2pin was ati.
.home during the attack ‘but: no one was hurt.: "~ The Rabel Arred Forces {FAR) 553
=cieim e

‘med resp on51b111ty for the attack saying the at +ack was "in -protest ov ‘ihe

(c/r ) Coqment The FnR atgack does - not come as a Suxpr1se and we b~115»cﬂ‘_v
’ 'hat further attacks can be expected Lhroughout the reg1on as \or1ous Lerror1st;f;
‘u-mmé.Eaents conulnue to react to Lhe events 1n Grenada. T T RO

;haeﬁQDS (U)

FouoR: €O ‘RONTATION BET tEN COVVUNIST ACTIVISTS A D'PRESIDENTIALj ANDIDATE'S

a mixed crowd of activists from the Conmunist Party of Ecuador (PCE) and

n:w

zla with the objective of destreying campaign. maunr1a1s.\

”Aflred on the attackers, woundnng rour.

(5/\ /NC/NN) Comn nt: ‘In DIASSUHCDAs 162-83 znd 211-83, we reported on the

W ¢s1b1]1ty of an assassination being attempted on. Febres- Cord~ro. .ine e&beve

-\\.

of “bodyguards, while- not a new twist in South. American polltmcs may  be

"7Q indicative of the concern Febres-Cordero and his supporters have concerning . thc_”
'vfroports of an attempted assassination. Beyond that, the meesures used by Lno__ R
#bodyguards, firing on and, reportedly, wounding four "oppor~nts" can also be %

weconsidzred a rather forcefu] "statement.". . Further, - if the report is irue

zmpaign materials, the- thought does occur, in light of the previous reporting,

being maoe to th° ll.e of Febres Cordero. e__

\_;ét SR‘VADOR?: BISHOP STEATHE R ALLEGCDLY ABDUCTFD (U) _}_5t”v«-”

(U) “On - 3 ho'eﬂuer, tne kU S. ETbassy 5 p011u1ca1 :0f4 1cer'més hoLifiéd by -

members - of Febres-Cordero's paramilitary bodyguard were '

that ‘this .may have served as .a "test" of the security surrounding Feu'es-'ff B
rdero. .Again, -we-believe that .there s 1ncrca51ng poss1o1]1ty o;pan at:ema,..}.}c

e “Popular Democratic Movement (MPD) attacked the campaign. headquarters of;_7 e
1 Christian (PSC). preswd~nula] candidate Leon Febres-Corcaro Rivegeneira in_

26X
R reoor» js interesting -in that it underlines the fears of the Tar left concerning . L
’.a Febres-Cordero Presidency. - As we stated earlier, in light of the icrt*sts IR
. u#fear, an assassination attempt. is not. 1nconce1vab]e. The above report is of = .
. #interest from the counterterrorist perspect1ve in two. ways. First, the presence ..

==

| ndxl} ary Bishop Gregorio Rosa Chavez that his fether, Marcedes Salome Rese, .hzd - »i ;v.ﬂ

‘j ‘been ebducted during the ear]y morning hours ‘of ‘3 -November -from ‘his-home ‘in
nSociedad, Morazan Department. . E1shop Rosa- belleves that his Tather was abdd-~-d
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