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MEMORANDUM FOR: Deputy to the DCI for Resource Management

FROM: John F. Blake
g Deputy Director for Administration

SUBJECT: Satellite Reconnaissance Security
Policy Alternatives (C)

1. (C) We have reviewed the final issue paper on
Satellite Reconnaissance Security Policy Alternatives and
find the paper basically incorporates the conflicting views
of the differing parties on this matter. It would appear
that probably more weight was given in the editing process
to the State/ACDA position of opting for declassification
of "fact of" without further study.

2. (C) We did note that under the heading IMPLFEMEN-
TATION CONSIDERATIONS, the final paper confines those con-
cerns as solely related to release of imagery. The point
was made more than once to OSTP that we believed that these
considerations applied to both declassification of "'fact of"
and release of imagery, and that the original Work Group 25X1A
paper had stated it in that fashion. It was our belief
that OSTP had agreed to incorporate that belief into the
paper during a final consultation last week.

3. TU) ‘The paper contains some unfortunate redundancies
which we attribute to hurried editing but, since the paper
is now on the street, it is not worth dwelling on at this
time.

0S 8 2471 25X1A
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4. (C) We believe that the points that need tc be
addressed during the Space Policy Review Council (SPRC)
meeting 1include: _—

a. Declassification of '"fact of" solely
for SALT II without proof of capability, i.e.
release of imagery, is an empty shell which will
not convert any Doubting Thomases.

b. The thought of merely informing the
Soviets of our declassification intentions as
opposed to entering into consultation with them
strikes us as ill advised in view of past Soviet
concerns. The State Department representative
should be asked to shed light on this problem
as well as advising if there have been any recent
discussions with the USSR in this area. The same
would apply vis-a-vis the allies and the lesser
Developed Countries.

C. Assuming all agree that at least some
imagery must be released to reflect the ability
of the United States to monitor arms verification,
an expression of concern should be made to reflect
Intelligence Community concern about enabling the
USSR to take action to take better protective and
concealment action against observation.

d. We continue to be concerned with the
possible loss of classified information with the
declassification of "fact of." Although the paper
suggests that a security plan to maintain intelligence
discipline, there will remain a body of formerly
cleared people who will react with a varlety of
interpretations over the meaning of declassification
of "fact of'" and some will undoubtedly believe that
such declassification includes declassification of
"facts abhout," and this may do serious harm to over-
head collection programs.
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e. Most importantly, we understand there are
political reasons for desiring an immediate decision
to delcassify, followed by development of an imple-
mentation plan. However, we are hard pressed to
understand why any adviser would suggest to the
President that he make a decision without adequate
prior staffing. We would hope that the DCI, or
his representative, would raise that point at the
SPRC and recommend that the suggested two month
study be undertaken prior to a decision to declassify
“"fact of."

5. (U) We will continue to follow this issue with interest
as it makes its way toward decision.

/s/

John F. Blake

cc: D/Security
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Director, Defense Intelligence Agency s
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MEMORANDUM FOR:  Hader Secretary of the Xir Force
Dicactar, Ratigral Security Roency
s : Director of Intelligence and Research,l
Department of State .
Director, National Foreign Assessment Center
Deputy Director for Administration '
Deputy Director for Science and Technology
Deputy to the DCI for Collection Tasking
Jirector, Jelense Intelligence Agency

25X1A  FROM: m
eputy to the for Resource Management

SUBJECT: satellite Reconnaissance Security Policy Alternatives (C)

1. (C) An issue paper on this subject is forwarded for your review
aad coxment (see Attachment 1). It will be the basis for discussion at a
special Space PRC meeting on 13 September.

2. (C) We have participated in the preparation of this paper and
hdve submitted staff TEve? COMMORTS gn ING previous &rafis.  Auseoer,
some of our significant comments have not been incorporated. The comments
we submitted were conrdinated with your representative on the [ntellt-
gence Community Civil Space Policy Working Group (see Attachment 2}.

25X1A 3. {C) I would appreciate it if you would provide me with yaur
formal comments on tris Tssue by COB. Friday, B Septesber 1973, Please
25X1A forward these comments to (CHB, Room telephone

Attachments: ‘
1. 3Satetiite Reconndissance Security
Policy Alternatives
2. Imtelligence Community Civil
Space Policy Working Group
Representatives : '

CLASSIFIED BY e
» EXINZT FROM {EX'RAL 'c)?.th‘SS}st’-an
SCHEDULE QS §. . 11482, EXTHMPRON JATICORY:
§ 3303 A 2 {J) PR P W L A mava)
AUTUMATICALLY DECLASSISD- ON

~ —»jﬁr‘:{\’{tf

SECRE{ _ (unless imposnible, sert dute wr ovend)
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August 31, 1978

MEMORANDUM FOR: - -The Secretary of State
T Sereerary i Defzraw
Director, Office of Management and Budget
Director, Arms Control and Disarmament Agency
Chairman, Joint Chiefs of Staff
Director of Central Intelligence
administracor, National Aerondutfcs and 3Space
- Administration
Nirector, Offfce of Science and Techuology Poliecy

SUBJECT: Space Policy Review Committee HMeeting

The attaéhed document was extracted from the ongoing civilian space policy
review. TBecause of its natlonal security elements, dectassificatiom &f the
“Faor af" puororeconnalssance satellires will be Jisrossed separarely dwring
a Space Foiicy Keview Commitree meetring on Sepremver 3y, 1%78.

Christine Dodson
_.Staff Secretary

SECRET RGUS (BY(2)
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A, POLICY SETTING

When the Unitedi States stacted its space recounalssance program in the late
1950's and early 1960's, thdre was considerable uncertainty as to forelgn
veaction. The Fowers U-2 incident in 1960 esphasized the high potencisl for &
major confrontation and embarrassment, yet the need for strategic intelligence
was overpowering.  The U$ strategy was to be as unobtrusive as possible,
keeping the existence of the program covert and avolding the necessity for
foreign acknowledgment. In concert, the civil space program and benign appli-
cations were emphasized in public and led, over the years, to implicit general
acceptance of remote earth sensing for a varlety of purposes. '

It ¥s common knoﬁ]edge that the US and the USSR use satellite reconnaissance
monitaring techniques. For example, a recent beok by former DCI William
Colby-~cleared by the CIA prior to publication--discusses the use of overhead
phorography for arms control verification purposes. Secretary of State William
Rogers stated in 1972 that survelllance satellites were one of the means used
to monitor SALT I. Back inm the mid-1960's President Jobmson in 2 speech in
Tennessee exremporaneously stated that the US used satellite photography to
observe Soviet ICBM deployment. He added that this activity alone justiried
the expenditures on our space program. Furthermore, President Carter scated
durivg a March 1977 tadic call-ia program that “as you probably know, with
space satellite photography we . . . guarantee the security of our

EEUREYY . . . L :

PD/NSC-37 revised the securlty policy for space intelligence activicies by
downgrading the fact chat chre U3 coaducts satellire reconpalssance oy {ntelldi-
gence purposes--withoul disclesiag rae generic Tppr—ic CONEIDEMTIAL (YCDS).
PD/NSC-37 specifies that the special product controls (over imagery and other
space-derived data) is to be used sparingly by the DCI.

This section examines two possible revisions to the current policy:

——  First, a simple declarztive declassificariocn only of the fact that satel-

lite photoreconnaissance is ane of the national technical means used by
che 46 for verificeacion of compllance wigh SALT a3»d othey atms control
agreements.

X0 the recent Xamniles espionage case--involving alleged sale of sensitive

yprermoissance satellite docuwmsntation ta the Jeviets--cthere is presentiy ao
Qoriian aw el Taat 2e prassased dwring the trial ag evideunce. Presently. 1t

is planned to enter evidence on the satellite document in question under pro-
tective seal. what must pe Hivwiged ppeniy in coort will be deieTaiTed weeT
rime. I mep e Teowited ot only to adwit the “fact of” photcreconnaissance
but aiso faccs about the capabilities of U5 syscems la order ic prosetute
Kampiles.

E

.-
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.= Second, & possible extension of this declassification to selectively
o declasé&pRrroyed Fon Releass 200203408 2 CIARPEP8HQAHRANOGHAA0:3 ¢ -
furthering economic, soclal, Yorelign policy, defense, and political
objectives of the US.

14 "
D. DECLASCSIFICATION OF TUR "TALT OF

Benefits and Risks. Claim is made in public forums that the SALT II agreement
now being negotiated is unsound, in part because of public perceptions that the
Souiets cannar he trusted ta camply with ity terms. COpponents of a SALT agree-
ment rhavrge thsr the Laviers wace cdngared ga SALT T zad et the O3 hras am
tnadequare abiiity to verify roopliance with SALT 31, I» answering these
charges, poverament spokesmen are prohibited from Yofficfally"™ statiag that the
U3 conducts satellite photography to meonitor Soviet complfiance wirh SALT.  They
are-resrricted to using the euphemism National Technical Means (NTM) when
describing those elements of our verification capability. Members of Congress
nave been briefed on U3 monitoring technigues, however, and the fact that NTM
includes satellite photography 1is widely recognized and accepted by the press.
and much of the informed foreign affairs community. The, term NTM, however, may
be lost on less—aware segments of the lay public. Direct referral to satellite
photoreconnaissance can alleviate any feeling in the pubdlic mind that the
Administration is being evasive and is trying to cover up an inherently weak
case for SALT. This, however, may be inadequate and it mway also be necessary
to discuss fazcts about these capabilities to help allay public roncern that we
can adequately verify Soviet compliance with the terms of the agreement.

Declassifying the "fact of” photo-satellite recomnaissance might enable gowero-
ment $pukesmen to make & wore eifective vase for g SALT I agreement. The
22313y to yefey o corvedihle Intelligence capabil{t{es wlght heln allay public
concern that we can adequately verify Soviet compliance with the terms of the
agreement.

There are, however, Tisks zssccizred with the Aeclassificaticn of the "fact
of.” They are:

-~  Tre classification of the "fact of” satellite reconnaissance has served as
the first line of defense for the security of overhead intelligence
programs. After declassifiication, US agencies and offfcials could be

wndezr nressice., hath legal (Freedom of Information Act (FOXAY{ and other-

ta nravide evyey ircreasing Infatmacion atout e cecanaatissdaoe

P ams, as well as imagery itself, Acknowledgment of iwmagery could I=ad

to further proding and cpeculation abgut even wite seasitive szcellites.

Some agencies believe this pressure may be virtually irresistible and

eversivle., Other agencies believe thar the line can be drawn in this

-2~
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Soviet reactieon to a public starement Yo the effect thar we use photo-
reconnaissance satellites. Subseguent harmful consequences in various
arms conirol discuszions {e.g., ASAT, CTR) and other outer—-space issues
alse could resulr. At a high level we would need to inform or consult
with the Soviets on the scope of and reasons for any change in US policy
prier re any announcement that might ensue.

~—  There may be adverse reaction in the UN Ourer Space Commitrtee ro official
US ackanowledgment of its photoreconnalssance activities, particularly on
the part of the developing countries, Some have already expressed concern
that ¢ivil remote sensing activities pose a threat to their military and
econgmic securicy. Such acknawledgment cauld result la increased pressgures
“ for controls on remote sensing from satellftes and possibly demands that
“milirarv” sarellites be banned. On the other hand, the fact s already
widely known, and increased demand for access could llkewise resuvlr.
Acknowledgment in the context of SALT verification, however, wanld likely
be applauvded by developing countries, .
e _ o

C. ISSUE FOR DECISION ON “FACT OF - T s d

Somz believe that, with appropriate preparation, the "fact of" can be declassi-
fied now with real bur acceprable risks ro inrelligence securiry and ro U5
foreign and domestic policy. According to this view, we pould proceed to
publicly acknowledpge that photo-satellite reconnaissance programs are among the
means used by the US to verify Soviet compliance with SALT and other arms
control agreements, They believe there is an obvious, commonsense value to the
forrhright admission of whar is already widely known. Furrhermore, they
believe that implementation plans should be developed prior t¢ publie announce-
mencs on this matter. Such plans could be prepared within a few weeks and
wauld {nciude:

-— A Presidential direcrive that (1Y declassification of “fact of is limited
to photoreconnaissance for verificat{on of SALT and other arms comtrol
agreements and that {2) all data derived from overhead recannaissance
remain classified and compartmented iu accordance «ith existing guidelines,

- A security plan to maintain intelligence discipline.

-— A plan of action for informing Congress, our allies, and the Soviets prior
to a public announcement. -

- Contingency nlanning to deal with reactiong of ather councries and a
thotough set of Qs and A's.

Ochers believe rhat the "fact of” can de declassified but that not enough is
presencly known about the near- and long-term impacts on US satellite reconnais-

sance dnd suggest that & study of & few months 15 required ro make the best
, _

- -u ~
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imagery from space reconnaissance, is of limired value., Further, they believe
that prior to a decision on implementation more study is neaded over the next
few months. This scudy would evaluate the ramifications of declassifying the
"fart of" and develop z full and detailed execurion plan that would include: a
security plac to maintain fotellipence discipline; a detaliled consultarion
strategy with the Congress, our allies, the Soviet tnion, and members of the N
Curer Space Commirtee; and contingency strategies by tesponsible agencies, They
also believe that the imwplementation considerations outlined in the discussiou
on declassification of photographic imagary should be raken 3into sccount in BRYy
decision on the “fact of” as well, Essentieily, vnder this approach the
decision on declassification of the “faer of" in the conrext of SALY verifica-
tion would Ve deferred for the few months necessary to complete the more
detailed review.

D. DELLASSIFICATION OF PROTDRECONNATISSANCE TMAGERY

Any decision to go beyond daclassificat{on of the "fact of” and to add{tionally
include a selective and phased public release of 'photoreconnaissance imagery or
1nformat10n from space reconnalssance increases both risks and beneffts. Any

eps taken in this area either measured or decisive would represent 2 signifi-
cant Administration initiative in space that would have worldwide impact.
Unlike other malor space initriarives-~Apollo or solar power satellites--
éeclassification wonld nor have 3 budger fmpact., It {s belfeved that the visks
and the potential leoag-rerm benefitrs of such g pelicy revision warrant 2 care-
ful aysessment of rhis possipiliry before acceptance or rejection. Bur, of
course, such an assessment would be pursued only if the “fact of" were
declasgified.

N | P N Y e
-t TAL GhiEs 403 ai

'Q

& Risks. The kreader use &f preseatly-elassifiad data
could well he an eff ient means of meeting cerrain domestic needs for an
authoritative data babe supplementing (or in some cases rveplacing)} imagery
sources cuTrently available to the private and public secror. TFor example,
stereasconic imagery af carvagraphic quality has zlready been collected over
murh of the world., Iis exploitation has been largely limited to government
intelligence and mapping functions. Its value to mineral and petroleum
exploration--eithey in raw image form or as analyzed thematic gecological wmap
products--is 1i¥xely ro be hlgh, representing o wuantvn Increase in the explora-
tion data base. '

Orher prrentisl economic applications of sueh data include: land use, disastey
assessmert and relief, environmental monitoring, forestyy inventories, and crop
productivity. Some of these applications require rhe reperirive coverage being
offered by civi) systems and not envisaged for inrellipgence svysrems which might
Ve available to the civil community. Some civil uses would benefit from the
availladiliity of a high-qualiry imagery dara base in many instances even if it
were quite old. If a3 decision were made to do so, much stored imagery could be
pade avaifabie today irom Sower performance Yeconnalssante SYyStems npo iongeyr iIn
operation as well as currently collected imagery,

—4—
SECRET XCDS \B) (2) SECREF

Approved For'Release 2002/01/08 :-CIA-RDP85-00821R000100110001-3 _




“Ave

wiile declaseiSotne ﬁséﬁ;fe"e 58 2063561188 - hbﬁ%ﬁ&&sﬂﬁ&&&ﬁ&fﬁt{d’&f‘%‘

CALT I, #levzbility cou é e provided in the 1S in internaticu 2flaits by
less-coustrained use of remote sensing data. Verifiabiliry and werificacion
could be more cradibly demonstrated with the relesase of imagery or information
derived cherelirem. Peacekeeping pessibilities might include privare or public
relesse o visual evidence or Informarion and anaiysis of Impendiag crizis,
nostile acticns, or threatening siitvatiops {(weapons shipments, border viocla-
rions, nuclear capabilities); economic development information could be pro-
vided without subrerfuge as to data sources. SRR -

The tvisks associated with }limited declassification of satellite imagery can be
cateporized as follows:

- Imagery from intellipence systems provides information on wmilitarildy

“wignificasnt targets such ass airfields, misgsile deploywents, etc. With
{requent monitoring, miilrary deploywent and levels of milirary production
can be deterninad. As these capabiliries avre appreciared--wmare divectly
relevant to the national interescs of the non-major powers--we could
expoet resistance and pressuze for restrictions by other countries.

-~ Sorh distivaoTe towid be expected o lesd ¢o questlans as ta the legiri-
macy of military uses of outer space syscems. The Quter Space Trearcy
reserves the use of space for "peaceful purpeses.” Some states, such as
Japan, have arveady caiied for demilitarizaczicn of spaze. The relesee of
imagery could exacrtrbate ThesE demands.

== The Soviers have maintained che basis for flexidbly distinguishing between

liepgitimate snd {llegirizate remote earth sensing. They vecognize a

sanctuary ounly fcr "NIM's." Use of cameras in space for other purposes
.

.
J
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mapery surely would stimulate discussion throughout the international
comaunity-—-not just the communist bloce, but the non—alligned countries

3 well as cor allies--of limitations on rvemote sensing, The Soviets may
alse wse the release of imagery to attempt to justify their ASAT acrivities,

+

pie

4 - — ' b -
sring thetr zseosider espiongge. DNecloonre ot the

7
_~
o

.

’

b

-— Nisclosure of selected imagery provides some information on the design and
capabilities of the imaging system. TFor film return systems, chis may be
mare duceptgdle, although the implications could cause adversary narions
to increase concealment measures.

3

The sercnrity risk in unclassified use of the progucts of the latesc
perational systems would be high. A policy of unclassifled reiease of
he most current imagery could ner be readily reversed. Thus, the exyent
to which the decision to declasrify satellite imagery would impact on a
later option te provide special security protection far new cystems must

ve carefvlly weipghed.

L
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Thould the addiricnad feclisipn be vaken IO selectively rvelepse Awmagery, B
numbetr of additional factors would have to be taken into account in formuvlating
an impiementation vian, JCertain of rhe facrors are summarized deluow,

The USSR, The USSR is sensitive to world opinion about the velative techno-
lopical capabiliries of the VS and rhe Sovier Vnion. Cormparisons between
Soviet and US imagery capabilities produced by US release of imagery, would
tend to cast the USSR in an unfavorable light. - Second, the Soviets could view
a public policy change as casting doubt on their abilicy to prevent "espionage”
from outer space. For internal and international prestige reasons, they might
choose to take a hard 1ine, Including a more negative poscure in ASAT negoti-
ativus, sugnented development of theit &SAT systems, and renewed efforts In the
I'N tn estahlish stricgent limitatlons on the conduct of remote sensing acetivi-
ties. Last, deciassification could be viewed as a form of isremmarional "one-
upsmanship” by the US, especially in light of current US-USSR tensions. If
imagery release were contemplated, any assessment would have to examine whether
1o inform the Soviets teforehand of the scope, purposes, and timing of any
release, The Soviers would reacr nore strongly te a VS decision to release
imagery rhan tec declassification of the “faet of." MHigh level prior consulta-
tion with the USSR waxy be necessary fn view of outr tazit apreement with them on
photoreconnalssance use, As such, & risk-benefit analysis of declassiiying
imagery must take Sovier reactiens into account.

Intelligence Security. The classificarion of the "fact of" satellite recon-
naissance has served as the first line of defense for the security of overhead
space intelligence programs. After declagsificatiou, US agencles and officlals
would te under considerable pressure to provide more Informarion. More
fmpactancly, however, infarmation obtained from photography alone is often
ambiguaus; intelligence judgments are derived from analysis of data from a
variety of sources. We should not campromise other intelligence saurces and
methads 83 o resule af releaslag photogoaphy. Well-thaought—cout strategles of
information release and manapement of requests are pecessary preconditions ro
aven take sceps toward declassificarion of imagery.

Impact oo Othaer Toguees, DRecisions on the future organization of the US remote
wepsing program woutd be impacted by gerisions 1o Yelease previowsiv ciassiiied
imagery. If the US sets up a new organization structure for remote sensing
{rem space, for examplez, this could vaise {ssues conceraing the future manage-
ment of gateliite reconnaissance, particularly if the imagery presently classi-
fied were daclassified for wider civil application. Selective release of
imagery woulf alse Bluy the Iine detween civiiIam ang milicary-incelligence
remoce sensing. Our herecofore highly touted international policy of open
disseninaticn of remote sensing data (based on acknowledgment only of NASA
data) would lose credibility, and new policies would have to be examiuned.

STORET Rsus 9y (&7 SECRE{.
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.?There is no question that data on ‘Qace intellég&nce would b @Eé under the

FOIA and *?&EPVQW%EQV%Q%%gPQ;IO Qﬁaplé\fBP? 99§21:89991991'1%0 closures

imimizod te the fmtelligomes ddzeiplinme xmd marionsl securtry. Even if tapec-
cable guidelines were established and maintained as to what is classified and
why, the courts would not be bound to adhere to them in deciding FOIA cases.
Such guidelines could be established by Presidential Directive.

Allies. Given that US friends and allles are elther direct or indirect bene—
ficiaries of the US intellipence programs, their interest in pres serving unim-
peded access o valid intelligence Information would have to be assured thraugh
consultations that outlined the limits and extent of planned disclosure and the
political assessment of external (f.e., Soviet and other) reactions. Particu-
Iar care would have to be givea to the question of possihle imagery release by
the U5 of data tsaken over Allied countries. Much of the favefgn intellf{gance
supplied to NATO about Warsaw Pact. countries comes from US overhead sources.

'As such, dipleomatic repercussions might arise when it became known chat some

aiites Ia Cie pasc had received satellite-derived data and others had not.

International Reactions. With the release of fmagery, countries previausly
quiescent about cverhead reconnaissance might decide to take = strongar
positica oo the hasic questions rconverning sovereignty and explnitation by mere
poweriul states. Many developing countries (LDC's) increasingly recognize that
they can benefit from remote sensing. However, the LDC's generally have in the
past argued for a restrictive legal regime governing these activities. The
effect of a US release of imagery could be to stiffen their resolve toward a
restrictive regime. (ne wight expect that the obvious international benefits
af stcategic ame concral would soften such arguments. Many, indead, reeognioe
that satellites are essential for arms control. The record of the LDC's {in the
United Nations may not be an accurate measure of real LDC responses. In facrt,
some LDC's may in the long run see it in their interest to gain access to
better quality imagery.

US Public Reactions. The annauncement of the "fact of” would serve to affirm
the commirment of the Administrarion to greater openness in government and rhe
promotion of space operations for keeping the peace, Without p"blic examples
ol data qualicy, however, there will be many questions as ta the dagraa of
public conficdence in verih1ab1lity

¥. REGOIMENDED ACTIOR OX DECLASSIFICATION OF IMAGERY

Preliminary review suggests the need teo study a new national policy in the use
of remotely-sensed imzged data for a spectrum of US interests, both domestic
and foreign. This cannor be decided now without a thorough review. The focus
will be on the use of remately-sensed data and the i{nformation that can be
derived therefrom, naot on the management of the collectfon systeans which
acquire such data. TFurther study is necessary that would include full and
detailed execution and contingency plans developed well in advance of policy
revision to release photoreconnaissance imagery. Analyziug the concept of a
space intelligence policy which looks beyond the "fact of" will fall iata faur
phasex:
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by selectad individuals from the Departments of Defense and Scare, the
Intelligence Community, the Executive Office of the President, and others
as appropriate under the direction of the Space Policy Review Committee.
This wiil de accomplished in 3 months.

7. Zresidentzal review and decision on Qesicadilicy af chaage aad aggragriate
SCane .,

Dezailed development and setting in place of the implemenration elements-—-
consultation srrategies, security planming, contingency plans--by the
Tesponsible sgencies over a perlod of at least 3 months.

W
.

4., Execorion after final Presidential review and approval.
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