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MEMORANDUM FOR:

28 MAY 580

Chief, Management Staff, ODP

FROM:

| Chief 25X1

SUBJECT:

REFERENCE:

InTormation Systems Security Group, 0S

Interim SAFE terminal to have access to VM

Memorandum from | | NcPO/W, 25X
dtd 25 April 1980, subject: Request for ADP
Support

25X1

the rererence request to access the Agency VM system via a

remote terminal ¢
the Interim SAFE

2. This remo
located in suite

urrently in use by NCPO/W for accessing
System. [::] 25X1

te terminal is a Delta Data 5000
1D-867, the Pentagon. In addition., the

suite is located!

| 25X1

[TO WRICh access 1s controlled by an

around-the-clock
volumetric (motio

guard force, seven days per week. A
n detection) alarm system in the five

room suite provides complete area coverage. The alarm

control (access/s
wall of the suite
1D-867. The alar
Officers (FPO's)

ecure) box is located on the internal
in proximity to the main entrance door,
m is monitored by the Federal Protective
at the| Physical 25X1

Security Division persommel surveyed the site in April

1979 and advised
are adequate.

that the physical security measures

3

|advised Information Systems Security

Group.(ISSG) that
normal working ho

the terminal will be only used during
urs. Access to VM and SAFE will be

limited to|

| and his company of two professionals

and one clerical

within the office. All are DCI personnel

25X1
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who possess CIA Staff clearances which include a polygraph
examination. During all hours of occupancy the office suite
is under the control of a NCPO/W staff person. Access to
the suite is restricted to persons who have been identified
by NCPO/W personnel. The offices are not left unattended
unless the combination lock on the main entrance door has
been set and the alarm system activated.

4. Information Systems Security Group has no objection
to use of the Interim SAFE terminal for VM access as long as
the following procedures are met:

a. The terminal will have personnel designated
as monitors to exercise proper control over terminal
access. The monitors will be responsible for assuring
that the terminal is properly logged off the system
and secured at the close of business each day. [ |

b. In the event of spillage (receipt of unrequested
data), the user must immediately notify the ODP Security
Officer.

c. | | informed ISSG that the data which
NCPO/W will enter into the VM system will be releasable
to anyone with proper clearances within the Intelligence
Community. Therefore, all output must be screened for
spillage prior to distribution to other members of the
Intelligence Community.

d. Any data that is printed in hardcopy form will
be done remotely at CIA Headquarters and forwarded to
NCPO/W by using the Agency courier system.

e. Each individual requiring access to the VM
system must be assigned a valid VM Userid and password.

5. Please advise ISSG when VM Userids and passwords
are assigned so that we may brief NCPO/W personnel on
security requirements. [ ]

cc: NCPO/W
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SUBJECT:

3 Atts

Att 1:

Att 2:

Att 3:

Interim SAFE terminal to have access to VM

Memo dtd 23 April 1979 to C/AS/IC Staff
fr C/SSC, subject Facility Accreditation
Room 1D-867, Pentagon, Washington, D. C.

Memo dtd 23 May 1979 to C/AS/IC Staff
fr C/PhySD/0S, subject: Room 1D-867, Pentagon,

Physical Security Requirement for NITO/W
Pentagon Office

Reference
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STATINTL
.23 April 1979

MEMCRANDUM FOR: Chief, Administrative Staff
Intelligence Community Staff

FROM:
’ TEITEs OPeTial Security Center
SUBJECT: Facility Accreditation
Roon 1D-867,‘Pentagon
Washiugton, b, C.
REFERENCE

Memo to C/SSC from C/AS/1CS ded 12 April
1979, sare Subject _

The cited faéility, located within the National Militaxy

Intelligence Center, is hereby a¢cr@dited a4s a Sensitive

; Compartmented InformationvCenter authorized closed storage

. of SC! materials within GSA approved s¢

n ,, | SEATINTL
STa :

Distribution:
Original - Adse
1 - DSB/PTOS
1l - S5C File

1 - o
08/P§M/SsC jm (23 April 1979)
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