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I. SUMMARY

1. The office of Computer Services, DD/SAT, is respousible for
satisfying those sutcmatic data processing (ADP) requirements that
are handled cemtrally. It has au suthorized strength o[ ptare
mm, spends abcut [ | year, and has about one-third
of the Agency's AIP resources.

2. 0OC8 consists of a Director's office, three staffs and four
divisions. The staffs develop nev computer techniques, conduct ADP
training and handle general administration. 'Fhree divisions~-Manage-
ment Support, Intelligence Support, sud Scientific Applications--assist
in the design of ADP systems and develop computer programs. The fourtn,
the Operations Divisio:n, runs the cmpute?s and hsndles production
requirements. The managera of the Office, staffs ané. divisicns are
energetic and talented; their work force is highly skilled.

3. Although computer specialiats are in great demand, the
turnover rete la OCS is not unusually high. For example, in a recent
gix~-month period, only four left to accept employme:t elsewhere. Most
of the Office professionals plan or want to meke 8 career in the Agency
and believe that their talents and skills were being used effectively.
Ae in other organizations, however, the Youug professionals wait to
be given challenging assignments and promotioa opportunities as they
mature. They also express the need for better commuunications up and

dowvn and guestion some OCS management practices.
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4. The development of AP experts within the Agency through
training, advancement and rotetion is rresently the responsibility
of several different components using computers. An ADP career
service has been suggested as & means of providing efficient cen-
tralized personnel management and making meximum use of such talents.
While much can be said in favor of guch a service, we do not believe
that this is the time for this mwve, largely because we found it
difficult to separate technical ADP responsibilities from substan-
tive responsibilities of the systems analysts and some programmers.
We recompend that the Information Processing Board (IFB) do what it
can to facilitate the career development of ADP people. |

5. ‘Rotaiion of 0CS computer specialists into substantive
components and the aspignment of substantive experts to OCS can
do much to elose the commmications gap and assure more efficient
use of ADP in the future. Some of this has been done and with good
results. Improvements in the quality and range of OCS services to
customers can also be brought about by a number of managerial steps.
Specifically, there 18 & need for better written standards and pro-
cedures; for improvement in staff work§ for better ADP documentation;
and for a tightening up of supervisory practices and housekeeping
routinea. While OCS has done well in keeping up with demands foz_r its
services in a period of rapld ADP growth, it is now time to improve

the organigetion and management of its basic resgources.
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6. The sclentifie Applications Divigion of 0CS is eugaged in

mmimwofmmmmmmswtoruﬁm
18t of customers (0ax, Osa, OBL, hEAC, OC, 08P, OER, OMS, TuD,
ete. ). Its vork is satisfactory, but the division needs better
records on the availability of software systems. The divisioa's
bull peu-type work ares makes concentration for its highly qualified
mthengticians and scientist practically impossible; & condition
;th_ey feel lowera their efficiency to pertmps 35 percent.

T. The Manageewnt Support Division maiutains about 50 systens
which produce some 1,000 different kinds of reports for all componeants
of the Support Services and other Agency elements. Most of the pro-
greus for the systems were desizred to rus on earlier géfzemtion
computers than those OCB uow bas. Tais means that these more ad-
vanced computers perform Like an older, less advaiced, lses effi{ciext
Somputer while runoing these yrograme (referred to a8 emulation).

Iz addition, some of the systems are poorly documented aid have
been revised aod petcohed in a Plecemenl fashio., thus igcreasing
ineificiency and inflexibility.

8. The Management Support Division has & large iavestment i,
the Support Infarmation Processing Systen (3IP3) which now has [] 25
oCs and DD8 peopls voriting on it as s SIES Task Force. The effort

to design and develop SIP: began ia 196k with rewer people involved
bul with the basic sims the same. These vere 0 report support data

-3«
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mmwxymdfam,tondwem&mhmreming, and to
lover date mmnipulating time. Wbat began a8 o: effort to design
wd develop overly sopuisticated systems hxs now been cut back to
b0 sub-systems within ten mmjor systens which mre iu three arems--
sy, finsacial, end material rescurces. The effort bas also been
modified to allow an incremental approsch 1o the desig: and devel-
opment of the ten systeme rather than intyoduce them all at once.
After the sariler yeurs of frustrations and little real success,
toe Task Force nov appears to be progressing. However, we found a
oeed for the establishme:t of more firs systen parameters; & need
to deternine programulng methods (batch or on=line); awd a need to
stacdardize data elements aud codes. We also fousd a need for the
& components to devise aud fimm up their input procedures, to
make plans for the utilizmation of the outputs, anxd to arrange train-
iug for the staffs involved iu the new procedures.

9. In the past, the SIPS Program nas lost momentim becsuse of
1;zsufﬁgie:zt technical expertise and indecisive communications with
=masagenent. 1t appeers that these probleme Lave besn overcome and
that the Task Force now hos specific plang as to vhere it is heandiog
and when it will get there. However, much is still to be doue and
| ecotinued support is essestial. To stop the SIPS effort sow would

mean the loss of 8 large iavestment. Further delays in developiig
che systems would be very costly.

’&-ﬂ
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10, Some of the staff who have been detailed to SIPS from
support offices need counseling. Their morale is low because they
feel that they are out of the mainstream of considerstion for pro-
motions end resssignment opportunities. A recommendation on this
peint iz included in the report.

11. The Intelligence Support Division wvorks for the DOI, the
DD/S&P, the DDP, NIPE, and OC. Its main projects involve the;
storage and menipulation of large masses of information. The
majority of the division's work is regarded as satisfactory by the
users. One software program developed by the division is not getting
the use QCS feels it should, however. This is CAFRI (Centralized

‘ Automatic Processing and Retrieval of Intelligence). It 1is based
on the premise that many requirements in organizing, processing,
and dlsplsying information are enough alike, even though the sub-
.stantive content is dissimilar, to allow the multiple use of one
ADP program for a wide number of users. The program is ready bhut has
few users. OCS believes that the program meets msny of tha DDI's
basic information storage and retrievsal requirements. A number of
DDI members, however, feel that CAPRI has limited practical use. In
this and in other fields closely related to the work of Central Ref-
erence Service of DDI, there has been s lack of clarity regarding
0CS responeibilities. We have recommended that the Deputy Director

for Intelligence and the Deputy Director for Science and Technology

-5 -
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facus their attention in clseifying the 1oles and responsibilities
of OC3 and CRS.

i2. We fourd that the Iitelligence Support Division was ounce
poorly managed, underemployed, acd had isedeguate stsudards, pro-
cedurss asnd docummntatios. A change in menagement correcied the
first probliem; the rew management is correcting the second; the
third remsizs & probles.

13. The Operstioas Divicion ypuns the computer center. It is
competently mensged, and a suelil techaical staff provides great
nelp in day~to-day prodblem solving. Most of its esployees are
computer operators, key puich cperatars, sud clerks. The divisioo

performas 2 great deal of work reliably a4 promptly.

1. In studying the operatious of the computer ceuter, the
izgpectors were inpreased by ithe complsxity of decision-makisg iu
the {ield of equipment selection. Clearly, the rate of technological
advance tends to outstrip our abllity to mske efficieut use of the
conputers we have (i.e., :2ed for emulation). It also seess o
force the pace of decision-making about the future structure of our
vork in this area. High-capacity, high-speed computera are avail-
able, aud it would be terpiing from the point-of-view of coat to
move 1a the direction of lutegreted operations and time-shariang
operetions. At the seme time much of the Agency's work requires
flexibility and & high degree of security. There are those wvho

- b -
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beiieve that fourth-generation small computers assigned to support
our work in certain specialized, comparimented fields and "controlled”
by the using component are the answer to the need for flexibility and
securif,y. But it 18 not at all clear when such computers will be
a.vailab& and what they will cost.

5. Ve suggest that the Agency pause and take stock. There is
& need to cateh up with the equipment on hand and a need to select

our future course with great care.

16. The need for central Agency review and ecordination of ADP

wag met in part by the Executive Director-Comptroller's memorandum of
13 October 1969, vhich created an Infermation Processing Board (IFB)
chaired by an appointee of the Executive Mractor-comp’crbller.. This
wes a strong step forward ln meeting this need but does not eliminate
all ;problcn;s. The Board does not have full-time members. m,
including the Chalrman have other jobs. The Board has no real
authority, Its functions are largely advisory in nature and essen~
tially are ss follows:
a. To assist in the formulation of pc)liey-planning-}
guldance.
b. 7To suggest how to eliminate duplication or achieve |
compatibility.
¢. To assist in determining the best use of Agenc;y

ADP facilities.

—7ﬁ
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d. To sdvise the Executive Mrector-Comptroller.

17. The IPB, then, has oo real authority. Ve believe this
authority for the coordination of Ageacy ADP might better be placed
1 the hands of & full-time Board Clmirms, who reports directly s:d
only to the Exscutive Dirsctor-Comptrolier and has the support of &
strong professional stafr.

13. The Commmity Oi-Line Intelligence System (COINS) experiment
affects the work of OC in several ways. The basic system appears to
be faulty. Ittiw&pmemswaputerfbrthmmmaw.
Probleme with software, different fillng and codiig systems, and a
comon cowputer language problem have not been solved. It is possible
ttat the systen doss not reet a valid intelligence need. Finally, it
Poges problems 1. coe area i: walch the Ageucy 1s alresady overloaded
with problems, that of ALP security.

13, Certatn security problems sre fahevent in ADP. A great
deal of intelligence and support iiformation is ia oue central plsce.
The isforwation is in packages easily removed or copled. Electrg-
megetic redlation must be eliminated by careful shielding. Spillage
of compartmented informetioc: presest in tire-sharing osulti-clsesifi-
catlion level systems is possible. The many remote terminals in time-
sharing systeme increese the yozsibility of unsuthorized sccess to
compartzeated laformatio:. The flood of computer-produced iutelli-
gence informmtion can create classificatics asd dlsseminstion control

lems.
-3 .
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2. There is a need to furm & task force of sscurity and ARP
speedalistis large snough aud eompetent e-zsmm?: to deal with these
robless mmmumthmmmwm The
security effort addressed to ticse proulems at present is quite
inadequate.

2l. e fousd that OCS {s customer-criented and responsive to
customer requiresects within the limits of O0S capebilities. A
mgber of problems raised by the weers, however, mst be given con-
tioued attention. These start with s commy.icatious gap vherein
the customers caundot uxderstand the Jargos used by the computer
speclalists, acd the computer people do ot Tully understand the
subsiantive information uesds of the users. fome customers are
iafluenced, perhaps ucduly, by their past experiences with ADP and
comiputers and tend to be skepticel about cost aud time estimates.
They also tend to be critical of ADP outputs where the inputs were
m&ebysmomermercmm%; 0u the other hand, they are
satisfied with cutputs in which they made the luputs. Some voiced
concern about the lack of relisbility of the OCS ifuteractive time-
sharing systen and the amoust of "down-time.” Some believe OC3 and
ORD should have better pla.ming snd closer working relationships.
A nuber of custosers pointed out the lack of auy clewr~cut OCS
priorily aystem for allocaticn of analyst a-d progracoer tine in
relation to the mubsta:tive importance of the application. Mosgi

-
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thought that their ow: ADR gystems or progrova cesded upgrading aad
lmproving 1 some way. 1: the main they tended also to be as eriiiéal

of those AlP-related processes for which they were respousible as
they vere of services performed by OCS. They blamed themselves and

ammumdtmt&mhmmmwdsmmmgimmm
W&mwﬁ%sfmmn&mwmmwmmm
desigs and reliadble input procedures. On the positive side, customers
in the Support Directorate reported ressocably good OCS service for
on-going programs, and we found this to be the overall Azeacy attitude
in this area of Office operations.

22. OCS snd the Office of Trainlug have made a comeesdable
effort in providing the right kind of trainiug for ADP speclalistis
axd uders. Only two arens seen to have been slighted--lncreased
emphasis on the ddsciplines sssoclated vith systens analysis, snd
the training of high-level Agency manegers who, in the long run,
zake many of the key ADP decisions for the Agency.

23, Firally, it is our belier that O0S must estadblish a systen
for costing ADP services and must be give: aasistasce in solving the

provlen of workisg space.
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II. JZPRODUCTION

1. This report of swvey presents owr fludings concerning
management within 0C3; Office relationstiips vith higher smnagemmat;
relationships wvith custoners and otber Agency compuater organizations;
axd 003 problen areas. A nusber of recommendations ere made con-
cernlsng these areas and relstiocuships.

2. I1a planaing tuis survey, ve were fully conscious of the
fact thut our logpectors would uot be able to asmlyze aud solve
technieal prodlems $n the ADP £ield. As the survey progressed and
zs such problens were identified, the iuspectors sought to dstermisze
¥hother or not management was devnting sufficiext attention to thelr
resolution. It iz our belief that by conducti g & comprehengive
review of OC5 on this basis ve have been sble to suggest prafitable
1ises of actios to menagemait, without becoming involved in techuical
debate.

3. The laspectors conducted laterviews with mecbers of all of
the components of OCS, the wsrious Divectorste Iafurmatio: Processiig
Coordi ators, the customers usiug the services of QCS, other Agency
coupater operating elements, the O/PPB, a&:d the WIPE 3taff. All
concerned were most cooperutive.

L. During the course of the survey, Ageacy ADP activities,
ineluding those of OCS, were also being reviewed Yy other Agency

- 11 =
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elements such as the DIE ASPIZ® §taff, the rece:tly created Infop-

mation Processing Doard,” O/PPB, and the I0 Audit Stace. We have
had profitabie talios with each: 0T these groups.

*Autormted Systems for the Productios of Intelligesce

-1 -
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IIT. MISSION AUD ORGANLZATION

1. Hission -~ The O0ffice of Computer Services is responsible
for satisfying those automalic dats prousssing regquiress:sts thet are

K1 Landled centrally . OCS has sbout one-third of the

Agency's AP resousrces.
2. Orgasization - OCS iz sn office in the Directorate for
Scieace snd Technology. The Office hms an authorized strength of
AT Esmw,wwmrmvmmmctmm
at teadquarters and seven coutracts with commercial firms iz further-
ance of its mission (not incloding restal coatracts for mechinery

axd software). The budget for FY-1970 is The central 25X1

. position of OCS withis the Agency's overall AP structure vas reafiirmed
5 8 memoreadur issued by the Exeautive Director-Comptroller on
13 October 1969. This memorandun establishes sz Agency Information
Processing Boerd cossisting of representatives of each of the &ir-
ectorates and cheired by as ludividual appointed by the Executive
Director-Comptroller. Tue Director of the Office of Computer Services,
ag the ID/SST Information Processing Coordinator, serves on this Board.
3. Although establisbed as ac Q{fice is August 1963, its organ-~

igmticn is still ewolving to adjust to the very fluld aature of the
reguirements levied wpon it. The current srganigation of OC3 is
reflected in the chart on the page facing this one. A brief description

® 3
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of the functions of the Office of the Director, the staffs, and the
divisions of OCS follows. Mpre detalled couments concerning perform-
ance and ‘probhm areas are dealt with in later chapters of this
report. | | :

L, Office of the Director -~ This office includes the Director,

a deputy, an exscutive officer, two scientific advisors, a apgcis}l
sssistant and two secretarisl employees. At the present time the
Director is on & year’s training assignment, and his deputy is now
the Acting Director.

5. 'The office establishes policy for and administers the
operations and activities of the entire OCS complex. In general,
its funetions are to plan and progrsm long-range personnel, financial,
space, and equipment resources for 0C3; to r&viav proposals or requests
for OC8 computer support; to participate in the ADP programs of other
government depaertments; to chair meetings of ADP technicians and

users to discuse and resolve common problems; to represent the DD/S&P

on the Information Processing Board; and, to coordinate ADP #etivities |

and interface with other Agency elements.

6. Btaffs - There are three special staffs within 0CS, the
Advanced Prolects Staff, the ADP Training Staff, and the Adminlstrative
Staff.

a. Advanced Projects Staff - This staff consiste of

|specialists and mathematicians. It develops

- 1h -
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new computer techniques by working on matters of
general interest rather than on the specific needs of
customers. Examples of some of this staff's services
are: (a) the development of computer time-sharing
systems; (b) development of man/mschine langueges;
and (c) the review and evaluation of new, unusual,

or prospective computer systems.

b. ADP Training Staff - This staff of|

|is responsible for designing and con-

ducting a computer science treining program as an Agency

gservice of common eoncern.

¢. Administrative Staff ~ This staff, consisting of

ig the admine

igtrative arm of the Director and provides assistance to

all OCS elements in matters of security, logistics,

finance, training, personnel, and administration.

T. Divisions - Four divisions carry out the mission of 0CS. There
are three "applications" divisions: ~ the Management Support Division,
the Intelligence Support Divieion, and the Scientific Appliecations
Division. These divisions work with the customer to determine his
ADP needs and, either single~handedly or in partnership with the
customers, design and implement systems, develop programs, and

test the programs. Once a system is in operation, the responsible

- 15 -
SECRET
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3




Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3

. | SECRET

applicsetioss division will x&saitcar the qualily Gi‘_ the output aud
remain in communicatlou with the custower so ihst suy uecessary
#ysten chaage can be made to improve the product.

&, The fourth divisios ig the Operations Division, which
handles the productio: aspects of & Job, 1.6, acmdm;;g', main~
taiuing and operating the computer ceater equipment. The techaiesl
staff of this Division hes the responsibility for implemeiting a.d
sodifying the goftware which setivates and coatrols the computer
narduare. |

¢ 6
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IV, GESERAL ¢A7ACEMERT AND PERSOUSEL

i. The Director of 003, the Dspuby Director aud divisios aud
.si:,ai‘f culefs are an ewergetic and talented zroup of mei who have
playsd a lmportant role i expanding the jgwicy's ADP capabilities
duriag the past several years. They talked ca.didly and objectively
to the lnspeetors about {lie wansy provlems faced by the Ageucy and by
thelr Office L upgrading and refinicg ADP systems ond applieatioss.

2, The ADP specialistz and techniclaas that meke up the grester
paxt of the OCS work force appear to be hizhly skilled. This ig the
resulty of Office manageme:nt's recruiting sod trainisg program. At
the time of our survey, about 55 1-dividunls were belu: recruited,

k) perce;t of whom wers professionals.  Of those profossionals slveady

O board, mave bachelor degrees. The

0Ccg ’i;mimmg progran has added signiflcantly to the expertise of these
people and has wmade possinie the utilization of non-professionsls.

3. OC5 mansgement me@gnizes that persounel tuwrsover is detri-
reatal Lo maltaluing high standards of ADP service to tue Agency.
I:Q our view, the turmwver rate Is aot ususually high cousidering
the rather uwgettled sature of this evolviig 8nd expasding [ield.
DPuring the perlod 1 July 1969 to 31 December 1569, 25 peuple left
GCE, but ouly four left 1o seek employment elsewhere. The Tollowiny

table shows the nuwbers that lefi, thelr zrades, sad thelr reasoss for

- 17 -
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G8-13 Resgsignment

GS-12 Retirement

G8-11 Relocation

G3-1Q Military

3509 Haternity

G3-08 Other Jovt. Bmployment
G507 Private Industry
G3-06 INCP

G305 Personal

O3~0h

FRWWW NIV WN
N W

k. Even though the OCS turnover rate is not excessive, our

intervievs vith employees at 21l grades and levels turned up a
nuaber of conditions which, if corrected, might lead to a diminishing
rate and an improvement in the quality of work. Corrective action by
0CS management is possidble in our Judgment..

5. Most OCS employees are highly interested in ADP work sas a
profession. They evideuced no interest in being considered for other
types of sasignments, and the mejority intesded or desired to mske a
career in the Agency. Hovever, a nuzber of the younger exmployees
stated frankly that this depended eatirely upon whether or not they
received challenging assignments and steady promoiions.

6. Moet OCS employees felt that their tslents and skills were
being utilized effectively. Most thought that Agency training was of
& very high gquality acd improved their on-the-job performance. On the
other hand, & number of eamployees, especially in the Intelligsnce

- 18 -
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Support Division, complained of occasiongl 1dieness or "dead time"
because of unforeseen equipment or program problems or iaept planning
or scheduling of work assignuents. Mamy felt remote from the 0CS
front office. They thought that there should be better channels
acd mechanisms for commuaicating plans, instructions, and information
dowvnward and ideas and informetion upward. A nusber thought there
vas a "commmications gup” between OCS and top- and middle-level
mansgement in the Agency; that OCS dealt mostly with "coordinators”
or low-level representatives of management, and that msuy of ithese
people seemed irresolute or uacertain as to what maasgement really
wanted from ADP. Several said thet 0CS should be less couacerced

‘ sbout its "imege” and "plessing the cuatomer" and more concerned
about good systems design. Some felt that the Office should do more
searching analysis acd inquiry into the cost of satisfyiag requests
in relation to the realistic needs for information. A number of OCS
people commented that the overall ADP management in the Agency was
fragwented, uanstructured, and lacking in authoritative standards for
resolving issues and mekiung decisions.

T. From time to times conszideratior hms been given to creating a
separate career service for ADP persounsel. It is asrgued that such a
service would meke maximen use of the talents of such personnel and
would offer to all ADP specialists a chance to coupete for advaacemeut
and for assignments that would broaden their professional experience.

® - 19 -
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There is, indeed, much to be $aid for ceutrslized career management
of computar operators aud even programuers. In the case 0f aysteus
anslysts, and in some cages of programmers, it is difficult to
separate the technical side of their work from the substastive side.
Thus the needs of the ADP components and the needs of the substestive
offices must be carefully weighed before a s0lidly based decision cas
be reached in this metter. For this reason we do not feel that tnig
is the tipe to mmke a dscision with regard to establishing one ADP
career service for {he Ageucy. Such a decision should de deferved
uotil the overall roles and respoasibilities for ADP had been settled
and experience has indicated Low best to handle the experts in this
rield. |

S‘. Fending a decision on career service, the IP Board cowld
perform a useful function in coordinatiug the rotation of persons
between directorstes where this would be advactageous to the Agency
or to the individusl.

9. The assigmment of OCS persounel to other componguis as a
permanent transfer or for indoctriuantion and/or substuntive on-the~
Job training has occurred in isolated cases in the past. We noted
grest customer satisfaction where this had been done and a gremter

appreclation of substantive problems on the part of the computer

speclalist. Some customers felt there was reluctasce oa the part of
OCS to make such comuitments of its persounel, sspecially where it
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has meani an outright trausfer. We can ucderstand this positicn but
balieve that such assigasents, as well as #ssigmeats br substantive
specialipte to 0CS, can 4o much to close the commusications gap

- between computer specialists aad substsntive specislists asud to asmure
sfficient use of ADP iu the future.

10. JTu reviewing 0C5 mansgement and persoanel, we found a need
for greater intereai in i;he orgaunigation and issuance of authoritative
writteu #tandu'ds and procedures; for improvement iu staff wvork; for
greater observance of approved siandsrds iu t}ﬁe documentation of ADP
systems and prograse; and for a tightening up of supervisory practices
and housekseping routines. While we reiterate our belief that OCS
management has had to run hard Just to keep up with demsnds for its
services, we feel fhatl emphnasis should now be given to improving the
organization and management of basic ADP resources. There is a need
for a refinement of their technical and management processes and pro-
cedures il they are to iugrove the gquality snd raage of services
provided to customers.

1. Ve found especlally that most OCS5 written standards snd pro-
cedures had been devised and isaued by the various divisions and that
they vary widely in countent and quality. Those procedures issua# at |
the 0C3 Office level are badly orgeaized, uacodified, out of date, and
are uot available for relereace Ly alli employees. We recoguirze that
the differences in the types of ADP applications handled by the

-Ql‘
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divisions require some variation in documentation standards at the
division level, but we believe 1t would be considerably more efficlent
to devise a set of general standards and procedures at tha Of{ice

| level then to have each division write its owd set. | Documentation
standards which may need to be devised at the divieion level should
be revieved at the OCS Office level to ensure that they are in
general conformance with the mal standards and procedures esteb-
lish&@ for the Office as a wvhole. OCS recognizes the need to improve
its procedures and has already initisted action toward that end; but
coneiderably more work remalns to be done.

Recommendation No. 1

That OC8 devise, publish and arrange for éffice- '

wvide dissemination of OC8 standards and procedures.

12. Ve believe that many of the menagement and personnel
problems eited in this section can be corrected by 0CS while others
require action by the IP Board and the directorates congerned. Becauseb
thelr correction appesrs to be primarily a matter gxf improvement and
refinement of management procesaes, the guestion arose as to why this
has not been done to date. Having completed our survey, we belleve a

few worde can be spoken in extenuation.

13. First we found that OC3 mansgement has been faced with &
rapidly changing ADP technology. Within a decade computers have

evolved from tube-types to discrete transistors and now to integrated

® a2
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clrcults; and a fourth generation is in the offing. In this computer
technology "explosion,” OCS has managed to improve, upgrade, modify,
and replace equipment apace. Tﬁéir present computer equipment is
mainteined and operated effectively from the standpoint of servicing'
on-going programs. We view this as & significant accomplishment on

the part of OCS management.

14, Next we found that the ADP services provided by OCS have
grown at a very rapid pace over a wide range of applications such
as sclentifie computations, information storage and retrieval, in-
telligence collection and processing, and administrative activities.
This growth in services, the computer technology explosion, and most
' importantly the lack of clear-cut roles and responsibilities of
various Agency components for the developwent and utilization of
computer resources have made OCS management a trying and difficult
Job. To date, the 0CS managers have demonstrated a high deg?ee of
pragmetism and perceptive common sense in providing eésential garvices,
balancing conflicting requirements, building up manpower, machine,
and sof'tware resources, and managing on a day~-to-day basis.

15. We feel that the Acting Director, OCS, his staff, and
division chiefs are trying to correct deficiencies cited in this
report. However, we belleve more must be done to refine menagement
practices and clarify roles and responsibilities in the future, and

we have made several recommendstions on this.
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V. GCIENDIFIC APPLICATIONS DIVISION

1. This division has secretary ~stenograpaers.,

The officers are specialists in mathematlces, phyeics, elactrical
esglieering, aerospace engiueering, eunglosering scliesce, computer
science, and chemical engliusering. T&;ié divergity la persoaael
expsrience is reguired because the divislon assisie other Agency
conposents in defining and solving englneering s:d scientific problems.
The division supports elements of the DD/sS&T, DUI, DDS, DDP, asd KIPE/
DCI.

2. This division is divided futo four units, the Trajectory ad
Orbital Determination Breseh, mthema.tiésf Braach, Signal Aoalysis
Braoach, and the Scientific Systems Starf.

3. The Trajectory aad COrbital Determinstion Brasch~--This braccl

has | | It works fa two

pri~cipal areas, alr dofecse systews snalysis axd trajectory and
orbital avalysis. Dxsuples of the former are: a compuler system
for simulating the mission of s high altitude reconnalssance vehicle
over denied areas and evalmti@g the effectivesess of air aud radaxr
facilities} aad & computer systes for simulating an ABM defensive
aysten end evaluating its effectiveness agai:st ICBMSs launched Irom
fixed sites aad mobile platforms. The priccipal customers for such

service are 051, 03A, OEL, FM3AC, OC, a:d O5P. These vrgauizatione

SECRETD

Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3




Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3
SECRET

will reguire continulige n.d locressing support to make snalyses of
chasgling air defenge gystems a:d to isprove computer techsiquez so
tiat more effective anelysis can be perforned. Additional work
wiil be required if it ls decided to operate certai: programs that
have been developed Dy cotrsciors.

ho I the trajectory =.d orbital a.;;&};fmis area, compuber prograus
have bea: developed to determice the trajectory of missiles, to predict
the orbite of satellites, 8.4 t6 svaluate é‘he accuracy of rader
tracking systems. The main customer is FLOAC. OUS .has'c:zdmvcre&
0 aodlfy programs developed by contrsctors and o understand FMUAC-
deveioped programs in an atiempt to reduce the amaw:i of cutaide
contract work. |

s This brench also serves OSR os au &d boc basis on require-

me: iz requiring guick responses.

€. Mathematics Bra.ch--This bracci ned 812

mthematicians, and the part-time use of | . It

. works in four maln syess:

8. Modeli:g. I. this area the branch has developed

a3d mailstalas three major projetis:
{1) ijeet.:' Thig project tries to
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OBCL, The systen's file contains coastliies, citlies,
railroads, ete., ¢ 2 world-wlde baals and is well
arracged so thet the user cas request auy une of 16
projections. The purpose of the system 18 to produce
e map projectincs quickly. Such projections would
take mouths bo do meounlly. Once the prograwss are
completed by the braqch, they are tursed over to 0BGL
for ruanisag. Both OBII snd SAD are coustaatly 1n touch
with the cartopraphic coumuiity, and Lhe systex asd the
data bank involved have bees gives to other agescles,

3. Medieal Services. There mre two projects ia this
area, one for the Psychologicsl 3tall azd the other for
the Clinical Ctaff. The flrst 1s in a developwe tal stage
ut snould be operational i; several mouths, Overaight
it will score tests given to applicants and employees
and point out psychological problem sreas so that people
tested could be recalled for personal interviews by the

pa&cho}ogist the éﬁy followl g testing. The second

project, which is dormaat for the mowest, lavolves &

aserieas of programs which vounld sualyze lnformstion on
phiysical examinatlion results, polnting out thisgs that
are uausual. The dato goisg 1nto the systen would iaclude

medical history forzms, lsboratory reporis, aud doctors’
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diazrnses .
4. Support to the CS. The brﬁnei& BULDOITE &
variety o applicatioss ror the €. 5D ig one of |
the m customers. Oue program, ubich hae bee: going
an for seve: yoars aod will probsbiy contisue for azgther

two, lavolves testlng the life of batteries. A.other

pogran inwlves The brasth

S Bis0 hag a progren for

» The progres

provides weekly tralfic summaries.
T In sddition to tie above four areng, the brauch also services

ad hor reguirements.

sis dracch - Thia bdrasch has | fand

} uses condractors os & part-tise basim and is

divided into three substaitive srous.

2. The slgual aualysis grw;g Landles progreme for OFL, FMSAC,
00, and ORD dealing in the moalysis of telowetry, ELINT, COMINT,
RADEST, a.d “speciasl thtigs.” The work f.volves suslogue pre~
processing, anglomue to digital eosversion » display of date, aud
woalypes of data. The objmetive of the work iz to extract intelli-
gence frou sigoals. |

10, Tue commaniecatioss application group assiste the ﬁﬁ’iee of
Commnications i developl iz programe whieh help predict the perforo-

- 23 -
BSECRETY
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3




Approved For Release 2003/0 : CIA-RDP&84-00780R003400080015-3

SECRET

aee of various existing end proposed commmications aud mtercept'
systens.

12. The delentific Systews Staff - This staff is supervieed by
the Deputy Chief of SAD and has five professiczals. It supports

cugtomers ou softvare watters with 08P contractors rud gives special

softuare support to OSP's| projects. It has

assigned three officers to 03P for ihis purpose. Iacressing importance
is being placed on assighments of this kizd which also involves gettiag
into substantive wreas as well ag working on software matiers.

. ' 13. | Comments ~ A problem, common to several usits in OCS but
of particular concern to 3AD, is the one of icadequate office space.
3AD has very highly qusliTied scientists who zre éiﬂiéult to recruit.
After obtaining their services, we put them to work in a bull-pex of
an office where conceatration is practically impossible. SAD employees
estimate that such working conditions cut the efflclency of thelr -
performance down to perhaps 35 percest. Tnis sounds exasggerated, but
they mesn it quite seriously. We reslize thst the mansgeme t of 005
has made a great effort to obtain mwore adequate space sad is still

ng, but without much guccess. A recommendstlon couceruing the

subject is made ia our "General Discussion” sectiou. |

1k4. when SAD receives a request for service, it checks its own

o | "
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softemre to see if sy systen exists which would be usesble. If not,
1t cheeks with manufacturers, as do the customers at times. Reliance
is plmced upon manufacturers to identify suitable software of their
own ar of other goverament mgeucles. Zhere is wo systematie require-
ment for centrally recording aa& identifying Agency in~house software
items, and we believe that one should de established. In addition,
there should be & similar system vithin the government, taking, of
course, security consideretious lsto accowit.

Raccmdntion No, 2

That OCS initiste action with the IP Board to consider:

a. The need to establish s 'cénml point of
record for Agency software systems; and

b. The need to establish & similsr goverument-
vide ceatral point of record for software systems.

-30 -
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¥I. HACAUENFST SUPPORT DIVISION

1. The Mansgenent Support Divisios (MSD) uses computer systenms
to help ma.sgewent accouit for people, nouey, asd thinge. It wai.-
taize sbout 50 systems favolving over 300 seperate applicaﬁimm, which
rroduce some 1,000 differe:t Rinds of reporis for all components of
the Support Directorate and 6thar Agency elemeute. The diviesion is
alsc working on a very large-scale developmental project, the Support
Information Proceseing Syastem (m). This project involves the study,
redesign, evaluatiim s 8ad programmicg of most of the preseut Support
Directorate ADP activities aud ig meant t0 extend iuformation pro-

. cessing into areas not previously serviced.

2. The divieion, consisting of the Office of the Chief, MSD sad
its Towr brancheg (Bw!.get.and Fisesl Braach, Material Brauch, Manpover
and Personnel Branch, Developuest Branch), has a total of Elesxyloyeeﬁ, 25X1

1 consisting of |:| computer systems snalysts;[ |conputer specialists, 25X1
%9 _ |:| copmputer programusrs, and :stmoy@r@r»mum. Az adddicional
K1 | |:| DIX officers have beeu mssigned to form part of a SIP3 Task Force

under the &lrection of the Chief, M3D. OFf the total |:| esployees 25X1

sssligned to 3D, epproximately 75 percest are comsitted to SIPS achiv~
ities, and the remaining 25 percent are engaged in servicing and main-
talning tz}m on-golng AP systems. The Chief, WD, is ailsc the Director
of the SIPS Task Force. i is respousible 1o the Director, 003, in

@ -3 -
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his capacity of Chief, MSD, and to the Assistant IDS in connection
with the SIFS developmental activities. He keepe both these officials
informed of his activities by frequent briefings and reports as

required.

-3. Budget and Fiscal Branch and Its Current Systems - This branch
maintains four current ADP systems for the Depuﬁ:} Director for Support
and provides services in support of O/FFB. .The four systems are
identified as Accounts, Vouchered Funds Payroll, Unvouchered Funds
Payroll, and W-2 Tax Reports. In addition to these ADP éyatems,
there is an éleet.ronic_ accoﬁxting machine (EAM) operation performed
by Office of Finance to process agent payrolls. Most of the programs
for the current systems are run under 301/501 emulation™ on RCA
Spectra 70/45 and 70/35 equipment. |

L. Material Branch and Its Current Systems - This brasnch main-

tains five current ADP systems for the Deputy Director for Suppért,
which are Stock Accounting, Defense Logistics Supply Center (cata-
loguing), Contract Information File (CONIF), Forms, Agency and non-
Agency, and Electronic Printing of Intelligence Composition (Printing
Services Division electronic type setting). In addition to the above
ADP systems, an EAM operatlon produces a report on the status of

Agency vehicles for the Director of Logistics.

*Emulation means to program the most advanced computers (e.g., the
third generation) so that they perform like an earlier, less advanced
computer (e.g., the first and second generations).
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5+ There are two ADF systens muintained for the Deputy Director
of Selence and Technology. "rhesae are ACORD (contract information) sad
RASP (memsureweits of performance oz surveillsnce vehicles), Currest
rateriel resource systeue are processed ou RCUA Spectrs 70 aad TEM 360
equipnent. '

6. Wanpover and Personnel Branch and Its éurrent Bystems « This

branch meintalne some 42 curreut ADP systems for the Support Directorate.
These systeme produce more than 800 reports pertaining to tables of
argar:{i.mtian, qualifications and skills, fatirm:}t gtatus, statisticsl
projections and actuarial studies, yérsa:m&l histories and trainiag o
records, skills inventories, security name-check information, credit
uniosn, hospitaligation, i-z;amnee reporting, ete. The prn,;;rm for

the current systems are processed on IBK 360 and RCA Spectra 70 equip-
neat.

7- Development Brasich - Presently this branch 1s conceraed pri-

marily with the SIPS developmmestal activities. The braach is involved
iz other activities., For exemple, recently the braach has beec given
the tesk of lmproving a:é debugging the Priating Jervices Divisios's
Electronic Printing of Intelligence Compositios System (EPIC). EPIC
is 2 computerized system for processisg iatiocngl Intelligence Sumrey
texts. It produces formatted input dats to y}mta»cmz@ming équimm
uhiel, 1s tuen, produces s finished #rintad output. EPIC kag been i-
operation slice 1965, and has the potential of effecting s#vhagé in
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both time and costs. EPIC should provide fully made-up pages of
text and eliminate several reviews and corrections of text which

sre required vhen utilizing traditionsl pi-intxng methods. 'These
benefits appear not to have beén fully realizéd, however, becaﬁse

of ?rnblams‘invalving programaing bugs and input which have not yet
been ironed out. It 1s expeeoted that the assignment of an additional
OCS specialist te this program should help clear up EPIC'prablemb.

8. Comments - Most of the 50 ADP systems currently maintained
by MSD were designed and programmed befors the advent of third-
generation computers. The systems do not take full advantage of the
possibilities offered by today's equipment and computer technology.'
Most of these systems are inadequately doeumantedkand have been
revised and "patched” in plecemesl fashion. They are alsc inflexible
and difficult to modify to meet changing legal and administrative |
requirements, and they do not provide Agency manegement with the type
of relevant and timely informstion thet would be possible if the
systems were updated. Approxiﬁntely half of the present ADP appli-
cations were progrexmed for second-generation eomputer equipment,
and running these programs in emilation on third-generation equipment
results in inefficlent use of present computer capabilities.

9. MSD fully recogniges the difficulties caused by past
practices of inadequate Gocumentation of ADP programs and has

recently glven major emphmsais and sttention to deviaing definitivé
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written standards ang mdures coverin: documentation practices.
The e forcemeut of tue deemtatioa stasdurds recestly published
by D should help to alleviate oy of the probless currently
bel g experieaced i counection with changios 2.4 upgradisg programs,
and ‘shaulﬁ serve Lo lmprove the future efficiency aud pmdnctiﬂty
of the diviszion.

10. Conments made by MSD custowers concerti ng HMoD services are
Giscussed later in the section Customer Attitudes mnd Problens .,

11, Bupport Infermmiios Proeessing System (SIPS) - The SIPS

pmg,ra#t entalls updating all of 'ﬁkze existing support systems and
making use of advanced computer techuology to inerease the rasge aad
lmprove the quality of support informetion services. Benefiis ex-
pec:ted from aIPS include: more complete, responsive, and timely
data for gmml maegere.t purposes for use of the Support Direcrtﬁr*
ate and other Agency components i carrying out thelr persounel,
security, budgetary, custodial, aceounting, 4.8 general adwinis-
trative fas?ctiozzs § reduction in refundant data and the manual
rocesses ssseciated with the recordkespiog, filing, and mﬁp&.ﬂaiﬁies;
of support data; ami reduction in machiue tine presently fequirad o |
- rus these First- and sem:.zdfge:mtiau programs in esulation on third-
weveration equipazeut,

12, The zeed to update aud luprove the support gystens vwns
recognized by both DS and OUS several years ago, and led to thae

-3
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establishment of the SIPS program. The SIPS analysis and design
vork began in 1964 under the direction of the DDS Information Pro-

cessing Coordinator. The SIPS Group has been composed at various

times of from pfficers detalled from the Offices of Per-

sonnel, Logistics, Finance, and other components of DBS, with
limited advisory support from OCS. The group continued developmental
vork on this activity wuntil 7 November 1968. At that time the DDS
and DD/8&T reached an egreement, approved by the E:iecutive Director-
Comptroller, to estsblish a SIPS Task Force. The Force was formed
under the cﬁier, MSD/OCS and was composed of the BDS SIPS Group

and a1l of the personnel of MSD/OCS not otherwise committed to on-
going ADP programs. A reassessment of the SIPS plan was made at
that time, with the result that the number of sub-systems previously
planned for under the three major groupings was reduced, certain
design Peatures were changed, design phases and priorities were
establi_shed, and plans were altered to Wi_éa for the phased imple-

mentstion of each of the systems or sub-systems rather than the simul-

taneous implementation of the whole SIPS prograum.

13. The present SIPS plan envigsages the design and implementation
of ten major ADP systems, with approximately 40 sub-systems, which will
be put together to form an integrated information system for ugse in
managing and accounting for the Agency's humsn, financial, and materiel

resources. The ten major systems are:
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Hunan Resources Systenms

{1) Manpower Control

{2) staffiag Compleme.t

{3) shiilam Inveatory

(L) Automated howe Checicing {HANCA)
(5) special Clearances (iPECLE)
(6) Pre-Employment Processes

Financial Resources Sysiems
(1) Agescy Payroin
{3) Genersl Aceounting
. | (9) Budget Frocesses

hateriel Resources System

{10} Materiel We@s

1L, According to the SIPS plas, the dmélﬁpmen‘b&l taske wiich
must be completed prior to implementetion of each major syatew has
been divided into four phases, ss follows:
Puase I Requirenents Collection
Phase II  Requiremeuts Acalysis
Phage IIX Systezﬁ Design
Phase IV Programsing, Testing, Impleme:ststion

® -3 -
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Each of the four usi. tasks i further subdivided iuto specific
subphases Lo establish beaclmaris fbr'measuriﬁg progress.

15. Phase I, Reguirene:is (ollection, ims beer completed for
all of the ten major systeis, sud Phose 11, Regquireme:ts Analysis,
1s coupldered to nave bee. pubstantially completed ou &ll sajor
Bystems except tue Materiel Resources Gyaten. The present effort

# concentrated primarily upo. Phase I1I, Systems Desiz:, which
Lwvolves firming up the«desigm porameters of each systewm, prepariz
fuaction flow charts for each process, devising Laforsmatios loput
and output specifications, establishing performacce requirements,
asd organizing file structures. The target dates established for
completion of Phase IIX, desigr stege, and Phase IV, Iuplementatios,
are set forth below:

TARGET DATES
oysten Task iggg §§§g §g§g ig;z gg;g zg;zk§g§z_§§§§,§§§§_§§g§§
Bacpover Coatrol

Phase IXI trenesennsas

Phase 1V T

SAICA

FPhose IV ceneren

Phase 111 cvrnans

Phese 1V ceseermacens
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TARGET DATES
| Hlr 1qtr 2qtr 3Qtr WQur 1Qtr 20tr 3Qer bQtr IQtr
System Task 1959 197C 1970 1970 1970 1973 171 1971 1971 1972
staffing Complement
FPhase 11X seerasarasna
m@ Iv l’ﬂ‘.‘il‘.l.l.'l‘tllul"bQ"ﬁll.“"o

skills Inventory

Phase II1 Ty
th IV LEE N E R R NEEE R SR E R RN ERNE N R WE X

Pre~Employment
Processes

mﬁe III S ES P IR STREPIRS OIS
Phase IV (No firm target date for implementation)

Ceueral Accauzatix;ﬁ

C ) Fhase 111
mm IV [ EE R RS EEERNENXNNERER]

Agency Payroll

ﬂWIII S eI 2 EPE RN
mﬁ IV L B R LI N

fudzet Processes

Phaase IV et ans

Materiel Resources

Phame I1 v rarene

?h&sﬁ m LA R RN NN IR SN RN

Me xv FREO ARG SO GO R OO0l
16. There are several very persuassive reasons, fros the stacd-

point of utilization of Ageucy resources, Why the 3IP3 effort ahould
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be accorded a high priority asd why everyithing practical should be
done to maintain & steady rate of progress toward gystien completion.
The overall cost of the SIPS effort is high ad will continue to
mowst the louger it takes to luplement the system. The cost of
ruiilig the present ou-going second generstion systems 1. emmlatio.
O thdrd generation equipment is slao high =ud cannot be reduced
uotil the systems ave redesigied asd progriwmed. The lack of flex-~
ibillty and poor documertation of the prescut on-golng systems also
represent a hazard, because chaiging regulatﬁry or legal regquirements
could resglt in & breakdow: of purts of the present systems or make
i:hem brohibitively expensive to operate. £ large aumber of people
in the DS and thrmxghmﬁ: Lae Agency must spend a co.siderable amoust
of time i wanipulating the sdminiatrative dz?té regquired by Wﬁt
brocedures asd practices. iy of these processes will be signifiw-
eantly lmproved and presumably the ruzber of pecple doing them re-
duced &s oew procedures are introduced. Steady progress is alsoc -
easential for meiastainlng the morale of the SIP3 Task Foroe employses.
All of these points argw: for ai early firming up of the systemns
desiga phase aud a: sggressive push forward for the sciivation of
the various sub-systems. o

17. The Tormstion of the SIPS Task Force » the provision for
access to the Assistant Director for Support for uanagenmsnt decisionsg,

a:4 the placepent of all of the people workl g on the SIP3 effort i.

- l{_\l"} e
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one physical location have hed a beneficial effect. The IDS functional

specialists and the OCS systems experts can now work together as a
team and can direct all their efforts toward the solution of the many
complex problems involved. The quality of staff and developmental
work and access to high~level menagement have improved and expedited
decision—mking.' The cutback in the number of sub-;systems and the
modification of some overly-sophisticated plans for on-line inter-
active services and for the total integration of all data sssociated
wlth this project have resulted in more realistic work plang and
firmer user requirements.

18. ‘i‘here are still many problems that lie ahead before the SIPS
Program is completed. The rate at which these problems are solved
will depend to'a large extent upon the degree of priority which ean
be assigned to this project by DDS and 0CS. The first step is to
establish firm design parameters of the major ADP systems. This
requires positive declsions on the part of both users and designers.
In sddition, early and positive declsions must be made ss to which
of the various sub-systems will operate in a batch mode, and whieh
will require on-line interactive services. The procedures, file
structures, equipment, and software required for on-line services
are quite different from that required for batch operations. - Extensive
testing and revision of customer input procedures and procassing

cycles will be necessary in those esses where on-line systems oy

-~ 41 -
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sub-gystems are reguired. Another prerequisite to programming this
activity is the need for the stanfarddzation of date olements snd
codos. Thiz Job is esseatial 17 the systen: Iz {0 be Lutegrated to

the extent that single dats lnputs ure to be trassmitted between

and utilized by the various systems and sub-systems. When the sbove
desizn festures are Tirmed up, the priority giveu the level and
quality of programuer support will determiue the pace at vhich
rogress 1s made. Duriug this same period, iwwever, the DDS compouents
musl devige and firm up japus procedures, make plans for the utili-
zation of the outputs, axg arrange {or the required traiaing of

taelr stalfs 1f the new procedures are to be implemented eflectively.
OC3 must also be prepared to Landle the problem of scheduling computer
time and assigning personnel needed to run the ¢ld and new applicetions
in parallel while testing a:d debugging the aystenm.

13. The Task Force leader and the various group leaders now
working o the SIPS activily appear coufident that they are ou the
rignt track, and that they cau successfully implement this systen
in an incremeutal fashion as resently plasned. If the gystenm
davelopme:t becomes hottlenecked, however, further cutbacka on
integration of data or o. deferseat of on-line faeilities may be
necessary in order to achieve faster progress.,

20. Discusaiong with sIP3 Employees - Ye received a variety

of reactious eand opi.jons in talking with the OC% aad DD3 employess

’—M.
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vorking on the SIPS Program. The group leaders acd branch chiefs
seemed encouraged by the progress being mede since the formation of

the Task Force. They were cautiously optimietic about future rogress
aud felt that preseat target dates for isplementation of the major
systems could be met, provided continued access to high levels of

DS management could be meintained to ensure timely decislons in

respact to users’ final systems Qenign requirements.

21. Although most of the SIPS employses were very eritical of
the way in mmtmmhﬁb«nm&wmwt,_w
scemed to feel that the present “mix” of skills and talents hus
improved the quality of analysis and plaoning. Some, hovever, think
that the present "mix” of personcel skills is not in proper balacce.
Those iﬁiﬁm Teel that there mre still too few ADP-oriented
aystews analysts and too many functional specinlista and junior
prograewers assigned to the SIPS Tagk Force.

22. A number of the DDS detailees to JIPS display & keen interest
in the potentialitise of AIP, iike the type of work thoy are dofag,
a:xd feel that the skills aud experience they are acquiring as members
of the SIPS Task Oroup will enbmace their vulue to their pmrent
Career Service and increage thcir opportunities for career advascemest.
There is a low marale among other DD3 detailees, however. These
individuals feel estrauged from their parent Career Gervices aud
think they are not in the meinstrean of cousideration for promotions

- }4.3 -
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and reassigoent opportunities. They bave sll been assured that
they are considered along with ell others of tuelr service for
promotion snd reassiznment, and 1t hma been pointed out to them
that 2 nurber of SIPS detallees have been promoted., Sowe of them,

hovever, remaln wnconvinced and feel "trapped” in g situation timy

cainot get out of until the SIPS task objectives are completed, and
some sre still doubtful that the tasks will be completed as scheduled.
A number of them, detailed to what they thought would be & one- to
two-year assigument, have been workisg on the SIPS Program for four
or five years and are depressed and discouraged by the prospact
that they may have to spend iwo or three more years on work for
vhich they do not feel particularly well suited or qualified. There
is no easy solution to this Aifficult problen. The feeling that they
are "trapped” tends to lower the efficiescy sud productivity of these
employees. On the other haud, auy large-scale rotation of the SIPS
Group wcu:gﬁ have a serious adverse effect ou the Program by requir-
ilog the traiiiug of replacenents.

PRecommendation to. 3

That the Director of the SIPS Task Force and tue
heads of the DDS Career Services concerued arrange for
sounseling with each DD3 detailee with s view to assuring
the baat possible long-rasge utilization of the indive
jdual, both from his siacdpoiut and that of the Agency.

- 4 .

3ECRET
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3




Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3

VII. IWTELLIGESCE SUPPORT DIVISION

e The Intelligence Support Diviston (IsD) m.al:l euployees
and 18 comprised of the OFfise of the Chief n.d four brasches:
the Data Applicatinas Hraaon » Special Projects Eranch, Intelligence
Menagement Braich, acd the Programmisg Servicea Branci. The primaxy
Tunetion of 12D 1s to provide asgistance to certai: Agency componeats,
mainly lotelligence producers, in the develomme:l of ADP systems
required in the support of their missions. This involves the study,
analysis, snd development of systems and the programning of computer
spplications desigued to {icrease the productivity or Luprove the
efficiency of the using coupoent,

2. Functionally, the four bracches of ISD are all asgaged is
the shove-mentioned activities nad are collectively involved iu the
developme.t or mainteuauce of ADP systems priseipslly for DDI, DD/aar,
DOP and HIPE. 'The followlig are examples of currest activities of
the four brya.ches.

3. Special Projects Brauch - This brasch provides services aad

assistance to OSR/DDI in counection with itrategic Cost Analysie Yodel
(%éh) vhich 1s designed ror costing various force postures associaied
with strategic weapous; develope atatistical data on the Vietnan war
for the SAVA itaff; provides ALP support for OER in counection with
the economic analyses of world trade data (TRABER); ard mseists the

-4 .
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Office of Security 4n the development of a. ADP system to aid in
detecting usauthorized transmissions.

b, Intellizence Masagement Bransg ~ This brench works closely
with the HIPE Staff in the development a.d mifz‘c&.elﬁnce of' the Parget-
Griented Display (T0D) system, row called Comemmity in@ellig&m
Resources Information Systems (CIRI3). TOD is desigued to record
and aualye the total resources of the U.5. iutelligence community.
The bracch is also invelved in the developuent of a closely rolsted

systen for the malatenance of an Oversess Intelligecce Fnciliiies

Inventory for HIPE. The branch isuaistiug FHSAC in reviewisng and
izproving mechine files &s to content and use on the FESAC/AID Pro-
Ject. Assistauce 1g slso provided to various Agency components in
reviewing contractor vork statements and contractor performance in
conneetion with cantréets involving computer use.

5. FProgrammioe Services Branch - This branch assipts ine Office
of Cormunicatioss in developiug and majutainicy ADP systems that pro~
vide data required for seciure agent transmissions; provides services
to 08X in counection with data mauipulations or simulatious relstlug
te biological and chemical warfare; mad performs services for other
}\gemy components in connectlon with the development of on-lise ABFV
applicatlons for intelligence productio. azalysts.

£. Data Applicaticus Branch ~ This traach 1s iavclved in the

mintenance and utilization of & large-scale, general-purpose file

- 4E -
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mauggenest systes, CAPRI (Centralized Autoustic Processiug and
Retrieval of Intelligence) asd %: n projeét for CRS/DDI celled
 QUIKTRAK. CAFRI, which had ﬁ;é origin i1 the CHEIVE effort, wan
developed by OCS on the premise that zauy of the requirements em-
| ployed in organizing, processing, and displaying i:xtelligemé infor-
matlou sre sufficlently slike, eves though tie substantive costent
of the Illes differ, io permit erfielent multiple use of the same
AUF program o serve the comon needs of a wide variety of users.
Seveyal years of developmental work have goae inio the CAPRL effort,
and the system is now ready for use. However, it has aot been widely
accepted, and its actual use at this time is limited to ounly s fev
. applications. ‘ | |
7. 0C3 fos.}cials described CAPRI as a deep-index file manage-
mant system of counsiderable pover and utility, and seem to Tfeel thai
it can be proficebly applied to serve many of DX 's basic informatio:
storage and mtrimml requirenents. Some officlals in DDI, however,
wvere guile skeptical concernisg the value asd utility of CAPRI and
fely that its use was very limited Tor satisfyl:g the practical re-
guiremects for information ha:dling in the DDI. Additicual exper-
lence in application will De uecessary Lo tell whether CAPRI iz worth
the time and money that hns bsen put iato 1ts development.
8. Arrscgememtis have recently beeu made to support CRS/DDI 4
tm development of QUIKTRAK, = complex ov-1i:ie ADP system used for
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analysis of dats required “by OSR concerning foreign militery forces
and installations. fThe initial design of this system was handled

by an outside contractor under an ORD contract. Present

Plens are to phase out the]  lontract and utilige 003, CRS, and
OSR capabilities to rrovide the eystems analysis and programming
support required.

9. Comments - At the beginning of our inspection when we first
surveyed ISD and talked to all its enployees, the division had been
recently reorganized, apparently to improve supervision and mahage-«'
ment and to adopt a posture which would be more responsive to cus-
tomer requirements. The new chief of the division was trylng to
institute improvements in sumﬁiawy practices, devise better
teehniques for conducting systems studies » and establish and enforce
more explicit standards for programing ccnvaﬁtionn and documentation.

10. 1In the past, some ADP programs were never completely |
documented by ISD and therefore required the intervention of a
programmer between the customer and the Operations Division
each time the customer asked for machine services. At the
time of our survey, priority attention vas belng given by the
new mﬁnagemqnt to completing the documentation on these programs
and to the preparation of run manuals which would then be turned
over to bthn Operations Division, thus enabling the QOperations Div~

islon to respond &irectly to customer reguests for routine computer

- w -
SECRET
Approved For Release 2003/05/27 : CIA-RDP84700780R003400080015-3




Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3

SECRET

services withoul ihe interve ifon of a prusrancer. This weuld also
e:able 15D t0 get oa with v work.

11, Is owr ioltial talks with the euployees 1 1sD, we fouwd
 that usdersmployment was the privary problem in the division. Ale
Lhoush uost esployees felt that OCS was cocerned aboul them avd
had 4 generous prowotion panfsy, IS0 morale was low, asd many of
the people expresaed fruatration, ‘beeause thelir tale:ts and energies |
were not belng properly utilized, There were various views expreased
an t@vtm couses and effects of the underemployumest problem. A few
esployees appeared to have adupted a 8low work pace that stretched
out the work svaileble asd seemed to have adapied quite comfortably
to that pace. However, usost of the empluyeaa were clsarly wshappy
aboul the situstion and blased “macageme:;t” in one way or aszéthﬁr
Tor .ot keeping them busy a:d fully vccupied. This criticissm took
several forme. The sharpest criticism was leveled at the previcus
division uod bresch chlelfs for bad maisgerest and supervisory
prectices. PEnployeess comploiced about wiclemr delegations of author-
1ty and responsidility, lack of long-range planniag, ad purposeful
direction and guidasce, i adequate standards acd procedires, poor
docmentation practices, l:iept orgacization and scheduling of work
sasigrmeate, ard fallure o gain o mLta:Ls customer cocfidesce io
I51's capability aud willingness to nelp them in solvisg taeir ADP
- problems. Some of the employees levelad oriticism st the office of
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the Director, 003, for failure to elarify the roles and relation.
salips of 008 with CRS/DOL concerning the utilisatlon of the CAPRY
system 1. developlas storage and retrieval systems for the Iutel-
ilgence Directorate, sad for fatlare to clarify the ground rules
Tor participation by I9D in &he developument of the QUIKTRAK systen,
several employees complaiied that OC3 interal comemnieations were
weak and that they geuerally heard sbout OC: Plass asd activities
via the graperine rather tuan belog spprised through of fleism)
cignela. |

12. Gome of the people in ISD also criticized other Agency
components fer placiag too mich dependence upo oulside contrsctors
for the davelopueit of corputer systems and scftvare packages 1.~
stend of using O03. They =slso criticized users for failig to des~
crive thelr ADP requirements or problems with sufficieat clarity
L0 eanble OCS analysis aqd prograszers to do thelr jobs without
extensive backirackisg ad delays.

i3. The lack of “larity in respect $6 the roles aud regpon-
sibilities of I08 and CR/DDI appeared to be the source of mwy of
i3D's problems. CRS/DDI has its owe computer canter, which im used
prinarily to operate a lurze ADP progres (ARGIS) for the storage and
ratrieval of intelligence isformstion. At the time of our initisl
survey, CR3 controllsd the computer equimacd sugportlog Project
QUITIRAX, operated a Rapid Search machine, ad provided some olier

rn
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limited ADP services to IDIi customers. Presumsbly 0C3' role is to
provide "all other” computer aar#icu rmitgd by tha Intelligesce
Directorste. e found that there vas considersble uccertainty
respaciing thu type of ADP systems and softwvare the Intelligence |
Directorste really seeds, cosfusion as 1o the mmetiu respon -~
8lbiltties of CRY and OUS in satisfying thouse needs, and disagree~
ments about the wmethods vhich should be exployed by OCS in providing
ADP support to the Intelligeace Directorate. Definitive asalysis
asd clarification of the roles are needed to improve the relation~
ships betveen these offices and to permit more offective utilizatios
of personnel in support of the Intelligence Directorate’s ADP require-
ments. -. |

- b, Most of the employees felt that the sew division chiefl was
aware of the prodlems sbout which they complained aud that he mod
the branch chiefs vere trying to initiste changes sad develop work
projects designed to bring sbout lmprovements iu the eitustics. Ve
iater talked to the division chief as well as ihe Acting Director,
OC5, t0 be sure they were apprised of the usderemployment situation
end related problems in ISD. fThe Acting Director, OC3, assured us
he had been mads aware of the problems by tue Chief, ISD, and that
he had inltiated, or was ia the process of izlitiating, actions
inteuded to correct the situatiou. At this point we arrasged to
conduet & later reviev of the 18D to determise the effects of the

-~ 51 -
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correetive actions being tekey.
15. later in our survey ve sgain revieved the situstion in
ISD and found that: -
a. Areduction from| |employees i the
division's on-bosrd personnel strength hed been made,
b. Arvasgements usd been made witn CRS/DDI to use
5X1 five of the[ |ISD employees in providisg support for
the development of the QUISTRAK system. The| |
contract is being phased out,
¢« Aa ISD employee had beea detailed to OFR/DDI
to assist that office iu upgrading its ADP applications
. 80 a8 o provide Letter support for OER anslysts.
. The CAPRI system was beginning to be used in
conuection with elght ADP custozer spplications. (Projects
5X1 | for QER; DRUGS for Office of

Hedical Sarvim; ITESREG for IRC; DISPS for Special Projects
Stalf; PROJLIST for Office of ELINT; aud NATIEC for the
dational Security Council.) OCS officials sppeared
confident thet further practical uses would be found
for&n:l.s systen.
e. 3everal additional work programe, including &
nejor ISP retriewal Froject, nad been sasizoed to ISD
by the Office of the Director, 0CS.

. ,v ' | - 52
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f. Supervisory practices i tue dlvision had

beeu tightesed and improved, ard all employees

appeared to be fully occupied.

6. Fisally, ve fou:d that the Acting Director, 6&:8, was e~
gaged in discussions with the Information Processiag Coordinator/DDI
to clarify resporasbilities and obtain Ggreement ag to how OC5 will
support the Intelligence Directorste's ADP needs .

Recowmmendatios Eo., &

That the Deputy Director for Seience tmd chnr logy
ensure that & definitive understending is reached éth’
the Deputy Director for lutelligenes to clarify the =
roles and reapoisibilities of OC3 and CRS.
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VIIX. OFERATIONS DIVISION

1. The Operations Division, with [ |staff employees, ru.s the
OC3 computer center. They sre asgisted by .
The division employees are mostly computer snd card punch operators.

2. dervices provided by this divieton are: scheduling sud
coordiznting productio requests; Jjob costrol and card punching;
preparing Laput data fur processing, using heypuwich machines, card
sorters, collators, interpreters, asd printers; operating m |
scheduling the many computers and peripheral equipseat; maintaiy-
iug a tape and dise Ubdrery; revieving snd maiotaining step-by~step
production procedures; a.d implemenuting asd modifylng the systewms
soltware which activates axd controls the hardvare .

3. The dtvision chief asd nis deputy supervise the activities
of the Techuical Staff, the Production Control Branch, and the
Compuley Prémaing Bracen. Division supervision and coatrol is
exercised through regular daily coutacts ’baetwazs the chief a:d his
subordicates but also by means of weekly stalf asetings, oune with
811 braach aod staff chiefs present aad another neetlig vith the
chiefe individually. The branches s in tura, hold weekly m‘&inga
to pass the word. Persoual direction is supplevented by directives
cutlined in Chapters 50-55 of the OC3 Operati.g Procedures, as well
&8 by Division Procedural Yotices for the customers’ guidauce..
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h. The Pechuical Stalf - This staff hes maidy
systems programsers. It ia resporsible for {implemesting and
wdifying the software which activates asd controls the computer
harduare to easure the productivity of the hardvare and improve

its copabilities. The stafl mesders do aot ereate &i)pl.imt.tms

systems or programs. They do, however, asslet customers iu straight~
enlng out faults in epplicstion syetems which mske these systems
iacompatible with the computer and/or its software. Occmsionally
they tailor their softuare to meet specific needs of the user and
the computer system configuration.

5. Bacause nf the staff’s softvare respangidilities, the chief
keeps abreast of the latest developments in sofiwore systemm and,
Vith the stafl mexbers, deals with the macufactupers and their
representatives on softvare and herdware probisme. The chief is &
member o the OCS Techuieal Review Copmittee. Be also attends
meetings held by OCS with user techniclans. We bave uoted, however,
that very little cross-fertilisation takes place betweeu the computer
techniclans of the varicus directorates. For eraxple, if s Clan-
destine Service (CS) technician hes a softwvare-hardware probles,
he tekes 1t up with the| |represestative with the G5, who in turs

takes the problem to the senigr representative in the Agency.
sm:uar;y, ac OC3 man may turn to.ozie of the OCS-mesigned |:|rey~

resentatives, who agaln turus 0 the senior represantative,

- 55 o
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1 The reprecentative, 1 afvect, winds up ag s coordinator for
an Agency problesm, which ve believe is improper.

Becommendatlos Ho. O

That the Istelligeace Processlig Poard establish
-8 system thet will improve techaical ceordisstios
apcong the directorates’' computer techudciz a and with
contractor representatives,

6. The chief of the Techuical staff considers bis ewl@;rém o
be well gqualified for their Jobs. He belloves morale iz good, azd
va fou:d it to be so. The high morale seems %0 be based on the
avalilability of promotion hesdroom snd the veriety of chelienging
© problems that keep laterest high.
7. The Profuction Control Eranch - This branch has twoc sections,

J It is 2 wizture of professiosals (mostly program-

mere )} azd key-pusch operstors.
4. The programmers of the| lare res-
pouaitle for the Jjob sontrol and documestatlon of ou-going prograns.

They sdjust many of the programe to meet the curreni nweds of cus~
tomers. This function was once performed by the applications divisions,
anl ia many computer organizstions, probably would be 2 staff fusction
and not one assigaed to the Operetious Divigion. However, the fusction
vas removed from the applicatiois divisions scd ssaigned 1o the old
operasional-type EAM unit, whieh processed data mostly of & finsancial
nature, and wes placed in the Operations Division. Betveen &0 and

® v 36 -
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10 projects are asaig-ed to the seotion.

9+ Although tue has standard

criteria regquiring documeststioa of *.;k% orograns it mansges, the

standards are sot uniformly euferced. This iz widerstandeble to 2
degree cousidering the varied nature of the csay programs. Hever-
theleas, sound AP practicel would require siricter cooplissce. '

X1 10, The| |Mmileé 100 or more jobs.

Host of these have bee: z0ing on for some time, such ss payroll,
persornel locstor, and sizmdlar programs. <he secticu mesdbers prepare
the input data for corputer processing by waing key puach machines,

card sorters, collstors, interpreters, and printers.

‘ 11. The Computer Processing Brauuch ~ This bracch runs the 008
X1 ' computers. Ity lare divided mmosg three S-hour shifts,

which operate the computer cester 2h hours u day, 7 dnys a week. The
branch chief has overall respossibility for branch sctivities, but
gach shift has a supervisor vho works s particular shift time on 8
peruaent basis. In sddition, emch shift hus 8 senior operator/
supervisor who rotates with his #:ift But is svbordliate to the
porpacsent shift supervisor. Tape }.,mrariasﬁa and clerks are alac
merbers of each shift. The clerks receive Jubs uod desl wilh the
custoners.

12. ¥We believe the voutine by which jobs are accepted cesds
éamri.ptie;n sad comment. The clerks receive the Job request forme

. -
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(Form 2737}, viich identify the job to be dose, the customer, an

other detalls. They then put togetner the project program. Thia

Liwolves getting all necessary Lapes frow the tape library sad
assenbling olher compocents of the job to be done. The assembled
job 18 the: elther delivered to the computer rota or placed in a
rock for pickup by the operstors vhen {hey m"free. When the Jjob
has bee rws, it 1s plcked up Wy the custmm,‘ ¥ho turus over &
file copy of Form 2737 &8 a recelipt for the work done and for vhat-
ever waterial is reiurned to him. ALl braach uesbers £ill out a
dally record of work done, and the machizes, in turn, have counting
devices that record the work dose, The breich mexbers do not |
question suyose's right to submit a3 Jjob reguest. They nsoume that
the request has proper suthorizetion. They strive to please the
cuatosers. I there are, iu facht, auy uwees of ihe compuler canter.
for private or other unauthorized purposes, it would require au
extresely detalled check of the employees® work records and computer-
use records to discover tiem. lormal and quite close clhecks have
revealed sone. The branch chief ls aware thet this could be &
probles asd gives it econtiuuning attention.

13. Comments - We belfjeve that the Uperatioss Division is well
run. Horale appesrs high, aud there sre sxall persosuel losses to
isdustry. The division offers ite employees opportunities ta improve

sheir qualifications aud pove up to better jobs both within the

.53 -
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Mvision and other aress of (3.

1h. e found space problems within the division. ?or axazple,
the Taechileal Staff occupies one room with a larze asount of customer
traffic fu and out. The room is therefore noisy, congested, and
poorly sulted for cézmeﬁtm%mn and uninberrupted wvork. In

sddition, the |of the Production Coatral

Irasch occupies a dreary, uoisy, though secwure area. We will dis-
cusg the 903 space problen furter ia a separale sectlon.

15. Currest Operstions Divisios Squipme:i - The computers
curreatly belog used by the Operations Division are:
3 1BM 360/65 1 RCA T0/35
2 IEd 360/20 1 ACA 70/85
1® 360767 1 €pec dove (915)
1 AEDL 1 CALCGWP
16. The IBM 3E0/67 time-sharing campater has S0 remote
computer terminals now operstiocnal, with 22 peading.
17. Future Equipme:t jeeds - In cossidering whether or sot

the Operations Divisfon iow hes the right computers to do its job,

or in sttempting to forecast what they should have 1. the future,

e are faced with problems which sre beyoud our technical compete:ce
{0 solve. Purther, we hwzé wot found an iézdi*zim ¥vho has expressed
great confidence iu his abiliiy to make these determiiations. %»ée-
have the impression that the Agency scguired its earlier computers

BECRET
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tarough & nusber of isolated decisions arrived at ly mesns of
computer-conpany sslespanship, eathuginsz i an Wxg techuical
environpert, the personal persussion of a few of our own eomputer
sl customer specialists, and &1 honest and grovicg Ageacy need to
exploy ALP. However, the acguisition of its umtmutmm
mmﬂtatamm&im&aﬁmiwwmof
needs, matmmmwmgmmmmmm.
There haa been progress. Neverthelsss, eves with our technical
limitations, we feel that no cue really knows 1f what ve bave is
what we need, 1f what we have is cont-gflfactive relstive to other -
mﬁ&ingmgab,wmmmtmcmuxwmm
® Sbould be. We recognise the steps takes by the Executive Director-
Wmmstmgmmmmtmumtm&
fnl;butmﬁelt&atmhm%ﬂdh&maﬁmm,ww
organizatious, mmmnmmpmmgwmm
requirements. >MME effort may more clearly define the users'
seeds. Ye belleve OCS, with ORD's cooperation, shoyld give more
atmmmmtwmwmmtmumtmmunu,
wuummmummatmma-mmhammmtaﬂew
tvely.
18. mmtmmafm:w,wmmﬁwnt
the rapid advances thet are taking place in computer techaology. While
the capabilities (and probleme) of third generstion computers ars only

o , -6 -
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noW deing realized, the computer R&D people are planning the fourth
generation. Ae they become a reality, the physical size of computers
should be reduced, speed of operations should increase, storage
should be increased, and, hopefully, coste in terms of relative
efficlency may come down. Computer developments have moved rapidly
from tubes to trausistors to integrated circuits. On the one hand,
we are impressed with the potential of time-gharing with its util-
ization of & high-powered central computer, and, on the other hand,
there is the poseibility that the 1970s may see the development of
small, relatively cheap computers that could be dedicated to the
exclusive use of an individual or office and still be cost-effective.
We have the impression that time-sharing with an IEM 360/67 makes a
great deal of sense considering its tremendous capabilities. liever-
theless, the problems involved in integrating meny diverse intelligence
programs suggest that there may be other more cost-effective ways to
handle this diversity in the future. Computer literature is orf
little help. Some experts support time-sharing, using larger and
largsr capacity and higher and higher speed central processors.
Others believe the "fourth generation" computers can make dedicated
systems for small groups or organizations practical. While we have
no firm view one way or another, we do have some suggestions.

19. The need for compartmentation in computer usage ie accepted
today, and we believe that compartmentation will continue to be &
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ng requireme;t and 80 mn ADP gseeurity problen f{or the Agzency. |
¥e alwo believe that the nusbey of usigue conpuier prograns that
Wil evolve in the future will increase. We casnot judge whether
or aot integrated systese cau handle mny ad diverge W
aecurely in the future, In addition, ve caanof, determiose waetner
or not fourth generatica computers vill be cost-effective if empioyed
ae dedicated systems. e are reascsably ceriain thet such determine
ationg will be diffiecwit to make regardiess of vho tries. Their
difficulties are exemplified by ona nxpart’é romark that' eve: with
the remarkable computsr advauces in receat years, sbout half of the
tird-generation IR 360's uov installed 1a the U.3. are still
. operating in the "emulation” mode--i.¢., are using programs designed

for second-generation computers rather thaz the more efficient pro-
graxe developed for the 360's.

20. With these problens in mind ve suggest that OCS s.d the
Ageney Intelligeuce Processing Doard cossider tbe followii:

a. Has OCC reached a point in computer asd

softvare purchases and w at whiech it should pause

and apend conaidevable effort in anslyzing the potestial |

of what it has acd hov it i using it! In other vords,

should OC8 cut beck ou the acceptaice of new compuler

requlrements and go xll out to clear up existing

Eystems and progrens or diseard some 1t already hasy

o -6 -
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b. To what degree is tus Agency willing to
lover ite compurtmesntation security standards to
accompndate the use of Agency and Community ADP
time-sbering systems:

L) - 63 -
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IX. OEHERAL DIsCUSSION
A. Roles and Responaibiiities

1. Backgrousd - By 1966, Agency informetion processing activ-
itles involving the use of ADP had sxpsnded t0 the point thet it was
aecessary to sdjuwst respocsibilities ia this area. The expansion,
plus BoB pushing, led to the July 1966 publication of a Beadquarters
Hotice coucerniug Ageuncy ADP Policy. The liotice provided that AP
policy direction and staf? respongibility should rest with the
Expcutive Director-Comptroller assisted by the Information Processing
Staff in O/FFB. It directed that the Computer Support Center, DD/BAf,

' mmmmmmmmﬁgmqmumd
satisfy both their reguirements fopr programming assistance and for
operatiou of computer squipmesnt. The responsibility for problem
analysis was left in the various dirsctorates or componenta. How-
ever, if they lacked analytic capabllity, the Conputer Support Center
would furnish such support. HPIC and RID were autharized to continue
the independent operetion of thelr computer installations. Finally,
the Hotice directed esmch Deputy Director to appoliot sa Information
Processing Coordinator (IPC) to esteblish wiorities, develop pro-
grazs, and undertake problex ssalysis to meet the information pro-
cessing requirements of his directorate.

2. Oue effect of the iiotice was the establishuent of OCS s a

® - 6k -
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comuan concern service unit for AIP matters. The directorstes retained
~ line respousibility for determining the basic requiremmits for sube

stantive information, decisions as to the feasidility of uwtilizing

an AP system to satisfy information requirenesis, the asslysis axd

deaign of ADP systems, programming, centrol over ilopute, utilisatiocu

of outputs, and the contisuous review sud svalustion of results in

relation to costs incurred and benefits obtained.

3. Aaother effect of the jotice uss the appointment of the IPCs
for each directorate. The coordinators met frequently but inforsally
and Yormed s loose-kait central coordinetion body wsually with
participation of the IP Staff members of O/PPB. The IFCe in fact
reprosented thelr own directorstes' iasterests rather theo providing
8 Agency~level steffisg facility for the objective analysis of ADP
problems. Such parochisl attitules were natural and not sontrary
to aay regulstory provisions.

b, as Agency ADP activities developed further, proposals have
bee: made &t various times to place all such activities in one sestral
organigation. As recently as Septesber 1965, the DCI stated that
8t least for the time being no reorgasizsticoal step to provide for
centralization would be takes. ie 344 requeat, however, that ibe
Executive Director-Cosptrolier take steps to strengthen the coor-
dination and nansgement of Agency ADP sactivities.

5. M&W,Wﬁguuuﬁnt step, the Exec-
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Mumw-mmmmw:mmrwmmnmlﬁ&
vhich set forth certain criteris which should be followed in makisg
decisions to use AIP, It plseed responsibility twmking these
decisions on componant- and ﬁirwtomte-kvel menagement aad get
farth benchuarks for sueh éaeicim. It also stated the respou-
s1bilities of the IPCs Withis their directorates aod sppoisted them

&. Asaisting L» the formulation of policy and
plasaing guidssce eancersing CIA's information processing
activities, both internally and as they relats to other
Sgescies and to the istelligence community.

b. Revieviug proposed ADP applications which have
significant rescuree izplieations at the time the first
benchmark is reached to dsteralne vhether aud to wast
mxtmmwtaarnhtematmmmw
Planed AP activities iz othew directorates; to deter-
mine the seed for compatidility with otber sctivities ia
the Agency; sod to suggest means by which compatidility
way be achleved where there iz a need.

®. Assisting as sppropriste in determining what
facilities or systems are to be used to solve particular

® - 66 -
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4. Advigiog tis Executive Direetor-Camptroller oa

ARP matters generally aud offering specific recomuendations

& sppropriate.

6. mMmmﬂmwmmmmmrargfm
and cosponects 88 necessary to acconplish ite mission. The Executive
Pirector-Comptroller aleo called upo: the IDS to estehlish s Techiical
Facilities Committee to work with tae Board 0. requiremects for support
services and facilities. 'This has been doe.

7. mmmmnmrzmmmnmme
mfwwmmgmw*s obligation to establish
effective maosgement of its AP aetivities. Much more remaiss to de
doue. mmmmmamm n0 real authority. Its mesbers,
mgtfwmm,mmnmmmmmwmum
directorstes and have full-time jobs. The Chairmm: is also Deputy
Divector, O/FPB.

3, As it now stands, therefore, the IP Board which bas been
migmdamtmtwmh,mm,mﬂaaeaumm%
U of isdividuals who caonot sct ladependently 1n the interest of the
Agency as a whole. Ve have observed that sowe orgmanisations, iaclud-
ing the nmilitary services, sseign the coordination and control respo:-
Mmmmmmmmtmssmwmamm
smﬂ‘tmmdincthwtopmt. Whether such a staff
should be m"wmw@mmmxmﬁtﬂm@m

&671.
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or disparsion of ADP respo:sibilities. 1t is essential, however,
that it have the reguisite skills and sulfficient stresgth aond
indeperdence 10 movide s professiossl review of major system desiga
proposals within the framework of s comson disciplice, and to perfors
ﬁa§MMMgmdamﬁnﬂwmmummmmvuumm&ﬂwammmmmm
MSﬁumtmmﬁeﬁ&@&%ot%pmmymﬁoﬂmﬂnm It i
owr helief, that 1f the iP Board is to carry out its mission the
mmmuwtdmhmummwmmnotﬁ@w@mmmﬂmMmMm
GmwwtammwnmtmammﬁhtawmwaMammuwmﬁu
mmummﬂmnmm&mmmtﬁlﬁmtﬁ&gﬂﬂWﬁﬁm&mﬁ
and are respousible only to its chairmes who in turs would be respon~
.' ﬂﬁnmb@o&eﬁmﬁﬂummmthwwmum We realize, how-
ww,%ﬁt&tﬁmmwﬂumMMﬁuwMMmuxﬁm&m&&mwmm
are searce commodities aud if the members ware 10 be tsken out of
wﬁrﬂm#&nw,WeMmuwmmaﬁmm Becavse of that, and
mmmaﬁtmcwnﬂe@baf&mw&&ammﬂummvemnma
that the independence needed could be secozplished by meking ite
@ﬂmmdkwﬂru@mﬁM§mtmgnwuwbuwwwmdw
assigning $o him a strong stasr, ﬂammmmofﬁm&mmmmm
cwﬁma%gwm%inamw&wmmm&ﬁMmﬂwﬂm We believe
that a board structured in this fashion and given suthority in the
ﬁw&ammmMNWNGMMNMJMNtwtwummmmtﬁtm
gm@.@wImeamﬂ%ufmmu,ﬂﬂl%fmu&aﬂlwm

.
- 63 -

BELRET?

Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3




—7

Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3

SECRET

O/ FEDG nod other individusls and compooeiis o the Agency as
LROESESLY .

9. althouzs many people vwiithin the Agency acd outside dlsugres
o pany aspects cuncerning the mansgement of computer acd ADP systens,
thers appears 10 be gensral agreement that there are al least six
major sdubdstrative processas 1: the development acd operation of
ADP systems which must be subjected to speclfic managenext control.

These processes sre (1) Determiostion of basic isformation require-

mants; (2) Conduct of s feasibility at@; {3} Reviev and spproval

of system design; (4) Progromming; (5) Operations of computers; and,
(6} Beview and avaluatios of results. The inter-depevdecce of these
processes 1s such thet the proper srd timely execution of esch pro-
cegs ia crucisl to the successiul maaperest of asxy ADP system. 1%
is recognized that the meiio.s required to perform the six major
processes described hriefly asbove may iivolve scores of sub-processes
witnin each msjor process, some of which are highly techideal. The
importence of diselplined isteraction asd coordisstion of effort
Teivee: the AP specislists and fuictlonal specielists ou each of
thege procesges is also recognized. However, siuce each of these
mjor processes requires differing types snd levels of knowledge aud
skill, ve belleve it esse tial from the sta dpoint of effective
{nternal managemest control that geceral sissdards be sptablished.

Lo believe that it is in theee arese that the Chairman of the IP

ERCRET
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mm«uummmmvumzuwsmmm
as8ist the directorstes in meeting the responsibilities outlined in
the 13 October 1969 Executive Director-Comptroller memurandum.

Remmndut}gg Sa. 6

cos1gnag the Contrenn of e o8 Soue Lar ouALder

devine sod 1asne Agenes P oontarny ST

10. Pollowisg are some further coments concercing the six
management processes mestioned above:

il1. Beguiremets - In the past, OCS, like its cousins in
private industry, w;mmwwmxuw»
vices and drum uwp business. The customers, in turs, did sot slways
deterndne their real information needs 88 explicitly and precisely
o8 thay might have. Often the customers® requirenents wers expressed
in vegue terws or in the form of overly aophisticated aspirations,
and OC8 aceepted ADP reguests that were conslderably less than perfect.
In addition, there was too liitle office concera with proper manage-
ment spproval of requiremeats in the user composent.

2. mrmsmmummmmbow in OC8 and in
the customer components. 0CS, slthough still very custoger-oriented,
no longer seeks out business aggressively. The customers are also
becoming more knowledgesdle of the limitations ss well as the capa-
bilities of AIP and consequently are more selsctive in their reguire~
ments. However, mnnzum:ormmmrwm

- T -
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Sriteris. One of ihe problems faelug the Ageicy at this time is that
of gggeeising and controlling the requirements for ADP time-sharing
and intevective services. Urdoubtedly some Agency elements have n
legistvate need for a reliable irteractive time-sharing service. Ye
are concerued, however, over the growing sumber of requests for the
installation of remote-termiusl equipmest; the growth of informatioa
files vhich will be reguired to support such services, and the ready
acoeptance of such requesis. Pifty remote terminals have already bee:
installed. OCS has twaaty requests for additionsl installatiocas, and
several hundred requests are aunticipated over the next few years.

The wnecontrolled proliferation of Temote terminals lins far-resching
implications. It represenis an opes«end demasd on Agency reacurces
iztmafmmu&mmmfmmwmw

T1le structures and to make other changes in ADP systems design and
pograms 30 that they may operate effectively 1::: the interactive time-
shariag mode. There ie a veed for closer review of the Justifiestion
for remote termiaals.

Feasibiiity Study - This type of gslady iseludea estimating
aadm.}cetingmtormedcmumnt of the system as well as the
cost of care and feeding the aystem once it is in operaticn. Benefits
which are expected frem the systsm should be identified in such terme
a8 storage and retrieval services, reports, iudexes, rung, and displsy

- 7L -
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infermstion. Within the Azency, compretiensive Teesibility studies
hwmwmmmmwmmwmmwng
AP systems. We obgerved that in umny cases the target detes aud
cost estimates projected for the design and g
Eystens were understated, asdl that ADP systems are seldom impleme:ted
¥ithin the cost celling or time-span originally planned.

1k, M~md¢xignofmm$ymw complex, time-cone
swrlang, and expessive. Tue design effort involves axpliclt identifi-
¢ation of emch item of information and the detailed charting of eech
slep and process. It includes satablishing input aad contrsl pointe,
devising procedures, formatting reports and dispiays, and a variety of
olther detailed work. It requires the contiuous interaction and

expertise of a computer-orieuted system atalyst and the functional
Specialist. ADP aystems have at times been designed by fuuctiv.gl
specialists without adequate or timely participatico by AP apescisi-
ista: or by ADP specislists vithout adequate participation by functio:~
al specialists. We fouod that, i other cases, both the functional
offices and OCS failed to assigy the specialists ou a timely basis
mdfﬁmmmmmeswtm reports on the progress of the
Wk .

15. Programming - Although Jrogramali.g is an intricate techuical
mm%hmmwmmhmbenmmmemar
progresmers, we belleve that its supervision is an importast 0C3

u’?g:-
BECRERT
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TaoAgement responsibility. It ig therefore importast that 003
mgaimtb:tammmmtommwannﬁmmum
preacribed for his ersft, document trery step of the process so that
it cun be understood iy other progravoers, wod refrain from making
Ay changes thet would affect the system design without full cone

Tecessary that the interaction betwees the functional and AP
specialists be coztinued until the system ia progroamed, tested, sad
is operating sffectively. we observed that io Bome instances this
bad not been doue.

16. Machine Operations - We found that the operstion of computers
&@dmingﬂmmﬁtmmmw&mwofthem
major processes wentioned to this point. The Operaticas Division
has established workable standard operating =:d eontprol procadures,
time standsrda, scheduling, file retention, and housekeeping routines.

17. Beview end Bvalmation of ADP Results - Continuous critiesl
exsmination of the output from ADP systems to ascertain the value asd
usefuliess of the profuct is essential 10 identify benefits axd to
cancel, update, or improve the procedures, Progrems, or other AP
procasbes. Ve fourd that mmay users were eritical of some aspect of
their ADP product. Some were working aggressively within their ow:
offices and with OCS to effect needed loprovements. Others have
identified their probleme to OCS formally or informelly, but OCS has

B3ECRET
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a0t always beeo able o aci prouptly ia effeetiug cceded programuing
chasnes or systess improveme:ls, because of ather coaflicting requive~
mects Tor their services. 4 wore positive mathod of Formal iden-
tification of dmficieucies in s:m—goi.ﬁg LDP pystems and some priority
systen for assigning 0C3 systems analysts 8.4 prograsming talent %o
effect improvewents seems 1o be needed. Also, siandards acd pmeeaw
are seadad for regular emlue.:i#n of AP reaults to determine thelr
resl usefuloess so that macagement oa: decide whether or not to
continug such ADP programs.

s ‘gi{o -
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B, Priorities

1. Incressing and conflicting demndis are belng placed wpon
Q03 for systems desig: and programming ssslstance to update old
syslens and programs, to desig: sew systems, aod to provide wore
Lateractive tise-sharing services, systems softvare, and hardvare
support. Uoader the prevalliug practices, the customer who wauts
to use ADP zust get awal.to go ahead from his own dlrectorate.
Beyond the directorate level no firn mausgouent mechanisn appears
to exist for determining the relmtive urgency or benefit to the
Ageucy of exploying one system sa opposed to anuther, of designating
priorvities for the development of those systeus considered of great~
28t value to the Agency, or for striking a reasonsble balance between
updating old programe aod devisiag and testing :ew programs. OC3 |
operstes on an ad hoe pricrities basis with respect to systems
degsian aund progromping sasistance, m Office switchea persouuel
from one system to anolher, depending in large part on the degres
of pressure which can be exerted by the customer. Cousidering the
awagtraints and e&:&ﬂict:iézg pressures under which tiey work, they
¢o aa good a Job i this respect ss could Le expected. Clearly,
however, scoe defi:itive systen of priarif.its should be zstablished.

-T5 =
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Becompendation Fo. 7

That the IP Board allwess itsell to ADP
priority problens. Agency

W‘véh
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C. OUINS Experimest

1. The Office of Computer Services participates is as intere
agency experimeat that affects some aspects of its common concers
services for the Agency. Tue experiment is the Commity Ou-Line
Intelligence dystem effort (COLiS) established by a dlrective of
Fresideat Johnsou to the DCI. 'The CIA (0C3), BIA, ¥5A, APIC, State,
and the National Indications Canter (NIC) are particlpating ia the
experiment. The Director, HSA, is the Executive Agent for COLES.

- Cur treatment of COISS in this report is limited to a description
of attitades towards the experivent that we fouad prevalent RWONZ
computsr people and a discussion of some of its gecurdity impli-
catlong. We regsd this latter subject as oue of uﬁm&t importasce.

2, The ides originated with the Presideat’s Foreign
Inteiligeace Advisory Soard (PPIAB). The Board Lelleves tuat money
8nfl nanpower can be saved 1P the wegbera of the Intelligeace Cope
munity share each other's files. ey envision Intercoanaseted
camputers at the different agencies forming s network of computer-
baged files. Any wenber of the system, then, could gquery any other
mezber's files and get a quick asnswer. A8 now planned, computer-
based files at CIA (0CS), #:3a, DIA; and HPIC will be iutercosnected,
and State and the KIC will have remote termicals m};r. HPIC im wow
ot on-liae.

-hnu
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3. In owr discusaions with 008 officiais who have au iuterest
1a COINS, we found Aissatisfoction with the experiment. The disg-
satisfaction stems from seversl problem aress, which iuclude the
oomputers used is the aystem; the manuer in which they are baiag_

yed; and security. There are other problen areas, which do not

fsll within the purview of 003, such as yarochial attitudes aad the

naturs of the files in the system which we believe aseed mentioning.
b, The Computers Employed 1u COI'S - UUS believes that DIA

made & basic error when designicg the commaniesations system. Working

with the DIA came up with & system design which reguires that

ench participating sgoney “dedicate” a computer to COIN3 while on-
line in the system. This uweass thet CTA's computer employed {n the
aym is vithdraws from Ageacy uwee duriug those bours when it is
used 1a CCINS. DIA, #SA, and, in the near future, XPIC st also
dedicate a computer esch to the systen. Au QCE proposel that oue
centrally-located time-sharing computer such as the IBM 360/67 could
ac the Job far batter‘m far cheaper haz 1ol been supported by anyone
other than 0CS.

5. 0OCS uses the CIA IBM 360/67 time-sharing cosputer i1: COINS.
Thiz ie the computer with about 50 remote tersisals (sad a capacity
for 30) scattered throughout 0S8R, OER, 0SI, FISAC, ete. s that is fapt
bacoming a valued file-retrieval and sualytical tool for a growlag
aumber of Ageacy intelligence mualysts. The cowputer is dedicated

-8 .
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to COINS from 0700 to 0900 and from 1200 to 1300 hours each day
pPlus 2010 80 minutes more spent in msking software changes reguired
before and after COINS use. OCS reports that CIA time-sharing users
are beginning to complain sbout not being able to use the computer
for internal purposes during these hours. Consideration is Yeing
given to dedicating our 360/67 to COINS for eight hours s day. If
this should be done the number of complaints is bound to grov.

6. Another COINS probiem that has developed because of the
cholice of s multi-computer system over a central time-sharing system
is the excessive time it takes to query files such as those in DIA.
Without time-sharing, ITA's answers to queries are often delayed up
‘to four hours. This campares to the fraction-of~a-second to a few
seconds' reply time of our 360/67 while operating in COINS.

7. The multi-computer nature of the COINS gystem hag also led
to software probleme. Each agency placed o computer of its own choice
in the system: CIA, the IBM 360/67; DIA, & 360/30 and 360/50; NSA a
UNIVAC 494; and NPIC, aAURIVAC gk, OCS officials say that it is
possidble by developing proper software to get them all to work together.
The problem is compounded, however, by the use of a different program
language in each agency. An additional complication is introduced by
the absence of auy community-wide standard filing system mud related
coding. All the computers could be programmed for one language; or
all computers could have software included which would translate the

SECRET
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several languages that might be used to query its files; or all
agencies could adopt the same £iling and file eoding systems. Thers
seems to be little evidence, however, that the COLNS mandger will

get all these problems solved to the satisfaction of all participaats,
The OCS proposal for one computer, one language, and one system for
filing seems to have considerable merit to us.

- 8. officials in OCS believe that CIA could use a computer
other than our 360/67 in COIRS. An IEM 360/50, for exanple, might
be dedicated to COINS full~time at a cost of from $40,000~$50,000 &
month. This would, of course, free our 360/67 for full-time internal
Agency time-sharing use. 0OCS believee » however, that CIA COINS
custoners should take a hard léak at thelr use of COINS Lefore &
decision is made to awitch to & 360/50. During the three-hour
periods our 360/67 is on-line in COINS it is used an estimated 10
percent of the time, according to OCS. Not only is this s grest
vaste of the 360/67 potential, but 005 officials believe that the

10 percent use is experimentsl and does not represent [{SA/DIA analysts’

substantive use of our three files in COINS: the File,

the[ | File, and the File. The use of HSA/

DIA files by CIA analysts, on the other hand, is probably sven less
than H3A/DIA use of our files, according to 0CS.

9. The Parochial Attitude ss s COINS Problem Ares - We believe

that CIA analysts have little interest ia the NSA/DIA COLNS files,

“80-
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and NSA/DIA sualysts have little interest in the files the Agency
now has in COINS. This B3y not be teo surprisiug, considering our
finding expressed earlier that CIA antlysts show sore fafith in those
Agency computer-tesed Tiles to which they have an input than those

to which they bad no input. QOINS may have sericus troubles sheed if
its exmsimmd&vel@mntmuledmsmmﬁmt the
mmuwqummmmmmﬁmormmrw@
while they, in fact, vill not use thenm. Perheps the wrong files are
20% in COINS, vhich would explain the apparent lack of analyst ia-
terest. It ia posaible, however, that the ingrained parochial
attitudes of analysts from all the participating agencies could

limit the success of agy community information systen. While we have
40 recommecdation in this ares, we urge that the fisdings of the
ASPIN effort on CIA customer ADP needs be coneidered before additional
Agency commitments are msde to OO1ns.

10. The parochial atiitudes of the asalysts may be more thas
matched by those of their bosses when coneidering this as a COIXS
problem area. There almost certainly exists to some undeterminable
degree a relucta:ce to share Tiles by participating sgencles. In
the real competitive and security-conscious world of U.3. intelligeice,

there are many compelling reasons for holding one's iuformation
closely. This situstion might lead to some fairly sterile COIKS
files.

- 81 -
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. Security

1. Security Problems - Problems of securiiy which have bee:

identdfied as inherent ones in the ADP computer environment include
e following:

- 32 -
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2, The above problems are recoguized by the responsible officera
1i: OC8, and ve are certai: that they are couscieatiously trying to
overcome them. However, we do think it inportant that professional
security officers of the Agency perticipate more in tae congider~
atione of ADP security matters. Hany of the computer people are
fairly new t0 the Agency a:d are extremely well qualified tech-
alciens in thelr flelds, but they have not been brought up in the
Agency, they do not have the bullt~in security consciousness ag do
experienced hands in couaterintelligecce or 1n the Office of Security,
A recent, effective step take: to provide OS security participaticn
ves the creation on 1 December 1969 of the Information Processing
Technical Fecilities Committee. A representative of the Office of
Security was included in the makeup of that committee. We believe
that az additiosal helpful step ic bringing to bear professionsl

- 83 .
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Security cousiderations at s early date would be accomplished if

the Office of Security could alse have a representative attend

mzetinge of the IP Board zud the Pechnical Reviev Commitiee of 0OCS.
Recommendation do.

&. That the IP Board iavite s security sdvisor
to be present at all Board meetings.

b. That OCS have a security sdvisor present at

all meetings of its Technical Review Committee.

3. The security constraints associated with the use of ADP
may well be the key factor in determining how fast a:d how fur the
Agency can go in utilizing computerized inhouse and community-wide
interactive and/or time-sharing information systems. lMore in-depth

® ialysis 1s needed to clesrly identify the degres of vulierability

ard risk involved, and to deviae and test the controls required in
establishing scceptadle security standards. The skills required for
such studies and uperi&;x;;s are ic short supply, and ualess this
task is accorded a high priority, the beuefits contenplated from tine-
shariug interactive services will most likely heve to be deferred
pendiog the solution of security problems. 3Some tough decisions lie
ahead for top-level management in connectlon with balancing the
traditional requirements for security compartmentstion of information
sgainst the sdventeges vhich might mcerue from ADP iateractive time-
sharing services if theee requirements were relaxed. Agency manage-
ment vill need all the expert advice and assistance it can get oa

L _ | -8 -
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this problen.

. in spite of the Toregoing recogiized need for expert
sscurlty advice, rather than increasing the OS5 capability in the
AP field as we believe is Luecessary, s recent decision was made
to reduce the number of security people working on ADP matters. We
Pear that this may be false econony. The Agency will most certainly
need an incressed aumber of highly qualified individuals in the field
of ADP security.

5+ OCS participates in the Commnity On-Line Intelligece System
experiment (COINS), first proposed by the President's Foreign Intel-
ligence Advisory Board (PFIAB). Tuis system has many of the ssue
security problems as those eutlimﬂ above.

6. Officials in OCS believe that COINS would best meet PFIAB
hopes if 1t were g time-sharing, multi-classification level systen,
Smhamtmmuﬁﬂlmawtommﬂythc&eﬁlutwmm
he was cleared or hed a need-to-know. It would elininate the need
for all users to bave all clearaices for all files in the system.
The adoption afanﬁxasyat&smdalmﬁ;wimﬁxeGCSmml
for oue central COINS comguter rather tban the nany novw employed.

7. The Security pecple, however, have problems with such &
gystem. Two OCB officials told us that our Office of Security believes
that there is no way to make a COIRS time-sharing system secure but
that O3 bhas uot put their reasous in writing. OCS also expressed

- 85 .
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concesn sbout the limited amount of effort 0S5 was giving the time-
sharing security problem. The OCS officials are convionced that a
tine-sharing multi-clearasce level COINS can be made secure and
seenad disturbed about what they viewed as an intransigent position

o the part of 08. The 0S officer responsible for Agency ADP security
was then intervieved to deteawmine if « true lupasse existed.

3, The 03 ADP officer, who is also Chairmen of the ADP Security
Subcommittee of the USIB Security Committee, confirmed the OC3 view
that Security believes time-sharing with the IBM 360/67 with aulti-
clearance level files has security problems. At the present time
there are about 50 remote terminals tied to our Agency time-sharing
360/67. A greet many people have access to the 50 termiuals. More
people have access to the computer and the files in OCS. If a 360/67
such as ours were then the ore central computer for COINS, possibly
thousands more would have access to the files. Hore thousacds of
pecple would be added if DIA ties the Unified a~d Specified Commands
%o COIiS as they have proposed. Unlike the "old days" wherein Security
concentrated on people and the files they kept in a few safe drawvers,
05 believes it is now faced with a problem over which it could lose
all security coantrol.

9. 03 belleves that the advent of the fivst ADP-based files

maltiplied the potential for spillage, tampering, and peuetration of
iitelligence informetion. In their view, time-sharing has made the
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robles wany, wany times worse. OS then roises the question of the
degree of security we can now .ceeptk with time-shering and how this
degree of mecurity is to be established.

10. 05 belleves certai: steps must be taken to establish the
degree of security that is acoeptable with the 360/67. These are as
Tollows:

a. Determine the security features in the ADP systen.

b. Determine the security flaws in the system.

¢. Test the system with a controlled experinent,
Each step has sub-steps. For example, in item b., Security would waut
to study the hardware for flave. The exscutive software that controls
the hardvare would also have to be studied for flaws. They would also
hsvetaloekntthsinﬁividual.}ubm, the sccess control, the
ease of penetration, etc.

11. O3S feels that these three steps would then give them a "ball
park” wnderstanding of the system's security. OS does not now have
the capability to d&o even this basic Job. With this in mind, it is
understandable wiy they have not done more with OCS to work out the
security probleme of a COINS multi-elearance, multi-access time-
shering systen.

12. 08 belleves that the basic mnpover requirement to do the
mw"swmnmmmmammm. The
group would include two computer hardware deeign specialists, two

ad m o d
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computer systems prograumers, and two security paopie, at least
one of whom would have ADP experience. v

13. The complex ADP security problem is hitting 06 at & time
when they are being asked to cﬁt back iu manpower. There is then
the question of where 0S allocutes its effort. Fram the 0CS's view,
more should be directed toward the time-sharing ADP security problem.
MOmemmmtMA@myMBm&alumcwmmwtmtmw
sharing ADP as well as to the COINS experiment. We doubt that our
comnitments in these two aress will diminish or even hold steady.
An expanded effort sppears inevitable. The I0 Audit Wr is now
acquiring au ADP audit capability in recognition of the continuing
and expanding audit requirements in this area. We believe the
Office of Security must also give ADP an inereasing amount of
attention.

Recommendation No. 9

That OCS and 0S review their AP security manpower
requirements and develop measures to insure the secure,
compartmented use of the 0CS time-sharing 360/67 system

both for CIA internal needs and for potential COINS
applications.

14, Emergency Planning -~ One major unsolved problem in the 0CS
field of activities which has a security connotation is the lack of

backup equipment in the event of disaster. There currently exists

no formel contingency plan of any kind to provide for continuation
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of espential OCS computer aciivities. OCS realizes the Agency
carputer dackup valnerability and ham sought guidance from the
ID/SAR o: the mmtter while pol.ting out seversl alternative courses
of action. Tne problem iavelves not only major disssters but also
Binor ones, such as 1068 of power. Other Ageicy computer activities
re equally vuloerable.

Reconmendation ¥o. 10

That the IP Board prepace & contingency ¢
: I plian for
computer backup for all essential Agency ADP sctivities.
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E. Customer Attitudes and Problems

1. Interviews with customers of the OCS ADP services indicate
the cm is customer-oriented and responsive to customer requirements
within the limite of their capabilities, and in raising some of the
problems that disturb 0C8 customers we do vnet wish to suggest that
their work goes unappreciated.

2. Some customers were nystified or perplexed by the highly
stratified conceptual framework and organization of AP system design
and progrexming, and sometimes are frustrated by the unfamiliar
Jargon of computer specialigte. There is much talk on the part of

‘ both customers and OCS people about the "communication gap.' Most
customers commented favorably on the cooperativeness and technical
expertise of OCS members. They felt, however, tbat it is very
important that systems analysts and programuers be sssigned ex-
clusively, or on a priority basis, to apecific customer ADP work
80 that they could become acquainted with the substantive work
objectives and problems. Most expressed the opinicn that without
such substantive knowledge a systemk snalyst or programmer could
not design and maintain an ADP system responsive to their require-
ments. Several customers cited OCS systems analyst and prn{;re.mmer
rotation/turnover as detrimental to the smooth handling of their

ADP requirements. OCS officials agreed in principle that systems

® | -9 -

SECRET

) Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3

e




Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3

SECRET

analysts and programmers work most effectively when thay are acguainted
with the substantive work and problems of the customer. As a matter

of practice they assig: analyste and prograrmers on this basis when-
ever possible. In our opinion, & more definitive analysie of cus-
tomer requiremects and a better prioritiess systex would contribute

to the improvements desired by the customer.

3. Customer attitudes toward ADP are influenced, perhaps unduly,
by past experience with AP systems and computers. Consequently,
customers sre skeptical about cost and time estimmtes becasuse they
do not believe they will de met, and almwost all indicated that
originel projections bave been grossly undereatimated. Sometimes
there is & tendency for fusctional mmnagers to stand aloof from the
process rather than aseccisting themsslves closely with it. We
believe that such attitufles could contribute to the delay in
implementation, or the misuse of ADP programs.

h_. Host customers vere aware thst delsys in bringing ADP systems
nto operation and poor quality outputs were costly to them, but few
seemed aware of the overall actual costs to the Agency in relation to

the total benefits derived. Some indicated that ADP applicatioas
anabled them to process more dats more effectively than before, and
indicated that some tasks handled by AIP would clearly not be possible
vithout the use of computers. Very few were willing to state that
ADP had decressed the coat of their operstions. In ouwr opinion some

SECRETYT
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relisble system of determining the cost of ALP programs 1s essential
for the proper management of such activities. We have recommended
in another part of this report, that such s system be established.

5+« Customers who received outputs from ADP symtems vhere the
inputs were mede by other orgacizational eomponents tended to be
eritieal or suspicious of the output product. On the other ha:d,
customers vho were respoasible for inpute as well as being the user
of the ocutputs tended to be satisfied with the substantive product,
except in cases where defects in the product were attributable to
inept programming or debugging processes. This attitude is yrobably
attributlblﬁ to the fact that it 1s generally difficult and time
Wfarmmttoﬁmﬁtythemof, and wske the
necessary correction of, procedural srrors made by another component.

6. Several customers, as well as OCS members, voiced concern
sbout the lack of reliadbility of the interactive time-sharing system,
Tesulting from software probvlems and hardware "dowu” time. Some users
think a "reliable" time-gharing system would be of great value to them,
but are disappointed in the Fresent unreliadbility of the system. OC3
is devoting consideradle time and stteation to isprovesent of the
Wmsntumdmmhu:remthmm. They
believe that the technical difficulties being experienced can ve
sorrected and the system rmde reliable.

7. ESome customers thought that better plaaning and closer

-m«
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werking relationships betwees OCS and ORD were desirable. They
believe this would lead to better mechanisms for eﬂimating costs
and evaluating results of ADP research snd development than those
which now exist. OCS and ORD officials also thought this vas
desirable. This ig a complex technical area in which we do act
feel competent to make specifie recommendations, but we believe
that closer attention to this problem on the part of 0CS sud ORD
is indicated. |

8. There vere & variety of resctions from customers on the
allocation of system analysts' and programaré' time, primarily a
priority problem. Some were highly complimentary of analysts and
programmers assigned to work with them on & full-time or high
DPriority basis on their ADP systems and applications. Others w@re
wzhapyy bacsuse of the low priority given their programs aud the
lack of sufficient analyst and programmer support provided by 0CS.
Some customers pointed cut the 1&6& of any claa.rwﬁt priority system
for dlocation of analyst and progroammer time in relation to the
substantive importaice of the application. Some 'expressed the
opinion that the present system needed to be tightened anti formal-
ized. They cited problems of the squeaky wheel getting all the
grease, and of programmers preferring to work on exotic rather than
prosaic applications. Several pointed out that time apent in come

Pleting the design and Irogramuing of a "bread and butter system,
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or in debuggzing and refinisg s existing eperating AP applicstion
mmy pay better dividends than time spent on some more exotic new
applications. ¥e believe that the establishment of a priorities
muwmmwwmmmaMrwtotm
report.

9. Sevmlcmtmamhiaﬁcfmmdemnmm
installation of conduits for time-sharing outlete sud peripheral
equipment; sometimes as long s eight months.

10. A number of customers felt that officials of ADP-uper
amw“ma&émtrﬁniugmﬂ&atmattmt&mshm&dbe
given to designing training coursea that dealt with the managenent

. aspects of AIP, the techuiques aud éicc:pliw of systems suslysis,
m&hmtem“m%cﬁulyaawtatthetot&lm»
ment process. Bmwmmmmthatmwnmgmm
placed undue emphasis on solving informetion handling and o~
eeﬁmnlmhmwmexclmuemaicmm,uw
mmmnutmwmumuommmwmum
processing. A recommendation on this subject is made in another
part of this report.

1. thwmummwmw
thwwmmw. Some wished to enlarge the
substantive content or improve the quality of the information contained
in thelir system. othmmeoueerneduthwmngtogct
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raports vhich are essier 1o read and use. A nupber poiated out that
S'gaent smount of manual processing and checking is ususlly required
bufore computer outyuts can be used because the informetion is not
formated, arrayed, or displsyed in the mauner desired by the ul-
timate user. in our opiniocn these needed improvements can be effected
by tightening and refining the mansgement processes associated with
reguirements, system design and programaing. This is discussed i
mdetul'mmowmtorm'mt.

12. xnmmmmmmwbeumumo:mmﬁ
related processes for vhich they themselves were responsible as they
mottheurﬁmmfamed‘byoes. Many were sware that the

. QALILY and relisbility of their AIP product was not as good as it
should be because insufficient attention had been given to defining
substantive informmtion regquireme;ts in the first instance, or that
the proper degree and level of functional management interest aud
Wmmwmwmemmmmmm
and reliable input procetures. kany of the customers believe that
more explicit managemant standards sad procedures pmrtalning to AP
mnmntmmw\u,m“mmmm.

13. mmmmwmxmemomm/ocs
services reported that they received reasonshly good service with
mto&l&mummmwwwm
wader current on-going programs. Instances were cited of occasional

. - -
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late reports or errors in reports attridutable to machine malfunctions,
scheduling problems, or the temporary sbsence of some key person ia
D, m, these lapses 4id not appesr to occur regularly and
were not regarded as serious problems by most customers. Several
customess were very cowplimentary about NSD's responaiveness iu
emergency situations. They cited instances wherein MBD pecple had

"worked around the clock” to enswre thai payrolls and critical

reports were procassed within the established deadlines. Some
customers expressed concern, however, about the practical effects
of dsferred improvements in on-going prograuss because of constrainte
placed on adopting any new ADP applications which might compete with
the ZIPS effort.
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F. Coat System

1. The recent establishment of the IP Bosxd by the Executive
Director-Comptroller was for the puopose of exercising effective
management conirol over computer usage. In order to effect such
control mroperly, one of the factors which shiould be considered is
themtefaprmadwaltmﬂpmmh. Similarly, costs of
on-going projects should be available to management to consider i
determining whether or not to continve programe.

2. At present, OCS has no established method of measuring costs
of users’ proposed requirements or of on-going proJects. We realize
that a costing system on all of the activities which go into the
analysis, design, mogramning and operation of en AP systex cannot
baamciuom,hﬂit%mmmtiﬂtmtamm
reliable cost system be established.

3. Mmm%orwmi&wtm
Winmtabummwam. OC3 has taken a first step
with Project PRISM which describes each ADP project and records
the unite of man-hours and machine-time used to service each one.
mx&&wuldbecpmdedtaimlnhwermmmmfwm-
mmmmmmmsxtmmfwmmt.

Recompendation Fo. il

That OC3 with the assistence of O/PFB establish a
gs&a:ms for costing ADP services Frovided Ageccy components

- g? -
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G. Training

1. 0C2 is responsibvle foy satisfying ADP requirewents that
are haidied centrally or as services of commonu conceri. One of
its services of commo: concern is to dsvelop and conduct ADP trai;-
ing programs to meet Agency-wide requirems:ats « The
Office, through its ADP Traiuing Steff, provides such traiuiag,
SPOTAOTS 1umatukntcmmd:wmmm;mw
for some of the vendor training (IBM, GE, etc.), and together with
the Office of Training, providess guldance and counsel for those
seeking courses at other govermmant agencies, and universities and

' collages. Otheruwtaaftmwmmsmﬂmm

training for their personnal in coordination with OCS.

2. OCS offers the following training courses:

ADP Grimm. This is & three-day full-time

25

the last year 1t wes attended by 326 students.

Baslc ADRPY. Mchammman
miniugmmmemmyusmrm-ﬂmm‘
gromuing positions. It russ full-time for 15 veeks and
was attended by 42 students last year.

Modified ADEPT. Tals course runs five weeks full-
mmummmwnmmmt

® - -
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3 ‘suffictently femdliar vith IB¢ Oystems 360. Fourteen
stiglents participsted lsst yesr.
duteractive Course. Thiz is & one-week part-time
introductory course on cogputer teswinals and their
applications. It 13 conducted by General Electric.
It wae attended by 100 students during the past year.
This iz a courss on handling
this system and the dats menagement connected with it.

it is given hy IBM and runs half«time for two weeks.
Three hundred sud sixty students participated last
year.

® Ercgramuing Lasguage/I. This is for training
experienced programmars in the complete set of PL/I
facilities. This is done either in one full week or
in two veeks part~tine. It had an attendance of 31
individuals during the past year.

PL/1 Progremmsi:g Techriques. This course runs onue
full week. Its purpose 1s to teach spplications pro-
gramuers intermediste programming techniques in cou-
nection with the PL language.

AIL Maero Writing. This is a full-time one-week

courpse for those requiring basic knowledge of ALC.
Students are trained to vrite assembly language macros

® -9 -
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for applications programs, Eight students attended
last yesr.

&PL 360. Tals course rwns five days half-time
and provides as introduction to APL/360 axd to the APL
Programing languege. The mechanics of using the systen
and writing effective programs over s wide range of
applications is coversd, Twenty atudents participated
duriag the last year.

Linear Programming. A total of 18 employwses took
this three-day course last year. It provides an
lotroductory knowledse of linear programsiug.

Operatars Course. This course started recently and
vill rumn for 15 consecutive Saturday mornings. It
mmtu%nmmmammwmua
basic knovledge of the IEM 360 Computer System.

Mathomstics for Systems Analysts. This is & series
of four sessions presented by General Electric to provide

systems analysts with & bLetter understanding of problems
involving mathemstical theories. Eleven studeats sttended

last year.
Systews Analysis. Thigs two-veek full-time course for

experieiced mroject leaders (program and systems analysts)
covers the spplicetios of advanced or third generstion

’m-
SECRETYT

Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3




Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3

SECRET

Sothnigues to ADP systems design. The course had 24

students last year.

3. The OCS instructional programs were evalusted and reported
dpou by the Office of Treining in October 1969. The report concluded
that the instructional progrems met stated objectives, that the sub-
stance and training wethods ret required standards, and that the
trainiig was effective and worthwhile. From ocur own dlscussions
with the user offices and with OC3 pergonnel, we concluded that the
training programs offered Ly OCS have been extremely helpful. The
ADP orientation course has given a large anunber of Agency personnel
at all levels a basic exposure to the computer world. The basic
ADEPT course has been most useful in providing computer programuing
training both to new perscunel and to personuel working in other
Agency components. It has been estimated that the course is the
equivalent of from one to two years of on-the-job experience. It
bas helped solve the problem of hiring experienced personuel and
has brought a higher degree of standardization in programmlng tech-
aiguea.

L. The ADP training of high-level Agency mansgers was not
discussed in the Office of Training report. Many customers of 0C3
808 wmost officers within OCS feel strongly that there should be more

training for these mansgers in ADP appreciation and uses. In view
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of the Agency's large money and manpower commiftments to ADP, it is
not necessary for us to emphasize the need for this training. We
vealize there are many practical ressons vhich prevent high-level
management from devoting the time required to become familiar esnough
in the ADP field to deal with it personally. We also realize that
in recent months top management in the Agency has become more deeply
involved in the coordinstion of ADP matters and has taken steps to
establish new procedures and criteria ayplicghle to future develop-
mente az well as on-going rrojects and programs. We feel Athat these
steps have been sliow in coming but that these are excellent cnes
and that they should improve management in many respects. We believe,
hovever, that high-level Agency menagers could benefit by an incressed
appreciatlion of ADP potentials snd Jimitstions.

5. One of the basic problems recognized by the computer people
and the users is the difficulty of talking to one another in undexr-

standable terms. The users complaiu that the computer people do not

understand the users' substantive work and problems related to 1t. As
& consequence, it is extremely diffieult for the computer people to
arrive at & reasonable understanding of the usera’ real requiremeats
and to design an ADP service that satisfies them. On the other hand,
computer pecple complain that the users know too little about computer
eapabilities and vhat is involved in establishing systems and programs.
Zerious study, therefore, should be mede to determine the type of
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training programs required to bridge this commnications gap and,
once determined, to establigh the required courses.
Resomoendation io. 12

mmmmnmm
together with
Rexbers of the Directorstes and TR, ;m:-k to estsblish,

the Office of Trai courses

:gch would (a) assist high level mag:ﬁg 1

mmm, and (b) overcome the communications
between computer speclalists and ADP users.
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K. B8pace

1. Ve believe OCS has a spsce problem. It occupies
sguare feet, mmﬁlsmrmmmmmwmwmﬁg.
Availsble employee office space equates me feet per person.

X1 mmaaqwtmwummrntmm. The 3tate
Departwent, in comparison, averages 178; the Pentagon 115. The

5X1 overall Agency sverage is| |aquare feet. In our Judgment, the

5X1 [ square foot rigure 1s poor, even after considering the overall

Agancy space problem.
2. Our concern is heightened when we consider both the nature
. cftthCSmrkandmtypeotpeoplewemtmmitwdhclﬁir
ve are to do this highly technieal work. Sufficient privacy is
required to permit a high order of concentration, espscially in the
applications divisions sand the Techinical Staff of the Operations
Division. Properly partitioned spece seems basic to fulfilling this
requiremsat. The interdepesdence of ADP work alsoc makes a contiguous
working area desirable thougb not mandatory. 0OC2 is now oceupying
various sreas of the ground floor, the first floor, and the second
floor. We believe the Training Staff also needs additionsl area.

5X1 The of the Operations Division and sope
sections of Mensgement Support Division need a neater, more pleasaat
working environment.
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3. The technical people thut curry out our ADP efforts are
highly trained and skilled specialists. Competition for their
services 18 intense. However, OCS has been able to hire these
pecple, but holding them hus been more 4ifficult. We believe that
OCS vould hold more than they do if the Office working enviroament
could be expanded and improved.

b, ¥he OCS management is fully aware of tne space problem and
has atruggled toward a solution. %The Office managers are concerned
about rearranging, clessing, and brightening up their work areas 3
and taking steps to cut down ou the noise level. In our Judgment,
however, more remains to be done.

Recormendation fo. 13

That DD3 arrange for a thorough study of OCS
space needs and, upon completion, take whatever
action possible to satisfy the needs.
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