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Director of Data Processing
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STATINTL

Crief, Audit Staff

Audit of Office of Tata Processing

The Audit Staff ha
rocessing for the

s scheduled an andit of the Office
period 1 July 1978 to 30 Septeiiber

e audit will cover compliance of activity with appli-

policies and regulations; effectiveness and =7fi-

ciency of operations; and financial and logistical records =4

procedure

2.
ﬁé6 October
December

nembers o

McGraw will be the supervising auditor. We will reguest z

S.

The audit is scheduled to beuin approximately

1980. The target
1980. The audit t
f the Information

date for ompletion is early
eam will consist of five oT <ix
Systems Audit Division. Michae]

meeting with you prior to the start o the sudit.
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Please indicate your concurr. nce by signing and
returning the original of this memorandum, STATINTL

f’/? &0
Directo of“ﬁéEE‘F¥BEE§§fH§“. T T 7 Date T
Distribution:
LTig. - Signature § Return
1 - Addressee
1 - O/Compt/BMG

7\1% A/(Azé*//% LLt g W%, A v %ﬁﬂ&%/ 7070

(.. - R>-p3
Approved For Release 2002/01/08 : CIA-RDP83T00573R0002001E&G

OTSIRAVERTERAL I o

§

Sedlnbiver Bl

¥



OB CRR

C/MS

Approved Fordielease 2002/01/08 ; CIA-RDP83T00573R(;06200120004-6

Report of Audit of Office of Qaﬁg_gzqgggéing

AUDIT STAFF
RECOMMENDATION

#1: Present ODP's minicomputer
support plan to the EAG for its
consideration within the frame-
work of the annual review as
directed in the DDCI memorandum
cited above.

(;r‘l
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as of 30 June 1978

ODP
FESPONSE
The ODP plan was a new 1r.1:icé—
t.ve to procure four min:com-
piiters in FY-80 and obta:n five
v-80 personnel slots for Fooni-

T

computer support. The p. &l was
r -jected by senior Ajconcy

1 magement during the Y- 37

r 'dcet 1eview process. e

ci the five staff personne

w re to provide Agency-w! de:

+ -zhnicel support of des gy,

3 «uisition and maintonaic:

o ADP minicomputers. Tiwz oiher
t 0 statf personnel were 0
¢rovide systems prograliun.irg

c ipport to the four minica.puters
=13 were to undertake plan.ing
=4 design work for d:rst. L ated
computing. The present (27

r'an is to include miniconoaners
in the ODP budget in suppHo-t of
user reculirements whena2ver

t 12 reguirements have be:2n
identified prior to the o omus
Saition of a FY Program or -suadget.
I rguirements identified 1l 2r
T+ooram and Budget formulia.ion
w111 have to be funded izouw the
u=er's budget or process2a as

a unfunded reguirement.

~

e known miniccomputer plaas

: cguiring ODP support that
+111 be presented to tThe EAG
<. review, as directad in the
i 9C1 memorandum citec in para.
12 of the dudit Report, 2re an
1G minicomputer application

. »d possibly the GIMINI g10-
~ct--the latter was rescraibed
n para. 10 of the keport.

s
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RESPONSIBLE

AUDIT STAFF

_OFFICER _ RECOMMENDAT 10K
C/MS #1: Continued
DD/P #2: Review and prioritize the

25X1A

 DD/P

.. 25X1A

hgency's emergency ADP reguire-
ments and develop a written
disaster recovery plan that
adeguately provides support in
the event of a disaster. Also
provide for a current maintenance
and periodic testing of the plan
after development.

#3: Store system soitware back-
up tapes and copies of critical
data bases in the

B . chives and/or
exchange copies between the two
computer centers. The stored
backup records and programs
should also be currently main-
tained and periodically tested
to determine their operational
readiness.

o2
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ODP
RESPONSE

C)HP senior management will con-
'ne in the near future to
wview the ODP minicompute:-
s1icy &nd make revisions 0O

.2 policy where desmed
zessary.

ottt ko

During FY-79 we will Zeveip

a methonology for determin ng
the Agemncy's emergency ADP
rguirements supported by JDP.
K:xt, we will prepare amnd "o&t
out a disester recovery pl:n
for higher management’'s coi—
sideration. With approval ot
the plan and the allocat o) of
N clessary resources Ior CLire

¢ -c¢cution of the plan, vLil
¢ »dertake the necessary pr:
1tion to execute the pla
t ien commence periodic te
¢ the plan.

WwWeoo
Da-—-
and
Sing

-
L
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ﬂ

spies of crltﬂcal produ:
data sets, MS data basae
( -ncluding GIMS procejuf:
dictionaries and softwar
and all computer progr
tne ODP Centralized Library
S.stem are stored in the
e 25X1A
2 -chives with the exceptizn of
CiMS information--the storsge

T
3
E
2)

ams i1l

stic Tape Offsite Storags
rocedures." The proceddr s
ply to all users of th2 com-
iter centers and also coriain
he criteria for refreshirg
i1terial stored on magnetic

ipe,

of CAMS data and softwara at
B vill commence by 31 »J2-2m-
.or 1978. The offsite s )r«g
¢ critical data and projrc Q5X1A
l.1s been a long standing

1 -quirenent of the Frodustion
[ .vision. In January 19/8,
ciorage procedures were »uo-

i ished in the ODP User's Gaide
in1 a section entitled, "Mag-

I
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KESPONSIBLE

AUDIT STAYTF
OFFICER _ _RECOMMENDATION _
#3: Continued

c/Ms

C/MS

#4: Determine methods for
better controls in the areas
mentioned. Coordinate this
study with the Office of
Security.

$#5: Consider converting the
current part time administrative
assistant to a full time position.
In addition, formally reguest
technical security essistance
from the Office of Security to
assure proper attention to these
technical security problems.

3

Ln_l
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ODP
_RESPONSE _

Exc-hange copies of selezctzd
svstem software have boen stcored
ir the two computer centers and
¢ a certain extent stored i1n the
W12 Archiv=s. A procedure to
store and refresh Sjstmm scftware
w11l be finalized during ~X~79
141 then all system scitwars will
he stored at
25X

All the areas identified ard 1A
reguiring action have Ieen
reviewed by the ODP/CS Jcirt
working Group. The recently

ot npleted risk analysis study
++so identified these arces

ard gave recommendaticns for

iving the problems.

M ree critical areas, the (C-03

ocint, the GC-47 point, &rc

file labeling, are presertiy

balnq studied with a acal ¢t
:1ving these problems ir Iy-/9.

ix is anticipated that tle wther

ems identified will be

ed or approaches reconr

d in FY-79.

~n:]l technical security inp. €-
q- ntations are cocrdinaied w:in
1: 8G/0S directly or thrcucl the
0 P/08 Joint Working Group

The conversion of the part

t'me position to a full tf:re
pesition is inadeguate to

sclve the problem. The present
part time help is satfac:e:t

for the Security Officer o
remain current on administ aiive
tisks.

Ar. additicnal position 1s

n' eded to implement a corgaiier
socurity program as recuwiin aced
b the CDP/0S Joint Work .iyj

G- oup. Rather than changa the
aministretive assistant »osition
ter full time, a full {ime Inior

s.ccurity officer is nceded.

'- \.—---'-
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'RESPONSIBLE

AUDIT STAFF
OFFICER RECOMMENDATIQE
c/Ms $#5: Continued

DD/P

C/MS

DD/P

46: Use Data Erase to sanitize
all magnetic tapes that are to
be used as "scratch" tapes in
the Special Center.

#7: Continue to review the need

for "E" Ruffing Center access
indicators for non-Center per-—
sonnel and expand the usage of
no escort badges for infreguent
users.

£8: Install a remotely con-
trolled access gate in the
Ruffing Center 'po:nt area to
1imit unchallenged entry to the
computer room.

#9: Establish more stringent
controls over uscrs receipt of
data from the "point" in the
Ruffing Center.

(ﬁ~-.~ .
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ODP
RESPONSE

The ODP plan to obtain ouie

»Y-80 personnel slot foz a com=
puter security officer w:s
rejected by senior Agens/ manage-s

ment during the FY-80 ha:get
review process. The s:Cirity
officer was to formulaz2 and
monitor ODP computer sz2cirity
policies and plans DY inalyzing
Furreut security practic:s,
assessing vulnerablthle , and
recommending the rnecessarvy
corrective actions.

The Special Center will uple—
ment a plan on 1 Decerier 1978
to use Data Erase tc szritize
all magnetic “"scratch” t:pes.

Access to the Rufzing erd
Special Centers is revie ved
each October and March. On
each review cycle, a rur Der of
"gv" {indicators are retricted.
Use of no escort Ledges LES
Leen sexpanded.

An access/authorizdti(d sy stem
is presently under cons dJera-
tion tlat will contro. - Oiry
into the computer room. 1N
the event the proposed system
is tablied or delayed, t:2n
alternative solutions witl be
evaluated.

The aC(ess/authOIi,at\;. system
mentioned in the abova response
is the most logical and ef fec-
{ive solution to the stringent
controls problem. Howegver,
until its implementaticn we
will establish more stringent
control over users receipt of
data in the Ruffing Cerier.

>
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RESPONSIBLE AUDIT STAFF
|__OFFICER RECOMMENDATION
DD/P $#10: Provide terminal usage

reports tc appropriate ODP manage-
ment personnel for monitoring
efficiency and security of ter-
minal usage.

vz - - -Approved For Release 2706210,120,78_‘;' CW;@E{Q@QSJ,TBO___OOZOO1_27_0994:6* o

oDP
RESPONSE

“he capability to gather tata
necessary to prepare such
1eports has only recently become
available to us as the 1¢:ult
«f over & year of develcyr=rnt
.ork.

-y the end of this calerdar
-¢ar, we will begin distr. -

uting a terminal utiliza-ion
re:port tc appropriate GDP
wniagement personnel and

il Agency ADP Control Gi::cers

ror monitoring efficiency and
~~curity of terminal usaar.

DD/P #11: Complete development and 7 system to control charues to -
implement procedures to control the GIMS Production =oftwire
systems changes. vas implemented on 31 Juliy 1978.

C/Ms #12: Continue efforts to update Ve are currently studying our
cost accounting procedures to ;ricing structure and intenc to
accurately and completely iden- 1eflect new ADP cost accoi.nting
tify the current ccst of ADP 1 rocedures in the chances thrhat
computer systems software. ¢re made. Also, in an ei:ort

- io Turnish more zccurate [ nior-

& ation to our users, in 17 -79

.2 will separate the charves
‘or ODP provided stati znl
cntracter support. in geai-
. “on, we are considering
«parating the charges jo:
oftware development and

. roduction processing in our
roject Ectivity Report.

'Qag #13: Continue the coordinated “his is in response f0 1¢COR~—
effort with the Office of Logis- nendations 13 and 14. We heave
tics to jointly solve ODP's completed the following: An
property accounting problems. OL task force was formed . n
Insure that a complete physical Ceptember 1978 and situaied
inventory is conducted in accord- within ODP. An analyvsils of
dance with . Document (DP's property accounting
any discrepanclies revealed as a problems was initiated; docu-
result of the inventory as pre- nentary deficiencies were icen-

o scribed by the regulations. tified; existing properiyv

G ccgquisition and disposal jro-

25X1A
5
—— CTpneT e

- rd
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AUDIT STAFF

RESPONSIBLE "
' OFFICER RECOMMENDATION
C/AS #14: Take actions reguired to

DD/P

assure recording of Type II
Property transactions on a
more timely basis.

415: Determine the present capa-
bility of EMIS to serve as a céen-
tral data base for all hardware
transactions, both engineering
and financial. Identify the
information needs of various com-
ponents and determine whether
EMIS can be enhanced to the point
where it satisfies the needs
identified. If EMIS is enhanced
research and verify to supporting
documentation any missing data.
Consider recording ODP's office
equipment on the data base in
addition to currently listed
major hardware items.

N ' CEpnn
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C
RES

cedures and the documeli .S
associegted therewith we, e re-

viewed in detail; rre u.inary
work on new propercy uunLJOl
procedures was cones LG A,
personnel impact oO: new p1ro-
cedures was assessed; a sy sStem
of Aduency stock numse s 10X

ODP property to assisz .n its
controi has been star:zi1; and

H
discrevancies in p:rop2r_y aocu-
ments are bsing corre:c d as

Tound. A computer.zeil sysTem

of property controi. us2.: DY
Printing Services Division is
heing examined for adop ion by
ODP. The current =stiw .t 1S
:hat the task fcrce wil: reguire
another 180 days to coaolete
its *ask, including a ¢.om-
plete wall-to-wall 1nventory
of ODP property and the estab-
lishment of an automated
control system.

Wherever possible, tie =Cope
of the Engineering Maré&cemnent
Information System Marval
(EMIS) will be exypzn € 2S5 .
resources are male cvediavle.
The present system hes Leen
under development {or toveral
years. Once all of Erc%naering
Division's needs are setisfied,
we will examine 1its EOTtDLlal
use as a data base o1 [inancial
transactions.
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