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‘This symposium is an appropriate place, I believe, to lay out some

thoughts that all of us--scientists and public servants--should consider.

These thoughts, as well as the ensuing dialogue today and later, will he1p.
us recall how much we have in common and alsc help us remember that national
;ecurity and scientific interests can"best be advanced through a joint effort.
The fact is that we do have a substantial aﬁcunt of common ground and experi-
ence--both in our separate fields, ané in our joint work, to protect this
nation and to further science. -

Throughout the wor]d today, every nation’s progress and security are
tied up with science and techno"!ogy° Some viould say that fact s a curse
of the modern agé; others would say it is our salvation. Teéhﬁicai information
has given us ihe means to destroy civilization or, at least, revert it to tﬁe
Dark Ages. At the same time, science and technology have made wae safer and
bountiful, given us tools to understand better the un@verse in wﬁxch we live,
and provided the weapons and intelligence systems t@ help us deFend our
nation.

There is an overlap between technical information and national security
which inevitably produces tension. This tenéion results from the scientist's
desire for unconstrained researth and publication, on the one hand, and the
federal government's need to protect certain information from potential
foreign adversaries who might use that information against this mation. Both

-are powerful férces, thus it should not be a surprise that finding a workable
and just balance between them is quite difficult. But finding this balance

" is essential, for we must simuTtaneously ‘protect the nation and protect the

individual rights of scientists--both as academicians and citizens.
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This tension is accentuated when scientists ére employed by the federal
government directiy, or work for the government indiregt?y in their own
cffi;es with federal research funds. Some of this wbrk"is done an subjects
which diractly gffect the .nation’s security--e:g., its dééense, diplomacy,
and gnte?]igence efforts. The Fedefa@ government has aikays conducted these'
activitias on behalf of our society for several reasons. It is far more
convénient for the federal'government to provide for the.common good.
irreversible and significant harm--to the nation as a whole, and to its
' éitiienswwoften'ié'threatened and this fact is a stimulus for the federal
government to act. ' '

There are cases where interpiay has occurred between scie&ce and the
national seéurity'interests. One of the most ocbvious, of course, s the

Manhattan Project of World War II in which the first nuciear weaponé were

created and tested. Andther is the development of “néé?bnai technical means®”

to monitor foreign compliance with intermational arms control accords. Science -
o T .

and national security have a symbiotic re1atfopshipwweach genefitting from the

interests, concerns, and contributions of the other. In light of the Tong

history o? that relationship, the suggestion.is hollow that science might

(or should somehow) be kept apart from national securfty concerns, or that

_ national security concerns should not have an impact on "scientific freedom.®
The need in today's world for protéction of some information, for secrecy

is clear--I believe--to any fair observer. Protection of the information

:“necessary'to safequard our society, 'and to-conduct our‘internatfqnal affairs,

must occur, iwithin:the:fgderaT5govérnment,tthere is a system-established by

Executive Order to assess the expected damage, should certain information come

into the hands of foreign enemies, and--based on that assessment--to control

2
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access to that information S0 as to prevent any such exposure. "This exposure
potentially could occur through public release of the data, or from the
successful clandestine activities of the agents of foreign inteliigence
services. A | SR

And-we should make no mistake, foreign intelligence services--among
other entities of foreign governments--are coliecting all types of ihfcnnation‘l
in the U.S. Specific data Qﬁ technical sgbjects is higﬁ on the wanted list
of every méjor foreign inte?ligen;e service and for good reason. The U.S.

48 a leader in many—-if not most--technical areas, and technical data can

'enhaﬁce a ﬁation”s internatidna? strength. In terms of harm to the national

'interests it -makes 1ittle difference whether the data is copied frow technical

Journals in a Yibrary or givep away by a member of our society to an agentlof
- a foreign power. -

A different source of tension arises when scientigfs, completely sepérate
fram the federal gevernment, conduct research in areas where the~federé?
government has an obvious and preemfnent role for society és a whole. One
example is the design of advanced weapons, especially nucliear ones. Another
is cryptography. While nuclear weapons and éryptography are heavily dependent
'on theoratical mathematics, there is no public business market for nuclear

- weapons. Suc;.a market, however, does exist for cryptographic concepts and
gear to protect certain types of business communications.
.- 'Research into cryptography is an area of special, long-standing concern -

" *'to'ine. “When I was Director of the National Security Agency, I started~d ¢ - & ---

L e,
’ Lo b

¢ “diaTogue~to find a common ground-regarding cryptography between-scienmtific=r= -« « f=-w.- s

freedom and national security. Considerable effort has gone into that dialogue, .
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by both scientists and public servants, and I think ?he results so far have
been reasonable and fair. Cryptologic research in the business and academic
arenas, no matter how useful, remains redundant to tﬁe.hecessary efforts of

the federal government to protect. jts own communications. I still am concerned
that indiscriminate publication of the results of that resgarch will come

to the attention of foreign governments and entities and, th_er;ebys could cause
irreversible and unnecessary harm to U.S. national security interests.

There are, in addition, other fields where pubﬁiéation of certain technical
information could affect fhe natioﬁé] secuffty in & harmful way. Examples
include computer hardware and software, other electronic gear and techniqhes,
lasers, crop projections, aﬁd manufacturing procedures.

I think it should also be poihted out that scientists' blanket claims of
scientific freedom are somewhat disingendous in light of tﬁe arrangement§ that

academicians routinely make with private, corporate sources of funding. For

'examp1e, academicians do not seem to have any serious difficulty with restrictions -

on publications that arise from a corporate concern for trade secret protection.
The strong negative reaction from some scientists, over the issue of protecting
certain technical information for national security reasons, seems to be based
largely on the fact that the federal goverrment, rather than a corporation, is
the source of the restriction. Yet this would presume that the corporate,
commercial interests somehow rise to a higher level than do national security

concerns. I could not disagree more strdngiye'

e ostee.” *Setentists and ‘engineersthave 'served our society spectacutarly:in peace. -,

the results for validation by others drid “for ‘use by all mankind--are essential
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to the growth and development of science. Both our natiomal security and our
economic development rely heavily on these features. Restrictions on science
and technology should only be considered for the mest serious of reasons.

But nowhere in the scientific ethos is there any requirement that
rastrictions cannof, or should notwawhep necessary. be placed on science.
Sciéntists do not immunize themselves from sociai respOnsibiTity'sfmpiy
becausé they are eng%ged in a scientific pursuit. Society has recognized
over time that certain kinds of:scientific enquiry can endanger society as‘a'
whole and has applied either directly, or tﬁrough scientific/ethical cohstraintsg
restrictions on the kind and amoynt of research that can be done in those areas.
The fact is that restrictions exist today on science and technology; for example,
in conducting medical experiments on human subjects, in éafeguards on handling
and storing radicactive materials, in cohtro]1ing some Peéearch on gene-splicing,
in protecting proprietary manufacturing processes, andli@-requiring peer revfew -
before publication of the results of scientific research. Soﬁe of these
restrictions are common sense, some are federa? requirements, some are simply
géod business, and some are géod science. |

Moreover, in 1952 Cbngréss gave an example of its willingness to act
Qhen it passed the Patent Secrecy Act. This law directs procedures to ensure
that public disclosure of inventions, which would be detrimental to the national
security, does not occur. Such inventions are secret and are afforded appropriate

protection. Equally important, this law is not totally one-sided in favor of

g govérﬁment;fffhec1aw~éstab1i$hed=appeal procedures and a mandatory review Process,, - i
* Littleuse of+this’ law’has-béen-necessary, except in the last. few years-and then .. . os--
T 'not for 36ﬂgiffThé'law-is obviously not popular with all whom it. requlates,.but . sg.¢:.. -

it has for thirty years now provided a precedent for a legislative solution to

5
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the question of private versus public interest.

One sometimes hears the view that publication should .not be restrained
because "the government has not made its case,” almost always referring to
the absence of specific det311 for public consumptione This reasoning is
circutar and unreasonable. It stems from a basic att1tude that the govern- B
ment and its public servants cannot be trusted. Specific deta1is about why
information must be protected are more often than nct even.more sensitive
than the basic technwca? information itself. Pub]ishlng examples reasons,
and associated details would certainly damage the nation‘'s interests. Public
review and discussion, of ciassified information which supports decfsioﬁs, ié
not feasihle or workable. | .

In contrast, it is a fact that in today‘'s world Congressional reviews
of sensitive Executive Branch decisions are feasible and'workabieo The existence,
and the processes, of such reviews are intentional. E,gg‘not think it is harmful
to recognize that the federal government--particularly its intelligence agencies—-—
have in fact made m1stakes in the past on occasion, and suspicion of the actTQns
of the federai government in this regard is understandab?e if not always

supportable. The dominant fact of this new decade is that there now exists
4in.the Conéress a forum where assertions by the government of secrecy needs
can and have been challenged and examined in a properiy secure énvirénménto

I recognize that there is concern in some circles that the suspension

of publication of some information, for national security reasons, means that

“suchinformation:will never-be”published. -The fact is, however, that national -:.=- ., .~:

- security ccncerns~toaprotect-information-wi]T‘notneand.do_notymlast;fcreven@;;:”w.

T The fadéral government’s -structure and procedures, though- conservative and ;. ..~ - D3

imperfect, do work. Sensitive information does get released in due course.
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The Executive Order I mentioned earlier, which requires protection of information
through classification, also requires the eventual declassification o? that same
information. For example, voluminous classified data from World War Il has been
declassified and re]éésedfainc1uding intelligence materials which had extraordinary
sensitivity when they were acquired. Much of the stimulating effort for computer
éciénce in this country came from govérnment sponsored and controlTed classified
activity. There is in our society a legitimate need and desire which I accept
that history, whether political or scientific, will be served eventually=--even if
national security requires that public disclosure, and personal recognition, have
to be postponed. '

Rather than a confrontation between national security and science, I believe
- that a wiser course is possible and that our joint search for that course ought
to be one of our goals. A potential baﬁance between national security and science
may lie in an agreement tolinciude in the peer review process (prior to the start
of research and prior to publication) the quéstion of potential harm to the natioﬁe
The details of such a system would have to be resolved, of course, but cooperatfcn will
be better for all of us than confrontation. IﬁcTuded in such a system should be goals
to simultaneously preclude harm to U.S, national security and to impose no unreason-
able restrictions on scientific research, nubiication, or the use oFAthe results.
And when restrictions are judged necessary, speedy procedures for appeals, review,
and appropriate compensation should be included. One exampie of this type of
process is that recommended in the Public Cryptography Study Group. It is not easy
to create workable and just solutions that will simuitaneousiy satisfy the wide-
ranging needs of national security and science, but I believe it is necéssary before
significant harm does occur which could well prompt the federal government to

overreact.
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