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MEMORANDUM FOR: Deputy Director for Administration
Deputy Director for Science & Technology
Deputy Director for Operaticns
Deputy to the DCI for National Intelligence
Deputy to the DCI for Resource Management
Deputy to the DCI for Collection Tasking
Legislative Counsel
Inspector General
Comptroller
Executive Secretary

FROM y |
Oifice of General Counsel

SUBJECT : Executive Order on National Security Information

Attached for your information is a copy of the most recent draft, dated
20 April 1978, of the proposed Executive order on classification. With the
possible exception of section 4(e)(3), which is being discussed with the
Department of Defense, this version is to be sent to OMB for review and editing
before submission to the President for approval. In addition, efforts are now

under way to lirective to implement this Order. Plesce do not hesitate
to contact me | if you Have any questions or comments .

STATINTL

Attachment

NSC review(s) completed.
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EXECUTIVE ORDER

NATIONAL SECURITY INFORMATION

By virtue of the authority vested in nme by the Constitution of
the United States of America; in order to balance the public's interest
in access to government information with the need to protect certain

national security information from disclosure, it is hereby ordered 2s

follows:
TABLE OF CONTENIS
Section . Description

1. DefinitiOns «eecerncennneromst sttt ceeat 2
2. Original Classifi;ation .................. 3
B (a) Classification Designation ...ev-- vee 3
" (b) Classificatiom AULhOTIEY cevevnces-= 4
i (c) Clsssifiéation Requirements «..e-c--- 6
(a) Classific;tion Criteria -eeeeeec=s oo T

(e) Limitation omn puration of
Classification eeeececceresmnom? 8

(£) Classification Identification and

Markingi.eeeecevem"" R 8
(g) Prohibitions ................ﬁ...;;.. 9
3. perivative Classification of Information . 10
4, ) Declassification and Downgrading ----- we-s 11

(a) Dectassification Authority R B2

(b) Authority Over Transferred
Information ...--- cesnnene R 12

(c) peclassification Policy eaceeerescccs 13
(d) Declassification Requirements «.«e:--- 14

(e) Systematic Review for
Declassification .eeevcecorosnt veos L&

() Mandatory Rewizw for Declassification-.lﬁ

(3) Downgrading -.-----srtttTIIIIIINNT L. 17
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5. Safeguarding ........:....: ...................... T 17
(a) General Rest-ictions on ACCESS . veecoeonennnn 17
(b) Special AcCesS PLOZTAES . umevoomceeonnnonn-s 13
(c) Access by Historical Researchers and Forzer
Presidential Appointees .....cccecccecnnnnn ; 19
(d) Reproduction ControlS ....eeeevcesannoenns . 20
6. Inplementation and Review ....e.iveencenceennnens ©o20
(a2) Information Security Oversighit Office ..... . 20
(b) Interagency Information Security Comnittee . 22
(c) Agencies with Originalvclassification'
Authority....................; ............. '.._' 22
(d) Agencies without Origipal Classification
Authority ......ccviieecniann. Ceesecrencesena 24
7. Administrative Sanctions ....c.ceeeiciiniaiannnnn . éé
8. Atomic Energy Information or Material ...V .0..0T 24
9. Interpretation of the Order ...i..cececececcecannn 25
: - 10. Revocation of Prior Orders and Directives ....... 25
& v
2 1. : Effective Date .......c0vunnnn ..;...7 ........ —eees 25
Section 1. Definitions.
(a) "Agency" has the meaning used in 5 U.Ss.cC. 552(e). -
(v) "Classifi;d information" means informationvbr material
“owned by, produced for or
(hereinafier collectively termed "information") that is/in the
possession of or under the control of the United States Goverrnnment
that has been détermined by proﬁer authority to require protection
against unauthorized disclosure in the interést of national securiity
and is so designated. . .

a

(c) YForeign government information" means irnformation that has

ovided to the United States in confidence by, or produced by the

3]

Dea2n 2
tnited States pursuant to a joint arrangemernt with, a foreign govern-

ment or interna*ional organization of governments or an official of
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(@) "“National security information" means information that con-
cerns the national defense or foreign relations of the United States.

Section 2. OQOriginal Classification.

(a) Classification Designation. National security information

that requires protection against unauthorized disclosure may be classifiec
i in one of the three designations listed below. If the classifying
official has reasonable doubt which designation is appropriate, or
whether the information should be classified at all, the less restrictive
treatment should be designated or guidance should be sought from an approp
senior agency official.

(1) "Top Secret" shall be applied to information, the unauthorize
disclosure of which reasonably could be expected to cause exceptionally

grave damage to the national security. . .

(2) "Secret" shall be applied to informatidn, the unaudthorized

disclosure of which reasonably could be expected to cause serious
damage to the national security.

(3) "Confidential" shall be applied to information, the

. .
unauthorized disclosure of which reasonably could be expected to cause

identifiable damage to the national security.
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b) Classification Autroriiy.
I

(.. Top Secreat. Auther-ity for original classification of
- information as "Top Sacret" may be exercised only by the President, by

such officials as the President may designate by publication in ihe

Federal Register, by the Agency heads listed below, and by officials

to whom such authority is delegated in accordance with the provisiohs
of su?section (4){below:

. a The Secretary of State

The Secretary of the Treasury

The Secretary of Defense

The %eg;efafy of the Army

The Secretary of the.Navy

The Secretary of the Air Force

The Attorney General of the United States

The Secretary of Energy

The Chairmaﬁ, Nuclear Regulatory Commission

The Director, Arms Control and Disarmament Agency
E The Director of Central Intelligence

Thé Adminisirator, National Aeronautics and Space Adminisération 7‘
The Administrator, Géneral Services Administration {delegable
only to the Director, Fedaral Preparedness Agency a2nd to the
Director, Information Security Oversignt Office.) .

(2) Secret. . Authority for original classificetion of infor-

mation as "Secret" may be exercised only by such officials as the

President may designate by publication in the Federal Register, by the
Agency heads listed below, by officials who have "Top Secreit" classi-
fication authority and by officials so authorized in accordance with

the provisions of subsection (4):
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The Sccretary of Commerce -

The Secretary of Transportation
The Administrator, Agency for International Develop:ént
The Director, International "Communication Agency

(3) Confidential. Authority for original classification of

. information as "Confidential"‘may be exercised only by such officials

as the_President may designate by publication in the Federal Register,
Sy the Agency heads listed below, by officals who have "Top Secret” '
or "Secret" classification authority and by oéficials so authorized in
accordan;e with gubsection (4): .
The Preéident and Chairman, Export-Import Bank of thé United S£ai
The President-and Chief Executive Office?, Ovefseés Private

Investment Corporation

(4) Limitations on Delegation of Classification Authority.

(i) Authority for original claésification of information ;s
"Top Secret" may be delegated only in jﬁf{ﬁjﬂg:éﬁdigg;§:f§:§§iﬁEiEE}:
suﬁordinate officals determined by the President or by Agency heads
listed in subsection (1) above to have a frequent need %o exercise
such authority. Authority so delegated may not be redelegated.

(ii) Authority for original classification of informatiion as
"Secret" may be delegated only in writing an} only to those subordinates
determined by the President, by Agency heads listed in subsections (1)
and (2) abdove and'by officials with "Top Secret" classification
authority to have frequent neéd to exercise such authority. Authority
so delegated may not be redelegated. »

(iii) Authority for original classification of informetion as

"Confidential" may be delegated only in writing and only to those

subordinates determined by the President, by Agency heads listed in .
subsections (1), (2) and (3) above and by officials with "Top Secret"
classification authority ‘to have frcquent nced to exercise such

authority. Authority so delegeted may not be redelegated.
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(iv) - Each delegation of original classification authority
shall be in writing by name or title of position held or as prescribed
in directives implementing this Order.

‘(v) Delegations of‘original classification authority shall be.
held to an absolute minimum. Administrative convenience is got a
;alid basis for such delegations. Periodic review of such
:dclegations shall be made to ensure that the officials so designated
:have demonstrated a continuing need to exercise such authority.

(vi) Agenciles or officials not granted original classification
authority in this sectlon may request such authority from the

President through the Information Security Oversight Office, established

herein. Approval of such requests shall be published in the Federal

..
.

Register.

(5) Exceptional Cases. When an'employee of an Agency that does
not have original classification authority, or a contractor of such

an Agency, originates information that-is believed to require

‘classification, the person or contractor shall protect that information
in the manner prescribed by this Order and implementing directives.

The information shall be transmitted promptly through established
channels and under appropriate safeguards to the Agency having

primary interest in the subject matter and -appropriate original
classification authority with a request that a determination be made as t:
classification. Such requests shall be actcd<upohbwithin 30 days.

i . Where such Agency cannot be identified, the information shall be sent

i determination

to the Director of the Information Security Oversight Office for a/. ..

i (¢) Classification Requirements. Information may not be

classified unless an original classification authority determines:

| (1) that the information falls into one or more of the criteria set
forth in subsection (d) below, which apply equally to all three
authorized classification designations; and (2) that the unauthorized

.
disclosure of such information reasonably could be expected to cause at

least {dentifiable damage to the national security. R
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The unauthorized disclosure of foreign government informa-
tion or the identity of a confidential foreign source is presumed to cause
at least identifiable damage to the national security.

(a) Classification Criteria. Information may not be con-

sidered for classification unless its disclosure reasonably could be
expected to: ‘

(1) Make the United States or its allies vulnerable to attack
by a foreign power, or weaken the ability of the United States or
its alliles to conduct armed operations or defend themselves, or
dinminish the military or operational effectiveness of the United
States' a;med forces; or

(2) Lead to hostile political, economic, or military action
against the United States or its allies by a foreign powerj or

(3) Reveal, in whole or in part, the defense or foreign
policy plans or posture of the United States or its allies; provide
a foreign mnation.with information uﬁon which to develop effective
countermeasures to such plans or posture; weaken or nullify the
effectiveness of a United States military, foreign policy, foreign
intelligence, or foreign counterintelligence plan, operation, project,
or activity; ©OT

(4) Aid a foreign nation to develop or improve its military
capability; or .

(5) Reveal, jeopardize, or reduce th; effectiveness.of an
intelligence or cryptologic source, method, device, or system; OT

(6) Disclose to other nations or foreign groups that the
United States has, or is capable of obtaining, certain information
concerning those nations or groups without their knowledge or consentj’
or

(7) Deprive the United States of a diplomatic, military,
scientific, cenginecering, technical, economic, or intelligence advantage
related to the national security; or

(8) Create or incrcase international tensions; cause ox con=
tribute to politfcal or economic {nstablity or civil disorder in a

foreign country; or otherwise tmpaty the forelgn relations of the
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(9) Dlsclose or fmpair the position of the United States or 8
igs allies in international negotiations; or

(10) Disclose the identity of a confidential foreign source; or

(11) Disclose fqrcign government information; or

(12) Diminish the effectiveness of United States Government

programs for safcguarding nuclear materials or facilities; or

(13) Place a person's 1life in jeopardy.

(e) Limitation on Duration of Classification.

‘(1) Except as permitted in paragraph (2) below, cach original
classification authority at the time of original ciassification shall
- : set a date or event for autom;tic declassification no more than six
years later. Alternatively, the original classification authority
may set a date or event not more than six years later for review to
determine whether there is a continued need to protect the information.

Only officials with Top Secret classifi-

cation authority may extend classification of the information beyond

six years and only then in accofdancc with paragraph (2) below.

(2) Only officials with Top Secret classification ‘authority
-and heads of agencies listed in Section 2(§) may classify information
4 for more than six years from the datg of original classification.
In such cases, the date or event for declassification or review sEall
be as early as nationai security permits and shall be no more than
twenty years after the original classification, except that the date
or event for declassification or review of foreign government infor-
mation may be up to thirty years. This authority shall be used
sparingly. ] '

(f) Classification Identification and Marking.

(1) The following shall be shown on the face of paper copies of all

documents at the time of original classification: (1) the‘identiéy of the

original classification authority; (1i) the office of origin; (1ii)

the date of the documeuc'; origin; (iv) the date or event for

declassification or review; and (v) one of the threce classification

destignations defined hcrc;n. When the individual who signs or other-

wise authenticates a document or item also is authorfzed to classify

it, no further annotation of fdentity 1s required. Documents

classified for more than six years shall also be marked with the identity

of the official who authorized the prolonged classification and the

Justification for {t. This Justificatfon may be by reference to
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(2) Markings such as "For Offical Use fnly" and "Limited

Official Use"™ may not be used to iéeﬁtify information requiring pro-
téction.pursuant to this Order. Nor Qay terns such as "Conference,"
"or ‘"Agency" be used iﬁ conjunction with classification designakions
prescribed by this Ordér; e.g., "Agency Confidential," or "Conference
Confidential.m . . - o ‘ ‘ T
(3). Each classified document shall, by marking or other means;A;
indicate clearly which portions are classified, with the applicable

classification designatior, and which portions are not classified,  3in

order to facilitate excerpiing and other uses. Agency heads nay seek

a waiver of this requirement from the Director of the Information
Security Oversight Office for specified classes of information. The
Director of the Oversight Office may,-for good cause, grant and revoke
such a waiver. . .

(ﬁ) Fdreigﬁ government information shall either retain iis
original classification designation or be assigned a United States )
classification designation that shall assure a degree of protection
equivalent to that required by the entity that furnished the information.

(5) Classified documents that contain.or reveal information
that the originator has determined is subject tolspecial dissemina-
tion and reproduction limitations shall be marked clearly so as to
piace the user on notice of the restrictions. oY

(g) Prohibitions.

(1) Classification nay nét be used to conceal violations of
law, inefficiency, or adminisirative error, to prevent embarrassnment’
to a person, organization or agency, or to restrain éompctition.

(2) Basic sclentific research information not clearly
related to the national security may not bde classified.

(3) A product of non-goverament research and developaent

that does not incorporate or reveal classified {nformatlon to which

the p Aﬂm’@h’?dd:roﬂlgem@oqyg1’@17\':09”})'31%38%'8'99331 BQ?Z%%QO%O(QOJ Bsatrt erd
i-lIII-I-[:::__________:____________________;_~447
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unider this Order until and unless the government acguires a pro-
.

prietary interest in the prodﬁct. This Order doec not affecct the

provisionS'of the Patent Secrecy Act of 1952 (35 U.s.C. 181-188).

(4) References to classified docunents that individually, ox
in éggregate, do not disclose classified information may not be
blassified or used e&s a basis for classification. ) -

h .{(5) Classification may not be used to limit dissemination of
information that is not ciassifiable-under the provisions of this
6rder, or ﬁo prevent or delay the public release of such information.

(6) UNo docuﬁent m?y be classified after an Agenéy has

‘réceived a request for such document under the Freedon of Information.'

Act or the Mandatory Review provision of this Order

/7"Section 4(g)_7, unless such document requires the protection
authorized by this Order and such clissification is authorized
personally, and in writing, bj the head of the Agency concerned,’
by the senior official designated to oversee the Agency information
security program, or by an agency official with original Top Secret
.classification authority. . .

(7) Classification may not be restored to -documents already

declassified and released to the public under this or prior Orders.

Section 3. Derivetive Classification of Information.

(a) Original classification authority sh2ll not be given to
persons who only reproduce, exiract or summarize classified infor-
mation or who only apply to information classifﬁcation rmarkings
derived from source material ;r as directed by a.security classi-
fication guide. Persons who apply deriva%ive classification
narkings shall (i) respect clgssifications assigned by Qriginators; '
(1i) to the maximua extent practicable verify the current level of
clussiticnt&on of tke information prior to applying such markings;

and (c)
(i1i) in accordance with subsections (b)/ below, carry forward
to any newly crecated docurenis the assigned dates or events for

declassification or review and any additional authorized markings.
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Documents based on multiple classified sources
may use a single markling.

(b) New material that derives its classification from
information classified on or after the effective date of this Order‘
shall be marked with the date or event for declassification or
the date for review assigned to the source information.

(c) New material that derives its classification from information

-classified under prior ‘Orders shall be treated as follows:

(1) When the source material bears a date or event for
declassification twenty years or less from the date of origin,
that daée or event shall be carried forward on the new material.

(2) When the source material bears no date or event for
declassification or is ﬁ;rked for declassification beyond
twventy years, the new material shall .be marked with 2 date for
review for declassificatioq/fsenty years from the date of original
classification of the source materiai.

(3) When the source material is foreign government information
bearing no date or event for declassification or marked for
declassification beyond thirty years, the new material shall be
marked for review for declassification at thirty years from the
date of original classification of the source material.

Section 4. Declassification and Downgrading

Approved For Release 2007/01/17 : CIA-RDP83M00171R002300040001-8
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(a) - Declassification Authority. The authority to declassify

or downgrade information classified under this or prior Executive
orders shall be exercised as follows:
(1) Classified information may be declassified or downgraded
by the official who authorized the original classification if that official
is still serving in the same position, by a
successor, or by a supervisory official of either.
(2) Agency heads named in Section 2(p) shall designate

additional officials at the lowest practicable.echelons to exercise

declassification and downgrading authority. N

LA S oo T e a2 )

(3) When the Director of the Information Security Over-
sight Office determines that information is classified in violation
of this Order, or that information con31nered in the exercise of-
the Director's appellate function pursuant to Section 4(f)(2) should be
declassified or downgraded, the Director shall promptly notify_thg affectéd
Agency of such a determination. The Agency.Shall have
20 working days to contest the determination. In t#e evént agree-
ment on the classification of the informatién in question cannot
be reached between the Dircctor of the Information Security Over-
sight Office and the Agency, they will nnpeal the case to
the National Security Council. Contested 1nfor—
mation shall remain classified until the appeal is resolved.

(4) Tﬁe prbvisions'of‘this Order relating to the declassi-
fication of national security information shall also apply to
agencies which, under the tergs of this Order, do not have original
classification authority but which had such authority under prior
Executive orders.

(b) Authority Over Transferred Information.
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vLl) For clzr:zified Irnformatlon transfersrs? in con!

a =vansfer of function -- not

nerely for storage purpuses -~ the recelving Agency shall bve
be the originating Agency for all purposes under this Order.
(2) For claszified information not transferred in aczz-dance

with subsection (1) azbove, but originated in an Agency which hes

ceased to exist, each Agency in possession shall be deemed to be the

originating Agency for all purposes under this Order. Such inforoa-
tion may be declassified or downgraded by the Agency in gosscssion
gftgr consulting with a2ny other Agency having an interest in the
subject matter. . :

:.(3) Classified information‘transferred to the General Services
Administration for accession into the Archives of the United States
shall be declassified or downgraded by the Archivist of the United
States in accordance with this Order, the directives of the Infornation
Security Oversight Office, and Agency guidelines.

- (4) After the termination of a Presidential administration, the
4rchivi§t of the United States shall ha;e the authbrity to:review and
declassify or downgrade all information classified by the President,
the White House staff, or committees or commissions appointed by the
President or others acting on the President's behalf. This authority
spall be exercised only efter consultation with the agencies having
primery subject matter interest. Disagreements on declassification of
Presidential documénts between the National Archives and agencies
having primary subject matter intercst may be_appe;lcd to the Director of

the Information Security Oversight Office.

(c) Declassification Policv.

(1) Declassification of classified information shall be given
emphasis comparable to that accorded classification. Information
classified pursuant to this and prior Orders shall be declassified as
carly as national sccu;iCy considerations permict. Decisions concerning
declassification shall be based on the loss of the information's
sensitivity with the passage of time or the occurrence of an event which
would make continucd classification unnccessary.

(2) VWhenever informatlon is revicwed for declassification

pursuant to this Orvder, chshnll be declassificd unless the declassi-
fication authority eastablished in Scction 4(a) determines that the

{nformatlon continues to meet the standards for classificattion pre-
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(3) It is presumed that information which continues to meet
the standards for classification in Section 2(c) requires continued
protection. In some cases, however, the need to protect such infor-
mation may be outweighed by the public interest in disclosure of the
information, and in these cases the information should be declassified.
When such a question arises, it shall be referred to the agency
head, an official with Top Secret classificqtion authority, or the

Archivist of the United States in the case of material covered in

Section 4(f)(2). That official will determine whether the public
interest in disclosure outweighs the damage to national security
that might reasonably be expected from disclosure,

(d) Declassification Requirements.

(1) Except as provided in Section 4(e) (4) below, information
classified on or after the effective date of this Order shall be

declassified or reviewed in accordance with the date or event set

Pursuant to Section 2(e).

(1) Information not marked Qitg ;uch a date or event shall
be declassified automatically six years after the date of original
classification, unless the head or deputy head of the agency extends
its classification personally and in writing in accordance with
Section 2(e)(2).

(ii) When information is marked for review within six years of
original classification, pursuant to Section 2(e) (1), and that review
is not conducted by the end of the sixth year,:the.information is
. automatically declassified. However, the head of the agency or
officials with Top Secret classification authority may restore and
extend the classification personally and in writing, in accordance
with Section 2(e)(2).

(2) Except as provided in Section 4(c) (4) below, information
which was classified chore the effective date of this Order and
already marked with a dntg or event directing declassification in
20 years or less from date of origin, shall be declassified automati-
cally in accordance with such date or event unless declassified
carlicr, Information not so marked shall be revicwed for declassi-

fication in accordance with Section 4(e) and (f) below.
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(e) Systematic Review for Declassificaton.

(1)‘ Classified information éonstituting permanently valuable
records of the Government as-defined by 44 U.S5.C. 2103 and information
in thé possession and control of the Administrator of General Services
pursuant to 44 U.S.C. 2107 or 2107 note shall be reviewed for -
declassificatiqn as 1t becomes 20 years old. Agency heads listed in
Section 2(b) and officials designated by the President pursuant to
Section 2(b) (1) of this Order may extend classification beyond 20
years, but only in accordance with Sections 4(c) and 4(e)(2). This
authority may. not be delegated. When cl;ssification is extended
beyond 20 years, a date for declassification or the next review no
more than 10 years later shall be set and marked on the document.
Subsequent reviews for declassification shall be set at no more than
10 year intervals. The Director of the Information Security Over-
sight Office may extend the period between subsequent reviews for

specific categories of information.
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(2) Within 180 days after ihe eifective date of this Order,
the Agency heads listed in Section 2{b) and the heads of agencies which
had c:igi:al_classification authority under prior orders shall, after
consultation with the Archivist of ithe United States and review by the
Information Security Oversight Office, issue and maintain guidelines for
systematic review covering 20-year old classified information under
their jurisdiction. These guidelines shall state specific, liﬁited
categories of information which, becausé of their national security
seﬁsitivity, should not be declassified automatically dbut should be
reviewved item—by-;tem to determine whether continued protection beyond
20 years is needed. All informaiion not identified in these guidelines
as requiring‘review and for which a prior automatic declassification
date has not beennestablishéd shall be declassified automatically at
the end of 20 years from the date of originallclassification[ These
guidelines shall be authorized for use by the Archivist of the United
States and by any Agency having custody of the information. V

(3) Notwithstanding Section 4(e)(1l) and (2), the Secretary of

Defense | may establish special procedures for systematic

review and declassification of classified cryptologic information

produced by units ‘of the.pepartﬁeﬁt of'Defengé.‘ Tﬁegé procedures shaii

be consistent, so far as practicablc,_with the objectives of Section
4(e) (1) and (2) and sﬁall be reviewed a;d approved by the Director

of the Information Se;urity Oversight Office prior to implementation.
Any decision by the Director in this regaxd may:be appe;led to the
National Security Council. In case of an appeal, the information

will remain classified until the appeal is resolved.

. (4) Foreign government information shall be exempt-from the

. automatic declassification and 20 yecar systcmatic review provisions of
~

this Section. Unless declassified earlier, such information shall

be rcvieged.fur declassification 30 years from its date of origin.
Such rcvic;.shall be in gccord;ncc with the provisions of Scction 4(c)
and with guidelines developed by Agency heads in consultation with

the Archivist of the United Statces and, where appropriate, with the

foreign government or international organization concerned.
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(5) Transition to systematic review at twenty years shall
be implemented as rapidly as practicable but shall be completed no
more than ten years from the effective date of this Order.

(£) Mandatory Review for Declassification.

(1) Except as provided in (2) below, information classified
zpursuant to this or prior Executive orders shall be reviewed for
possible declassification upon request of a member of the public, a
government employee or an Agency, prévided the request is sufficiently
specific to permit location of the information with reasonable effort.

Requests for declassification under this provision shall be acted upon

within 60 days. Requests for declassification under the Freedom of

. ' . B
Information Act shall be processed in accordance. with the vrovisions

of the Act. R ‘ : . L e . e e e e

(2) Information less than ten years old originated by the
President or a President's White House staff or Committées or Commissions
appointed by the President or others acting on behalf of the President,
including such information in the possession and control of the
Administrator of General Services pursuant to 44 U.S.C. 2107 or 2107
note is exempted from the provisions of subsection (1) above. Such
information over ten years old, however, shall be subject to mandatory
declassification review upon the request of a member of the public,

a government aﬁployee or an Agency. The processing of such requests
shall accord with proccﬁures developed by the Archivist of the

United States which shall include consultations with agencies having
primary subject matter interest. Denial by the Archivist of such a
request for declassification wmay be appealed to the Director of the
Information Sccurity Oversight Office who may order declassification.

In such cascs, the Director of the Information Scecurity Oversight Office
shall promptly notify apencies with primary subject matter interest,

which may follow the appeals process sct forth in Section 4(a)(3).
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.




Approved For Release 2007/01/17 : CIA-RDP83M00171R002300040001-8

(3) Reg:zs-= for declossification of el=:sifind docuzants
sviginated by an Agency but in the porsessivn ans conirol of =he
sdminislrator of Gemeral Services pursuant to 44 U.3.C. 2137 o=

<

2107 note shall be referred by line Archivist to the Agency of crigin

I}
o
o
o+

for processing Iin accordance with subscction (1) above and Tor di
response to the reguester. The Archiv%st sﬁall inforn requesters
of suen referrals,

(4) Mo Agency iQ possession of a document classified under
the provision:‘of.this or prior Orders wmay, in response fo a request

rezdon of Informationr Act or the Mandatory Review

o
*r)

rnade ender, th

provision of this Order (Section 4(f)) for such document, refuse to confirm

the existence or non-existence of such document, unless the fact of its
existence or non-existence would itself be classifiable under this Order.
) (g) Downgrading. Information classified under this or prior
Orders énd markxed for automatic downgnéding.és downgraded zccordingly
without notification to holders. Other information classified ﬁnder
this or prior Orders may be assigned a lower classification designa-
tion by the originator or other officials authorized to downgrade of_
to declassify when such dowagrading serves a uéeful purposé. Noticé‘
of such downgrading shéll bve provided to holderé of the information
to the extent practicable.

Section 5. Safeguarding.

(a) Gencral Restrictions on Access.

(1) No person may be givcn-access to classified inforﬁation
unless such person has been determined to be trustworthy and unles§
access to such information is necessary for the performance of

{ official duties.

izl
[zl
[+
o]
(2]
kel
e
0
1
o
=4
[&]
oo
“

(2) All classified information shall be marxed
to put users on notice of its current classificaticn siatus end, i
. .
appropriate, to show any speciel distribution or reproiuction ra-

strieticas.
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(3) Conirilz shall be es-uiiished Ly eaeh Lzenzy to assure
that clancified infornation is u:zed, processed, :533re2d, regroduzed

&l &runsﬁitted only under conditions that will provile ndagunts
profcction and pyeycut accens by unauthorized pérsons.

(4) Clazssified informaiion no lonZer needed in curvrant
working liles or for reference or record purposes shall te oo~
cessed for appropriate disposition in accordance with the provicions
of Chapt§rs 21 and 33 of Titlc 44 of the United States Code governing
disposition éf federal records. -

(5) Classified information disseminated outside the

executive dranch sha

o

1 be given protéction equivalent to that
afforded within the executive branch.

(b) Special Access Progranms. o .

(1) Agency heads 1listed in Section 2(b (1) may create special
access ﬁrograms to control access, distribution, and protection of
particularly sensitive informajion clésg'fied pursuant to this or
prior Orders. Such pfograms may be created or continuéd only by
written direction and only by these Agency heads or, fﬁr matters
pertaining to intelligence sources and methods, by the Director of --
Central Intelligence. Classified information in such programs shall
be declassified according to the provisions of Section 4. _Speciél
access programs nay te creéfed or continued cnlyvon a specific

showing that: .

(i) normal management and safeguarding procedures are not

sufficient to limit need-to-know or access;

(ii) the nuwber of persons who will necd access will be

rcasonably small and commensurate with the objcetive of providing
! : . .
extra protection for the information involved; and

(1ii) +the special access controls balance the reed to vrotact

mation,
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(2) A1: such special access programs cxezpt those required
by trealy or internaticnal egreement shall terainate auto-

matically every five years unless renewed in accordance mith the

procedures in this subsection.

{3) Vithin 180 days afler the offcetive date of thig Order,

the Agen:y heads lisled in Scction 2(b3{1) ehall review all 2zistic

special access programs under their jurisdiction ard continue them

]
=3
-
4
=
2]
[#]
0
[e]
o
]
o
)

nce with the proceﬁurés in this subsection. Ezch of those
hgeney “c;ds shall also establish and nmaintain o system of accounting fo
all special access programs theybcreate or continue.

" The Director of the Tnformation Security Oversighi Office

shall have non-delegable access to 2ll such éccountingS-

(c) ‘ecess by Historical Researchers and Former Presidential ’

Appointees. The requirement in Section 5(a){1) that

access to classified informztion be granted only as is necessary for
the performance of official duties'shall not apply to persons wvho -
are engeaged in historical research projects or who previously.have
occupled pollcy making p051L10ns to which they vere app01nted by Lhe Presi
prov10ed thut the Agency with juris dlct1on over the 1nforn3flon-_> ‘

(1) makes a written determination that gcéess is conzistent
with the interest of national security; ' '

(2) iakes eppropri te:s eps to ensurc that classifiéd infof~
nation is not disclosed or published without prior revicw andv {

declassification; . o
2

(3) takes rcasonable. action to ensure that access is limited

vl

to specific categories of information over which that Agency has
classification jurisdiction;
(4) 1limits the access granted to former Presideniial

appointecs to items that the person originated, reviewed, sizgn2d or

received while serving as a Presldential appointec.

oy e, R
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(d) Reproduction Controls.

(1) Top Sceret doaumsnts nay not be reproduszd withewt +hs

consexnt of the or;g;ﬂating Ageacy unless otherw;gc mavked by {he
originaling office.

(2) Re pr oduztion of Sceret and Conrvlnn’l“- documents nay

be restricizd by the eriginating Agency.

(3) Reprcducza copics of c¢lassified docurenis are subject to

the, somz eccountadbility and controls as the original docunents.

(4) Records shallvbe haintaincd'by all Agencies that repro-

duce paper, copies of c1a551f1ed documénts to show the number and d14tr1bnt1
of reproduced copies o; 2ll Top Secret documents; all docurent°
covered by special access prorrums dlstrlbutec outside the originatip -

f agency; and 211 Secret and Confldentlgl docunents nar%ed in

accordance with Sectiion 2(f)(5)

(5) Subseetions (1) and {2) above shall not restirict the
reproduction of documents for the'purpose of facilitating review for
4 .
) . : J L
declassification. However, such reproduced docaﬁenus thau Terain

cla 331f1cd after review nust be destroyed afoer they are. u"ed -

Section 6. Implementation and Review,

The HNational Security Council may rev1ew all mattcrq with rerect t

the 1mp1cmentat10n of this Order and shall provide overall lele

dlroctlon for the 1nformat10n securlty program

(a) Information Security Oversignt Office.

(1)  The Administrator of General Services shall be responsible
for implementing and monitoring the program established pursuant to
this Order. This responsibility shall be performed through an
Inforzation Security OVersighi Office. '

' (2) This Office shall have a full-time Dircctor appointed b;
the Administrafor of General Services subject to approval by the
President. The Director shall have authority to appoint a sitaff.

The Director shall:
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(i) oversee Agency actions to ensurz2 cozpliance with this

%]
.

Order 2nd implenenting directive
(ii) consider and take aciion on complzinis and suggestions

f£rom perscns within or outside the Gove;n:cnt with respecs to th=

sdsinisirztion of thz information securiiy progran, including

< s . : ik
azpeals rrox denizals of declassificaticn requests pursuaiz ©O

(
(31ii) exercise the authority to declassify information pro- "~
vided by Sections 4(2)(3) and 4(£)(2);

"(iv.) develop, in consuliation with the agencies, and pronul-
gate, subjezt to the approval of the National Security Council,

directives for the implemgntation of this Order which shall be

binding on ihe agsncies;
(v) xreport annually to the President through the Adminisirator

of General Services and the National Security Council on the

-
.

inplementation of this Order;

(vi) review all Agency implementing regulations and guide-
lines for systematic review to ensure their consistency with the
provisions of the Order and implementing directives. If the Director
finds any regulation or guideline inconsistent with this Order or

inplementing directives, the Director may require it to be changed.

. The Agency head may appeal such a decision to the National Security

Council, which shall have final decision-making authority. Pending
resolution of the appeal, the Agency regulation or guideline shall

remain in effect.

(vii) exercise case<by;case classification authority in
accordance with Section 2(b)(5) and review requests for original

classification authority in accordance with Section 2(b)(4)(vi);
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-exceptional national security risk, the affected Agency head may

tatives of the Secretaries of Staté, Defense, Treasury and Energy,
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(vi11) Kavz . the authority iu zonduct on-zitas rzviews of the
tnfornation securitly program of each Ageney that Xanlles ecizzs?fiod
informatién and to require of cach Agency such reports, Infoxr-
mation, and othpr, cooperation as necessgary to fulfill the abeve
yesponsibilitiey, If such reports, inspection, or accezs ¢o

specillic categories of classified information would pose all

deny access. In such a case, the Agency head shall report the
decision and the reason to the MNational Security Council, which may
overrule the decision.

(¥) Intersgency Informztion Security Committee. hers

]

is esiablished an Interagency Information Security Conmitice which

shall be chaired by the Director and shall be comprised of represeﬁ~

the Attorney General,-the Director,of Centirel Intelligence, the
National Security Council Staff, the. Donmestic Policy Staff{, and the
Archivist of the United.States. Representatives of other agencies
may be invited'to neet with thé‘Committee on nmatters of particular
interast\to those agencies. The Conmittee shall megt af {5é cali':
of the Chairnman or at the request of a member Agency and shail X -

advise the Chairman on.implementation of this Order.

{c) Apencies with Jriginal Classification Authority. Zach

Agency granted original classification autﬁéritj pﬁrsuant to this
Order shall: »

(1) Subnit to the Information Scecurity Oversight Office a
copy of the regulations and guidelines for systematic review adopted
pursuant to this Order and implementing-directives. Subsequent
changes to Agency rcgulatioﬁs and guidelines fo} systematic »eview

shall also be forwarded to the Oversight Office.

(2) Publiszh in the Federal Register the unclassifien

regulations implementing this Order orv chanpes thercecto.,
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Tz zonluct an nstive

. " (3) 2esirzzute n senlor izeniy offis

sversifht progrem 4o ensure effcetive jmplenzn- cf 1hls Order,

(4) Degignate a senior Agency official =z chair an

cournithee with.agthority to act .on 411 suggesiions and 2
witn respect to the ﬁgcncy}s 5dministration of the inflor
sezourity progranm,
) Establish a process to dccidc appeals from denials of
.declascification requests, pu»sunnt'to Section 4(f). » .
(6) Establish and maintzin a progran to familiarize Agency

persoanel and others with access to classified information with the

P
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ess
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with the provisions of thie Order;
en¢, to encourage him or her to chellenge classification decisions
.believed to be imprgper;
(7) Ensure the preparation and promulgation of guidelines

for secﬁrity classilication that will facilitate the identification

end uniforn classification of information requiring. protection under
the provisions of this Order. T - o T
/ v (8) Develop and promulgate guidelines for systématic revie&
in eccordance with Section 4{(e ){2).
(9) Take necessary action to énsure that:
(i) a demonsiradble necd for access'go classified information
is established prior to the initiation of administrative clearance

procedures, and

(ii) the number of people granted access to classified infor-

mation is reduced to and maintained at the minimum, consistent with
operztional requirements and neceds.

{10) Ensure that safeguarding practices are reviewed con-
tinuously and eliminate those that are duplicatives =r unneccssaTty.

(11) Submit to the Information Security Qversight OfTice

such information or reporis os the Dircetor of tio

recensary to carry oul tho OfTice's respounsibilitias,
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l (d) Agencies Without Original Classiffcation Authority.

’ Each Agency .that has not been granted original classificatlion authority

i but that handles classified information shall comply with appropriate
subsections above [f(c) (1), (2), (3), (4), (5), (6), (8), (9), (10) and
(11y_7.

Section 7. Administrative Sanctions.

In any case in which the Information Security Oversight Office finds
that a violation of this Order or any implementing directive has

Aocéurred, it shall make a report to the head of the Agency concerned
so that corrective steps may be taken.

(a) Officers and employeés of the United States shall be
subject to appropriate administrative sanctions if they:

(1) knowingly and willfully classify or continue the classifica-
tion of information in violation of this Order or any implementing
directive; or .

(2) knowingly, willfully and withsut authorization disclose
information properly classified under this or prior Orders or compromise
properly classified information through negligence; or

(3) knowingly and willfully violate any other provision of this
Order or implementing directive.

(b) Sanctions may include reprimand, suspension without pay,
removal, termination of classification authority, or other sancfion in
accordance with applicable law and Agency regulations.

(c) Agency heads shall make provision to ensure that appropriate
and prompt corrective action is taken whenever a violation under
subsection (a) occurs. They shall also inform the Director of the

Information Security Oversight Office when such violations occur.

(d) ﬂgency heads shall ;eport to the Attorney General evidence
of possible violations of federal criminal law by an cmployce of their
department or agency to rne extent any such information may be reflected
in classified information and report to the Attorney General evidence
of possible violations by any other person of those federal criminal

lawvs specified 4n guldelines adopted by the Attorney General;
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Section 8, Atomic Enecrgy Information or Material.

Nothing in this Order shall supersede any requirements made by or under
the Atomic Energy Act of 1954,Iasiamcndcd. "Restricted Data" and
information designated as "Formerly Restricted Data" shall be handled,
p;otccted, classified, downgraded, and declassified in conformity with
the provisions of such Atomic Energy Act and the regulations of the

Department of Energy.

Section 9. Interpretation of the Order.

The Attorney General, upon request b& the head of an Agency, his duly
designated ;épresentative, or the’Director of the Information Security
Oversight Office, shall personally or through authorized representatives
of the Department of'Justice render an interpretation of this Order

with respect to any question arising in the course of its administration.

Section 10. Revocation of Prior Orders and Directives.

Executive Order No. 11652 of March 8, 1972, as amended by Executive
Order No. 11714 of April 24, 1973, and No. 11862 of June 11, 1975,
and the National Security Council Directive of May 17, 1972 13 C.F.R.
1085 (1971-75 Comp.)7 are revoked. \

Section 11. Effective Date.

This Order shall become effective on October 1, 1978, except that

the functions of the Information Security Oversight office specified

in Section 6(a)(1)(iv) and 6(a) (1) (vi) shall be:effeégive immediately
and shall be performed in the interim by the Interagency Classification

Revicw Committee established pursuant to Exccutive Order 11652.
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