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5 JUN 1975

MEMORANDUM FOR: Deputy Director for Intelligence ‘
Deputy Director for Opcrations
Deputy Director for Science and Technology
General Counsel ‘
Inspector General

, Comptroller
2514 SUBJECT :  Proposed HN_E Security Requirements for Remote
: Terminal - Job 7562)

FOR YOUR INFORMATION

1. Attached is a proposed notice initiated by the Office of
Security to inform employees of the new security requirements for
access to remote terminals.

2. We plan to send the proposal to the Deputy Director for
Administration on 20 June 1975 for authentication. If you have any

comments, we would appreciate receiving them before that date.
H 2T A
Chief, Regulations CoOn Branch

Attachment

2T, Proposed HN-
S

cc:  OS
0JCS
AO/DCI
SSA-DDA

CL BY: (039312
GDS: 31 December 1980 or when
C-O-N-F-I-D-E-N-T-I-A-L attachments are removed
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This Notice Expires 1 July 1976

SECURITY REQUIREMENTS FOR REMOTE TERMINAL ACCESS

214

1. To implement the requirements of Director of Central Intelli-
gence Directive 1/16, "Security of Compartmented Computer Operations,"
Agerncy personnel having access to Office of Joint Computer Support
(GJCS) computer systems through remote terminals were required to hold
security approvals for access to all compartmented data contained in
those systems (e.g., Special Intelligence, TK, and_-l Because of 2ER14,
the proliferation of remote terminals and an increase in the number of
personnel using those terminals, compartmentation based on the "need-to-
know' principle has been weakened.

2. In accordance with the provisions of DCID 1/16, the CIA member
of the United States Intelligence Board granted a waiver of the above
requirement on 7 April 1975. As a result, access to 0JCS systems through
remote terminals requires, as a minimm, approval for Special Intelligence
(5I) material in addition to an Agency Top Secret clearance. Approval
for other compartmented data (e.g., TK and il is required only to 214
use terminals specifically designated for such data. '

3. Personnel who previously received compartmented clearances S
solely to satisfy the requirements of NCID 1/16 should contact their
administrative officer to arrange for debriefings on the clearances no
longer needed. The administrative officer will make arraniements with e

the Special Security Center, Office of Security, extension

4. If remote terminal users encounter spillage (data not requested)
either through terminal or hard copy output, they should report it to
the GJCS Security Officer, extension or the Chi ormation 24
Systems Security Group, Office of Security, extensionﬂ 21,

FOR THE DIRECTOR OF CENTRAL INTELLIGENCE:

JOHN F. BLAKE
Deputy Director
for
Administration
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