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In the :enturizs beiween the ospiona.s program of Nosss ana ths
wissle crisis in Cubs, we witnsss the ;redual vevelopmsnt of wmilitary
snd political intelligencs organizations and obssrve ths wost famous
spies in hiutory enguged in clanusstiume work. Y¥st it is as impossible to
cetermine the exsct beginnings of secrot service as it 1u of esrionege;
though hundrecs of years mugt have sersrstsd thsm. Likewise ihe opepinning
of orgenizsd sscrst service is no less obscured vy time, Whoover slacted
to invent it a3 8 by~product of soms conflict feiled to resveal his name,
ths dsts, or an organizution chart.

The art of intelligencs  athsring has hec¢ much more influence on
hisgtory then on ths historisn. History is full of sxsmplss of femous upies
but little is known of how thay operated, what t;pe of orgunizstion ran
them, how much mone; thsy spsnt, or whom thzy spent it on. liuch of this
historicel ignorunce is due to the nsturs of an intslligence orpanization.
Inhersnt in evsry successful - or unsuccessful - seacret ssrvice is the
elesment of secrecy. {cauy ws use the wore sophisticeatdd term of compert-
mentoation or the used-to-know, but oy whatsver nams we use, the purpose is
to iimit knowledge soout one's gscret ssrvice so that it may more
effectively opsrate without fesr of aisclosurs.

In democrutic amsrica, with our tredition Af an open socisty, and
our uncantrollsc tsndency for bLi, organizations, the nscessity for
vecragy leads to security pro.lems that nevsr occurrse in entiquity.

Yat the ancients were very succsssful spiss ana wmuch of what they did

on a smell scale forms ths busis for the corporetion approach to
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intslligence sathering toduy. For sxuuple; Sun [Zo in his vook art of Lur
gives ths baQiu of ecspionage su pructiced im 40C 3C by the Chinese. His
smphasis on security and the need—to-know is much ths same as pructiced
today, which is wh; the book is & favorite of Mao. Therefor: a brief
sxcursion throu,h the conels of sspionsys might shad some light onm the
growth of uscurity techniquesy

There viore muﬁy spies but vary few secrst servics orpunizstions in
ancisnt times, for the evident ressons thet, whetevsr ilimitations of
comfort, compunications or scientific comprehsnsion ths anclsnts sufferasd,
they were spareg acministrative impediments und wmost of our virulent
forms of rsd teps. Kings mnd commundars solved their own intelligonce
problams. But whut ths ancisnts lecked in system, morsover, was countsrbalsnced
oy their oxcsptional fertility of imegination snd instinctive cunning°
Those stratégems and surprise onsluughts which the pible ana the Jllied
prove %o ha&e besn the sugbestioné of Jshovah or mertisl Grsek gods were
in reality devissd by impromtu ueorst services. \hen alexander ths Grest
wug marohing into Asie hs tssted the loyalty of his troops by rsading
their mail,’ '

Rowe grew strony by its use of ﬁhe secrat ssrvice and lserned %o
jcttisén all marcy, qratitudo end scruples. Individuals such as Seiplo,
Uraessus, and Casssr devsloped their own intellizence orgenizations in
order gain inforastion on their political op onets. Informents were pald
off by securing one~hslf title to ths denouncec men's lunus but oftsn
this transafsr of propsrty wes not recorcec im order to protect the informer.
shedes of our sscrow System:

! inis very system was smnloysc to measurs the morel anc combutive spirit
of osmsrican troops in Frence during 1918, Thus the originuel 2ilitary
nostal cansorship blesnded with counterespioneps.
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Precious little is inown about the seturl operstions by the encionts
end it is not ¢ill the 16th contury, with the riss of nationalism snd
relirious strugrle, thot we caﬁ ¢istinguish betweon externsl and
internol security within an intéliigonce orgsnization. !i¢ msy as.ume
thst the needeto=kmow principle was operetive then for exemplos of the
Jesuits, or of ﬁalﬁingham's seeret service, working ageinst thomselves
would moke s delightful book. To suggest that the need=toeknow principle
‘wes used to covar up buresucratic bungles is perheps resding toomach
into history. Ilowever lalsingham's contribution to the inglish defeet of
the Spanish Armads i3 en object lesson, evan todesy, in perfect esplonage
and perfect sacuritye.

¥hils <elsingham is rightiy called the “father of the English sooret
service®, he mist share his reputation with John Thurloe, Cromwell's
extraoriinery secret -ervice chiefe. llere we get our first resl glimpse
into en intellizence organizatioﬂ?y msrely turning to the pages of 3Semuel
Pepyse Pepys, 8 good friend of Jﬁe of Thurlo;'s agents in Hollend,
records thrce es-ential steps in the English art of spyingi to
looste the most relioble snd velued informotion, obtain it without being
discovered, ené¢ to tronsmit it promptly to a superior while lecving the
adeissry in ignorsnce of his being decisvede Unfortusnetely for Cromwell
end his son, thers is fourth stcp, so necessary snd yot not difficult,
thet must bo token: the heceding of the summsry of intelligonce. What
pood or use is the gathering of intelligence, in this cese Lhe plenned
re:-toration of.Chnrles I1, if it is not used by the government? Alroody
the friction between the gotiers onc the users of intelligence
crops upe

48 the power of ths stetc grow, the pouers of the secrat saorvice

. JeEaCeRmiaT
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corrsspondingly @rawe. In uhs luts 18th enc zarly 1S1n contury, un
ever sharpening distinction ovstween internal security und the collection
of foreign intelligence took place. Separgte organizutions undar.
ssparats hsads developed. Ibis was lergely due to Lthe imperisl system's
fear of internsl dissidsnce snd ravolution. A&dditionully with the
inéfease of spesd, Brought aoout oy the tslsgrarh (1823) and the
submerina cabls (1851), ths whole puttern of intellijence begun
ch%ﬁgingo The sphsrss of intellizencs, treditionally limitzd to politieal
and military, sxpended tO'socioian, oo rurhy, und sdonomyo This led to
further sub-dividing of intaliigence orgenizations, with euch eivision
oparating undsi senarute security rsgulatidns.

While it is not within the bounds of this pepsr to discuss
case by case ths e#rowih of inteliiscnce a8 & facet of government, suffice
it to say that toduy all countries have intellieanca sorvicoéo thej may
ope differsnt in their organizafionu, efficiency, anc msthods, but all
huve their basic functions - to collsct information, evaluste iL, and
disssminata it to those who nezd to know it.

No intelligence organization 1a any ostter then its sscurity.
Muéh of this can b2 natursliy ouilt 1t. The Gla is unigus in thet it
combines unasr ons roof ths overt and covart c¢ellection means, along
with the snalyticul side. This roveels the modern tendsncy in intslligencs
to not only collsct out sveluats whet is collectedo put the purpose
today, as it wus under halaingham and Thurlde, is to ne2 prdduco finished

intslligence that can be useful. &and this leads to ssourity problems.
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_1Tb‘gpnreciate the difficulty of investigating the history of
inteﬁi}éénce security, one need on}y try to investigate the-prescnt
Qecuritv system of the CIA, Many peonle within the DDI will talk freely
about the need=-to-know but no one agrees; within the DDP there is a
hesitancy to even discuss it, And when the meaning of somethiny as basic
as the need-te~know cinnot be agrced upon, or even discussed, questions
griée and nroblems fellow,

The general justification within the DDP fer the application of
fhe need-te-know is nrimarily seurce protectien, The reason is obwvious,
The most sensitive information pertaining tola clandestine oper&tion is
that concerning the source or agent emnloyed, The agent is the key element
is any clandestime activity so that the noteptial harm to an agent and
the drving_un of a source cannot, in most cases, be condoned.a- Recause
this is so; the DDP strictly limits its disseminatiom,

The application of the need-to-know within the DDI is based on twe
criteria: does the individual need-to-¥now certain informatien for the
performance of his duties, and is he cleared for access to this infermation,
1f the answer is affimmative to Doth these conditianb. the disseminators
wil) channel the_inforuation to that person, This is often a judgment
question for the disseninaters so they tend to nlay it safe by
disseminating a breadly as pessible,

While the need-to-know works in oppesite directions within the LDI
and the DDP, it seems to work satisfactorily, lowever when the LDP and

DDI have to function together in the intellirence precess, which is

.

3 One DDP man said that of the agents lest, 50% were lost'for reasons beyond
PDY control, 40% were lost because of DUP mistakes, and 10% due to :
mistakes Ly the rest of the inteltigence community,
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m:ﬁh of the time, the need-to-know often prevents adea}m\te comrunications
between‘ the two, [t is ohvious, even aithin oDP, that the cwning

of an agent is not an end in itself, The information must D§~Nss¢d

on with a source description included to establish the veracaty of

the information. <hile the DDP tries to be accurate, its first concern
is with source nrotection, The DiIL feels, however, that the DUP tends
to generatige the source descrintion toomuch, Often the same adjectives
and adverds ace used to describe a source,

The DDP fetls, cuite correctly, that there is no need for the DbL
te know onerationat information, lowever the DI does have a need-to-know
to general credibility of the inforwation and therefore a direct need-to-
¥now the access of the source, Often it appesrs that the only satisfactery
way to ac-omnlish enis is an unofficial exchange dDetween the aprropriate
desks within the divisions, But this tv~e of working agreement usually
takes years to develene,

Two interesting phenomena anpnear within the WP on the anplicatien
of the need=to-knew, As 2 gencra) rule the higher the nerson in the
P echelon the less constraint there js te annly a strict interpretation
of the need-te-know., This nersen feels freer te use his judgeent is
disclosing operationa) matters, both within and outside the &gency.
secrecy for secrecy sake is discarded, The onnosite apnears in the lower
schelons. New emnioyees overguse the need-to-know, whether from &
misplaced fascination with secrecy or because of a dack of nowledge on
how to apply it. This creates undue susnicion, anger,and hinders

eftective communication. BExamnles could be cited to i1lustrate both

Seli=Ceit=b=T
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these noints bu*esson to be learned is that whenever reluctance to
disclose details of needed information has to vbe overcone or whenever
a seemingly unre:isonable demarxl for nere information has to be clarified
or withdrawn, the co-ordination nrocess is uxluly delayed,

The necd-to~know gocs deeper than sometimes hamnering DI - DP
ce~ordination, And it raises questions that are not oniy tough to ask
but tousher to answer. Does the need-te-hnew princirle, by its very naturé,
cause DXt to broaden its dissemination in order to nlay it safe? ur
severely narrow narrow DDP dissemination for the samcreason? €an the
Suppert branch previde adequate supnort to LDP without knowing more
of DDP's onerational needs and proceiures? Are some wasteful intermal
procedures necessary by DP in order to hide its eperations from the
rest of the agency? Can OTR adequately train the JUT's if himxxiered by
the need-to-knew nrinciple? Or more basically, can progrective
empleyee’s make a soumi decision on the infémtion told them? Is the
need-te-knew & convenient hlanket to cover w» bad decisions, either operationally
or analytically? And does it orcasionally provide a refujc for crooks
in the w-::n of funds? Does the overuse of the need-te-know overseas
nrevent harmonieus relationshins in our embassies? And back home, are
the agencies turnstiles rea'ly necessary or do tney serve to increase
a security fetish? And how wise it, from a morale viewpoint, to hide
various meda}s granted for outstanding service? and most imnortantly,
who has been grant:d the wisdon to determine who has a need-to-knew?

White it would he impossible to satisfacterily answer all these
questions they do noint out th:t a blanket application of the need-te-know

can create as much difficulty as it can erase, It is fre.uently said
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that the agency's efforts cuan be siccessfully co-ordinated if we display
old fashioned common sense, goxi wil) and co-eperation, BHut that is
not encugh, There must be an understanding by a)) divisions of the

agency of the relative importance of their work with respect to U, o,

inteYligence and policy objectives, It should be recognized that
ce=ordination means more than‘just co-ope:atiqﬁ and that the responsiblities
of ce-ordination are, in the national interest, trascending.
If this is true, then the need-to-know nrincinle as applied
today seems to need a genera! overhauling, Empleyeces should be taught
what it means, understand its 1imits and significance, and realize |
that the need-to-know is only effective when it c&ntribntes te, and
doesn®t work against, agency co-ordination. Rer ;ogd management says that

goed co-ordination rests on good cemmunication, but the need-te=know

often says no to this,
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