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MEMORANDUM FOR:

SUBJECT: Warning Paper (attached;

1. This paper, except for the paragraph on the Alert Memorandu:i,
is an excellent summary of the mechanisms being developed to fmpro.

communication within the community during a crieis. I think it
inaccurate, however, to call these mechanisms "A National ‘ araing
System'' and to imply that their use will enable the community to
provide better warning of impending crises,

2. The national warning system consists of the Alert Memao=anda
procedures, the Watch (or Strategic .'arning) mechanism, the
procedures being developed under NSDM 242 t- cope with uaclear
warning, and ultimately (but not a responsibility of the intelligen:e
community) tactical warning systems, such as BMEWS., NOI. O Ny
CONTEXT, etc. can in cne way or another support these warning
eystems but are not in themselves such a system.

Acting Chief, PRD
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A NATIONAL WARNING SYSTEM

Introduction ‘

Beginning with Pearl Harbor our ability to obtain and act on warning
information has been conspicuous for its failures rather than successes‘
With the exception of the Cuba Missile Crisis, there have been an almost

’.continuous shcceSsioh‘of failures down through the‘Yom Kippur war and
Cyprus. In a]most5eveny cese there was adequate information existine
W1th1n the structure of our government but the 1nformat10n fa11ed to

: converge 1n tlme to a]]ow warn1ng o

A:” 3 Part of the prob]em der1ves from the prol1ferat1on of organlzatxohe
who are contrlbuters to the warning process In the area of 1nte111gence

- a]one for examp]e at the t1me of Pearl Harbor there were on1y three .
1nte111gence agencles (Army 6-2, Office of Naval Inte111gence and the
FBI) and now there are over two dozen. The intent here is not to cr1t1cxze
| these var1ous act1v1t1es-—they all do useful work--but rather to point -
out that the problem of converging critical and re]event 1nformation is
: "groWing exponentiei1y more difficult. | | |
From‘time to time there have been major organizational efforts ta '
eonso1idate--the creation of CIA and NSA'beihg notable examples--or repeated
efforts to reorganize, such as the current d1scuss1ons on the role of the
Watch Comm1ttee/Nat10na] Indications Center.
A different approach is to take organizations as they exist but give

them a new dimension of communication by means of interagency remote confer-

© . encing techniques. Some efforts are made in the direction of interagency
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communication by the exchange of liaison officers, or, during a crisis,
the creation of interagency task forces, but their efforts are hampered by

being away from their parent organizations, among other problems,

Current Conferencing Networks

In May, 1973, the then DCI (and later the current DCI) accepted the
proposa] to explore the use of remote conferencing networks. In April
1974 thc USIB agreed to make the National Operations and Intelligence
Watch Officers Net (NOIWON) operational. The NOIWON consists of the Watch
: officers of CIA, DIA, NSA, State, Stafe/INR, J-3 and the White HoﬁseJ
-Situation Roori, The NOIWON proved.particu1af1y useful in the Cyprus
crisis, being used‘as,much as four times within one hour. If any two Watch
officers‘concqt the NOIWON issues a.Nationa1 Watch Officers Advisory, such
as the one issued during the Cyprus crisis. Advisories are issued sparingly,
reservéd fcr only the most significant events- | |

Another conferenc1ng capability, the "Meet-Me Bridge" has just
become operat1ona] Th1s br1dge a110ws anyone who‘has access to a "gray"

phone to conference with up to five other parties who have access to "gray"

f_ phones. . The National Indications Center plans to coord1nate the drafts

of the Watch‘Report with this system. The NIOs (Middle East and Latin
America) also wish to use the system for coordinating documents. The
simple conferencing procedures will be issyed a5 500n as some experience

with them has been accumulated.

_ CONTEXT
An additional conferencing system will start tests in December 1974,

Th1s is a Conferenced Text Editing (CONTEXT) technique whic 1Jow
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not only a secure yoice conference, but an ability for the conferees to
create a hard copy document during the conference. For the test we are
using existing cbmputer consoles, printers, cathode ray tubes (CRTs) and
Secure speaker phones. The test will be conducted at three stations (two
~in Headquartérs CIA and one at NSA). If the tests are successful the plan
is to establish, at the least, bne CONTEXT conferencing room at each of
fodf major agency 1océtions (Headquarters CIA, NSA, State Department, and

the'PentagonZ to satisfy interagency conferencing requirements.

NOIAN

Inc]uded 1n the or1g1na1 exp]oratory proposal wh1ch was accep ted by
the DCI over 18 months ago was the concept of the Nat1ona1 Operations and
Inte111gence Analysts Net (NDIAN). The basic idea was that once a tensior
“or crisis‘éitué%ion occurred, fhere would be a means of conferencing the
'ané]ysts who were experts in the crisis area. As in the case of NOinN,
the ana]yéts wou]d,not bé_confined to the Intelligence Community but
would include the area desk officers of State and the J-3. Thus the NOIAN
has the same memberéhfp as the NOIWON with two exceptions: 1) the White
lHouse Situatiqﬁ Room is omitted and 2) the area NIO wf]] be added to the
net and»act as chairman. | .

‘The NOIAN would have two conferencing nets available: the Meet-Me
Bridge and CONTEXT. The éhoice of the net would be dictated by the requira-

ment for the conference.

Alerting Memorandum

A new concept which can assist in the creation of a fational varning

system is the Alerting Memorandum (AM). The AM can be proposed from almos:.
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any segment of the community and, if accepted, will be issued by the DCI.
The AM has two features which make it distinctive: First; it recognizes
'warning as constituting not only an estimate but the decisions and actiors
being taken withih the issuing (or proposing) organization on the basis

of the estimate. This, of courée; gives the warning estimate greater

credibility. Second, the warning estimate has the potential of being

expreséed in probabi]istic terms (e.g., "There is @ 7% probability that...

which resu]ts in being able to watch the change of the "temperature" of

the tenSIQn sltuatlon over t1me

Conferencing and Warning

_Assuming these cohferencing networks are operating, whatrwou1d be
' theirnimpact en the problem of warning? In order to have an impact they
would have to be procedurally thtegrated into the organizatienal structure
of the Inte]]igence Commuhity as well as the JCS and State Department
If so 1ntegrated these procedures and networks could constttute a National
warn1ng System

To estab11sh the procedures of a National Warn1ng System one must
attempt to ga1n a p1cture of what constitutes the national nervous system.
'The means of d1scover1ng what constitutes the national nervous system is
—to exam1ne the functions of the 24-hour watch centers of the government
The task of 1dent1fy1ng these centers is underway and a first draft of a
Crisis Directory has been written which inc]udes, as a first step, the
24 hour watch centers in the Washington area. This activity is critical
~ because each crisis is different and thus from crisis to crisis different

watch centers will be most likely to have relevent information. The Crisis
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Directory will allow a watch afficer in NOIWON or an analyst in NOIAN to
aggressively seek information from some 24 hour center which might have
it, rather than passively wait for the information to come to him.

'.Anothef probiem which presents itself in the creation of a National
Warning System is to insure that the conferencing nets do not contribute
to fconéensus reenforcement” or "mind-set" which are the direct result of
the ]ack of a mechanism to express dissentihg'views. This phenomenon is
illustrated by the fact that the weekly Watch Committee Report has generazed
lless than a'ha]f dozen dissenting footnotes in a dozen years.--Althouqh the
Watch.Committée Charter allowed forrdissent, the language of the report wes
usually watéreé?down sﬁfficient1y to be minimally acceptable to all and
as a result lost its meaning. The procedures of the National Warning System

- _can help overcome this problem.
“'Procedures -’
'NOIWON

In many, but not all, crisis situations the first people in the Washington

area to know that a crisis is impending (or exists) will be the watch officers
of the'NOIwON..‘Any NOIWON member who originatés a NOIWON Conference will
have three possiS]e objectives:

1) to share inmediate]y'avai1ab1e information that is relevent to
the situation énd to note what is unknown or ambiguous;

2) fo notify the other members of the net if the matter is being
brought 1mmediate1y to the attention of his superiors (especially
in off duty hours), or if his or any other agency is contemp]atfnu
any type of a1ert; special watch, warning notice, spot report or

other action related to warning;
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3) whether or not the situation calls for issuing an Adyisory (which

| can be issued on the Concufrence of any two.members of the NOIWI:).

If an Advisory is issued it will be LDXed laterally to all agencies
in NOIWON plus such other goﬁernnent agencies who might be concerned (AEC,
FBI, etc.). On receipt of the Advisory each agency has the responsibi]it!
for the dissemination within its own command, staff and subordinate elemeits.
The CIA member will be responsible for dissemination to the appropriate
NIO(s), the NIC and the DCI. Responses to the Advisory should be directed
to the NOIWON member
NOIAN 5 _ |

Thé 'NOIAN'.ee‘r\ be established on the basis of:

1) the des1re of - the chairman (area NIO) or any NOIAN member,

'2)‘ a NOIWON alerting conference or the issuance of an Advisory.

The;NOIAN has two conferenc1ng options: "Meet-Me"_Br1dge (gray phone)
‘Vor CONTEXT ‘The most convenient will be "Meet-Me" because most NOIAN
members will have reaﬁy aceess to a gray phone (usually in their office).
"Meet—Me".ie sufficient to pool information or to coordinate a short report.
However, 1f_it_fs‘decided that a longer report, such as a proposed Alerting
Memofandum (AM), itvmay be desirab]e.tolhave a2 CONTEXT conference to produce
the document quickly in a printabie form. |

At this'point care must be exercised'that all concurrences and dissenting

'iviews are clearly expressed. Also any independenf alerting actions by any
agency must be reported in the proposed AM.

It is now the responsibiiity of the area NiO (chairman) to forward =lie
prOposed‘AM to the DCI. If the DCI approves the AM it will then be transmitted

to the NSC and/or the President.
- - Approved For Release 2004/05/05 : CIA-RDP80M01082A000900060012-8
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Feedback _
Once the National Command Authorities (NCA) have the AM the decision

process begins,‘usua1]y‘by the presentation of options: The intelligence
community should be consulted on possible foreign (friendly or other)
responses to the options,-a drocess which should involve the substantive
area ana?ysts of'ehe'NOIAN; whose assessment wou]d be transmifted through
the'NIO torthe'DCI. _

~ Once the NCA takes a decision this should also be fed back through the
NOIAN 1in order to prepare to watch for foreign responses. -

If a response is detected through our armed forces operat1ng in the
crisis area the 1nformat1on wou1d be transmltted thraugh Un1f1ed and |
Spec1f1ed Command (UFSC) channels to the J-3 and into the NOIWON and, in
- some cases; d1rect1y 1nto a NOIAN conference initiated by the J-3 member.

It the fore1gn response generates a response by our own Operat1ng
forces, it must be made known through NOIWON and/or ‘NOIAN as qu1ck}y as possible.

The feedback ]1nkages in the National warn1ng System are as critical
as the 1nd1cator networks It is always critical to know how our own
act1ons.m1ght br1ng a fore1gn reaction, '

- The feedback procedures will become even more critical as we move

- into the era of real time sensing.
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