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MM ANDUM FOR: Executive Dirsctor - Compiraller

THEOUGH 14 deputy Uirector for Jupport // ( ol
SUBJECT : Freposal to Limit the Reproduction of
‘ensitive Documents
L ARFERENCE 1 _Memo to Uirector of Seeurity from
did 23 ar 4, 25X1

¥ TE ¥ L'

1. Tais ;asxorandus is '{agwmmﬂnmtﬁgg}%ﬁg}; and
responds to reference .

“. 5t the pressat time the Top Secret Cade sord .
wentrol Committee is conducting & thorough analysis of doca-
mant controls within the Ageacy and to date has dealt with
tie problems involved in the flelds of Top Secret and 51. Tae
reporta on R, dogunieni cantrols will be
tonsidered oa 17 and 24 April and ] May 196¢. All participants
will be requested to subn:it writtan repores and recom meads-
tiems . The Commintes will then analyee all prodbles:s asd re-
cummendations and cne of the prablems {o be considered will
e the unsuthorized reprodaction of Toup Secret and Code sord
decwnents . All aspecie of this serious problem will be sur.
veyed to ascertain what will be the best menas 10 prevent or
control the “bootieg’ reproductisas. It may be that controls
applicable to Top Fecrat material would be lnapplicadle to
Code sord caterial.
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“o wasa all the facts are in the varieus miethods of
sreventing sasdavrized reproduction such As coatrolling
access iv reproduction equipment, arganizational comirols
and scieniific rmethods will be considersd and those measures
deenad most appropriate al taat time will he referred for your

inforrcation.
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£3 dMareh 1964

= EMORANDUM FGR: Director of Security

FJUBJECT : Proposal to Limit the Reproduction eof
jensitive Documents

t. Mr. Kirkpatrick wo.ld iike to get the reaction of the

itirvector ol Security on the aitachad proposal. It sounds like a
logical idea, but before doing any extensive planning please let
iz, Uirkpatrick know if in your opinion it is possible.

Z. ilease let ihis aifice have your reaction by 3 April.
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23 March 19643

LIEMCRANDUM

| SUBJECT: Proposal toe Limit the Reproduction of Senasitive
flocumenta

! i. At a meeting of the T3/Codeword Control Carmmittes on
25X1 iridey, 20 March,[ | reported on his survey of Agency

‘ T35 controls. Among othor things, he reported that about twenty-~
iive or thirty percent of cur employses admitied that they repro-
duce T3 documents. A conversation followed im which it was
pointed out that a periodic inventory of TS documents is meaninglesn
as long ae theae documnents can be easily reproduced with impunity.
“wich an inventory might indicate whers the original document was
physically located but, as procedures stand now, it certainly could
not tell how many thermofax coples were floating around inside (or
wotaide) our buildings.

2. hiost individuals at the meeting concorved that TS
documents are reproduced with nothing more sinister in mind than
| roaking a working copy'. However, the Agency's tolerance of
reproducing TS decurments by thermofax makes it relatively easy
for anyone (baving access to TS documents) to reproduce them and
take them out of the bullding for sinister purposes.

3. It is therefore suggsested that the Cffice of Jecurity lock
into the following:

b, catablish procedures for marking all authorised

25X1 copies. | |point; out that there is some legitimate repro-
; dnaction of non-original TS documaents, and this will have to be
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considersd,} 1 a TS document turns vp marked, it will of course
be necessary o run an jnvestigation as to who did it and for what
TEASONS.

4. This system would not, of course, prevent determined ‘
operaters from (1) stesling an original, {2) reproducing an original \
t photography or (3} making s typewritien copy of an original. :
Tut it would make the reproduction by thermofax sufficiently
hazardous to discourage making copies for any unautharized purpose.
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cc: Robert Bannerman

25X1

Sidney Cottlie®
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