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SE-30s SOVIET BLOC CAPABILITIES AND PROBABLE COURSES OF ACTION
IN ELECTROMAGNETIC WARFARE

Appendix A3 Evaluation of Economic Factors

Io  INTRODUCTION

1. From an economic point of view, the telecommnications
resources of ihe Bloc consist of iwo principal components:
{(a) the radio and wire commmnication systems in being, including
operating equipment, technical persounel, essential services and
guppliss, notebly electric power; and (b) thé commnications equip=
ment industry, including its plant facilities;, manpower, and supporting
sources of essential materials and power. The present physical capa-
bilities of the Bloc for waging eleciromagnetic warfare are determined
almost exclusively by the first component, particularly by the gquantity,
technical characteristice; and geographic distribution of the oper-
ating equipment. Bloc‘ capabilities, moreover, could be incresased by
diverting to electromagnetic warfare communicatlions resources now used
for a variety of purposes. The commnications industry is ‘impor"tant prina-
rily as & determinant of the Bloc's ability to improve and expand its
vles arbmagnetie mrfarer capabilities over the‘ longer run.
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II. FRESENT BLOC RESOURCES IN TELECOMMUNICATIONS

Ao Facilities

2. The Bloc operates extensive telecommnications facilities
to support its domestic, intra-Bloc, and international activities
over some 12 million square miles. Wire and radio facilities are
readily available at practically all important military headquarters.

3. The principal wire and radio facilities of the Bloc are
shown on the accompanying maps. Figure 1 shows the principal wire
1ines and more than 2,300 fixed radio station looations; Figure 2
shows the location of over 1,000 aeronsutical radic cbmrmnication
stations (212 with redio navigation aid facilities), 333 maritime radio
cormunication stations, and 103 meritime radio navigation aid facilities.
The stations spotted on Figure 2 all operate or serve mobile radio units
(aircraft, vessels, and vehicles),

Lo A1l transmitters capable of emltting radio signals are potential
Jammers., It 13 estimated that the Bloc's wire and radio commnication
gystens as a whole comprise some 9,600 significant transmitters. A
eompl&te breakdown of th:!.s total by type of serviece is not avallable,
at T&ble 1 surmarizes certain aggregate statistics on the Bloc's tele-

commnications system,

&2@
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So  The basic telephone and telegraph syatem of each Bloc coun-
try; employing both wire and radio, is :lntegrqt_.ed nationally and ser- -
vices primarily the state authority. FEach of these systsms in turn
shows some integration into one massive Bloc-wide system with Hoszow
as the focal point. The basic system serves the geﬁeml political,
social, commercial, and militaxy needs of the Bloc. In addition, there
are functional systems, in the main connected with the basic system,
which meet the need for security; police, industrial, aemmﬁtﬁ.ml,
maritime, meteorological, and military operations.

6o  In the basic system alone there are believed to be over 30
main radio and wire centers in the USSR, 14 in Commnist China, and
some 36 in the Satellites. For the handling of international point-to-
point radio and wire‘comnicationsg there are believed to be 12 gate-
way citles in the USSR, 28 in Commmist China, and 30 in the Satellites.
Table 2 is & tamlation of reported Bloc international telecommnications
clreuits, |

7. large areas sast of the Urals and north of the Trang-Siberian
Railroad, as well as wide areas of Comminist China, remain uncovered

# QGateway cities are cities with through international radio and/or
wire chamnels, ;

33%
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or thinly covered by wire lines and depend largely or wholly on radio
for rapid commniecations. The present long-range civil radic network
of the ‘USSR_Ihand‘l.es 15 percent of the tfafi‘ic volume between the mejor .
citias along the Trans-Siberian Railroad and 80 percent of ﬁ‘af.fic
north of the railrosd. This system is equipped with numerous direc-
‘tdonal, high-gain antenna arrays which decrease susceptibility to
Jamming. Aercnautical and maritime networks are more vulnerable to
Jamming because of lower power and less directional antennas.,

8. Bloc dependence on radio is not limited to the areas lacking
wire lines; mobile unita are aimnst cormpletely dependent on radio for
rapid commnications and for cemin navigstional services. Radio also
is used heavily between many points within the Bloc wihiich are connected
by wire.

9o The USSR employs radio move intensively and eext@nﬂively than
any other country in the world. Commnist Chinats use of radlo is
relatively inconsequantial as compared with that of the USSR, but lowe
powered radio stations of 1 KW or less m located at many wire junctions
and supplenent wire facilities. On t.he other Imnd,, the Mropean Bloc
éxcapt for Albania) is well served by wire f&cilitiesg and does mot

d@pend on radio so extensively.
oo h o=
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10. - The Bloc mass aural radiobroadcasting system make heew"v ‘
demands on radio facilities. Domestic services use at least 400 radio
transmitters, employing & wide range af.pawera and operating in the
low, medium and high frequency bands belcm 30 megacycles (see Table 3).
Some of these transmitters probably are employod at times in the
Jamming opsration. The international service is itself considerable
(see Tabls };), f:hough the number of transmitters employed for this

service alone 1s not known.

1l. Wire lines play an incressingly aigni_ﬁeant role in Bloc
mass aural domestio radicbroadcasting servics, They are used to relay
broadcasting programs betweah some cities, More important, howsver,
is their use for the distribution of broadeasting programe to 10116-
speakers. Such wire lines are generally indepandent and separate from
those used for telephory and telsgmaphya Radiobroadcasthxg stations
ars directly connected by wire with loudspeakers in thelr
vieinity. The wire link is also ugsd to transmit programs to distant
wire-diffusion exchanges to which loudspeakers are connected. Mors
remote areas ars served by wire-diffusion exchanges which vick wp
programs by radio, amplify them, and distribute them to wired loud-
speakers. Table 5 gives estimates of the number and character of Bloc

reception facilities for 1952 and 1953,

-5
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i2. A possibly significant addition to the Bloc commnications
syetem is represented by the development during the last 3 years of
mlerowave rédia relay equipment of predominantly S-channel type. This
equipment permits highly directional transmission at extremely high
frequencies, with relay stations required at line-of-sight distances.
It provides mich greater security from hostile interference and enemy
interception.

B. = Production of Eaquipment

..13:% The Bloe electronics industry comprises an estimated 120 to
150 plants in the USSR and over 135 plants in East Germany, Czecho-
slovakia, and Hungary. Approximately 85 percent of the Plants are
engaged in the assembly of end products and mjor subassemblies, and
the remainder in production of tﬁbm and other component parts.

1. It is estimated that the total production of the Bloc elec~
tronics industry id 1952 was $750 million at US prices. Approximately
three-fourthe of the. electronics equipment produced in the Bloc ie
allocated to military needs » and the remainder to civilian needs.

15. The Bloc produces nearly 1l its own transmitter equiment
Most of the production is from 12 known plants in the USSR, but East
. German and Hungarian production is also significant. East German

r-:lfSﬂ:-
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production for the period 1950-1952 was approximately €00 transmitters
with & total rated power exceeding 2,500 Ky. Of particular importance
because of their high power were 9 units ranging f£rom 100 to 500 ¥W
and 17 units ranging from 3 to 50 xW. Hungarian factories are rsported
to have produced 700 tramamitters (5 of which ranged between 120 and
135 B )for the USSR during 1949-1951,

16, It is sstimated that the Bloc produced 64 million electron
tubes of all types in 1952, nearly 3 million of which were transmitting
and other special tubes (see Table 6). There has bseen no indieation
since 1950 thet the Bloc transmitter program has been hampered by
shortages of tube mamufacturing facilities. In fact, Eest Germeny has
@ capacity to produce transmitting tubes which is currently not being
fully utilized.

17, It is estimated that the Bloc has produced about 2,700 micro-
wave equipment units (each unit comprising a transmitter and a receiver)
during the period 1949-1952. Approximately 1,750 units were ?rociuced
in Easst Germany (see Table 7} and the remainder are bslieved to have
been produced in the USSR. There is mo svidence of microwave emipment
procméﬁion in the Satellites other than East Germany.

18, FProduction of all types of civilian redio receivers in the
Bjoc increased from siightly more than 1 million sets in 1948 to about

o T e
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1.6 million sete in 1951, During the same period the atput of short-
wave receivers decreased from 825,000 to roughly 650,000 sets. This
decrease doss not indicate any apecial difficulty encountered by the
Bloe in produsing short-wave sets, but pmbaﬁly reflscts an effort to
reduce the availability of those types of radio sets capable of receiving

Western broadeasts.

19. Hloc production of telecommunications wire line equipment is
adequate to maintain existing wire communication systems and to expand
' them in accordance with published plans. However, despite the rapid
expansion of wire and cable plants since 1948, ﬁ_w Bloc is dependent on
imports for 20 perceni of its wire and cable. Production of wire cculd
ba greatly increaged if raw copper were diverted mm‘other uges. Tha
Bloc requirss an sstimated BL,000 metric tons of copper for its current
production of both communitations and industrial wire and cahle. This
Pequirement ‘réprasantn over ~- perceut of the Bloc's production of
copper, ewtimated at 323,600 metric tons. Dloe production is supple=-
mented by an estimated 80,000 metric tons of imported copper in the forn

of crude metal snd wire and cable.

#*  Of the 1.6 million receivers produced in 1951, L50,000 were relatively
insensitive erystal receivers.

man
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20. Soviet dependence on Western lmports of ecritical elactrié
and electronic test equipment is rapidly decreasing. In 1951 the
estimated total of imports was $14 million, or 2 percent of Blog
production of eleetronic squipment. These imports included large
shipments of transmitter equipment and tubes for some components of

which the Bloe is still rartly dependent on foreign sources.

2. Present trade controls have kept the Bloc's imports of
electronic equipment below the 1951 level. However, significant
quantities of materials, and certain machines; required in the manu~
facture of tubes and components are still being imported. Many of
the materials in this trade » such as refractory metals and diamond
dies, are difficult to intardict effectively because of the small

tonnages involved.

C.  Electric Power Supply

22, Only a small percentage of RBloc total electric energy pro-
duetion is consumed by telecommunications facilities. There are no
indications of a shortage of electric power having affected the opar-
ation of Blec telecomunications. Electrieal power sgervices are available
from central gtations to most of the Bloc ares west of the Urals and to

certain limited Bloe Asiatic areas. In regions without central station
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supply, power must be obtained from more loocalized sources such as
generators or batteries. Consequently, in large areas of Siberia and
China it might be difficult to insure reliable rapid communications

services _tinder conditione of audden heavy demand.

Do Hangower Resources

23. Through stepped-up training programs, the USSR by 1950 had
largely overcome the }mre critical pcstm shortages of skilled workers.
It is estimated that 14,600 electrical engineers are now baing graduated
anmully from college-level indtitutions, and 10,000 techniclans from

advanced communications achools.

24, The Bloc would not encounter & serious manpower shortage in
inéreasing its electromagnetic warfare activities. The total number of
anrker:s in the Bloc electronics and telecommunications manufacturing
industries 1s estimated as 292,000 for 1951, and 372,000 by the end of
1952. Non-military personnel oparé.ting the comminicetions facilities
of the USSR are estimated at 800,000, The military services and the

radio amateur group are sdditional sources of trained manpower.
@ 10 -
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III.  BLOC CAPABILITIES FOR FXPANDED ELRCTROMAGNETIC WARFARE

4. Diversion of Telecommnications Facilities from Normal
ervice .

25, It is believed that the Bloc could inereass its current

:)mﬁ.ng- affort by use bf reperve transmitters, by more efficient use

of facilities and services, and by diverting trai"f:.i.c to alternative
media. While it is estimated that voughly 1,000 to 2,000 additionsl
transmitters could be employed for jamming purposed without significantly
impairing Bloec telecommnications, the extent to which iransmittera could
be g0 diverted depends on the number of hours of jamming operation;, the
time of day, the target area, and the location and technicsl character-

lstics of the transmitters available.

26. It 1s not possible to determins the precise degree of diversion
of transmitters which sach of the measures discussed helow might permit.
The estimated ability of t.he Blog to use these measures is based in part
on analogical comparisons with operational procedures standards in other
cogntrieso Also, some of these measures may already heve been exploited

. to some extent in support of the current Bloc jamming operation.
w11 -
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Use of Reserve Transmittars

Most countries provide reserve mmittera for their
main radio stations in order to insure continuity of
service; each of the Hloc stations probably has at
least two transmitters. It is also likaly that the
Bloc has a éonsidenble number of transmitters in
strategic reserve. In addition, there are probably &
numbgr of iransmitters actually in service which are
potentially an additionsl resesrve. Such transmitiers
would include unite engaged in dummy traffic to conceal
operatiocnal surges in traffic, in ot‘.her types of dacep-
tion trafficy and in training radio operators on iive

cirezits.

Rationalization of Transmitter Facilities

It is estimated that there ares hundreds of lightly
loaded services which do not require the use of their
transmitters on a Ethour astand-by basis and thus could
provide many hours of jamming service, Release of such
transmitters might be obtained by reducing the number of
transmitters at a single location operating in differsnt
services. Additionsl use of trensmitters also could be
gained by increasing within limits the speed of tele-
graphic transmission, and/or b} increasing the channel

capacitles served by a single transmttero
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Tranemitisrs Relsased by Acceptance of Delayed Service

The output of transmitter facilities would be greatly

increased by flattening out the Zh-hour traffic load

curve, and accepting some delays in less essential

.' servies, For sganple, & substantial rumber of trans-

mitters could be relesasad by the reduction of the

number of pointa involved in direct intercommunication.

Reduction of Nonsesasential Services and Use of slternative
Vedia

Diversion of non-official private messages from point-to-

point rapid communications services to the mails would

release some radio transmitters and wire lines for higher-

priority messages. In nddit;kon, the Bloc probably could
divert & rmumber of transmitters now engaged in mass aural
radiobroadeagting. The reduction of aural radicbroad-
casting would be offset to some extent by contimed
mqmnaian of thg extensive wire-diffusion network develqpecl
for carrying programs tc loudspeakers. FPresent dependence
on radio for rebroadcasting to wire~diffusion centers is
decressing and could be overcome by further extension of
wire and by forwarding program transcriptions by physical

mnoans.
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&o Raschedulir_xiof Ezsential Radio Services

The radio commanication services which the Bloc would
continue to maintain under conditiﬁns of axtended
electromegnetic warfare could be rescheduled as to time,
area, frequency band, and/or transmitter sssignment in
such a way as to improve the availability and.frecdom

of action of facilities for Jamming operations.

B, Diversion of Resources to Production of Jmmir_xg_guipment

27, Tt is believed that the Bloc electronics industry could provide
for substantial lncreases in the production of transmitters for Jamming
by cutting back non-essential -electrcnica production. ' For example, the
cost of producing 1,000 standard 10-KW commnications voice transmitters,
which are entirely adequate for jarming opsration, is estimated at
approximately $22 million at US prices. This cost represents about 3
percent of the total value of output of the Bloc electronics industry for
1952, or zbout 12 perceni of the 1952 value of Blog non—milifbar:y elec-
tronics output., The production of the first additional 1,000 trana-
mitters in a year could probably be undertaken without serious displace-
‘ment in the industry; production of Jammers at highe:b raves would entall

serious giversion of resources and prodiction.

-1 -
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28, The Bloc would encounter at least a short-run difficulty
in expanding significantly its output of communications cable and wire.
Supplies of raw copper already are tightly allocated because of Bloc

dependence on imports.

C. Diversion of Manpower

29, Host manpower requirements for expanded elsctromagnetic war~
fare could be met without difficulty by the reallocation of personnel

in the existing communications services and electronic equipment industry.

D. ProsEecta over the Next 2 Years

30, The natural rate of growth of rspid commnications facilities
will yield a sizable increase in Blos capabilities. Qutput of electron
tubes, the best indicator of electronic capability, is expect‘ed o
increase over 100 percent in value terms during the next 2 years (see
Table -5). We estimate that microwave radio equipment production (see
Table 7), wire~diffusion networks (ses Table 5)s and wire line and coaxial
cable construction will expand rapidly. Some increases also are expected .
in existing wire line capacities. If electromagnetic warfare were to
receive greater emphasis in production planning with particular attention
to reduciné, dependence on radio commnication below 30 megacycles, Bloc
capabllities could be significantly increased.

-15 -
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Table 1

’mbulatidn of Tstimates on the Soviet Joc Telecommuniicationz Sysiem
{radio, Telegranh, Televhona, Telenhoto)
19k6, 1950<52

S Y AN TR e

' : European Commu ie%
Hasic System ‘ USSR . Satellites Ching

i. Kilometers of Wire a/ 3,000 {1952} 30,000 {1952) 6oc- {1952)
{Fhousands)

Z. Radio Transmitters 7,350 {1952) 1,250 {1952) 1,210 (1952}

: {711 Sarvices) '

%, Radio Trensmitters = 168 (1952) 105 {1952) 149 {1952)
(Brcadcasting Ser-
vices)

k. ‘Badio Stations in 1,490 (1951) 100 {1951) v/ 328 {1950) v/
Point-to-Point -
Barvice

5, R:.dio gti'&iona HoAo 63 {1951) k1 {1951)
2 -30me

6. BRadio Stations NoAo 11 {1951) 8 (1951)
10 = 19 kw

2 = 30 me

7. Radio Stations h25 (1951) o/ 17 {1951) 2 {1951)

20 kw & Over
2 =30 m '
8. "elephone Conver- 132 {2951) b (1951) 6.5 (1951)

aations, Totsl ALl
Types (Millions)

9. Telegrams, Total 283.5 {1951 1 (1951 W3 (1
A1l Types {Millions) {1951) 51 (1951) 3 {(1946)

a. Excluding wire lines devotsd %O wire diZfusion.

h. HNine of the stations in the point-to-point service for the European
Suteilites and 277 for Comminist Ching ere below the l-kilowatt {kw) minimm
power covared for radios in lines 5, 6, end 7,

¢. Ths USER bes submitted s total of K25 motifications to the Internwtiocmal
Telscommmications Union {ITH) for call letters for redio transmittars of
15-kw power or more in the frequency renge fram G to 13 megacycles {(me).

: - 16 - .
Approved For Release 2002/08§18 .G\ RI[2P79S01011A000900020011-7

e otm m e Gme




Approved For Release 2002/08/13 : CIA-RDP79501011A000900020011-7

S-E-C-R-E-T
Fable 2
Tabulation of Reported Soviet Bloc International Telecommmications Circuits E/
1 January 1952 :

Fumber of ’ - Rurber of Circuits fumber of Bioe

Gatevey " Fotal Number of with Other Bloe Countries Contacted

Cities in Total Number Circuits Countries

Country of Countries ~ Badio % Redic Vire

Country " Shown Contacted io Wire Radic Wi Wire Cnly Only
TBSR 12 30 35 32 11 9 I 3 1
Albania 2 5 3 i& 2 1 0 2 1
East Austris 1 20 1 8k 3 2h 2 2 3
Pulgaria 1 16 13 26 6 5 i 1 5
China, 28 30 73 b2 15 ik 2 2 b1
(zechoslovakis 5 3» 35 110 7 k5 L 2 3
Easgt Germeny 3 16 11 T T 2 8] 4 1
Bungary L & 23 55 8 28 3 3 3
Polend 8 2 21 39 7 19 b 2- 1
Rumenia 6 17 19 30 8 19 b i 2
&. Teken Zrom BiC-R12, Avpendiz C 7.
S-E-C~R-B-T

oo et
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Table 3

Bstimnted Number of Traosmitters Used for Radicbroadessting
, by the Soviet Bloc &/
(L = Low-Frequency; M = Madium-Frequency; H = Bigh-Frequency)
15 January 1953 '

Ro. of
. Citiss ’ )
Having  Fre- Powar (in Kilowatts)
Trens- quency Sub=
Sountry  mitters Band  .OL-B 5-10 20-99 100-199 200-499 500 & Over totals Totel
A 87 L 8 13 13 9 , 1 &l 167
‘ 4 i5 20 12 10 57 .
B 2k 15 20 T 66
Albania 6 L 10
M b i 5
H 5 5
Easd .6 L i1
Austris M -6 1 7
B i - i
Palparis 3 L 6
M 1 2 X b
‘ H i 1 2 .
. China 60 L 149
M 110 3 1 11%
‘ H 21 10 L 35
Czecho= 14 L i i =k
slovakia - M 9 3 2 & L 21
H h A 1 2
Bagt 9 5 i 1 18
Germany M ) 3 5 1 1 14
, :4 3 3
Bungary 5 % : 18
' M 1 3 3 T ;
H 1l 2 : 3
‘Poland 11 L 1 1 16
M 2 2 6 10
i ¢ 5 5
Rumasnia ] L h e 1 0
M , 2 3 1 6
H 2 i 3
totals a5 8 13 43 b X sa1
8. Taken Trom BiC-RiZ, Appendix E. R.
w18 =
S = R g T
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Table b

Tsbulation of Dats on Soviei Bloc
Internationsl Aural Radicbroadcasting Services a/
1 January 1953

Ho. of Cities Average Average Fo. of Frequency Band

Rroandcasting Bumber of Daily Different Used
in Country Programs Frogrem Isnguvages )
Country Shown per Day (Houra) Used Low Medium High
USSR [ 229 102 35 x X x
Albenia 1 26 8 1 o x
East Austris 1 X X
Bulgaris 1 30 18 1n X x X
China 2 W7 22 b1 x  x
Czechoslovakia 1 55 29 ik X x
EBast Germeny 1 2 b ¢ b4
Hungary 1 LTS - § i2 X =z x
Poland 1 78 ks 13 X x X
Rumsnis 2. 16 10 9 x x
i“dﬁala 15 521 261

®. Waken from BIC-R1Z, Appendix G. R.

- 19 -
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Teble 5

Estimate of the Humber and Character of Soviet Bloc

1952-53

Aursl Rsdicbromdeasting Reception Facilities

imits

1950 8/

1953 B/

Wire-Diffusion Systems

Exchanges = Loudspeakers Radio Raceivers

Country
USSR 36,500
Albania 100

” Bulgaria 801

China {Thousands)
{zechoslovakia H.A.
East Austrie N.A.
East Germany KA,
Hungary H.Ao
Poland 7,850
Rumenia, 200

Total Bloc

Wire-Diffusion Systems

Exchanges lIoudspealkers Radio Receivers

10,000,000
mA,
114,595
H.A.
500,000
NA. of
H.A. of
160,000

725,000

100,000

% ,500,000
19,000
250,000
1,000,000
2,600,000
900,000
%,000,000
627,000
1,250,000

300,000

15,446,000

40,000
100
1,100
{Thousands)
HoAo
HoA.
K.k
 Hohe
8,000

300

10,500,000
H.A,
143,000
Hoh,
500,000
Hobo
H.Ao
190,000
785,000
150,000

5,000,000
20,000
260,000
1,000,000
2,730,000
950, 0
k100,000
635,000
1,330,000
310,000

16,335,000

8. The 1052 estimates ere from BIC-R12, Appendix J. O.

b. The 1953 estimatas are projected from ORR estimates for previcus years.
¢. Fragmentary reports indicate that wire-diffus

countries.

w20 =
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Table 6

Total Estimated Output of BElsctron Tubes
in the 8Soviet Bloc a
{Fate of Ouiput at Bud of Year)
195152, 1955

Prensmitting and

Al) Bypes Special Tubes
Rumber of Ms Dollar Value Biuambaez
Year {Millions) {Million $) {Millions)
1953 $0 : 62 2.4
1952 6l 82 2.9
1955 115 170 5.5

8. Oatput and capucity fyequently difler because of
manufacturing verisbles. These figures ave based on &
forthcoming supplement to CIA/RR 7, The Electron Tube
- Industry in the Boviet Bloc, 29 August 1952, 5, i .
WFFICIALS , ey were adopted on the basis of the
una.lygé; of plant output rathsr than anaslysis of plant
capacity.

Table T

Estimated Production of Microwmve Rédio Equipment
in Eest Germany

1949-55

inite
Year | amownt &/
1049-50 500
1951, _ 5C0
1952 750
1953 1,000
1954 1,500
1955 1,800

8. Production 1e expressed in equipment units.,
Each unil includes & transmitter snd recelve
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SE-38: SOVIET BLOC CAPABILITIES AKD PHOBABLY. COURSES OF ACTION IN
ELECTHOMAGNETIC WARFARE

Appendix B: Kvaluation of Technical Factors

I. BLOC ELECTROMAGNEYIC WARFARE ACTIVITIES TO DATE

A, Extent and Techniques of Hroadeast Jamming

1. Short wave jamming was first directed against Russian-
language VOA and BHC programs on 3 February 1948, and continued on
& moderate scale during the next year. On 2l April 1949 jamming
action was greatly stepped up.® Frequency ranges were extended to
include medium and long wave broadcasts, the number ofvjammers
employed was increased, and Jemming was extended geographically
through the coverage of Satellite and Finnish languages. uvources
L A omad
of programs Jamsed included iadio lree Europe, ledio Free Asia, and

Vatican City. In 1953 Hebrew and Turkish language programs have

also been jammed.

2, In genera;, the jamming has been directed egainst programs
intended for reception within the Bloc area. However, on 30 January
1953 a Daﬁish long wave broadcasting station was Jammed while
carrying a domestic program in Danish which the Soviet Minister had

stated was insulting.

*051=1=50 "Historical Developments in the Jamming of the VOA by
’ the USSR', CIA, 20 January 1950
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3. broadecast signals ranging in frequency from 230 kc. to
2l.7 mc., have been reported jammed. The jamming signal is usually
a relatively narrow band so that it will not be likely to affect
neighboring channels. The jammers in use at the present timue have
very wide variations in power output, depending upon the frequency of .
operation and the type of boverage intendgd. ~ Qutput ranges from a
possible low of 1 kw. to highs/of 50 to 200 k. on high frequencies

and to 500 kw. on medium or low freguencies.

. Ve estimate that the number of transmitters employed for
Jamming is approximately 900. The majority of the jamming stations
are in the Eurcpean USSR; a ;‘elat.ivgly small nunber are in the
Satellites. The USSR has at varicus times diver’béd transmitters
from domestic program service to jamming, and has :]ammed even when

-it-coversd d«;n?estic proprams. Cooperation between the US5K and
Satellites, and between Satellites, 1s indicated by use of jammers

in one bloc country to cover programs directed ‘to another,

5. .AC;antrol of 30% to LO% of the jammers is immediate and
flexible so that they can follow changes in schedule or frequency,
often within a minute or less. This reveals existence of an
efficient monitor control network. Control of the remaining jammers
is _apparéntly less direct since they do not quickly respond to

changes =- sometimes not for several da;cse The organization

‘ ! - 2 o .
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responsible for the control of the Jamming of VOA has not been
positively determined. However, regponsibility for basic policy
probably is assigned to the NGB (Ministry of State Security) .

6. In addition to preventing Western broadcasts from reaching
Soviet and Satellite peoples, the Bloc's jamming effort has provided
traininz in jamming t.echniquea and system coordination.

B, Effectiveness of Broadcast Jamming

25X1C

7. According to an snalysis of 2258 monitoring reports

propagande program transmissions
oAz ve

directed to the European Satellites -are penetdbing the—targe
MM good em=bedter reception on at least one

channel for over half the program periods. 'Programs to the lar bast

can bs heard with good/GilTabbeP reception on st least one high
frequency channel for nearly all program periods, but medium
frequency is received well only about half the time. Soms of this
difficulfy mey be due to interference other than deliberate Jamming .
On the othér hand, these programs have only sporadic penatration
within Western USSR, especially in the large uz.'ban'areas, Technical
exﬁedients, such as greatly inocreasing the number of frequencies
used simultaneausly to carry the same programs » have apparently

not been very successful in the kuropsan USSR,

o 3 .
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8. Heports from listeners within the Bloc ars limited to
non~-technical information on eﬁ“ectiveness. Some reports from the
Satellites provide technical information on transmitters which
could be used for jamming, on development activities,and on tubes
and transmltters; these reports ghed some light on capabilities.

Host of the technical detalls concerning the present jamming effort
have been obtained from carefulvand repeated observations at recelving
f

stations in friendly territory." Particulaz% )excellent results have

25X1C
come from a restricted but continuous effort by experienced observers

C. Jamming of Signals Other Than Broadcasgt

9. In the past ihrae years there have been more than LO cases
of interference with US communication clrcuits which might have been
instances of Soviet jamming. A review of these cases indicates that
it i% exceedingly difficult to distinguiah among: (a) unintentional
interference, (b) radio jemming against VOA and BBC which spills over
into U.S. commnications circuits, and (c) deliberate radio jamming
of communications circuits. Incldents of this last type have generally

involved air-ground frequencies.

Ld h -
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indicate -AR-ovessaliSeviet-plan-for interference with US commnications

circuits. All reported and investigated cases of interference with

! 10. 7The various incidents reported thus far do ? appear to

ravigation aids seem to have been unintentional interference from
transmitters operating on assigned frequancies. &fter due allowance
for VOA radio jJamming and 4@ unintentional interference, howaver,
there still remain a few instances which cannot be readily explained
except as deliberate Jjamming of commumications circuits. For example,
successful jamming of long range shore~to-ship communications by a

Jammer apparently located in the vieinity of Leipzig occurred during

25X1A The shipborne receiver was

within the effectlive range of the jammer, a condition which could
exist & large portlon of the time in the course of naval operations

in general war with the Bloc,

11, The lack of conclusive evidence of intentional jamming of
military circuits does not indicate a lack of capabilities. Ihe
techniques used for broadcast jamming cculd be used against long
range militery circuits. It should be ‘not,ed that for jamming
purposes broadcasts to the Bloc offer one great advantage that
commercial and military circuits often do not; namely, rélatively
fixed schedules and chamnels and proximity of the receiving end.
Nevertheless, the Bloc 1s capable of seriously disrupting long rangs

trans-Atlantlc and trans-Pacific circuits. It is believed, however,

-5 =
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that it is not likely to employ coordinated measures against mllitary

" communlcations circuits unless a general war occurs.#

IT. PRESENT BLOC CAPABILITIES FOR ELECTROMAGNETIC WARFAME

A. Availasble Jamming System Components

12. Large acale jamming operations require: (a) transmitters
and associated antennas, (b) monitor=control networks, and {(¢) com-
petent personnel. The Bloc today possesses these necessary elements

of a large-scale Jamming system,

13. Transmitters and associated antennas. In order to evaluate

properly the Bloc jamming transmitter 'capability, it must be recognized
~ that any radio transmitter can be used to jam certain targets.

However, transmitters to be utllized for jamming long range circuits

must be capable of operating in the frequency range over -hich the

jamming is to take placeo They should be situated geographically to

take advantege of varying radio propagstion conditions, they should

have é. reasonably high power output, and they should be designed to

make fairly rapid frequency changes. ILarge numbers of directional

% The technical problem of Jamming long range communications has been
considered with respect to U. S. transocsanic circults. It 1s considersd
that they are illustrative of the prcblem of long range communications
of other western countries. Time has not permitted an investigation

of the special technical problems of jJamming of Arctic communications.
Consideration has been given to the problems of jamming long range
navigation systems used by other NATO countries as well as those

uged by the U.S5,

o 6 oo
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antennas capable of beaming transmissions to the target areas should

be associated with the transmitting stations.

1. Since the Bloc has shown ability end willingness to divert
transmitters from other services, the entire Bloc transpitter plant
éhould be considered as a potential éource of jamming equipment. It
ia estirated that thers are at least 9600 significant radic transmitters
in the Bloc. Available information on broadcast transmitters operating
in the Bloc indicates a total of 421, of which 167 are in the USSA.

In the loscow area there are approximately 38 broadcast transmitters,

25 of which have been active internationally. Since the Bloc began

'intansiva Jeamming operations, there has been an increasing number of

© jammers capable of rapid frequency changes. o~ome jemmers make changes
| of 10~15 kec. in as little as a few seconds, while others ¥equire up
to a minute. Eafy radio tranamitters now in other services probably
could be diverted to a jamming operation with no effect on essential
'traffic‘handling capablility; additional numbers of transmitters

could be diverted through some sacrifice of least essentlal services.

15. Interception of experimental Loran type signals operating

~ on 150 ke, sh%wgzgloc has high powered transmitters on LF, Bloc
: transmiaéions have been obssrved on fraquenciles as low as 20,1 ke/s.
International radio frequency registration shows some 26 assignments

below 60 kc/s. The indicated power is generally comparatively low,
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although there are two assignments of 120.kw. and one of 100 kw, It
1s apparent that the special techniques of LF and VLF are well known
to the Bloc.

16. The Soviets have been active in the field of antenna design
for many years. Ohservation of some of the main communication centors
in the Bloc reveals vast antenna farms of directianal antennas
permitting efficient transmissicn in many directions. The Bloc
probably has satisfactory antenna arrays associated with many of its
transmitters enabling direction of Jamming signals toward their

target areas,

17. .ﬁonitor and Control Networks. An effective monitor/control

network must be an integrated part of the jamming system to achieve
maxcimum efficiency in attacks and to nullify evasive act.iox;° This
network searches out target transmissions, assigns missiohs to the
Jammers, and checks results. Study of jammer operations indicates
existence of a highly efficient Bloc monitor control net which
probably utilizes wire line communications° One  center of such
control is believed to be located at Beelitz in East Germany. It

is likely that the Bloc could increase these facilities as needed.

18. Competent Personnel. A cadre of personnel skilled in

electromagnetic warfare obviously has been developsed since concerted

Jamming commenced in 1949. There have never been any indications

- 8 L
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of general shortages of qualified communications psrsonnel in the
USSR, The Soviets are sufficiently knowlsdgeabls and skilled in
the ficld of radio wave éropagation to deal with the Jarming
problem. they have had access to information on most of the work
dono in the field in the U.5. and elsswhere, and have conducted an
extensive research program of their own,

B. Capability for uUisruption of Long»rangg Telecomsunications
virculls and Navigation Aids

19. The attached map shows soue of our jmrortant high frequency
transoceanic clircuits, and indicates how clese the termini of many
of them come to Bloc territory. The signals of several circuits 25X1B

traverse uoviet territory 'in following a great-cirele rath, A

Lonsideration

was given to summer and winter conditlons of propagation. Hesults
showed that conditions are favoravle to jamming of all gix circuiis

during a large portion of the time.

20. The recelver at the U.S. end of the circuit is particularly
vulnerable because of the proximity of bBloc territory to the
transmitter at the far end, making wave propagation conditions very

similar over the paths of both the desired signal and the jamming

PR ) 9
o 9w
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signal, Kith Janmers strategically located within Bloc territory,
1t is concluded that a jJamming signal can be established at this end
at almost any time. In most cages, the direction of arrival of the
Jamning signal and the desired signal would be so nearly the same
that-the use of dirsctional recelving antennas would be little or no
help in discriminating betwsen them.

2l. The receiver at the end of circuits nearest Bloc territory is
in general about as vulnerable as the one at the U.5, end during the
summer months. During the winter months freedom from jamming could
exist for a period of about four hours or less’by a careful selection
of operating frequencies. In some cases, directional receiving
antennas would be of considersble assistance, but not where the

25X1B

communications nath traverses Bloc territory.

23. These considerations of Jamming point~to=point communications

can be applled. to mobile commnnications (shora-tOnship and ground~to-air),
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noting that vulnerability may-be higher becsuse the mobile station
usually employs relatively low power and does not employ directional
antennas. loreover, there are gensrally no alternative means of

communication for such purposes.

2h. Communication with subrorged submarines largely depends on
very-low frequencies (VIF), chiefly because of their greater under-
watsr penetration. Jamming of thene very-low frequencies would
seriously impair long-range commmications with U.5. éubmarines..
Coverage by existing VLF stations is not presently adequate for
World-wide reception even on the surface and in the absence of
Jamming. As present day receiving antennas are little better than
omidirectional, these frequencies are very vulnerable to Jamming;
this_ situation probably ‘will not be improved within the next two

years.

25. Recent Soviet experiments on their LF Loran chain operating
on 150 kc. showed substantial capability for jamming in the field
of low frequency high power transmission. Practical experience
gained by the Soviets in oxperimenting with their own long=range
navigation aid system would be of value to them should they attempt
to Jam western systems of a similar nature. Propagation characteristics
would grant our N.W. Atlantic Loran chains a high degree of immunity

during daylight hours, but no such immunity could be expected when

‘ - 11 -
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the path of the Jamming transmission lies wholly or for the major
part in darkness. However, alternate navigation aids operating

in the frequency band under 30,0 mc. == the Decca navigator, low/
medium frequency beacons, and Consol -- are available in the
Buropean theater. All three systems operate on low frequencies and
use some form of _continuoua wave transmissions; they are vulnerable

to "spoofing" and, to a lesser degree, to jamming.

26. The effectiveness of a jamming signal will vary according
‘to the type of service against which it is operating. The over-all
problem involves a complex combination of types of communications
and jamming signals. Skillful employment of a diversity of communica-
tions channels having differing vulnerabilities to each tyre of jamming
can increase the amount of penetration attained, but no conventional
system ig invulnerable. Nevertheless, there is bne type of communica-—
tions of limited utility which is relatively difficult to jams
' namely, the "Squirt" system whereby short messages are transmitted
at very high speed on pre-arranged frequencies. The short time the
signal is on the air makes it difficult to locate it and set the &

Jammera.

IXI. POTEKNTIAL bOrt INCHEASING PHESENT CAPABILITIES

A, Gapability for Liversion of kxisting Facilities

27. The technical problem of diverting equipment and personnel

w 12 =
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from other sa:vices to jamming, at least in the high frequency
bands, is probably not difficult because (a) the basic techniques
are well worked out in the existing system, and (b) thers is no
apparent lack of facilities available for diversion. Diversion

of broadcast transmitters, regularly done during periods of

maximum jamming effort, would impiy that the control system
presently used for Jamming has connections already established not
only with atations which are set up exclusively fbr Jamming, but
also with other radio communications centers, sany of the estimated
900 jammers now employed may be located at such communications

centers ~~ there is definite evidence of this in several cases.,

28. Viversion of high powered VIF and L¥ equipment is not
as easy as the diversion of HF equipment vecause of technical and
oparati&nal problams such as greatar difficuity in making frequency
changes. This diversion nevertholess is within present Bloc

capabilities.

B, Potential for Increased Facilities

29. The scientific and developmental potentiallof the Bloc in
electronics is larpe and could support greater Jamming activityo
There are indications of current laboratory developments in the
Jamming field. The.Bloc has developed and constructed a substantial

number of high-power transmitters, and has done considerable research

Approved For Release 2002/08/13 B di-ﬁopmsm 011A000900020011-7
SECRET



Approved For Re@se 2002/08/13 : CIA-RDP79S01011A000900020011-7

SEGHET
in this field. High-powered (20 to 500kw,) LF and HF transmitters
have been developed in East Germany, Hungary, and Czechoslovakia for
broadcast and other uses, Thevdevelopment of a number of high~power
tubes by the USSR, Hungary and Germany El.,.l also contribute to the
Soviet potential for the design of high pbwer Jamming transmitters.
Little is known about specific developments which would contribute
%0 Bloc potential in VIF commnications during the next two years.

30. Other factors which may indirectly contribute to Bloc
Josuming capacity are the ’normal expansion of wire line and multi-
channel carrier telsphone facilities, as well as the expanding use
of decimeter and microwave links to supplement these and existing
point=~to-point radic facilities. A considerable effort is being
made to develop and produce large numbers of these items for civil
and military use. %This could release existing radio facilities for

other purposas such as Jamming of long range communication circuits.

IV. BLOC VULNERABILITY TO JAMMING

.31, Both microwave and wire communication facilitles are
practically immune to Jjamming. The Bloc has extensive wire line
and probably some mlcrowave faclilities In the turopean area. In

R e N
Asia, coverage by these altermate means is nearly non-existent.
Expansi@n of alternate means probably will continue, further reducing

the vulnerability of Bloc communications to radio jamming.

-1 -
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32. The Bloc can gragtly minloize the effect of its Jamming
on its ovn communication civcuits by judicious selection of
transmitter locations, by use of suitable directional antennas, by
use of alternate means of communication, and by advance plamning. It
is unlikely thet interference could be avoided entirely. Due to the
heavy use of the 3500~6000 kc, band by Bloc services (see attached
chart), jamming in this frequency range would undoubtedly cause some

trouble to their own services.

33. The Bloc fosters, controls, and trains a large number of
amateur radio operators. Many of them have developed a high degree
of sklll in the reception of voice and telegraphy due to the heavy
interference. vwhich exists on the amsteur bands. This amateur skill
may contribute to Bloc capabllity to mitigate its own and western
Jamming of voice and radio telegraph ‘circuits,

3h4. The basic technical considerations in jsmming Bloc
communications are: (&) propagation conditions, (b) performancs
characteristics of equipniant, and (c) ability to operate jammers in
strategic locations. In cases where jammers could be positioned near
one end of 2 Bloc circuit on the great circle extension of the _cir#uits
the receiver at the other end would be highly susceptibls to jamming.
Receiver antenna dlrectivity would offer no pmtecti&n in such césss
because of the simllar directions of desired and jamming signals.

'In other cases, the conditions for jamming would vary greatly with

- 15 =
Approved For Release 2002/08/135GifsxRDP79501011A000900020011-7



-

Approved For Relé¥¢e 2002/08/13 SKIASRDP7950101 1A00Qg90020011-7

each circult considered and the timess of operation.

V. EFFECT OF GERERAL WAR ON THE POREGOING CONSIDERATIONS

35. The technical capabilitias existing during the cold war
would obtain in general war conditions. It is bslieved that general
war would ba launched with jamming of long range communications
circuits as part of the initial surprise, and that there would be
little or no communications jamming in advance. This would include
VL communications to submarines. In addition, spoofing and jamming

of riavigation aids probably wuld be common.

360 Although the Bloc might not find it necessary to do so,
confiscation of some or all broadcast receivers would relosse the
broadcast system for jamming military targets. In that event it
would be necessary to place major reliance for mass communications
to the Bloc public upon the extensive wire diffusion network,
Restrictions on Bloc non-essential communications traffic would .
release additional transmitters for jamming purposes, However, the
probable change in the total volume of essential Bloc traffic under

gereral war conditions cannot be estimated,

37, Dspending on the cold war political and military situation,
there may bs a change in tﬁe availablility to the West of sites at
strategic locations for retaliatory Jamming. In the event of
general war, direct military action might destroy significant
quantities of the jamming trénsmitterso
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)’{. INDICATIONS OF PRECLUSIVE USE POLICY
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38. The Bloc has registered a large number of frequency assign-—
ments with the International Telecormunications Union. It has been
Ui'“" generally held that the number exceads its requirements. If so,
Y (p it could be for the purpose of providing a stockpile of frequencies
f either with or without a precise plan for arbitrarily controlling
f§)~ the spectrum to preclude use uy other nations. There is some
z evidence that the Bloc has made moderate use of frequencies to

S ; demonsirate those frequencies are required. However, this tactic
@iﬁw g hag been employed by practically every nation and would appear
% to have no unusual significance,

\\

\‘_\/,

SEE 8 APRIL DFAFT FOR FOLLOVING ATTACHMENTS:

I == Soviet and Satellite transmitting facilities.

Il ~~ Map showing US Government and commercial radio
circuits, and USSR major radio communication centers.
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