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T . DIRECTIVE OF MAY 17, 1972 %~~~ | 4

| Natioﬁal Security Council
~ Directive Governing the
Classification, Downgradm g,
| Dedassmcatlon and Safeguardmd R
of National Securlty Information = S
The Prcsxdent has dlrected that Executive Order 11652, “Classifica- _ R B
tion and Declassification of National Security Information and Material,” ‘

o " " approved March 8, 1972 (37 F.R. 5209, March 10, 1972) be imple-
' mented In accordanc... with thefollowmg ST ;

PRS-

I AUTHO’?ITY To CLASSIF‘Y

A. Personal and Non-delegable. Clas:.xﬁcatxon authont\ may be ex-

" ercised only by those officials who are designated by, or in writing pur-
‘'suant to, Section 2 of Executive Order 11652 (hereinafter the “Order”).
Such officials may classify information or material only at the level au-
thorized or below. This authority vests only to the official daw'nat\,d .

_ under the Order, and may not be delegated. ‘

B. Observance of Class.ﬁcatzon Whenever mform'tfm a or matcnaf
classified by an official designated under A above Is incorporated in an-
other document or other material by any person other than the classifier, ©

 the prev iously assigned security classification category shall be reficcted

thereon together with the identity of the classifier. =~ - ,\) ‘

A TEN

C. Identificatior of Classifier. Tn\, person at the highest level Futhoriz- B _
ing the classification must be identified on the face of the jnformation or o
material classified, unless the identity of such person m'mt disclosesensi- . 7
tive intelligence information. In the latter instance the Department
shall establish some other record by which the classxf‘er can readily he
identified. -

D. Record Ra]mnmarf Each Department listed in Scchm 2(4a)
of the Order shall maintain a listing by name of the officials who have
been designated in writing to kave Tep Sceret classification aathority.
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Each Deparument listed in Section 2 (A) and (B} of the Order shall ako
_maintain separate listings by name of the persons designated in writing
to have Secret authority and persons designated in writing to have Con-
fidential authority. In cases where listing of the names of officials having
classification authority might disclose sensitive intelligeace information,
the Department shall establish some other record by which such officials
can readily be identified. The foregoing listings and records shall be
compiled beam’nng ]ulv 1, 1972 and" updaued at least on 2 quc.rtcny '

basis.

E. Resolution of Doubts. If the classifier has any substantial doubt as
to which security classification category is appropriate, or as to whether

the material should be c‘assx‘ied at all, he should designate the less re- -
stnctwctrcatmeqt o S ST Sl e e e

II DOW’\*GPADI.\'G AND DECLASSIFICATION

A. General Declassification Schedule and Exemptions. Classified in-
formation and material shall be declassified as soon as there are no longer
any grounds for continued classification within the classification category i
definitions set forth in Section 1 of the Order. At the time of origination
the classifier shall, whenever possible, clearly mark on the information or ‘
material a specific date or event upon which downgrading ov declassifica- (
tion shall occur. Such dates or events shall be as early as is permissible
without causing damage to the national security as defined in Section 1
of the Order. Whenever earlier dates or events cannot be determined,
the General Declassification Schedule set forth in Section 5(A) of the
Order shall apply. If the information or material is exempted under Sec-
tion 5(B) of the Order from the General Declassification bgnem.le the
classifier shall clearly mark the material to show that it is \e\empr and
indicate the applicable exemption category. Unless impossible,"the ex-
empted information or material shall be assigned and clearly marked by
the classifier with a specific date or event upon which declassification
shall occur. Downgrading and declassification dates or events established
in acordance with the foregoing, whether scheduled or non-scheduled,
shall to the extent possible be carried forward and applied whenever
the classified information or material is incorporated in other documents

or material.

B. Extracts and Compiintions. When classified information or maie-

rial from more than ons source s incovporated into a new documasant T

S
W)

T
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other material, the document or other material shal! be classified, down-.
graded or declassified in accordance with the provisions of the Order
and Directives thereunder applicable to the information requiring the
greatest protection. '

C. Material Not O fficially Transferred. When a Department holding
classified information or material under the circumstances described in
Section 3{D) of the Order notifies another Department of its intention
to downgrade or declassify, it shall allow the notified Department 30
days in which to express its objections before taking action. ' '

D. Declassification of Material 30 Years Old. The head of each De- - i

- partment shall assign experienced personnel to assist the Archivist of e i

. the United States in the exercise of his responsibility under Section 5{E)
of the Order to systematically review for declassification all materials
classified before June 1, 1972 and more than 30 years old. Such per- -~
sonnel will: (1) provide guidance and assistance to archival employces
in identifying and separating those materials originated in their Depart-
ments which are deemed to require continued classification; and (2)
‘develop a list for submission to the head of the Department which identi-
fies the materials so separated, with recommendations concerning €on-
tinued classification. The head of the originating Department will then
make the determination required under Section 5(E) of the Order and
cause 2 list to be created which identifies the documentation included

in the determination, indicates the reasen for continued classification 2nd
specifies the date on which such material shall be declassified.

E. Notification of Expeditzd Downgrading or Declassification. ¥When
~ classified information or material is ‘downgraded or dec'la,&'siﬁedzi_n a
* manner other than originally specified, whether scheduled or exempted, : .
the classifier shall, to the extent practicable, prompily notify all address- :
ees to whom the information or material was originally officially trans-
mitted. In turn, the addressees shall notify any other known recipient
of the classified information or material. s

III Review oF CrassFiep MATERIAL FOR DECrLASSIFICATION
PCRPOSES

A. Systematic Reviews. All information and mal
the effective date of the Order and determined in acco
cc 21, 44 U.S.C. {82 Stat. 1287) o be of suihivien

b
. o~ - [ 1 A o4 J e P
value to warrant preservation shall be systemaice
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basis by each Dc‘:par*ment for the purpose of making such information and
material publicly available in accordance with the determination regard-
ing declassification made by the classifier under Section 5 of the Order.
During each calendar year each Department shall segregate to the maxi- .
mum extent possible all such information and material warranting pres-
ervation and becoming declassified at or prior to the end of such year.
Promptly after the end of such year the Department responsible, or the
Archives of the United States if transferred thereto, shall make the de-
classified information and material available to the pubhc to the extent —
permitted by law. ' :

B.. Review for Declassification of C[a:szfed Material Over 10 }ears _
Old. Each Department shall designate in its implementing regulations an. -
office to which members of the public or Departments may direct re-. '

" quests for mandatory review for declassification under Section 5 (C) and

(D) of the Order. This office shall in turn assign the request to the ap-
propriate office for action. In addition, this office or the office which has
been assigned action shall immediately acknowledge receipt of the request
in writing. If the request requires the rendering of services for which fair
and equitable fees should be charged pursuant to Title 5 of the Inde- _
pendent Offices Appropriations Act, 1952, 65 Stat. 290, 51 U.S.C. 4832 ;
the requester shall be so notified. The office which has been assigned
action shall thereafter make a dctbrmmatxo*z within 30 days of recelp*'
or shall explain the reasons why further time is necessary. If at the end of
60 days from receipt of the request for review no determination has been
made, the requester may apply to the Deparimental Committee estab-
lished by Section 7(8) of the Order for a determination. Should the office
assigned action on a request for review determine that vnder the criteria

 set forth in Scction 5(B) of the Order continued classification & ;: rcamrsd
the requester shall promptly be notified, and whenever po&xbl provided
with a brief statement as to why the requested information or material
cannot be declassified. The requester may appeal any such determination -
to the Departmental Committee and the notice ‘of detcrmination sha
advise him of this right.

C. Dzpartmental Committss Review for Declassification. The Depart-
icatal Commities shall establish procedures to review and act within

T
30 days upon all apphr‘utvoz}s and appeals regarding requests for decia
81

ification. The Department head, acting through the Departmeantal Con‘-.-
mittee shall be authorized o --f:z‘-mlg previous determinations 1 WA
or in pact when, in its judgment, continued protection Is no longer re-

~
fal
p)
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quired. If the Departmental Committee determines that continued clas-
sification is required under the criteria of Section 5(B) of the Order it §
shall promptly so notify the requester and advise him that he may appeal
the denial to the Interagency Classification Review Committee.

D. Review of Classified Material Over 30 Years Old. A request by
a member of the public or by 2 Department under Section 3 (C) or
(D) of the Order to review for declassification documents more than 30

and he shall have the requested documents reviewed for declassification _
in accordance with Part I1.D. hereof. If the information or material - _ o R
requested has not been transferred to the General Services Administra- ' - '
tion for accession into the Archives, the Archivist shall, together with the

head of the Department having custody, have the requested documents
reviewed for declassification. Classification shall be continued in either

case only where the head of the Department concerned makes at that
time the personal determination required by Section 5(E){1) of the
Order. The Archivist shall promptly notify the requester of such determi-

nation and of his right to appeal the denial to the Interagency Classifica-

tion Review Committee. : ‘

E. Burden of Proof for Administrative Determinations. For purposes
of administrative determinations under B., C., or D. above, the burden
of proof is on the originating Department to show that continued classi-
fication is warranted within the terms of the Order.. '

F. Availability of Declassified Material. Upon 2 determination ugder
B., C., or D. above that the requested material no longer warrants classi-
fication it shall be declassified and made promptly available to the
requester, if not otherwise exermpt from disclosure under Section;552(b)
of Title 5 U.S.C. (Freedom of Information Act) or other provisionzof

\\

e

law.

1

Order, a request for classification review must describe .the document
with sufficient particularity to enable the Department o identify it and '

G. Classification Review Requests. As required by Section 3(Cj of the
£

_obtain it with a reasonable amount of effort. Whenever a request is \l
oul :

€

deficient in its description of the record sought, the reqguester shouid be - :
asked to provide additional identifying information whensver possibie. ’
Before denying a request on the ground that 1t i3 unduly burdensome, the

reqt !

ably oblainable. 1f nonz-ihe-less the rEucster dods nat deseribe the

2y
L2
o
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records sought with sufficient particularity, or the record requested can-
not be obtained with a reasonable amount of effort, the requester shall
be notified of the reasons why no action mll be taken and of his righ
to appe:.l such decision.

v h;ARI\I\G REQUIREMENTS

A. When Document or Otker Material is Prepared. At the time of
origination, each document or o*her material containing classified in- -

formatxon shall be marked with its assigned security czas:xﬁcanon and
whether it is subject to or exempt from the General DPclass'ﬁcatxon‘
Schedule. '

(1) For marking documents which are subject to the_Geneml De-
classification Schedule, the following stamp shall be used:

(TOP SECRET, SECRET OR CO\'FIDE\'TI‘\T) CLASSIFIED

BY . . . R
SUBJECT TO GE\"E‘{AL DFCLnS‘II"IC ATION SCHEDULE OF ' '
EXECUTIVE ORDER 11652 AUTOMATICALLY DOWNGRADED
AT TWO YEAR IJNTERV‘\L.S AND DECLASS[FIFD ON DEC. 31
(insert year)

* (2) For marking documents which are to be automatically declassified - ( :
on a given event or date earlier than the General Declassification Sr‘hed— ' : N
ule the following stamp shali be used : R '

- (TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED

BY _— :
AUTOMATICALLY DECLASSIFIED ON (efective date or event)

(3) For marking documents which are exempt from the Ge'wnl '
Declassification Schedule the following sta ampshall beused: -

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED

BY _ ' —_— )
EXEMPT FROM GENERAL DECLASSIFICATION SCHEDULE OF
EXECUTIVE ORDER 11632 EXEMPTION CATEGORY (§3B (1), ‘ :

(2), (3), or (4)) AUTOMATICALLY DECLASSIFIED ON (cfective

. [
Should the classifier inadverrently fail to mark a document with one of

the foregoing stamps the document shali he deemed to be subicet to the

O

2

(%]
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General Declassification Schedule. The person who signs or finally ap-
proves a document or other material containing classified information
shall be deemed to be the classifier. If the classifier is other than such
person he shall be identified on the stamp as indicated.

The “Restricted Data” and “Formerly Restricted Data” stamps (H.
below) are, in themselves, evidence of exemption from the Ceneral
Declassification Schedule. ‘ :

B. Overall and Pege Marking of Documents. The overall classifica-
tion of a document, whether or not permanently bound, or any copy or
reproduction thereof, shall be conspicuously marked or stamped at the i
top and bottom of the outside of the front cover (if any), on the tite ' '
page (if any), on the first page, on the back page and on the outside
of the back cover (if any). To the extent practicable each interior page
of a document which is not permanently bound shall be conspi icuously _
marked or stamped at the top and bottom according to its own content, - z
including the designation “Unclassified” when ap')ropmzu~ o g

C. Paragraph Marking. Whenever a classifi ied documicnt contains
either more than one security classification category o L.nwazstﬁec; in- ‘
formation, each section, part or paragraph shomd be r'n:kyd to the ‘ :
tent practicable to show its classification category or that itis unc;a:\ﬁﬁcd.

.

D. Material Otker Than Documents. If classified material cannot be
marked, written .notification of the information otherwise required in
raarkings shall accompany such material.

R S TN

E. Transmittal Documents, A transmittal document shall carry on it
a prominent notation as to the highest classification of the information
which is carried with it, and a legend showing the classification, if any,

of the transmittal document standing alone. -

F. Wholly Unclassified Material Not Usually Marked. Normally, un-
classified material shall not be marked or sta*npcd “‘Unclassified” unless
the purpose of the marking is to indicate that a decision has been made ' :
not to classify it.
G. Dow namlmg, Declﬂssv,manon and Upgrading Markings. When-
cver a chunge is made in the original buwiic“wm orin the dates of down-
fied information or material it

-~

grading or declassification of any
| be promptly and conspicuo r:‘y marked to indicate the change,

Lt
B

e ) s
the nuthority for the action, the date of the action, and the identity of the

Approved For Release 2004/10/12 : CIA-RDP78M02660R000300010025-8




Approved For Release 2004/10/12 : CIA-RDP78M02660R000300010025-8

Title 3A--The Prasident, Appandix

nas

&

person taking the action. In addiiion, all earlier classification marks
shall be cancelled, if practicable, but in any event on the first page.

(1) Limited Use of Posted Notice for Lerge Quantitizs of Material.
When the volume of information or material is such that prompt remark- =
ing of each classified item could not be accomplished without undely -
interfering with operations, the custodian may attach downgrading, de- * .
classification or upgrading notices to the storage unit in lieu of the re-
marking otherwise required. Each notice shall indicate the change, the -~ . -
authority for the action, the date of the action, the identity of the person ‘
taking the action and the storage units to which it applies. When individ- -

~ual documents or other materials are withdrawn from such storage units. . - -
they shall be promptly remarked in accordance with the change, or if the
‘ -~ + - documents have been declassified, the old markings shall be cancelled.

(2) Transfer of Stored Quantities Covered by Posted Notice. When
information or material subject to a posted downgrading, upzrading or
declessification notice are withdrawn from one storage unit solely for

! transfer to another, or a storage unit containing such documents or E
| ' other materials is transferred from one place to another, the transfer = .- '
|

i

i

|

may be made without remarking if the notice is attachad to or remains
with each shipment. .

H. Additional Warning Notices. In addition to the fore(romg; marking N
requirements, warning notices shall be prominently dispiayed on class '
fied documents or materials as prescribed below. When display of these
‘warning notices cn the documents or other materials is rot a\ﬂnh, the
warnings shall be included in the written notification of thé awf«m;d

classification. A/ !
: : ; ’
\.
(1) Restricted Data. For classified information or material containing
Restricted Data as defined in the Atomic Energy¢ Act of l95—l~, as
amended: ) o

“RESTRICTED DATA”
This document contains Resteicted Data as defined in the Atomic Enerzy

Act of 1954. Its dissemination or disclosure to any unauthocized person
is prohibited.

(2) Formerly Restriztsd Data. For classified information or material
o

E

0
serzcted Dara, as deflined 1n Sactien 142,44,

containing solely Formerly
Atomic Er*cr gy Act of 1954, os amendard:

v
~
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“FORMERLY RESTRICTED DATA”
Unauthorized disclosure subject o Administrative and Criminal Sanc-
tions. Hand!e as Restricted Data in Foreign Dissemination. Section 14+b,,
Atomic Energy Act, 1954,

(3) Information Otker Than Restricted Data or Formerly Restricted

- Data. For classified information or material furnished to persons outside

the Executive Branch of Government ot heh than as described in ( l) and

(2) above:
“NATIONAL SECURITY INFORMATION”

Unauthorized Disclosure Subject to Criminal Sanctions.

(4) Sensitive Intelligence Information. For classified information or
material relating to sensitive inteliigence sources and methods, the follow-
ing warning notice shall be used, in addition to and in conjunctiozi with
those prescn‘)ed in (1), (2), or (3), above, as appr e:

- “WARNING NOTICE—SENSITIVE INT TELLIGENGE SOT'RCES
AND METHODS INVOLVED”

V  ProTECTION AND TransrussioNn oF CLASSIFIED INFORMATION

A. Generel. Classified information or material may be used, held, or
stored only where there are facilities or under conditions adequate to
_prevent unauthorized persons from gaining access to it. Whenever such
information or material is not under the personal supervision of an
authorized person, the methods set forth in Appendiv A hereto shall be
used to protect it. Whenever such information or material is transmitted
outside the originating' Department the requirements of Appendix B
hereto shali be cbserved.

e

B. Loss or Possible Compromise. Any person who has knowledge of
. . . N, .
the loss or possible compromise of classified information shall immedi-

-ately report the circumstances to a designated official of i“i, Departtnent
f-

or organization. In turn, the originating Department and any other
interested Department shall be notified about the loss or pes ssible com-

promise in order that a damage assesment may be:cénducted. An

immediate inquiry shall be initiated by the Department in which the

loss or compromise occurred for the purpose of taking corrective mweas-
e, disciplinary, or legal action.

ures and appropriate adminisirs

7 oy .
L.) s * A ollue L0 Y
VI AcCcess AND ACUSUNTADILITY

N General Acecess Requirzingnis, Exoept as provi
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below, access to classified information shall be granted in accordance -
with the following:

(1) Determination of Trustworthiness. No person shall be given-
access to classified information or material unless a favorable determina- =~
tion has been made as to his trustworthiness. The determination of .
-eligibility, referred to as a security clearance, shall be based on such
investigations as the Department may require in accordance with the
standards and criteria of E.O. 10450 and E.O. 10865 as appropriate.-

- (2) Determination of Need-to-Know. In addition to a security clear- -
ance, a person must have a nzed for access te the particular classified .
information or material sought in connection with the performance of his --
official duties or contractual nbligations. The determination of that need
shall be made by officials having responsibility for the classified infor-~
mation or material. '

(3) Administrative Withdrawal of Security Clearance. Each Depart-
ment shall make provision for administratively withdrawing the security
clearance of any person who no longer requires access to classified infor-
mation or material in connection with the performance of his official

. duties or contractural obligations. Likewise, when a person no longer
needs access to a particular security classification category, the security
clearance shall be adjusted to the classification category still required
for the performance of his duties and obligations. In both instances, such -
action shall be without prejudice to the person’s eligibility for a sccurity -
clearance should the need again arise. '

e s i e e s e T *

B. Access by Historical Researchers. Persons outside the- Executive
Branch engaged in historical research projects may be authotized %,cces
to classified information or material provided that the head of the
originating Department determines that: ' S

(1) The project and access sought conform to the requirements of
Cit ’ ‘

Section 12 of the Order.

(2) The information or material requested is reasonably accessible
and can be located and compiled with a reasonable amount of effort.
&

3y The historical cesearcher agrees to safecuard the information or
) O <o
meterial in 4 manner consistent with the Ovder and Directives there-

under.

A

!
AL
[
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(4) The historical researcher agrees to anthorize a review of his
notes and manuscript for the sole purpose of determining that no classi-
ficd information or material is contained therein. -

An authorization for access shall be valid for the period required but
no longer than two years from the date of issuance unless renewed under
regulations of the originating Department.

C. Access by Former Presidertial Appointees. Persons who previously

occupied policy making positions to which they were appointed by the

. President, other than those referred to in Section 11 of the Order, may
be authorized access to classified information or material which they

originated, reviewed, signed or received while in public office. Upon the

request of any such former official, such infocrmation and material as he

may identify shall be reviewed for declassification in accord:nce thh

- " the provisions of Section 5 of the Order.

D. Consent of Originating Department to Dissemination by Recipi-
ent.-Except as otherwise provided by Section 102 of the National Secu-
rity Act of 1947, 61 Stat. 495, 50 U.S.C. 403, classified information or
material originating in one Department shall net be disseminated outside

S any other Department to which it has been made avadable without
( oy the consent of t‘xc originating Depanme'xt

E. Dissemination of Sensitive Intelligence Information. Information _ o
or material bearing the notation “WARNING NOTICE—SENSI-
TIVE INTELLIGENCE SOURCES AND METHODS IN-
VOLVED?” shall not be disseminated in any manner outside authorized
channe!s without the permission of the originating Department and an
‘assessment by the senior intelligence official in the disseminating Dgpart- ‘ I
ment as'to the potential risk to the national security and to the mtclufrencc _ ’ o
sources and methods involved.

gy

Y. Restraint on Special Access Requirements. The ebcaolbhmcnt of
special rules limiting access to, distribution zmd protection of classified
information and material under Section 9 of the Order requires the
specific prior approval of the head of o Departmcnt or his designee.

G. Accountability Procedures. Each Depariment shall preseribe such
accountability procedures as arc necessary to control effectively the dis-

semintaion of classified information or matedal. Pac lcubm stringent
conteols shall be placed on information and material clasifed Top Szeret.

~

L3/
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(1) Top Secret Control O ficers. Top Secret Control Officers shult =
be designated, as required, to receive, maintain current accountability
records of, and dispatch Top Secret material.

(2) Physical Inventory. A physical inventory of all Top Secret ma- -
terial shall be made at least annually. As an exception, repositories stor-
ing large volumes of classified material, shall develop inventory lists or
other finding aids. '

(3) Current Accountability. Top Secret and Secret information and .

" material shall be subject to such controls including current accountabil-
ity records as the head of the Department may prescribe.

(4) Restraint on Reproduction. Documents or porticns of documents
containing Top Secret information shall not be reproduced without the
consent of the originating office. All other classified material shall be re-
produced sparingly and any stated prohibition against reproduction shall -
be strictly adhered to. ' : o

(5) Restraint on. Number of Copies. The number of copies of docu-
ments containing classified information shall be kept to 2 minicmum to
decrease the risk of compromise and reduce storage costs. 4

i VII -Data INpDEX SYSTEM . ' <
i : Each Department originating classified information or material shall
c

undertake to establish a data index system for Top Secret, Secret and
Confidential information in selected categories approved by the Inter-
agency Classification Review Committee as having sufficient historical or
other value approgriate for preservation. The index system shall contain
‘the following data for each document indexed: (a) Ideatity of classifier,
(b) Departmeat of origin, (c) Addressees, (d) Date of cIassiﬁE:ation,%{c) T
Subject/Area, (f) Classification category and whether subject t0 or N
exempt from the General Declassification Schedyle, (g) If exempt, !
which exemption category is applicable, (h) Date or event set for declas- - ‘
sification, and (i) File designation. Information and material shall be
indexed into the system at the earliest practicable date during the courss

of the calendar year in which it is produced and classificd, or in any event
no later than March 3 st of the succeeding year. Each Department shall
undertake to establish such a data index system no later than July 1,
1973, which shall index the selected categories of information and ma-
terial produced and classificd afrer December 31, 1972,

-
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VIII Coxsat OPERATIONS

The provisions of the Order and this Directive with regard to dis-
semination, transmission, or safekeeping of classified information or ma-
terial may be so modified in cornection with combat or combat-related
operations as the Secretary of Defense may by regulations prescribe.

- IX INTERAGENCY CrAssiricaTioN ReviEw COMMITTEE

A. Composition of Interagency Committee. In accordance with Sec-.
tion 7 of the Order, an Interagency Classification Review Committee
is established. to assist the National! Security Council in monitoring im-
plementation of the Order. Its membership is comprised of senior repre- _
sentatives of the Departments of State, Defense, and Justice, the Atomic % L
Energy Commission, the Central Intelligence Agency, the National '
Security Council staff, and a Chairman designated by the President.

s

B. Meetings and Staff. The Interagency Cormmittee shall meet regu-
larly, but no less frequently than on a monthly basis, and take suck ac-
tions as are deemed necessary to insure uniform compliance with the

S Order and this Directive. The Chairman is authorized to appoint an
(\ : > Executive Director, and to maintain a permanent administrative stafi.
e C. Interagency Commitiee’s Functicns. The Interagency Committee

shall carry out the duties assigned it by Section 7(A) of the Order. It
shall place particular emphasis on overseeing compliance with and imple-
mentation of the Order and programs established thereunder by each
Department. It shall seek to develop means te (a) prevent cverclassifica-
tion, (b) ensure prompt declassification in accord with the provision of
the Order, (c) facilitate access to declassified material and (d}] ehmvrrate
unauthorized disclosure of classified information. W

D. Classification Complaints. Under such procedures as the Inter-
agency Commmittee may prescribe, it shall consider and: take action on
complalnts from persons within or without the government with re:.p»*ct to
the general administration of the Order including appeals from denials by
Departmental Committees or the Archivist of declassification requests.

X DzapARTMENTAL [MPLEMENTATION AND ENFORCEMENT

A. Action Programs. Those Departments Listed in Section 2 (A} and
B } of the Order shall Insure that edequate pessonnel and funding are

- .

ovided for the purpese of carrving out the Order and Dirscilves

{noceader,
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- Committee for resolution. In addition, the Departmental Committee shal

sibilities.

Title 3A--The President, Appendix

B. Departmenta Committez. All suggestions and complaints, includ-
ing those regarding overclassification, failure to declassify, or delay in de- ..
classxfymg not otherwise resolved, shall be rcferred to the Departmental

review all appeals of requests for records under Section 522 of Title 5

U.S.C. (Freedom of Information Act) when the proposed denn.l is based
on thexr continued classification under the Order. :

C. Regulations and Reports. Each Department shall submit its prd-_
posed implementing regulations of the Order and Directives thereunder
to the Chairman of the Interagency Classification Review Committee for -
approval by the Committee. Upon approval such regulations shall be ~ =
published in the FEpErAL REGISTER to the extent they affect the generai
public. Each Departmeat shall also submit to the said Chairman (1)
copies of the record lists required uader Part 1.D. hereof by July 1, 1972
and thereafter quarterly, (2} quarteriy reports of Departmental Com-
mittee actions on classification review requests, classification abuses and
unauthorized disclosures, and (3) provide progress reports on informa-
tion accumulated in the data index system established under Part VII
hereof and such other reports as said Chairman may find necessary for
the Interagency Classification Review Commutee to carry out its respon-

K

D. Administrative Enforcement. The Departmental Committees shall
have responsibility for recommending to the head of the respective
Departments appropriate administrative action to correct abuse or viota-
tion of any provision of the Order or Directives thereunder, including
notifications by warning letter, formal reprimand, and to the extent per-
mitted by law, suspension without pay and removal. Upon receipt of such
a recommendation the head of the Department concerned shall act
promptly and advise the Departmental Comumittee of his action. :

Publication and Effective Daie: This Dlrectwe shall be pubmned in
the FEpERAL REGISTER and become effective June 1, 1979

Hexry A. Kissiy -GER,
Assistant lo the President for
National Security A ffairs.

3
L\
(98]
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APPENDIX A
PROTECTION OF GLASSIFIED INFORMATION

A. Storage of Top Secrst. Top Sccret information and material shall be stored in
» safe or safe-type steel file container haviag a built in three-position dial-type com-
yination lock, vault, or vault-type room, or other storage fzcility which meets the
standards for Top Secret established under the provisions of (C) below, and which
minimizes the possibility of unauthorized access to, or the physical theft of, such
information or material. . )

B. Storage of Secret or Confidential. Secret and Confidential ma
stored in a manner authorized for Top Secret information and materia
tainer or vault which meets the standards for Secret or Confidential, as the case may
4= established under the provisions of (C) below. - : '

2, 8
C. Siandards for Security Equipment. The General Services Ad
in coordination with Departmenis originating classified information or material,
sstablish and publish uniform standards, specifications and supply schedules for con-
tainers, vaults, alarm systems and associated sccurity devices suitable for the sterage
and protection of all categories of classified information and material. Any Depart- Co -
meat may establish for use withie such Depariment more stringent standards. When-
sver new szcurity equipment is procured, it shall b2 in conformance with the foregoing ..~ . . .} .- R
s:andards and specifications and shall, to the maximum extent practicable, be of the i
iwpe designated on the Federal Supply Schedule, General Services Administration.

terial may be
1, or in 2 con-

nistration shzll,

D. Excepiion to Standards for Securily Equipment. As an exception to (Q} above,
Sacret and Confidential materizl may also be stored in a steel filing cabinet having 2
built in, three-position, dial-typs combination lock; or a steel &ling cabinet egquipped
with 2 steel lock bar, provided it is secured by = GSA approved changeable com-

bination padlock.

—————a "

<_ ) E. Combinations. Combinations to security egnipment and devices shall be changed
- only by persons having appropriate security clearance, and shall bz changed when-
ever such equipment is placed in use, whenever a person knowing ths combination
is transferred from the office to which the cquipment is assigned, whenever 2 combi- ' !
nation has been subjectad to possible compromise, and at least cace every year. ;
Knowledge of combinations shall be limited to the minimum number of persons
necessary for operating purposes. Records of combinations shall be classified
lawer than the highest category of classified information or materiai authorized for
storagc in the security equipment concerned.

F. Telecommunications Conversations. Classified information shall not be revealad
in telecommunications conversations, except as may be authorized under Appendix B
-wiih respact to the transmission of classifted information over approved commufiica-

Pt VY

tions circuits or systems. : . ;
G. Responsibilities of Custodians. Custodizns of classified material shall be respo:‘,éi- :
hle for providing protection and accountability for such material at all times and :

particularly for locking classifizd material in approved security equipment whenever .
it is not in use or under direct supervision of authorized persons. Custodians shall ;
follow procedures which insure that unauthorized persons do nor gain access to
classified information or material by sight or sound, and classifiec information shail

ao: be discussed with or ia the presence of unautheorized persons.

ArpEnDix B

TRANSMISSION

‘on ard Receld

s innor and outer cov
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Title 3A--The President, Appendix .

address. The outer cover shal! be sealed and addressed with no indication of the classi-
fication of its contents. A receipt shall be attached to or enclosed in the inner cover,
except that Confidential material shall require a receipt only if the sender desms 1t
necessary. The receipt shall identify the sender, addressse, and the document, but shali
contain. no classified information. It shall be signed by the recipient and returred to

the sender. A . ; L .

B. Transmission of Top Secret. The transmission of Top Secrzt intormation and
material shall be effected preferably by oral discussions in person between the officials
concerned. Otherwise the transmission of Top Secret information and material shall
be by spacifically designated personnel, by State Department diplomatic pouch, by a
messenger-courier system especially created for that purpose, over authorized com-
munications circuits in encrypted form or by other means authorized by the National
Security Council; except that in the case of information transmitted by the Federal
Bureau of Investigation, such means of transmission may be used as ave approved by the
Director, Federal Bureau of Investigation, unless express reservation to the contrary
is made in exceptional cases by the originating Department.

C. Transmission of Secret. The transmission of Secret material shali be effected in
the following manner. :

(1) The Fijty Stetes, District of Columbic, Puerto Rico. Secret information and - | | o
material may be transmitted within and between the forry-eight contiguous states and - ) .
District of Columbia, or wholly within the State of Hawaii, the State of Alaska, or the
Commonwealth of Puerto Rico by one of the means authorized for Top Secrct infor-
mation and material, the United States Postal Service registered mail and protective
services provided by the United States air or surface commercial carriers urder such
conditions as may be prescribed by the head of the Department concernsd. .-

(2) Othzr Areas, Vessels, Military Postal Services, Aircrajt. Secret information
and material may be transmitted from or to or within areas other than those specified
in (1) above, by one of the means established for Top Secret information and mate-
rial, captains or masters of vessels of United States registry under contract to 2 De-
partment of .the Executive Branch, United States registered mail through Army,
Navy or Air Force Postal Service facilities provided that material does not at any tima
pass out of United States citizea control and does not pass throuzgh a forcign postal

_systern, and commercial aircraft under charter to the United States and military or
other government aircraft. ) T

~

(3) Caradian Government Installations. Secret information and material may be
transmitted between United States Government or Canadian Government instaliations,
or both, in the lorty-eight contiguous states, Alaska, the District of Coluinbia and
Cznada by United States and Canadian registered mail with registered mail receipt.

5

N rd

{4) Special Cases. Each Departmeant may authorize the use of the United States
Postal Service registered mail outside the forty-sight contiguous statss, the District of
Columbia, the S:ate of Hawaii, the State of Alaska, and the Commonwealth of
Pusrio Rico if warranted by security conditions and essential operational requirements
provided that the material does not at any time pass out of United States Government
and United States citizen control and doas not pass through a foreign postal system.

D. Trensmittal of Confidertial. Confidential information and material shali be
traasmitted within the ferty-eizht contiguous states and the Distdcr of Columbia,
or wholly within Alaska, Hawaii, the Commonwealti of Puerto Rico, or 2 United
States possession, by one of the means established for higher classifications, or
certified or first class mail. Ouiside thesa areas, Confidential informaiion and matenal
shall be transmitted ia the same manner as authorized for higher classifications. .

E. Alternative Trarsmission of Confidential, Each Department having authority :
tn classify information or matedal as “Confidential” may issue regulations author- |
jzing alteenztive or additionnl smeshods for the transmission of rectal classifiad .
“Confideatal” outside ¢f thz Depariment. In the cass of mat iginatad by '

N
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MEMORANDUM OF JUNE 21, 1972
71

Presidential Determina

o

{Presidential Determination No. 72—

¢t

)
8
|

\ 'rrs < ::r\
Malaysia
Memorandum £r the Secretary of State

Tue Wurre Houss,
Washington, June21,1972. .

In accordance with the recommendation in the Department of State’s
memorandum of May 18, I hereby determine, pursuant to Section 4 of
the Foreign Military Sales Act, as amended, that the extension of credit
to the Government of Malaysia, in connection with the sale of -5 mili-
tary aircraft, is important to the national security of the United States.

You are hereby requested on my behalf to report this determination

to the Congress as required by law. ' o

- . s L . . 2
This determination shall be published in the FEpERAL REGISTER.

e f A
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UNCLASSIFIED DCID No. 1/7

DIRECTOR OF CENTRAL INTELLIGENCE DlRECT[VE NO. ]/71
CONTROL OF DISSEMINATION OF FOREIGN INTELLIGENCE
(Effective 5 October 1975)

Pursuant to provisions of Subsection 102(d) of the National Security Act of
1947, as amended, and other authorities vested in the Director of Central In-
telligence by the National Security Council, certain controls on dissemination of
foreign intelligence and related material 2 (hereafter referred to as foreign in-
telligence) are hereby established and promulgated.

1. Purpose

This directive establishes certain common controls and procedures for the
use and dissemination of foreign intelligence to ensure that, while facilitating
the interchange of information for intelligence purposes, there will be adequate
protection of foreign intelligence sources and methods. This directive restates
applicable portions of National Security Council Directive of 17 May 1972 im-
plementing Executive Order 11652, and prescribes additional conhols applicable
to the U. S. foreign intelligence mission.

2. Applicability ‘

( The controls and procedures set forth in this Directive shall be uniformly
applied by all member departments and agencies of the intelligence community
in the handling of all materials containing foreign intelligence originated by
the Central Intelligence Agency or by the intelligence components of other
USIB departments or agencies. '

3. National Security Council Directive

a. National Security Council Directive of 17 May 1972 implementing Execu-
tive Order 11652 stipulates that, except as otherwise provided by Section 102
of the National Security Act of 1947, classified information or material origi-
nating in one department shall not be disseminated outside any other depart-
ment to which it has been made available without the consent of the originat-
ing department. This restriction on dissemination is commonly described as
the “third agency rule.” : 4

b. The NSC Directive stipulates that the dissemination of classified infor-
mation, including intelligence and intelligence information, orally, in writing
or by any other means, shall be limited to those persons whose official duties
or contractual obligations require knowledge or possession thereof. This -is
commonly referred to as the “need-to-know” principle.

1 Supersedes DCID 1/7, effective 5 October 1970.

2For purposes of this cirective, “related material” includes: information describing U. S.
foreign intelligence sources and methods, equipment and methodology unique to the acquisi-
tion or exploitation of forein intelligence, foreign military hardware obtained for exploitation,
and photography or recordigs resulting from U. S. foreign intelligence collection cfforts.

(_ 1 ’ " TSC 030574
UNCLASSIFIED
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¢. The NSC Directive also states that documents or portions of documents
containing TOP SECRET information shall not be reproduced without the
consent of the originating office. All other classified material shall be repro-
duced sparingly and any stated prohibition against reproduction shall be
strictly adhered to. '

d. The NSC Directive further requires that the marking, “WARNING
NOTICE—SENSITIVE INTELLIGENCE SOURCES AND METHODS
INVOLVED,” be prominently displayed on all information and materials re-
lating to sensitive intelligence sources and methods; and, that materials so
marked will not be disseminated in any manner outside authorized channels
without the permission of the originating department and an assessment by
the senior intelligence official in the disseminating department as to the po-
tential risk to the national security and to the intelligence sources and methods
involved.? For special purposes, primarily bibliographic notation, communica-
tions, or automatic data processing, this marking may be abbreviated
WNINTEL.

4. Advance authorization

a. To facilitate the dissemination and different uses made of classified
foreign intelligence within and among USIB departments and agencies, to
assure the timely provision of intelligence to consumers and to handle the
volume of such materials in a practical way, it is necessary to provide con-
trolled relief to the “third agency rule” within the intelligence community in
addition to that provided by Section 102 of the National Security Act of 1947. :
Accordingly, USIB departments and agencies have been given advance au- (
thorization to use each other’s classified foreign intelligence in their respective
intelligence documents, publications or other information media, and to dis-
seminate their products to third agencies or foreign governments,* subject
to limitations and procedures prescribed in this Directive.-

b. Classified foreign intelligence documents, even though they bear no con-
trol markings, will not be released in their original form to third agencies or
foreign governments without permission of the originator. Information con-
tained in classified foreign intelligence documents of another department or
agency may be extracted or paraphrased and used by the recipient USIB
Agency in classified foreign intelligence reports and released to third agencies,
except as specifically restricted by control markings prescribed in this direc-
tive. For purposes of this authorization, “WARNING NOTICE—SENSITIVE
INTELLIGENCE SOURCES AND METHODS INVOLVED” shall not be
considered a restrictive marking.

3 Unless otherwise specified by the Director of Central Intelligence in consultation with USIB
or as agreed to between originating and recipient agencies, authorized channels include the
intelligence components of USIB departments and agencies and within each department
and agency (including their contractors and consultants) as determined by the recipient senior
intelligence official. )

4 Excepting RESTRICTED DATA and formerly RESTRICTED DATA, which is prohibited
from foreign dissemination under Sections 123 and 144 of Public Law 585, Atomic Energy
Act of 1954, as amended.

2 (

UNCLASSIFIED
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c. Information contained in classified foreign intelligence documents of
another department or agency not bearing any control markings may be ex-
tracted or paraphrased and used by the recipient USIB Agency in reports
disseminated to foreign governments provided.t

(1) No reference is made to the source documents upon which the re-
leased product is based.

(2) The source and manner of acquisition of the mfoxmahon are not
revealed.

(3) Foreign release is made through established foreign disclosure chan-
nels and procedures.

d. Any department or agency disseminating foreign intelligence beyond
the departments and agencies of the USIB shall be responsible for ensuring R
that recipient departments and agencies understand and agree to observe
the restrictions prescribed by this directive and maintain adequate safeguards.

e. No release of a classified foreign intelligence document, whether or not
bearing a control marking, shall be made to foreign nationals and immigrant
aliens, including U. S. Government employed, utilized or integrated foreign
nationals and immigrant aliens, without the permission of the originating
agency.

5. Additional authorized control markings

) a. In addition to the WARNING NOTICE prescribed by NSC Directive
( ' any of the following additional markings may be used on foreign intelligence
whenever, in the opinion of the originating department or agency, extraordi-
nary circumstances related to the intelligence source or methods require more
specific dissemination restrictions. Use of these markings shall be limited to
foreign intelligence, the disclosure of which, could: compromise the status of
collaborating foreign governments or officials or otherwise seriously damage
U. S. relations with foreign governments; subject U. 8. citizens or others to
the possibility of personal danger or incarceration; seriously impair the con-
tinuing cooperation of private individuals providing foreign intelligence; se-
riously affect the continuing viability of vital technical collection programs;
or, result in the possible compromise or loss of some unique foreign intelli-
gence source or method. These control markings will be individually assigned
at the time of preparation of the completed document and used in conjunc-
tion with classification and other markings required by Executive Order 11652
and the implementing NSC directive and, unless otherwise indicated in 6a
below, carried forward to any new format in which that information is in-
corporated, including oral and visual presentatlons

(1) “DISSEMINATION AND EXTRACTION OF IVFOBMATION CON-
TROLLED BY ORIGINATOR” :

This marking shall be used when unique source sensitivity factors, known
to the originator, require strict compliance with third ager.cy rule procedures,

in addition to a continuing knowledge and supervision n the part of the
originator as to the extent to which the original documet and information

<~ 3 ’ TSC 030574
UNCLASSIFIED
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contained therein is disseminated. Documents and information bearing this
marking will not be disseminated beyond the Headquarters elements of the
recipient organizations and the information contained therein shall not be
extracted and incorporated into other reports without the permission of and
under conditions prescribed by the originator. ( For special purposes, primarily
bibliographic notation, communications and automatic data processing, this
marking may be abbreviated ORCON.)

(2) “USIB DEPARTMENTS ONLY”

Foreign intelligence so marked will not be disseminated to departments
and agencies not represented on the U.S. Intelligence Board without the
permission of the originating agency. Within each USIB department and
agency dissemination shall be as determined by the recipient senior intel-
ligence official, and may include department or agency contractors and
consultants unless specifically prohibited by addition of the “NOT RELEAS-
ABLE TO CONTRACTORS OR CONTRACTOR/CONSULTANTS” mark-
ing described below. (For special purposes, primarily bibliographic notation,
communications and automatic data processing, this marking may be abbre-

~ viated USIBONLY.)

(3) “‘NOT RELEASABLE TO CONTRACTORS OR CONTRACTOR/
CONSULTANTS” '

Foreign intelligence so marked shall not be disseminated to contractors
or contractor consultants without the permission of the originating agency.
Examples of when this marking may be used include National Intelligence
Estimates and similar national intelligence reports, and other foreign intel-
ligence, which, if disseminated to consultants or contractors, might seriously
impair the continuing cooperation of contributing private individuals. This
restriction shall not apply to those consultants hired under Civil Service
Commission procedures, or comparable procedures derived from authorities
vested in heads of departments and agencies by law, and who are normally
considered an extension of the office by which they are employed. In apply-
ing this control marking, originators will give consideration to the need of
USIB member Departments and Agencies to use contractor consultants and
contractors to perform services which cannot be adequately performed by
U. S. Government personnel. (For special purposes, primarily bibliographic
‘notation, communications, or automatic data processing, this marking may
be abbreviated NOCONTRACT.)

(4) “CAUTION—PROPRIETARY INFORMATION INVOLVED”

This marking will be used in conjunction with foreign intelligence obtained
from various sources in the U.S. private business sector, and as the informa-
tion may bear upon proprietary interests of the source, or may otherwise
be used to the source’s detriment. Recipients of reports bearing this marking
shall take every reasonable precaution to ensure that the information is not
used vo the detriment of the source. This marking may be used in conjunction
with the “NOT RELEASABLE TO CONTRACTORS OR CONSULTANTS”
marking described above. (For special purposes, primarily bibliographic

4
UNCLASSIFIED
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notation, communication and automatic data processing, this marking may
be abbreviated PROPIN.)

(5) “NOT RELEASABLE TO FOREIGN NATIONALS”

Foreign Intelligence so marked involves special considerations requiring
that it not be released in any form to foreign governments, foreign nationals
or non-U.S. citizens without the permission of the  originating agency.
Examples of when this control marking may be used include: the possible
compromise of the status of relations with collaborating foreign governments,
or officials; or jeopardizing the continuing viability of vital technical col-
lection programs. (For special purposes, primarily bibliographic notation,
communications, or automatic data processing, this marking may be abbre-
viated NOFORN.) When the originating agency predetermines that infor-
mation can be released to a specified foreign government(s) the following
marking may be used: “THIS INFORMATION HAS BEEN AUTHORIZED
FOR RELEASE TO (specified country(s)).” (For special purposes, pri-
marily bibliographic notation, communications, or automatic data process-
ing, this marking may be abbreviated “REL (specified countries).”)

6. Procedures governing use of control markings

a. Any recipient desiring to use foreign intelligence in a manner contrary
to the restrictions established by the control markings set forth above shall
obtain the permission of the originating agency. Such permission applies only
to the specific purpose agreed to by the originator and does not automatically

( ' apply to all recipients of the information as originally disseminated unless the
originating agency removes the control markings for the benefit of the re-
cipients. In those cases where dissemination outside the recipient agency is
desired utilizing lesser or no control markings, the recipient agency should
prepare a sanitized version which may be released .with the originator’s
permission.

b. Control markings authorized in paragraphs 3d and 5 above, shall be
displayed prominently on documents, incorporated in the text of communica-
tion messages, and associated with data stored or processed in automatic data
processing systems. Unless the entire document justifies the protection of the
control marking(s), each portion requiring the marking(s) shall, to the extent
feasible, be marked with the appropriate marking abbreviation authorized by
this directive.

c. The standardized restrictions and control markings set forth in this
directive are to be employed uniformly by all departments and agencies in the
intelligence community, thereby assuring like control and restrictions on the
use of foreign intelligence disseminated within the departments and agencies
represented on the USIB,

d. The substance of this directive shall be published in appropriate regula-
tory or notice media of each agency or department, together with appropriate
procedures permitting rapid interagency consultation concerning utilization
o intelligence and information. For this purpose, each USIB agency will
designate a primary referent.

( 5 ‘ TSC 030574
| UNCLASSIFIED
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7. Report of unauthorized disclosure

Violations of the foregoing restrictions and control markings that result in
unauthorized disclosure by one agency of the foreign intelligence of another
shall be reported to the Director of Central Intelligence through the USIB
Security Committee. ’

8. Prior restrictions and markings

Questions with respect to the current application of control markings author-
ized by earlier directives on the dissemination and control of intelligence and
utilized on documents issued prior to the date of this directive should be
referred to the originating agency. These markings are: WARNING NOTICE—
SENSITIVE SOURCES AND METHODS INVOLVED, CONTROLLED
DISSEM, NSC PARTICIPATING AGENCIES ONLY, INTEL COMPONENTS
ONLY, LIMITED, CONTINUED CONTROL, NO DISSEM ABROAD,
BACKGROUND USE ONLY and NO FOREIGN DISSEM.

W. E. Colby
Director of Central Intelligence

6 - ' ( .'
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