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Office NMiemorandume « oNITED S ES GOV SMENT

TO : Security Officer, CIA DATE: 7 D¢ .oer 1951
FROM : Assistant Chief, Inspection Division

SUBJECT: Counter Penebration Survey
{Badge Test)

1. In accordance with oral instruction of the Security Crficer, CIA; a test
was conducted on 6 December 1951 to debermine the - pog sibility of entering
a CIA building with an lmproper uau(e, Trne test was nade ot the guera
post at stairway entrance Y"C-Z¥ on the second floor of wEn mailding,

2, £rior to the day of Uthe test all occupants of ¥iM Fuilding were advisel
that badges would be closely scrubtinized on this dey and thal sone delsz
night be experienced in passing the guarc auring the rush periodse 1l
Chief, Physicpl security Branch novified the Ceptain of the Guards, and
L“e cuard and his relief al the station concerned were aLerteu“ L reore—
sentetive of fnysxcaJ Security was on Cuty st the guard post througioul
tne‘ daye

Lo
¢

Also prior to the test, -a survey wasg :uad' ci the lost badge records and
procedures in the Physical Security Branch whiich disclosed the fellowing:

; e Tners are gix Lypes of  admitbance Ladpes woad, none of wilch identilly
: C Ifk -

fo) A recoxrd of lost badges shews a tatal luet badges reported
STATINTL © Lot o® e T o ;

ince Octover 1947, wl‘ch a recovery of There are outstanding av -+

STATINTL tais datefiijlost vedgess

¢e 'There is no procedure now in effect to notify tue guard force of the
dentiiying numbers of lost badges. New badges are iscued to replace
those lost after a lapse of li dayse.

cF

The following observations were made curing the badge test:

=
P

ae The pguard iuspected all badges, but did not in &1l castes ask fer their
removal from cases, wallets or other containers, and uid not in all
cases hold ithe tadpge in his own nands,

ba. Tane principal guard on cubty from £:00 a.ne to 3:20 pems was Cnarles
STATINTL B o (cows practically every person in WIM Building by nene,
: He stated that the procedere which ke followed during the itecy va
feasible and not too burdensome and he belleved it to be worthwhi
4 puard not so well scqualinied with the personnel vould probab.ty 3
the task horcer and wouvld propbably be easier to penetrate, Also, a
STATINTL test ab a busier entrence suech as zio¥pY Muilding would provablyprem

(]
! sent greater difficulties. 4 reliel guard, _ wasg oa
STATINTL duty during the noon hour, and tne night guard JE vent o
' duty at 3:30 paita ) . -

Approved For Release 2000/09/08 : CIA-RDP78-04007A001000050024-0



STATINTL

STATINTL

STATINTL

STATINTL

Approved For Release 2000/09/08 : CIA-RDP78-04007A001000050024-0

Ja The

da

Ue

Ce

The 1 *ushi periou occurred beluc ... B120 t&’ﬂhi“ , dunnag
witich L& bhe maximam nueiber of persons in . o was 10 he maXie
mam bl a line for any one person was LO seconds. The Loverion
at $:00  .me would probably have exceeded the morning oo Tion eXe
cept thav the guard did not inspect the badges of outgo. oersons at

that time as carefully as was done during the moming r .. perlod,

Parsons going out during the incoming mornpiiy russ, &and v sibdrs oo
in at that time created a minor problem for the guard and stopped the
steady in-flow of persons momentarily. Location of the reception of-

fice abt this guurd stavion contriimtes to this problem and Lo laSecuriiy,

Suard G L ccted the

fo
this test which were not part

11

ing dmproper or Jdelective bauges wuring

oW
of the penetration plau:

(1) Threc damaged badges;

~~~
ne

) Nine individuels weariag glasses with photos not showing gl
{(3) One sadividual yﬁaring mousvache; photo clean shaven,
following plamed penetration tests were made:

AL 8:25 a.u. an individeal, with whom the puard wss not acquainted,
atlonpled Lo pasw with m explred tennorary badee and wos detscles,

At 8:30 a.me. an individusli knowa to the guard sltempted to pass with
a vadge of ancther jndividual also lnown to the guard and was deteciede

The resamblance of the two individuels was generslly similar but not

28

enough to cause mistaken identity. (Gxhibit A).

At 10:30 a.m, an individual using the badge of her twin sister stieainisd
Lo nass. Sue was detained momentarily for wearing glasses nol sacws oa

uhoto, bul was passed after removing the glasses, The resemulance of
these twins is close enough to cause mistaken identity, (Exhibit B).

Ab 12:25 p,ma an individual passed the relicl puzrd Wit &
cownterfeit badge conta1n1ng her picture, (kxhibit

Al 2:00 pem, the same individual passed regular ypusrd _m’.um he
counterfellt badyes

At 3:50 pem, the individual referrsd to in paregraph Wo® above nassed
Night Lruard- with the badge of enother individual, Neither nerco.

is Imown to this guard,

is concluded thab:

Penetration under the present badge identification system can be accon=
pllshed with comparative ease,

Oubstanding lost badges contribute to the possibility of such
tione
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ze The a2 of a change in the present badge identi : icat
shiow : held in abej:mre until all phases of this penetration

SUTV. ‘e completed and an overall evaluation is mace of the vul=-

nerauv 2y of CIA to penebtration,

Axnibits with original only.
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