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L. This Instruction ostablishes special procedures normally involved

in procuring-quipment and services through c¢lassified contracts,

~ L |,
. 2+ Conbra¢tor Clearancs

“n. When o noed oxists for procuring classified equipment or
sorvices, procurcment. of intellipenco information excepted, the
Assistant $Lructor or Staff Chief concocrned shall, prior to centact

| © with prospective contramctors, concurrently notify:

(1) The Cont tracting Officer of the nature of the equipment !
or services required and consult with the Contracting 0fficer
“with respect to pro;nwcLLvu coquJuLor avallable &s sources of

ProCUrenent . :
o
(29 The Inspection and Socurity Staff the sonsitbivity,
and, if the project will be submitted to 'ho Iro;ec,d'Roviow
Comnitlen, the approzimate dnbe of the hearing. o

be Theo CGontrreting Ofiicer wills

(1) Obtain Porsonnel Seecurity Huestionnaircs (1M, Form 148)
Trom all contiactor employoes with whom the project will be
“diseuscoed and forvard them to the Inspection and Security Stotfl,

| , (2) Prior to furnishing classified material or information
' to a contractor, the Contracting Officer shall reguire the con-
troetor Lo execubo an appropriste Secrecy Agrecement.s

(3) VWhon n controctor i selected the Contrudting Officer
will provide nim with a copy of the CIA Security Requirewments
for Contractors and advise hin ‘of Lho 1mport%nco of maidtaining
CIA mvcurib\ standards.

¢, The Chief, Inspection and Security Staffl, will: j

(1) Roview the seourity nlahmifloution of tho prOJoﬂL and -
advias as Lo Lbs fltnesas.
f ) | _ i
L : : -]-
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personncel not proviously considered who mny become aware of-the project.

; of the Contracting ofr
5 avellable information and if necosse

plant
o ne

Agrooment will Ye incor
part thereof,

Stafl
heen

e Tho Ina
of Investigation of the scouri
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(2) Conduct seourity Investigations to establish clearance
or non-~clesrance of contractor employecs mentioned above, obtain
S crodit rating and general reputation of prospective conbractors
and will forward appropriete information to the Contracting
Officor. .

3. Porsonnel Clearance

fe When the Contracting Officer is roasonably certain that a
contract will be awarded, he shell obtain from the contractor, and
forward to the Inspection and Sceurity Staff for action, Personnel
Security Questionnaires covering all persons who will be directly
concerned with the project or cognizant of its nature. When the
contract becomes effective, and thereafter, tho Contracting Officer
will obbain from the contractor and forward to the Inspection and
security Stall Personnel Security Questionnaires covering additional

i |
b. Th% Inspection and Security Staff will inform the Contracting
Cfficer of!the results of socurity investigations, that is, whether | ‘
clcaranousiaro granted or persons arg not approved for employment, | f

The Contrapting Officor will advise the contraotor of’ security olearances .

isgucd, Inspeetion and Security Staflf in coordination with the Contnact-
ing OfTicer will notify the contractor of non-clearances.,
' i
| :
o« Tho Contracting Officer will notify Inspection and Seeurity
Stuff whon the employment of contractor personnel is transforred or
terminated and, if for cause, the reasons therefor.

lie  Physical Inspections

Vhen o sonsitivo olassificd contract is awarded, or upon request
icoer, tho Iaspsction and Security Starlf shall review

ssary physically inspeet tho contractor's
nature and extent of security precautions required
ot CIA suourity standards and submit s report of findings.

to determine tho

He Tho CIA Security Roequi romonts for Contraotors and the Secrocy

porated into the contract by roferonce ond madc a

6. The Contracting Officer will advise the Inspection and Security
when a contract is completed or terminated. Affer a contract has
completed or terminated a new security clearance is required for

i
|
|

ipoction wnd Scourity $taff will notify the Federal Bureau

ty features of appropriate classifiocd contraéts.

:
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exceptions to the provisions of this Instruction
Exccubive with appropriste justification.
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GTA SROTRITY REQUTREVENDS FOR CONTRACTORS i

Tho follewing information, seocurity measures and sanfepuards ars pro-
vided for combtractors in order that they may cstablish proctices and .pro=-
cedures which will insure adequate protection for informotion, meterial,
or oguipmert of a classified nature pertaining to contracts with the Central
Intelligence lggeinc N

T SHCURLTY CTASSTILCAT ION

. | . -

1, ”Securﬁty'Cl&ssification“'is o means of indicating the sonsitivit?
of information, material, or cquipment which is to be protected. Sceurity
classifioaﬁion‘ﬁs identified by one of [our designations, namely, "Top
seerct™, "Seoret", "eonfidentiol", or "Restricted". Matoriol bearing ony .
one of such doslznitions is gonerally referrod to ds "Classified".

cussed with or ﬁade known Lo unauthorized persons.

|
|
|
|
| . |
2, Olassified inforwation, material, or equipment shall not bo dis~- ‘
' !
§ , |
3. One of ftho cardinal principles of security is to restrict the
knowledge of classified sinformation only to those persons who must have
it. WMo one shoyld know of classified matter unless he necds to know.
gSpecifically, with respect to classified CITA contracts, it is emphasized
that knowledse aof the nssocintion of CTA with the contract is in all cases
one of tie prim&fy classified features which must be restrieted to-tho
fewsst persons possible.

Jie  The valon aob out hevein have, boon modo for the purpoce of prevent-
Lhe he knowlodpo of elassificd informetion from haing rnined, oithor through
» [.1 () ? [
sarolossness or Antent, by any unauthorlzed person Or DPEYEONS.

T1. PERSOMBL

1. The conbractor will submit iwnmediately, upon requuost by CIA,
Fovsonrel Soenrity Quostionuaires to provide information nocessuly for
sceur Lty oloarance, in-accordanco with GIA sbondsrds, for all employcos
who will heve knowlodge of the contract or will have access to classified
maborial or information relabing to the contract. The number of such
porsons will be“k@pt o o mipimum and an aoccurate record of their identitics
maintained. : : :

o, AL oany time during the course of a classified conmbract when 1t is
Qetormined that new or additional cmployses or oxecubives will be reguired
fo heve nocess to or knowledge of classificd maberial conceruing the con-
tract, Personnel Security Questionnaires will be submitted from such person-
nel without delny by bhe conbractor to the CTA Contracting Oftlcer, - E

i . : |

I3

|
-1l- ' _ |
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Z. The Contracting Officer, CIA, shall be notified immediately upon
the transfer, for cause, of an employe® from work concerned with a classiT
fied contract, or upon the termination, for csusv, of the employment of |
any employce who has knowledge of o CIA classified contract, with a statej
ment of the reﬁoo .5 for such transfer or termination. i

. . . N
L. Tho‘Co@tracting Officer, CIA, shall be notified immediabely in tqe
event of labor disturbances which might affeet the contract, '
5. In Lno event of any impending action which might result in selzufe
or litigation alfeeting the security of the contract, th Contracting
Officer shall bo 1mmod13toly notlfled. :

i
|
l
6o Contrsn otors shall m11rta1n adequate control of the movements of |
omployeas and vlultorn Yo insure that only authorized persons have &QCUQQE
bo bue restrictdd arcas and to classified material, equipment, or 1nformaupon
relating to the§conuracb. The methods of insuring such control will vary,
depending upon the size, organization and physical layout of the plant and

the classification of the project. In larpge organizations ersonnel engaped
h J g s

on CIi classificd projects shall be provided with a means of identification
Yo guin access to restricted arcas. g
' A :

Te ALl ovgrtime worlk must be properly supervised to insure appropriate
sucur ity safegujrdﬁ. |

IIT. TROTECTION I CTASSIFLIRED IUPORMAT TON, DOCUNEWTS, MATERKIAL 4ND "ldlp”F‘T
i

1e In wviow of tho wide diffvroncos

Pl ysical

Lo thosco

i orpanizotion, arrangemont and
media=up of individual plants, no specific roquirements pertaining
physilcnl proboction monsures, such as fences, idenbification
systems, alaorm systoms, floodliphts, fire prevention and fire fighting
mensurus, @lbce, proe seb oub hercvine Bach contractor will provide such
protective MEBIUrCs as aro considered appropriate by the Contracting
Qflicer or nupuﬂLLon apd Security Steff,

2, Tho Lol lowing roequiremonts nro considored to be the minimum to
allord adegquate prohpuuLon for the majority of sensitive contracts, Modifi-
cation of somo of these requiroments may be granted by written authorization
from the CIA Conbtracting Of{icer whenever such modification appears to be
warrantods . In the coso of “Top Secret™ contracts, specianl indoobrinntion
will bo p:Vun. .

e hnlvanou to and ogreas Lrom o plont or restrictbod aroa thorvof
shull be Llicbly controll<d at all timos to admit only authorized _
poersonse. The names of suthorized visibtors will be re zcorded,

b. Local conditions at tho plent, such as physical make~up and
the classification of tho project, will determine the necessity for
guoard s;rvauo. Merchant service patrols are not considored wdoquﬁte

T .

|
[
| |
I

C“”TTU“WTTAL
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protmcfioﬁ ﬁn cases wherae. twcnty-four hour guard service is doumed

ary. ' In some insbtosens proboobion during non-working hours

by an slarm system approved by CIA will be considered adegunte whoro
twenty- ioun hour pguoard Qurvhcc is conskdered necuojxry.

G meang,u shall be warned aguLnuu discussing any phasc ol the
contract or their work with qq/ unauthorgzud po son or in ‘the prusence
of such a Hu4”ong

de -Telephones will not be used for the discussion of natbters pert
toining to lclassified projects unless absolutely nceessary, If 1t
becomes nodo)aarj o use the telephone, great care must be taken so ab
not to dxscloso classified information,
A L . * |

6. Persons obher than authorized employees of the contractor, such

nE Peos pucﬁlvo sub-contractors, consultants, salesmen, etc., will not
be given informetion or have avooss to documonts, moturial or cquipmept
”llbs)ninfwbo o clogsificd contract, except on written authorization of

CIA_. ’ ) . ) 1

information relating to the contract must bear the same classifl icatlon
as the conlract, Tho classification "Top Secret™, "Sceret", "Confi=~ |
dertinl”, or Miostricted" must be stanped or‘tvpud at the top and i
bobtom of eao poge. of evory documont so classified which is not !
pcvmununtly bound or Lastened. Pormsnently bound clansified docwments
need only bu marked as to sseurity classificntion on the front and
baclk GOV, title page, and first and last pagos.

I
N ]

fo A11 correspondence ond docurcnts which divulpge classified
{

: utorud in vaulbo, sales or cabincts wnlch are
Locked with §~way oombination locks or approved: equivalent, Guards

or other acceptable protective measurcs shall be provided for classi~
fied itwvws which are required to be so stored but which arc too large
Go be contiined in safcs or vaulbts. "Restricted" documents, material
or aguad.pm:g mny b slored dn ordinary file cabinets, dosk drawers,
obee LI approved storapge fnoilitics describod obove aroe not reedily
availloble or i it is impracticable to procure thom, the Contracting

Of ficur should be notificd immediately in ordur that spoecific attuntion
mey bu piven thoe problems

h., Matorial or equipment, of a nature requiring classification,

but on which it is impracticable to stamp or aflix a classification
designution, will be protocted, neverthelesss, in the manner prescribed
@bOVu for such classiflied material or equipment. ,

i. me]okun will not lonve rooms unoccupicd at any tlmo if OleSl'
Tiod dﬂGHMUNLu, moberiols or oguipment aro exposod. I L4 1s nooooacr]
to Lonvao th‘umm m.m"'n]:l('d all elaasified mobarinl mast first bao rm-'
suraly logkod Yn Uha' praoer snlopusrding oqui pront. !

I
I |
L . -5 |
!-; o . |
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J. No‘employce'will permit classified papers to be exposed in
such .o 1auhLon that thoy could be read by unauthorized persons.

k. Comblnxtlonu to safes and cabinets in which ClauSIflOd materinl
is stored will be furnished only to those persons who are required to
have same.' Factory combinations will not be used., The combinations
should be changed periodically and in all instances when an employee
having knowledge of the cambination leaves tho employ of the contractor
or is transferred to a position in which knowledge of the contract
1nformublom is no longer neccssary.

1. IOSuG glon of keys will be restricted to the minimum number
of persons | practicable for efficient operations and a register shall
be maLnLqu@d of the distribution, Tho return of oll keys shall be
required at terminstion of employment on the contract, If necessary,
dus to koy{losses, locks will be changed.

!

me A ij tem of "charge-out" records shall be established where
praot104Jlo for all classified documents or material taken from their
storags derolLorlou. Such charge~-outs should be checked at the closb
of each work day to insure the return of all charged out material.

n. Copio of all classified documents relating to CIA contracts
mast be held to the minimum consistent with operational necessity.
Inter-of qu distribution shall be efteotod when possible by circula=
tion off ono copy with assurance thet it is roturnod to the proper ;
dopositor y.

0. Al the close of each work day o socurity check of the premises
mist be made by 'a responsible employee to insuroe that all classified
material has been properly stored and that all repositerics are properly

Pe Inionso of loss or compromlso of any classified document,
materinl oy pqu¢pment the Contracting Oflicer shall be notified
lmmodlqtuly.

M

de Pl@lxmlnary drafts, copies, carbons, stencils, stenogrophic
notes, work shects, spoiled coples, and the like, pertaining to
classified matbor, unbil properly disposed of, must be safegunrded
in the same manner os classified documents. Tho disposal of such
materinl should be by burning, under the supervision of a rosponasible
porson. Care should be tuken not to ullow such matorial to be put
in waste baskets and handled in the ordinary manner of wuaste disposal.
Adequate protccetion of wire, wax aud other similor recordings of

oclasnilled informytion must bo afforded until the classified information

is removed.
1
[

|

-ly~

CONT'TDENT [AL




Approved For Release 200@/08 CIA-RDP78- 04007A001000050%0 : |
. : CONFIDENTIAL N ‘

T ”Top Socret" material can only be deolivered by hond. “Searet

and "Confidential" documents may be transmitted by r gistered mail.
These documents must be double enveloped, the inner envelope showing
the duourlty clossification und a spocific addressee. The outer
onvelope wlll not bear the classification of +the documowtu. , "Restrig
od" documepts may bo zont by ordinory mail without using double enve-
lopes. Thp onvelope musth noi show the classifi cation,
Al]‘correspondonce'with,the Contracting Officer or other
of!wolqls of CIA should be addressed to individuals by name only
{(without title and without CIA identification) and seut to a P, O.
Box nqmber}whlch will be furnished to the contractor by the Contrsct-
ing Oficer. Whenover practicable in preparation and ‘transmission
of corréspondence, docwneuts, memoranda, gte., between the contractor
and CIA, spocific LdfutijratJon of CIi4 shall be omitted; the contrac
or project number or some other identifi cation should be used. This

Lol
rule is particularly 1m70rtqnb algo in its aopl¢cau1on to contractor’

iater-olfi¢e memoranda ‘relative to the contruct.

te  Ingoming mail shall be handlod by an individual who has re-

eoived CIf security clearances The inner envelope of classified mail

shell be routed to and opened only by the addrosseo.

u. Shipping addresses for completed products will be furnished
in the coutract., CIA designation will always be omitted from all
shineing Ld resses, tags, steneils, ete., whioch are uséd to mark the
Finished item for shipping purposes.

ve Brochures sdvertising literature or obther written material
meapared by the contranetor will not include refcroncos to the Central
Intelliponco Aponey or to work performéd on its behalf, nor will any
puoh ral«1oncu o wndo orelly.

we  Tho contrncbor wlll not abtech or alfix nmno or spoeificntlon
platons o stoneila or obher markings +o equlpmont which identify tho
product or eguipment as having boeen produced for the Central Intelli-
£ON06  Lponcy .

X An:np)ropriqtc Scerecy Agrecment will be signed by each conm=
tractor at

the nabure of the project or conbruot,

. ¥e If & question arisos concorning apnropriate scourity practice
1t should be referred to the Contracting OFficer for advice.

2. Whenever CIA considers it advisable, socurity inspectiona of

contractorts promisos will bo mado.

“Gm

-
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lis The Tederal Burcsu of Tnvestigation will be notified by CIA of

the existonce of classified contracts. FBI representatives may be expeotdd
to call upon oontrqctor to establish lialson contacts for use in the event

of emergency or compromise of information which would threaten the security
of ola"~1ilnd 1n£<rmatlon, documents, materials or equipment involved in the
contract, : '
L |
. Iffective security is largely a matter of habit and good judgment.
Daily operations should be performed in such a marnmer that security at 1o |
time will be compromised. It is not intended, nor is it considered desirs-
ble, that these Security Requirements in their entirety be distributed to

‘21l emplovees concerned with the classified contract, However, it is the |

contractorts réspon510111ty'to insure that each employee concerned with the
contract is thoroughly indoctrinated with those provisions which are appli-
cable to his pqrticipation in the project and sipns » Secrecy Agreement iy

appropriate 0&%33 as determined by the Inspection and Socurlty Staff.

6. The contrwct01 agrees to insert in all sub-contracts under this
contiract 1nvo]vLﬂg mowledge of the classified material, provisions which
snall conform Jub stantially to the lunguage of the vovurity requirements
set forth he 1®Ln. .

i . . fl

|
'
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