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tue assistant Director, USU pare: Ser b 1949
Caver, Lispection &nd Security
Chief, Inspection Lranch

N—— B

AUTHOWLYY AU MISSION !

1. rursuant to oral instructions from the Chier, Inspection and
Security, & special security inspection was made by_

25X1A9%9a

25X1A%%:: [N on Avcust 23, 2 anc 29, Lyuy, of the sesumay ONT - 25X1A5al

d contracts of the IS

i tions connected with the classiiie
perlormed for Cia (080/Commo) under nwuubers 2EX1A

Ul Ve .

2. 4nis inppection included tne cnecking or ooservation of the con-
tracior's ofiices wna plant with particular reference to physical
aspects and controls related to security and protection; the procedures
for wie selection anda control ol persomnel; anu tie safeguarding of
ciassiiied iniormation, cocuments ana naterial.

25X1A5a1

. ape listed in lab A. This inspection discloseu tnat the names of

STHDENGS
bbb

L. %Yuo _ main ofiice and pient 1e housed in

moueri ;;xanuiacwring Tywe bulldings covering approximately-uic ared 25X1A
of a city olock in a suburban commercial aistrict of all

entrances from tie street to the buildings end grounus are guardced

by uniformed guards. Savisiactory security procecures &nd controis !

are in effect to regulate aamitiance ana egress of visitors apa en-

plojyees.

2. inowledge of tne existence of contracts with Cli 1s the sensitive
reagure of the subject contracts. This Mmoviledge is restrictec. to
approxinmaiely thirty-five persons in liie compaiye. Ine names ol those
persons who iqow ol or are in a position to learm of these coniracts |

eigihtecn persons i uwe cateporics menvioned above had not been con- |
cigered Lor Lubmitial to CLa lor sceurity clearance. Ofticiais of :
the corgoration stated Whint such subud tlal vowle ve made LMaccleelye ;
it was alsclosed that procedures vilidn Cla do not insure the Luucliliac |
oi all names concerned with classiiied contracts for security ciear— ;
ance; persomel security clearances are performed by 1 & 5 on & name '

 check basis; GS0 is notified of tae results of name checks which take |
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approxinately irom tiwee to six weeks to perforn; contractors
are not notilied ii the checls are negative; enployeecs are
engaged in classiiied iork pefore sec 'Lty ciearance checks
are made, ‘and continue on such orployment unless the contructor

is notified

record of tue status of Security clearances on names suom.tted
oy contradtors is maintained vy Comaunications Division, uSu.
27 I (50/Cotrio) does not consiaer tie function
of maintaining security clearance recoids as properly belonging
to lis ofiice, , .

i

3. e actual development vork on (G0 25X1A
by four persons, is in a plysically restricted and rigidly con=- 1
trolled arca of the plunt. Classiltied Ay wad llavy contracts are
u4lso being perforued in this area wnuer Security regulations off
25X1A5adese Serﬁices. B oificiais stated that the Departments

of Aruy und
Tor Cip and

4. Contract
the 1dentity of CIa witn tie contract ana the quantity of tue

e permisision ol e

A
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that derogatory information has been developed: a
o g 2

Havy are interested in. tue equipment being developed i
information conceming il has been supplied them with ‘

I (/o).

15 lor a standarc item of cquipment, but

order is considered as classitied infornation. Oiriciais of tue
company we}re copnrzant ol tne need ior saleguaruing tae identity
ol' Ci4 and) had planned to o so in shipping ana billing, vut wey
were coniused by the apparent lack ot instructions or conilicting
or wnexplained instructions in wiat comnection. It was noted that

tne original purchase order (Form 36~103), issued preliiinary to
tie executed contract, insiructs that siipment will be made to
"Central Intelligence sgency.”  Ilhe company ofiicials were advised
Oy the inspcctors to disregara toat ol - - r——
"Supply Uificer," using tun
bvarylung, as
concern regarding the identiiication of Cii appearing on Governnment
voucner forms wien billing is made. Upon their request tor guluasice
they were advised by tune inspectors to contact the CIla contraciing

ofiicer ior
Tusion wiuh

correspondence and a street address ior other corresponaence. 1t
vias explained to tie compauy ofiiciais that the street adaress vas
for addresding tie coniracting ofricer, but tual in either event
tihe words “Centiral Inteiligence agency® showid not be includeu in .

e address.

in CIA of uniform procedures ior concealing the identity of Cia
when such conceaiment is determined to be necessary, and the in-
stitution I‘qii‘ proceduresto indoctrinate conlractors in this regaru,

;
|

|

Appfb\)e

e

el rorla in WG CONUIdCl. - ine 0llicials exnressed

instructions in this matter. There Vies aisc sonme con-
regard to tne use of a VY. U. Box adaress ior sore

lhe above uisclosures indicate uie need ior adoption

d Fvobr Release 2000/09/08 : CIA-RDP78-04007A001000050013-2

25K1A



Approyed For Release 2000/09/08 CIA- RDP78 04007A001000050013 -2
t}hm g.n:l, ’tL“ g ¢ ) - ! .

R e
'S ' . . s

“He llie hmu.u.u{, of clussificd correspondence in several pul.\lCu ‘ .
| 'lars was Iound to be below acceptable Cla stundards as discussed | { i
! hereunder. | This uisclosure furiuer reilects tnelach of and need . il
for proper security indoctrination of contractoro engaged in
classified contractss -
|
25X1A  a. In toe -plant classitied coz'respondence and
a'owunenus are kept in locked cowpartments of a satis—
factory comoinaaon tine~locked sale, except tnat
i occa.,lo&xa.Lly documents classiiied "Coniidential' are
l kept in desks. This exception wias said by company |
: oriicials %o be in conformance with Amy wnd Navy
‘ sccurity requirements. The company ofricials were
f ' advised that CIA security standards require all
: classiijed documents above ¥hestricted" to be deposited
| in cowbination lock cabinets. They sieted tiiut haice- ;
forth all classitied cocuments relating to CIA caontracts |
would be stored in the combination safe.

b. Some instances of unclassiriea corx espondence dis-
closing the identity of CLa with re.l.auon to Contract L |
were noted in the {iles. Tnere were also

i 26X1A

indications thut some correspondence, classiiied
"Couflft;uual " had been sent through the mails without : ‘
C naving | lbecn 1051.;‘001‘(&1. The ofiicials stated that all : i
| ' corres pondence relating to Cila contiracts will nenceforth | ‘
. be properly clussified and registered when sent through :
the mails. They are conversant with the requ:.rement for
the use of doublie envelopes. :
J
c. Fadstence of excess numbers of carbon copies of ,
,c‘.La'ssii‘ied correspondence was indicatea on iile copies : ‘ ‘
of soxre letters, some of which listed as many as six 25X1A ‘
cniier nt individual recipients of copies in the
oi‘:u(,e Tne proolem of security control of such copies
WS dlgcussed and the officials .agreed that copies tor . ‘
distr J.Duuon vould no longer be made; when necessury the 3
ombma,.l. will be circulated for iniormaiion and returned
Lo its joriginal recipient lor propel deposit in ihe cafe.
J.A/J.ubllj[_, excess copies will Le collected and properly uis-
posed of. . . :

d. ConF'bacts between the Cly are 25X1A5a1
25X1C4a conducted pr:.nc:Lpa_ly tm'oush 25?(1A5}a1 L

liashinst pany, located at [JJjjj 25X1A Lo
25X1A5a Inspection of ux, :
office and his procedures aiscloseu inaaequate
prow‘.slons for safeguarcing classilied correspondence and
25X1A5a1 documents. lir. [l ves advisec to obtain a combination J; P

lock cpbinet, which ne stated would be done. He was also : o

'
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- ZéX 1A instructed in the proper disposition of classitied = ' :
%, | 5 waste lie stated that he nac already received in-

strucuions irom tne (N oftice regaraing the proper l l
; security stundards tor clagsitied correspondance and i I
i - e elimdnation ol exilra copies for distribution. ' i
: 25X1A5a1 ;
IIT. CCLCLUSIANS

! 1. The offiicials of wc | ::: sccurity conscious| |
Py and are earnestly endeavoring to maintain a secure operation. FEx-

o cellent. cooperation was reflected by the spirit with which all the 3
recoumnendations of lle-inspectors were received and adopted.

; s 2. The prpcedures within CIA in connection vdih security clearances N L
‘ do nov appear to be adequate. '

Je Inuoctrjnation‘ ol the contracior an security roqw‘.rmnmits has
‘ been inaueguate, resulting in sccurity lapses wnd uacertainty in the
i r minds of contractor ofiicials.

I\T. f 1@00!-.@&1‘41)1&1‘101\"8: It is recommended that:

. 1. Acuian be taken to insure tue submi ttal and processing of per-
' sonnel secyrity questionnaires tor all personnel listed in Tab A
as "uncleared.t

|

2e The résponsibilities and procedures within CIA connected vwith
persomnel security clearances be reviewed ana coordinated by the
offices concermed wih a view towar ‘correcting any deficiencies
therein. i; : ’ :

i |
3o CIA adopt uniform procedures lor usye whien determined necessary in
concealing the identity of CIA in correspondence, shipments, ana !
billing connected with classitied contracts, and that all coniractors ,
concerned be iully advised, - : . :

; 4. CIA COjll;:ftpiJ.e and issue pertinent security requirements for classi-
! fied contrgcts, covering persomel clearances and the safeguarcing o1
: ,. c.Lassii‘iedg ﬁnl‘ommtion > documents and material; that all centractors |
i currently angaged on classiiied contracts, ana those avarded such con- '
i Lracts in the future, be thorougnly indoctrinated in such security | : 1
reqxﬁremenb;s 5 and that they be made a part ol applicable tuture con- ;
tracts. ‘ ’ |
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