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airmail rates, and shan further consider the
competitive disadvantage to U.8. flag air
carriers resulting from forelgn air carriers
recelving Universal Postal Union rates for the
carriage of U.S. mail and the nationsal origin
meadl of their own countries,” -

Mr. CANNON. Mr., President, this
amendment simply eliminates the re-
quirement that the UPU be paid for car-
riage of foreign mail transportation and
requires that that must be a factor taken
into consideration by the Civil Aeronau-
tics Board in fixing the rates.

The PRESIDING OFFICER. The
question is on agreeing to the amend-
ment.

Mr. GOLDWATER. Mr. President, I
have a question of the Senator from
Nevada. Would this have a salutary
effect on Pan American’s——

Mr. CANNON, Yes. The answer to the
question is that this would have a salu-
tary effect. The provision that we have
requires the Board to act immediately in
fixing a temporary rate pending the out-
come of the mail rate case that is now
under consideration before the Board.

The passage of this bill would result in
an increased payment to Pan Am upon
the determination of the fair and reason-
able rate to be paid, which has to be
determined by the end of this month by
the Civil Aeronautics Board.

In addition, it has certain policy mat-
ters set forth in the bill that we have
already acted on that are going to re-
quire the Department of State and the
Board to get off the dime and try to
help the U.S. air carriers, to try to pro-
hibit discrimination against U.S. air car-

riers that is carried on at the present.

time.

Mr. GOLDWATER. I thank the Sena-~
tor very much.

Mr. CANNON. Mr. President, I move
that the Senate concur in the House
amendment, ‘with the amendment that
we have just submitted.

SIDING OFFICER. The ques~
~tion is on agreeing to the motion,
The motion was agrefed to.

PRIVACY ACT OF 1974

Mr. ERVIN, Mr. President, I ask the
Chair to lay before the Senate a mes-
sage from the House of Representatives
on S. 3418.

The PRESIDING OFFICER laid be-
fore the Senate the amendments of the
House of Representatives to the bill
(S. 3418) to establish a Privacy Protec-
tion Commission, to provide manage-
ment systems in Federal agencles anhd
certain other organizations with respect
to the gathéring and disclosure of in-
formation concerning individuals, and
for other purposes, as follows:

Strike out all after the enacting clause,
and insert: That this Act may be clted as
the “Privacy Act of 1974",

SEc. 2, (a) The Congress finds that—

(1) the privacy of an individual is di-
rectly affected by the collection, mainte-
nance, use, and dissemination of personal
information by Federal agencies;

(2) the increasing use of computers and
sophisticated information technology, while
essentlal to the efficlent operations of the
Government, has greatly magnified the harm
to individual privacy that can occur from
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any collection, maintenance, wuse, or dis-
semination of personal information;

(3) the opportunities for an individual to
secure employment, lnsurance, and credit,
and his right to due process, and other legal
protections are endangered by the misuse
of certain information systems;

(4) the right to privacy 1s a personal and
fundamental right protected by the Consti-
tution of the United States; and-

(5) In order to protect the privacy of in-
dividusls identified in information systems
maintained by Federsl agencles, it is neces-
sary and proper for the Congress to regulate
the collection, maintensance, use, and dis-
semination of information by such agencies.

(b) The purpose of this Act is to provide
certain safeguards for an individual against
an invasion of personal privacy by requiring
Federal agencles, except as otherwise pro-
vided by law, to—

(1} permit an individual to determine
what records pertaining to him are collected,
maintained, used, or dxsseminated by such
agencles;

(2) permit an individual to prevent rec-
ords pertaining to him obtalned by such
agencles for a particular purpose from being
used or made avallable for another pur-
pose without his consent;

(3) permit an individual to galn access
to information pertalning to him in Federal
agency records, to have a copy made of all
or any portion thereof, and to correct or
amend such records;

(4) collect, maintain, use, or disseminate
any record of identifinble personal informa-~
tion in a manner that assures that such ac-
tlon is for a necessary and lawful purpose,
that the Information is current and accurate
for its intended use, and that adequate safe-
guards are provided to prevent misuse of
such information;

(B) permit exemptions from the reguire-
ments with respect to records provided in
this Act only in those cases where there is an
important public policy need for such exemp-
tion as has been determined by specific stat-
utory authority; and

(8) be subject to civil sult for any dam-
ages which occur as a result of willful, arbi=-
trary, or capricious action which violates any
individual's rights under this Act.

.Brc. 3. Title 5, United States CTode, i8
amended by adding after section 552 the fol-
lowing new section:

“§ 562a. Records maintained on individuals

“(a) DEFINITIONS ~—For purposes of this
section—

“(1) the term ‘agency’ means agency as
defined in section 552(e) of this tifle;

*(2) the term ‘individual’ means a citizen
of the United States or an alien lawfully ad-
mitted for permanent residence;

“(8) the term ‘maintain’ includes main-
tain, collect, use, or disseminate;

“(4) the term ‘record’ means any collec-
tion or grouping of information about an
Individual that 1s msaintained by an agency
and that confains his name, or the jdentify-
ing number, symbol, ar other identifying
Pparticular assigned to the individual;

“(8) the term ‘system of records’ means
& group of any records under the control of
any sagency from which information 1is
retrieved by the name of the individual or hy
some identifying number, symbol, or other
identifying particular assigned to the individ-
ual; and

“(8) the term ‘statistical research or re-
porting record’ means a record in a system
of records meintained for statistical research
or reporting purposes only and not used in
whole or in part in making any determina~
tlon about an identifiable individual, except
as provided by section 8 of title 18.

“(b) CONDITIONS OF DISCLOSURE.—NO agen-
¢y shall disclose any record which is con-

tained In a system of records by any means
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of communication to any person, or to an-
other agency, except pursuant to a written
request by, or with the prior written consent
of, the individual to whom the record per-
tains, unless disclosure of the record would
be—

“(1) to those officers and employees of
the agency which maintains the record who
have a need for the record in the perform-
ance of their duties;

“(2) for a routine use described under sub-
section (e) (2) (D) of this section;

“{3) to the Bureau of the Census for pur-
poses of planning or carrying out a census or
survey or related activity pursuant to the
provisions of title 13;

“(4) to a recipient who has provided the
agency with advance adequate written agsur~
ance that the record will be used solely as
a statistical research or reporting record, and
the record 1s to be transferted in a form that
is not individually identifiable;

“(5) to the National Archives of the United
States as a record which has sufficient his-
torical or other value to warrant 1ts con-
tinued preservation by the United States

‘Government, or for evaluation by the Ad-

ministrator of General Services or his desig-
nee to determine whether the record has
such value;

“(8) to another agency or to an instru-
mentality of any governmental jurisdiction
within or under the control of the United
States for a Iaw enforcement activity if the
activity is suthorized by law, and if the
head of the agency or instrumentality has
made & written request to the agency which
maintains the record specifylng the partic-
ular portion desired and the law enforcement
activity for which the record is sought;
©*#(7) to a person who is actively engaged
in saving the lfe of such individual, If upon
such disclosure notification i3 transmitted
to the last known address of such individual;

“(8) to either House of Congress, or, to the
extent of matter within its jurisdiction, any
committee or subcommittee thereof, or any
Joint committee of Congress or subcommit-
tee of any such joint committee; or

“(9) pursuant to the order of a court of
competent jurisdiction,

“(c) ACCOUNTING oOF CERTAIN DIscLO~-
SURES.—Each agency, with respect to each
system of records under its control, shall—

“(1) except for disclosures made under
subsection (b)(1) of this section or dis-
clogures to the public from records which by
law or regulation are open to public inspec-
tion or copying, keep an accurste account-
ing of—

“(A) the date, nature, and purpose of
each disclosure of a record to any pérson or
to another agency made under subsection
(b) of this section; and

“(B) the name and address of the person or
agency to whom the disclosure is made;

“(2) retain the accounting made under
peragraph (1) of this subsection for at least
five years after the disclosure for wlnch the
accounting is made;

“(3) except for disclosures made under
subsection (b) (6) of this section, make the
accounting made under paragraph (1) of
thls subsection available to the individual
named in the record at his request; and

“(4) inform any person or other. agency
about any correction or notation of dispute
made by the agency in accordance with subg
section (d) of this section of any record that
has been disclosed to the person or agency
within two years preceding the making of
the correction of the record of the individ-
ual, except that this paragraph shall not
apply to any record that was disclosed prior
to the effective date of this section or for
which no accounting of the disclosure is re-
quired.

“(d) Access TO REecorps.—Each agency
that maintains a system of records shall—

“(1) upon request by any individual to
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State must report back to the Secretary
of Transportation who, with the ap-
proval of the Secretaky of State will de-
termine what compensatory charges
must be levied on thd foreign airlines
involvec as a condition & landing in this
country. 1 )
The Secretary of the Tigasury collects
the charges and accumula\es the money
in a special account. TheSecretary of
the Treasury is then to maRe payments
to U.S. air carriers which haXe been af-
fected by the discriminatory ¥reatment
in order to compensate the:
money they are forced to pay
nations. The Secretary of Tran
tion is to promulgate such regulatig
are necessary to create a mechanisf
those payments,
_ Section 5 amends title XI of the F§
eral Aviation Act of 1958 by requirinig
that preference be given to U.S. carrle

when the U.S. Government arranges foryg

the movement of people or goods to or
between foreign ports. The Comptroller
General of the United States is author-
ized to approve payments fo other car-
riers only when there is a showing that
it was necessary to engage their services
in the particular Instance.

Section 6 amends section 2 of the In-
ternationsl Travel Act of 1961 (22
U.S.C. 2122) in order to direct the Sec-
retary of Commerce to promote and en-
courage travel to and from the United
States on U.S. air carriers.

Mr. President, the only controversy
over this bill arlses out of differing views
on the question of postal rates paid for
the international carriage of airmail—
rates paid by the United States to our
carriers, rates paid by the United States
to. foreign carriers, and rates pald by
foreign govenments to their carriers and
others for the transportation of air madil,

Section 4 of the House-passed bill con~
tains an amendment passed on the House
floor by a narrow margin which was not
supported by the Senate or by the House
Committee on Interstate and Foreign
Commerce when it reported this bill to
the House floor. The amendment is
known as the Murphy amendment or the
UPU amendment to most of my col-
leagues. This provision amends the Fed-
deral Aviation Act to eliminate discrimi-
nation which now exists in rates paid to
U.S.- and foreign-flag airlines by the U.S.
Postal Service for the transportation of
U.S. international mail. The provision
preciudes payment by our own Govern-
meni of mail transportation rates to
U.S.-flag airlines lower than those paid
to foreign-flag airlines.

The Federal Aviation Act empowers the
CAB to set the rate to be paid U.S.-flag
airlines for the transportation of inter-
national air mail. The rate being paid
today, hasically unchanged since 1968,
averages $0.31 per ton-mile despite sub-
stantial increases in airline costs and de-
spite substantial increases in postal serv-
ice revenue for international mail.

The U.S. Postal Service, however, pays
foreign flag airlines up to $1.73 per ton-
mile for letter class mail, and 57.7 cents
per ton-mile for all other classes of mail.
This higher payment is the maximum
rate for the air transportation of matl
which is established periodically by in-
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ternational agreement of the various na-
tional postal administrations, including
the United States, in the Universal Postal
Union—UPU, According to testimony in
oumr hearings, foreign flag airline com-
petitors received from the U.S. Govern-
ment last year a mail transportation rate

over six times higher than that paid to

the U.8.-flag alrlines.

In contrast, most other nations of the
world pay thelr international airlines
the higher, infernationally agseed upon
meil rate for the transportation of inter-
national mail. U.8. airlines compete in
passenger and cargo markets with these
same airlines at rates that are agreed
to by international airlines and their
governments to assure international
parity for similar air transport services.
However, in the case of mall payments,
the third major source of interrwtional
airline revenue, such parity does not

2 exlst. As a result of this disparity in mail
Yrates, U.B.-flag airlines in 1973, for

&ample, received $68 million less than
tAgy would have if they were reimbursed
by¥he U.B. Government at the rate paid
to Yoreign flag airlines which compete
with'$hem for international business.
Ourt.committee thoroughly considered
requiring that the CAB set international
m:ail ra& for U.B. carriers at a level no
less thanmithe current Universal Postal
Union rate: However, we chose niot to do
so for two Rpportant reasons. First, we
are convince® that the UPU postal rate
1 set atb a level.s
it costs air carrig
establishing the Xate, different costing
niethods are used than those used by the
CAB and the costs 2g
tive Inefficiencies of B
eir carriers,
. Ineffect, we believe the"[JPU rate Is an
indirect subsidy for carrfipg the mail
which many nations choose ¥ i
air carriers and other air car¥
out regard to realistic costs. W

many foreign alrlines, we do not be
that that fact reguires that the U’ni
States Indirectly subsidize its pnvatel
owned airlines. S8econd, if the United
States paid the UPU postal rates to ail
U.8. international airlines, the rate in-
crease would go to the financially healthy
international carriers as well as the rela-
tively weak. In other words, U.S.
carriers not now experiencing financial
difficulty would receive windfall revenues
under the UPU rate which we do not
believe are justified.

Accordingly, the Senate Commerce
Committee today approved an amend-
ment to S. 3481, as passed by the House,
which would strike the mandatory UPU
postal rates from the House bill and sub-
stitute a provision similar to the origiral
Senate bill.

In effect, the cominittee amendment
continues to leave with the CAB the re-
sponsibility for setting falr and reaspn-
able air mail rates at whatever level the
board finds appropriate. However, the
amendment admonishes the Board in
setfing such rates that—

It shall take into consideration rates paid
for transportation of mail pursuant to the
universal postal union convention as ratie
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fied by the Uniled States Government, shall
take into account all of the rate-making
elements employed by the Universal Postal
Union in fixing its airmail rates and shall
further consider the competitive disadvan-
tage to U.S. flag air carriers resulting from
foreign air carriers receiving universal
postal union rates for the carriage of U.S.
mail and the national origin mail of their
own countries.

Mr. President, we think that this is a
fair and equitable amendment and will
result in mail rates that are just and
reasonable taking intc account all car-
riers’ costs, including the ever-rising cost
of fuel and a reasonable return on in-
vestment. While we are aware that there
has been considerable lobbying of the
Congress by Pan American Airways and
its employees over the UPU postal rate,
we still do not believe that that rate is
justified by the facts. We in the Com-
merce Committee feel that this bill as
I have proposed to amend it will be very
helpful in the future in making a better
competitive climate in the international
area without the need for indirect sub-
sidy from the international arena. .

I urge my colleagues to support this
bill as I have proposed to amend it and
send it back to the House in hopes that
thie House might accept our amendment
so as to insure final passage and Presi-
dential signature this veax.

Now, Mr. President, there was a hold
placed on the bill by both Senators Mc~
Gee and Proxmire. The amendment that
I am offering is satisfactory to them.
The proposed amendment has been ap-
proved by the Commerce Committee, as 1
have stated, as of this morning.

Mr. President, I send the amendment
to the desk and ask that it be stated.

The PRESIDING OFFICER. The clerk
will report.

The assistant legislative clerk read as
follows;

On page 4, strike sectlon 4 in its entlrety
and insert in lieu thereof: "Rates for trans-
portation of United States mall in foreign
alr transportation.”

The amendment is as follows:
On page 4, strike section 4 In its entirety

"ﬁa,nd insert In lieu thereof:

BATES FOR TRANSPORTATION OF UNITED STATES
QMAIL IN FOREIGN AIR TRANSPORTATION

ic. 4. Subsection (h) of section 406 of
Sgeral Aviatlon Act of 1958 (49 US.C.
8 mended by inserting *(1)" imme-

ey “(h) ¥, and by adding &t the end

a4 each shall take all necessary
and appropriatl actions to assure that the
rates pald for We transportation of mail
pursuant to the versal Postal Unton Con-
vention shall not We higher than fair and

retary of State and
shall oppose any presag

expeditiously on any propodg
rates for the transportation o
craft in foreign air transportation, In estab-
Iishing such rates, the Board shall™Make into
consideration rates psaild for transportation
of mail pursuant to the Universal Postal
Union Convention as ratified by the United
States Government, shall take into account
all of the rate-making elements employed by
the Universal Postal Unlon in fixing its

Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150086-4

e ——



Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150086-4

December 17, 197}

gain access to his record or to any informa-
tion pertaining to him which is contained in
the system, permit him to review the record
and have a copy made of all or any portion
thereof in a form comprehensible to him;

“(2) permit the individual .te request
amendment of & record pertaining to him
and either— .

“(A) make any correction of any portion
thereof which the individual believes is not
accurate, relevant, timely, or complete; or

“(B) promptly Inform the individual of
its refusal to amend the record in accord-
ance with his request, the reason for the
refusal, the procedures  established by the
agency for the individual Yo request a re-
view by the agency of that refusal, and the
name and business address of the officlal
within the agency to whom the request for
review may be taken;

“(3) permit any individual who disagrees

with the refusal of the agency to amend his-
record to request review of the refusal by the.

official named in accordance with paragraph
(2) (B) of this subsection; and if, after the
review, thait official also refuses to amend the
record in accordance with the request, per-
mit the individual to flle with the agency a
concise statement setting forth the reasons
for his disagreement with the refusal of the
agency; - - .

“(4) in any disclosure, containing infor-
mation about which the individusl has filed
a statement of disagreement, occurring after
the filing of the statement under paragraph
'(3) of this subsection, clearly note any por-
tlon of the record which -13 disputed. and,
upon request, provide coples of the state~
ment and, if the agency deems. it appropriate,
copies of a concise statement of the reasons
of the agency for not making the amend-
ments requested, to persons or other agen-=
cles to whom the disputed record has been
disclosed; and

“(5) nothing in this section shall allow
- gn Individual access to any information com-~
plled in reasonable anticipation of a civil
action or proceeding. o - -

“(e) AcENCY REQUIREMENTS—Each agen-
¢y that maintains a system of records
shall—. .

“(1) inform each individual whom it asks
to supply information, on the form which
it uses to collect the information or on &
separate form that can he retained by the
Individual—

“(A) which Federal statute or regula-
tion, if any, requires disclosure of the In-
formation;

“(B) the principal purpose or purposes
for which the information s intended to be
used; : -

“(C) other purposes for which the informa-
tion may be used, as published pursuant
to paragraph (2) (D) of this subsection; and

“(D) the effects on him, if any, of not
providing all or any part of the requested
information; ’ :

“(2) subject to the provisions of para-
graph (5) of this subsection, publish in the
Federal Register at least annually a hotice
of the existence and chatracter of the sys-
tem of records, which notice shall Include—

“(A) the name and location of the sys-
tem; )

“(B) ‘the categories of individuals on
whom records are maintained in the system;

“(C) the categories of records maintained
in the system; ) -

_“(D) each routine purpose for which the
records contained in the system are used
or intended to be used, including the cate-
gories of users of the records for each such
purpose; .

“(E) the policies and practices of the
agency regarding storage, retrievability,
access controels, retention, and disposal of
the records;

“(F) the title and business address of
the -agency official -who 1s responsible for
the system of records;

r
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“(@3) the agency procedures whereby an
individual can be notified at his request if

-the system of records contains a record

pertaining to him; and .

“(H) the agency procedures whereby an in-
dividual can be notified at his request how
he can galn access to any record pertaining
to him contained in the system of records,
and how he can contest its content;

“(8) maintsin all records which are used
by the agency in making any determination
about any individual with such accuracy,
relevance, timeliness, and completeness as Is
reasonably necessary to assure falrness to
the individual in the determination;

“(4) maintain no record concerning the
political or religious bellef or activity of any
individual, unless expressly authorized by
statute: or by the individual sbout whom
the record is maintained: Provided, however,
That the provisions of this paragraph shall
not be deemed to prohibit the maintenance
of any record of activity which is pertinent
to and within the scope of a duly authorized
law enforcement activity; and

“(5) at least 30 days prior to publication
of information under paragraph (2) (D) of
this subsection published in the Federal

Register notice of the use or intended use of '

the information in the system, and provide
an opportunity for interested persons to sub-
mit written data, views, or arguments to the
agency.

“(f) AcENCcY RuLEs.—In order to carry out
the provisions of this section, each agency
thet maintains a system of records shall
promulgate rules, in accordance with the re-
guirements (including general notice) of
sectlon 553 of this title, which shall—

“(1) establish procedures whereby an in-
dividual can be notified In response to his re~
quest if any system of records named by the
individual contalns a record pertalning to
him; :

“(2) define reasonable times, places, and

requirements for identifylng an individual

who requests his record or information per-.

talning to him before the agency shall make
the record or Information avallable to the
individual;

“(3) establish procedures for the disclosure
to an individual upon his request of his
record or information pertaining to him,
including special procedure, 1f deemed neces-
sary, for the disclosure to an individual of
medical records, including psychological rec-

-ords, pertaining to him;

“(4) establish procedures for reviewing a
request from an individual concerning the
amendment of any record or information per-
talning to the individual, for making a de-
termination on the request, for an appeal
within the agency of an initial adverse
agency determination, and for whatever addi~
tional means the head of the agency may
deem necessary for each individual to be able
to exercise fully his rights under this section;
and .

“(6) establish fees to be charged, if any,

to any individual for making copies of his
record, excluding the cost of anhy search for
and review of the record.
The Office of the Federal Register shall an-
nually compile and publish the rules pro-
mulgated under this subsection and agency
notices published under subsection (e)(2)
of this -section in a form available to the
public at low cost.

“(g) (1) Cvi. REMEDIES.—Whenever- any

" agency (A) refuses to comply with an indi-

vidual request under subsection (d) (1) of
this section, (B) fails to maintain any record
concerning any individual with-such accu-
racy, relevance, timeliness, and completeness
as is necessary to assuré fairness in any de-
termination relating to.the qualifications,
character, rights, or opportunities of, or ben-
efits to the individual that may be made on
the basis of records and consequently a de-
termination is made which is adverse to the

S 21809

individusal, or {C) fails to comply with any
other provision of this section, or any rule
promulgated thereunder, in such a way 8s
to have an adverse effect on an individual,
the individual may bring a civil action
ngainst the agency, and the district courts of
the United Statés shall have jurisdiction in
the matters under the provisions of this sub-
section.

“(2) (A) In any suit brought under the
provisions of subsection (g) (1) (A) of this
section, the court may enjoin the agency
from withholding the records and order the
production to the complainant of any dgency
records improperly withheld from him. In
such a case the court shall determine the
matter de novo, and may cxamine the con-
tents of any agency records in camera to de-
termine whether; the records or any portion
thereof may be withheld under any of the ex-
emptions set forth in subsection (k) of this
section, and the burden is on the agency to
sustain its action.

“(B) The court may assess against the
United States reasonable attorney fees antl
other litigation costs reasonably incurred in
any case under this paragraph in which the
complainent has substantially prevailed.

“(3) In any suit brought under the provi-
sions of subsection (g) (1) (B) or (C) of this
section in which the court determines that
the agency acted in a manner which was will-
ful, arbitrary, or capricious, the United
States shall be llable to the individual in an
amount equal to the sum of—

“(A) actual damages sustained by the in-
dividual as a result of the refusal or failure;
and .

“(B) the costs of the action together with
reasonable attorney fees as determined by
the court.

“(4) An action to enforce any lability
created under this section may be brought in
the district court of the United States in the
district in which the complainant resides, or
has his principal place of business, or in
which thie agency records are sltuated, or in
the District of Columbia, without regard to
the amount in controversy, within two years
from the date on which the cause of action
arises, except that where an agency has ma-
terially and willfully misrepresented any in-
formation required under this section to be
disclosed to an individual and the informa-.
tion so misrepresented s material to the
establishment of the liability of the agency
to the individual under this section, the
action may be bought at any time within
two vears after discovery by the individusal of
the misrepresentation.

“(h) RIGHTS OF LEGAL (GUARDIANS —For the
purposes of this section, the parent of any
minor, or the legal guardian of any individ-
ual who has been declared to be incompetent
due to physical or mental incapacity or age
by a court of competent jurisdiction, may
act on behalf of the individual.

“(1) (1) CrRIMINAL PENALTIES.—AnNy officer
or employee of the United States, who by
virtue of his employment or official position,
has possession of, or access to,. agency rec-
ords which contaln individually identifiable
information the disclosure of which is pro-
hibited by this section or by rules or regu-
lations established thereunder, and who
knowing that disclosure of the specific ma-
terial is so prohibited, willfully discloses the

~ material in any manner to any person or

agency not entitled to recelve it, shall be
fined not more than $5,000.

*(2) Any person who knowingly and will-
fully requests or obtains any record concern-
ing an Individual from an agency under false
pretenses shall be fined not more than
$5,000.

“()) GeneralL ExempTionNsS.~—-The head of
any agency may promulgate rules, in accord-
ance with the requirements (including gen-
eral notice) of section 553 of this title, to
exempt any system of records within the
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agency from any part of this section except
subsections (b) and (e) (2) (A) through (¥F)
and (i) if the system of records is—

“(1) maintained by the Central Intelll-
gence Agency; or

“{2) malintained by an agency or compo-
nent thereof which performs as its prineipal
Tunction any activity pertaining to the en-
forcement of criminal laws, including police
efforts to prevent, control, or reduce crime
or to apprehend criminals, and the activities
of prosecutors, courts, correctional, proba-
tion, pardon, or parole sauthorities, and
which consists of (A) information com-
piled for the purpose of identifying indlvid-
ual criminal offenders and alleged offenders
and consisting only of identifying data and
notations of arrests, the nature and disposi-
tion of eriminal charges, sentencing, con-
finement, release, and parole and probation
status; (B) information compiled for the
purpose of a criminal investigation, includ-
ing reports of informants and Investigators,
and associated with an identifiable individ-
ual; or (C) reports identifiable to an in-
dividual compiled at any stage of the proe-
ess of enforcement of the criminal laws from
arrest or indictment through release from
supervision.

“(k) Sreciri¢ EXEMPTIONS.—The head of
any agency may promulgate rules, in accord-
ance with the requirements (including gen-
eral notice) of section 553 of this title, to
exemplt any system of records within the
agengsy from subsections (e) (3), (d), (e) (1)},
(e){?) (G) and (H), and (f) of thls section
if the system of records 1s—

“(:) subject to the provisions of sectxon
b52({b) (1) of this title;

“(2) Investigatory material compiled for
law =nforcement purposes, other than ma-
terial within the scope of subsectlon (j)(2)
of this section: Provided, however, That if
any individual is denied any right, privilege,
or benefit that he would otherwise be entitied
by Foderal law, or for which he would other-
wise be eligible, as a result of the mainten-
ance of such material, such material shall be
provided to such individual, except to the
extent that the disclosure of such material
would reveal the identity of a source who
furnished information to the Government
under an express promise that the identity
of the source would be held in confidence,
or, prior to the effective date of this section,
under an implied promise that the identity
of the source would be held in confidence;

“(%) maintalned in connection with pro-
viding protective services to the President of
the United States or other individuals pur-
suant to section 3056.of title 18;

“(4) required by statute to be maintained
and -sed.solely as statistical research or re-
porti ng records;

“(E) investigatory material compiled solely
for the purpose of determining suitability,
eligibility, or qualifications for Federal civil-
ian amployment, military service, Federal
contracts, or access to classified informsation,
but cnly to the extent that the disclosure of
such material would reveal the identity of
a source who furnished information to the
Government under an express promise that
the identity of the source would be held in
confidence, or, prior to the effective date of
this section, under an implied promise that
the identity of the source would be held in
confidence;

*“(€) testing or examination material used
solely to determine individual qualifications
for appointment or promotion in the Federal

gy service the disclosure of which would com-

c% ise the objectivity or fairness of the
tésting or examination process; or

“(%7) evaluation material used to deter-
mine potential for promotion in the armed
services, but only to the extent that the
disclosure of such material would revesal
the identity of a source who furnigshed in-
formation to the Government under an ex-
press promise that the identity of the source
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would be held in confidence, or, prior to
the effective date of this section, under an
implied promise that the identity of the
gource would be held In confidence.

“(1) (1) ArcHivAL REcorps.—Each agency
record which is-accepted by the Administra-
tor of General Services for storage, process-
ing, and servicing In accordancs with sec-
tlon 3103 of title 44 shall, for tiie purposes
of this section, be considered to be main~
tained by the agency which deposited *he
record and shall be subject to ths provisions
of this section. The Administrator of Gen-
eral Services shall not disclose the record
except to the agency which maintains the
record, or under rules established by that
agency which are not inconsistent with the
provisions of this section.

“(2) Each agency record pertaining to an
identifiable individual which was transferred
to the National Archives of zhe United
States as a record which has sufficlent his-
torical or other valve to warrant its con-
tinued preservation by the United States
Government, prior to the effective date of
this section, shall, for the purposes of this
section, be constdered to be maintained by
the National Archives and shall not be sub-
ject to the provisions of this section.

“(3) Each agency record pertaining to

.an identifiable individual which is trans-

ferred to the National Archieves of the
Untted States as a record which has suffi-
cient historical or other value to warrent
its continued preservation by the United
States Government, on or after the effec-
tive date of this section, shall, for the pur-
poses of this section, be considered to ne
maintained by the National Archives and
shall be subject to all provisions of this
section except subsections (e)(4); (d) (2),
(3), and (4); (e)(1), (2)(H) and (3);
(£) (4); () (1) (B) and (C), and (3).
“{m) {1) MORATORIUM ON THE {USE OF THE

‘Socran SECURITY ACCOUNT NUMBER.—No Fed-

eral agency, or any State or local govern-

ment acting in compliance with any Fed-

eral law or federally assisted program, shall
deny any individual any right, benefit, or
privilege provided by law by reaton of such
individual’s refusal to disclose his social se-
curity account number.

“(2) This subsection shall nol apply—

“(A) with respect to any system of rec-

ords in existence and operating prior to
January 1, 1975; and

*“(B) when disclosure of a soc:al securiiy
account number Is required by Federal law.

‘“(8) No Federal agency, or ary State or .

local government acting in compiance with
any Federal law or federally assisted program,
shall use the social security account numher
for any purpose other than for verification
of the identity of an individual unless such

other purpose is specifically authorized »y .

Federal law.

“(n) ANNUAL REPORT.—The President shull
submit to the Speaker of the House and the
President of the Senate, by June 30 of each
calendar year, a consolidated report, sep-
arately listing for each Federal agency the

number of records contained in any system .

of records which were exempted from the
application of this section under the provi-
slons of subsections (J) and (k) of this
section during the preceding calendar yeur,
and the reasons for the exemptions, and such
other information as indicates efforts to ad-
minister fully this section.”.
* Sec. 4. The chapter analysis of chapter 5
of title 6, United States Code, is amended vy
inserting:
“652a. Records about individuals.”
immediately below:
6562. Public information; agency rules, opiri-
lons, orders, and proceedings.”.
Sec. 5. The amendments made hy this Act
shall become effective on the one hundred
and eightieth day following the date of en-
actment of this Act.

December 17, 1974

Amend the title so as to read: “An act
to amend title 5, United States Code, by
adding a section 552a to safeguard in-
dividual privacy from the misuse of Fed-
eral records and to provide that indi-
viduals be granted access to records con-
cerning them which are maintained by
Federal agencies.”

Mr. ERVIN. Mr. President, on Noven-
ber 21, just before the Thanksgiving re-
cess, both the Senate and the House
adopted in different forms——

The PRESIDING OFFICER. Will the
Senator suspend briefly until the Chair
gets order in the Senate.

I would like to ask the Members of the
Senate to please bring order to the
Chamber because the Senator from
North Carolina is entitled to be heard
and he cannot be heard. Would those
members eonversing please remove
themselves to the cloakroom.

The Senator will continue to suspend
until there is order in the Chamber.

"The Senator may proceed.

Mr. ERVIN. On November 21, just be-
fore the Thanksgiving recess, both the
Senate and the House passed in differ-
ent forms Federal privacy legislation.
Because of the limited amount of time
available between the time of the recon-
vening of Congress after the recess and
the end of the session of Congress mem-
bers of the Government Operations
Committee of the Senate and the House.
agreed that they would have the different

-versions studied by their respective staffs

during the recess.
After the recess the members of the
stafis who had made this study reported

to the members of the two committees,

and after that the members of the two
committees -met informally and agreed
on the amendments that I will offer in
behalf of all the original cosponsors of
the privacy bill.

We thought this was a better way of
doing it without having a conference and
I have been assured by the members of
the House Government Operations
Committee interested in privacy legisla-
tion, that the House will accept these
amendments which I propose on behalf
of myself and all of the original co-
sponsors of the bill.

The main differences between the two
versions which are reconciled -here was
that instead of establishing a privacy
board, as the Senate bill did, that we
will have a privacy study commission to
study the subject and report back to the
President, to the Senate, and to the
House.

We also eliminated, in deference to
the House, provisions of the bill dealing
with the private sector and we also elim-
inated some of the provisions.dealing
with law enforcement agencies.

Now, Mr. President, on behalf ¢f the
original cosponsors of the Senate bill
and myself, I make this motion.

Mr. President, I move that the Senate
agree to the engrossed amendments of
the House to the bill (S. 3418) to estab-
lish a Privacy Protection Commission, to
provide management systems in Federal
agencies and certain other organiza~
tlons with respect to the gathering and
disclosure of information concerning in-
dividuals, and for other purposes, with
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the following amendments to such en-
grossed amendments: .

In lieu of the matter proposed to be
inserted by the House to the text of the
bill, insert the following amendment
which I now send to the desk.

The PRESIDING OFFICER. The
amendment will be stated.

The assistant legislative clerk pro-
ceeded to read the amendment.

Mr. ERVIN. Mr, President, I ask
unanimous consent that further reading
of the amendment be dispensed with.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The amendment is as follows:

In lieu of the matter proposed to be
inserted by the House to the text of the
bill, insert the following:

'That thiz Act may be clied as the “Privacy
Act of 1974".

SEc. 2. (a) The Congress finds that—

(1) the privacy of an individual is directly
affected by the collection, maintenance, use,
and dissemination of personal information
by Federal agencies;

(2) the increasing use of computers and
sophisticated information technology, while
essential to the efficient operations of the
Government, has greatly magnified the harm
to individual privacy that can occur from
any collection, maintenance, use, or dissemi-
nation of personal information;

(3) the opportunities for an individual to

secure .employment, insurance, and credit, -

and his right to due process, and other legal
protections are endangered by the misuse
of certain information systems;

(4)- the right to privacy 1s a personal and
fundamental right protected by the Consti-
tution of the United States; and

(5) in order to protect the privacy of in-

dividuals identified in information systems-

maintained by Federal agencies, it 1s neces-
sary and proper for the Congress to regulate
the collection, malntenance, use, and dis-
semination of information. by such agencies.

(b) The purpose of this Act is to provide
certain safeguards for an individual against
an invasion of personal privacy by requiring
Federal agencies, except as otherwise pro-
vided by law, to— .

(1) permit an individual to determine
what records pertaining to him are collected,
maintained, used, or disseminated by such
agencies; .

(2) permit an individual to prevent records
pertaining to him obtalned by such agencies
for a particular purpose from being used or
made avallable for another purpose without
his consent;

(3) permit an individual to gain access
to information pertaining to him in Federal
agency records, to have a copy made of all or
any portion thereof, and to correct or amend
such records;

(4) collect, maintain, use -or disseminate
any record of identifiable personal informa-
tion in a manner that assures that such
action is for a necessary and lawful purpose,
that the information is current and accurate
for its intended use, and that adequate safe-
guards are provided to prevent misuse of
such information;

(5) permit exemptions from the require-
ments with respect.to records provided in
this Act only in those cases where there Is
an important public policy need for such ex-
emption as has been determined by specific
statutory authority; and

(8) be subject to civil suit for any dam-

_~Tages which occur as & result of willful or in-

ternational action which violates any indivi-
dual’s rights under this Act.

Sec. 3. Title 5, United States Code, Is
amended by adding after section 552 the fol-
lowing new sectlon:

«3 552a. Records maintained on Individuals

*(a) DEFINITIONS.—For purposes of this
section—

“(1) the term ‘agency’ means agency as
defined 1n section 552(e) of this title;

“(2) the term. ‘indlvidual' means a citizen
of the United States or an allen lawfully ad-
mitted for permanent residence;

“(3) the term ‘maintain’ Includes main-
tain, collect, use, or disseminate;

“(4) the term ‘record’ means any ltem,
collection, or grouping of information about
an individual that is maintained by an
agency, including, but not limited to, his
education, financial transactions, medical
history, and criminal or employment history
and that contains his name, or the identi-
fying number, symbol, or other identifying
particular assigned to the individual, such
as a finger or volce print or a photograph;

“(5) the term ‘system of records’ means a
group of any records under the control of
any agency from which Information 1is
rétrieved by the name of the individual or
by some identifying number, symbol, or cther
tdentifylng particular assigned to the in-
dividual; -

“(6) the term ‘statistical record’ means a
record in a system of records maintained for
statisical research or reporting purposes only
and not used in whole or in part in making
any determination about an identifiable in-
dividual, except as provided by section 8
of title 13.

“(7) the term ‘routine use’ means, with

.respect to the disclosure of a record, the use

of such record for a purpose which 1s com-
patible with the purpose for which 1t was
collected.

“(b) CownprTiONS OF DigcLosuRE—NoO
agency shall disclose any record which is con-
tained in a system of records by any means
of communication to any person, or to an-
other agency, except pursuant to a written
request by, or with the prior written consent
of, the indlvidual to whom the record per-
tains, unless disclosure of the record would
be— .

“(1) to those officers and employees of the
agency which maintains the record who have
a need for the record in the performance of
their duties; .

“(2) required under section 552 of this
title;

“(8) for a routine use as defined in subsec-
tion (&) (7) of this section and described un-
der subsection (e) (4) (D) of this section;

“(4) to the Bureau of the Census for pur-
poses of planning or tarrying out & census or
survey or related actlvity pursuant to the
provisions of title 13;

“(5) to a recipient who has provided the
agency with advance adequate written assur-
ahce that the record will be used solely as &
statistical research or reporting record, and
the record is to be transferred in a form that
is not individually identifiable;

“(6) to the National Archives of the United

States as a record which has sufficient his-

torical or other value to warrant its con-
tinued preservation by the United States
Government, or for evaluation by the Admin-
istrator of General Services or his designee
to determine whether the record has such
value;

“(7T) to another agency or to an instru-
mentality of any governmental jurisdiction
within or under the control of the United
States for a civil or criminal law enforce-
ment activity if the activity is authorized by
law, and if the head of the agency or instru-
mentality has made a written request to the
agency which maintains the record spécify-
ing the particular portion desired and the
law enforcement activity for which the
record is sought;

“(8) to a person pursuant to a showling of
compelling . circumstances affecting =~ the
health or safety of an individual if upon such
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disclosure notification is transmitted to the
last known address of such individual;

“(9) to elther House of Congress, or, to
the extent of matter within its jurisdiction,
any committee or subcommittee thereof, any
joint committee of Congress or subcommit-
tee of any such joint committee;

#(10) to the Comptroller General, or any
of his suthorized representatives, in the
course of the performance of the dutles of
the Gteneral Accounting Office; or

“(11) pursuant to the order of a court of
competent jurisdiction.

“(c) ACCOUNTING OF CERTAIN DiscLo-
sures—FEach agency, with respect to each
system of records under its control, shall—

“(1) except for disclosures made under
subsections (b) (1) or (b)(2) of this sec-
tion, keep an accurate accounting of—

“(A) the date, nature, and purpose of
each disclosure of a record to any person or
to another agency made under subsection
(b) of tAis section; and

“(B) the name and address of the person

or agency to whom the disclosure is made; ;

“(2) retaln the accounting made under
paragraph (1) of this subsection for at
lease five. years or the life of the record,
whichever i3 longer, after the disclosure for
which the accounting is made;

“(8) except for disclosures made under
subsection (b) (7) of this section, make the
accounting made under paragraph (1) of
this subsection available to the Individual
named in the record at his request; and

“(4) inform any person or other agency
about any correction or notation of dis-
pute made by the agency in accordance with
subsection (d) of this section of any record
that has been disclosed to the person or
agency if an accounting of the disclosure
was made.

“(d) Access To Recorps—Each agency
that maintains a system of records shall—

(1) upon request by any individual to

‘gain access to his record or to any informa-

tion pertaining to him which is contained
in the system, permit him and upon his re-
quest, a person of his own choosing to ac-
company him, to review the record and have
& copy made of all or any portion thereof
in a form comprehensible to him, except that

.the agency may require the iIndividual to

furnish a written statement authorizing dis-
cussion, of that individual's record in the
accompanying person’s presence;

“(2) permit the Individual to request
amendment of a record pertaining to him
and—

“(A) not later than 10 days (excluding
Saturdays, Sundays, and legal public holi-
days) after the date of recelpt of such re-
quest, acknowledge in writing such receipt;
and

“(B) promptly, either— i

#(1) make any correction of any portion
thereof which the individual believes is not
accurate, relevant, timely, or complete; or

“(11) inform the individual of its refusal
to amend the record in accordance with his
request, the reason for the refusal, the pro-
cedures established by the agency for the in-
dividual to request a review of that refusal
by the head of the agency or an officer desig-
nated by the head of the agency, and the
name and business address of that official;

“(3) permit the individual who disagrees
with the refusal of the agency to amend his
record to request a review of such refusal,
and not later than 30 days (excluding Satur-
days, Sundays, and legal public holidays)
from the date on which the individual re-
quests such review, complete such review
and make a final determination unless, for
good cause shown, the head of the agency
extends such 80-day period; and if, after
his review, the reviewing officlal also refuses
to amend the record in accordance with the
request, permit the individual to file with

Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150086-4



Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150086-4

S 21812

the agency a concise statement setting forth
the reasons for his disagreement with the
refusal of the agency, and notify the indi-
vidual of the provisions for judicial review of
the reviewing official’s determination under
sabsection (g) (1) (A) of this section;

“i4) in any disclosure, containing informa-
tion about which the individual has filed
a statement of disagreement, occurring after
the filing of the statement under paragraph
(3) of this subsection, clearly note any por-
tion of the record which is disputed and
provide coples of the statement and, if the
agency deems it appropriate, copies of a con-
cise statement of the reasons of the agency
for not making the amendments requested,
to persons or other agencies to whom the dis-
putoed record has been disclosed; and

“({5) nothing in this section shall allow an
individual access to any information com-
piled in reasonable anticipation of a clvil
action or proceeding.

“{e) AGENCY REQUIREMENTS.—Each agency
thai mainfains a system of records shall-—

“i1) maintain in its records only such in-
formation about an individual as is relevant
and necessary to accomplish a purpose of the
agency required to be accomplished by
statute or by executive order of the
President;

*{2) collect Information to the greatest
extent practicable directly from the subject
individual when the information may result
in adverse determinations about an individ-
ual’s rights, beneflts, and privileges under
Federal programs;

“(3) inform each individual whom it asks
to supply information, on the form which
it uses to collect the information or on a
separate form that can be retalned by the
individual—

“{A) the authority (whether granted by
statute, or by executive order of the Presi-
dent) which authorizes the solicitation of
the information and whether disclosure of
such information is mandatory or voluntary;

‘“{B) the principal purpose or purposes for
which the information is intended to be
used;

“¢{C) the routine uses which may be made
of the information, as published pursuant
to paragraph

(4) (D) of this subsection; and *

“{D) the effects on him, if any, of not pro-
viding all or any part of the requested in-
formation;

‘“(4) subject to the provisions of pare-
graph (11) of this subsection, publish in the
Fedoral Register at. least annually a notice
of the existence and character of the system
of records, which notice shall include—

‘(A) the name and location of the system;

“{B) the categories of individuals on whom
records are maintained in the system;

“{C) the eategories of records maintained
in the system; -

‘(D) each routine use of the records con-
tained in the system, including the cate-
gories of users and the purpose of such use;

“(E) the policles and practices of the
agency regarding storage, retrlevability, ac-
cess controls, retention, and disposal of the
records;

“(F) the title and business address of the
agency official who 1Is responsible for the
system of records;

“(@) the agency procedures whereby an
individual can be notifled at his request if
the system of records contains a record per-
taining to him;

“{H) the agency procedures whereby an in-
dividual can be notified at his request how
he can gain access to any record pertaining
to him contained In the system of records,
and how he can cohtest its content; and

“(I) the categories of sources of records in
the system;

“{6) maintain all records which are used
by the agency in making any determination

about any individual with such accuracy, -
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relevance, timeliness, and complzteness &s is
reasonably necessary to assure fairness to the
individual in the determination;

“(6) prior to disseminating any record
about &n individual to any person ather than
an agency, make reasonable efforts to assure
that such records are accurate, complete,
timely, and relevant;

“('7)y maintain no record describing how
any indlvidual exercises rights guaranteed
by the first amendment unless expres:sly
authorized by statute or by the individual
about whom the record is maintained or an-

‘less pertinent to and within the scope of an

authorized law enforcement aciivity;

“(8) make reasonable efforts 10 serve o=
tice on an individual when any record on
such individual is made available to any per-
son urder compulsory legal process when
such process becomes a matter of puhlic
record;

“(9) establish rules of conduct for per-
sons Involved In the design, development,
operation, or maintenance of any system: of
records, or in maintaining any record, and
ingtruct each such person with respect to
such rules and the requirements of this rec-
tion, including any other rules and proece-
dure: sdopted pursuant to this section and
the penalties for noncompliance;

{10} establish appropriate administrative,
technical, and physical safeguards to insure
the security and confidentiality of reccrds
and to protect against any anticipaied
threats or hazards to their secuarity or in-
tegrity which could result in substantial
harm, embarassment, inconvenience, or un-
fairness to any individual on whom in:or-
mation Is maintained; and

“(11) at least 80 days prior to publication
of information under paragraph (4) (D) of
this subsection, publish in the Federal Reg-
Ister notice of any new use or intended use
of the information -in the system, and pro-
vide an opportunity for interected perzons
to submit written data, views, o arguments
to the agency.

“(f) AGEnCcY RULES.—In order to carry aut
the provisions of this section, ecach agéncy
that maintains a system of records shall
promulgate rules, in accordance with the
requirements (including genera! notice} of
section 553 of this title, which shall—

“{1) establish procedures whereby an :n-
dividual can be notified in response to his
request if any system of records named by
the individual contains a record pertaining
to him;

“(2) define reasonable times, places, nnd
requirements for identifying arn individual
who requests his record or information per-
taining to him before the agency shall make
the record or information available to the
individual;

“(3) establish procedures for the disclosure
to an individual upon his request of his rec~
ord or information pertaining to him, inelad-
ing special procedure, if deemed mnecessary,
for the disclosure to an individual of med;:cal
records, including psycholeogical records, per-
taining to him;

"“(4) "establish procedures for reviewinp a
reguest from -an individual concerning the
amendment of any record or information
pertaining to the individusl, for making a
determination on the request, fcr an appeal
within the sagency of an initial aAdverse
agency determination, and for whatever ad-
ditional means may be necessary for each
individual to be able to exercise fully his
rights under this section; and

“{5) establish fees to be charged, if any,
to any individual for making copies of his
record, excluding the cost of any search for
and review of the record.

The Office of the Federal Register shall an( _

nually compile and publish the rules promul-
gated under this subsectlon and agency
notices published under subseciion (e){4)
of this section in a form avallable to the
public at low cost.

December 17, 1974

“(g) (1) Civi. REMEDIES.—Whenever any
agency

“(A) makes a determination under sub-
gection (d) (3) of this section not to amend
an individual’s record in accordance with
his request, or fails to make such review in
conformity with that subsection;

“(B) refuses to comply with an individual
request under subsection (d) (1) of this
section;

“(C) fails t© maintain any record con-
cerning any individual with such accuracy,
relevance, timeliness, and completeness as is
necessary to assure fairness in my deter-
mination relating to the qualifications, char-
acter, rights, or opportunities of, or bene-
fits to the individual that may be made on
the basis of such record, and consequently
a determination s made which is adverse
to the individual; or

(D) fails to comply with any other pro-
vision of this section, or any rule promul-
gated thereunder, in such a way as to have
an adverse effect on an individual,

the individual may bring a ec¢ivil action
against the agency, and the district courts
af the United States shall have jurisdiction
in the matters under the provisions of this
subsection. .

“(2) (A) In any sult. brought under the
provisions of subsection (g)(1)(A) of this
section, the court may order the agency
to amend the individual’s record in accord-
ance with his request or in such other way
&8s the court may direct. In such a case the
court shall determine the matter de navo.

“(B) The court may assess against the
United States reasonable attorney fees and
other litigation costs reasonably incurred in
any case under this paragraph in which the
complainant has substantially prevailed.

“(3)(A) In any suit brought under the
provisions of subsection (g)(1)(B) of this
section, the court may “enjoin the agency
from withholding the records and order the
production to -the complainant of any
agency records Improperly withheld from
him. In such a case the court shall deter-
mine the matter de novo, and may examine
the contents of any agency records in camera
to determine whether the records or any por-
tion thereof may be withheld under any of
the exemptions set forth in subsection (k)
of this section, and the burden is on the
agency to sustain its actlon.

“(B) The court may assess agains% the
United States reasonable attorney fees and
other litigation costs reasonably incurred in
any case under this paragraph in whieh
the complainant has substantially prevailed.

“(4) In any suit brought under the pro-
vislons of subsection (g) (1) (C) or (D) of
this section in which the court determines
that the agency acted in a manner which
was Intentional or willful, the United States
shall be liable to the individual in an amount
equal to the sum of—

“(A) actual damages sustained by the in-
dividual as a result of the refusal or failure,
but in no ecase shall a person entitled to
recovery receive less than the sum of $1,000;
and

“(B) the costs of the action together with
reasonable attorney fees as determined by
the court.

“(6) An action to enforce any liability
created under this section may be brought
in the district court of the United States in
the district in which the complainant resides,
or has his principal place of business, or
in which the agency records are situated, or
in the District of Columbia, without regara
to the amount in controversy, within two
year from the date on which the cause of
action arises, except that where an agenty
has materially and willfully misrepresented
any information required under this section
to be disclosed to an individual and the in-
formation so misrepresented is material to
the establishment of the lability of the
agency to the individual under this section,
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the action may be bought at any time within
two years after discovery by the individual
of the misrepresentation. Nothing in this
section shall be construed to authorize any

civil action by reason of any injury sustained .

as the result of a disclosure .of & record prior
to the effective date of this section.

“(h) RIGHTS OF LEGAL GUARDIANS.—For the
purposes of the section, the parent of any
minor, or the legal guardian of any Indi-
vidual who has been declared to be incom-
petent due to physical or mental incapacity
or age by a court of competent jurisdiction,
may act on behalf of the individual.

“(1) (1) CRIMINAL PENALTIES.—ANY offlcer
or employee of an agency, who by virtue of
his employment or official position, has pos-
session of, or access to, agency records which
contain individually identifiable information
the disclosure of which is prohibited by this
section or by rules or regulations established
thereunder, and who knowing that disclosure
of the specific material is so prohibited, will-
fully discloses the materlal in. any manner
to any person or agency not entitled to re-
ceive it, shall be guilty of a misdemeanor
and fined not more than $5,000. -

“(2) Any officer or employee of any agency
who willfully maintains a system of records
without meeting the notice requirements of
subsection (e)(4) of thls section shall be
guilty of ‘a misdemeanor and fined not more
than $5,000.

“(3) Any person who knowingly and will-
.fully requests or obtains any record concern-
< ing an individual from an agency under false
pretenses shall be guilty of a misdemeanor
and fined not more than $5,000.

“(]) GENERAL ExEMprioNs—The head of
any agency may promulgate rules, in accord-
ance with with the requirements (includ-
ing general notice) of sections 65563 (b) (1),
(2), and (3), (c), and (e) of this title, to
exempt any system. of records within the
agency from any part of this section except
subsections (b), (e)(1), (2), and (4),
‘(e)(4) (A) through (F) (e) (6), (), (9), (10),
and (11), and (1) if the system of records
is—

“(1) maintalned by the Central Intelli-
jence Agency; or

¢(2) malntalried by an agency or compo-
" nent thereof which performs as its principal
syiction any activity pertaining to the en-
forement of criminal laws, including police
efforts to prevent, control, or reduce crime
or to gpprehend driminals, and the activities
of prssecutors, courts, correctional, proba-
tion, pardon, or parole authorities, and which
consists #f (A) information compiled for the
-purpose of identifying individual criminal
offenders and alleged offenders and consist-
ing only o;f identifying data and notations of
arrests, thie nature and disposition of crimi-
nal charges, Sentencing, confinement, release,
and parole and probation status; (B) infor-
mation compiled for the purpose of a crimi-
nal investigation, Including reports of in-
formants and investigators, and assoclated
with an ldentifiable individual; or (C) re-

ports identifiable to an individual compiled
at any stage of the process of enforcement of
the c¢riminal laws from arrest or indictment
through reluase from supervision.

At the time rules are adopted under this sub-
section, the agency shall include in the state-
ment required under section 5563(¢) of this
title, the reasons why the system of records
is to be exempted from' a provision of this
section. ’

“(k) SpeEcrFic ExEmMpPTIONS —The head of
any agency may promulgate rules, in accord-
anceé with the requirements (including gen-
eral notice) of sections 553(b) (1), (2) and
(3), (¢), and (e) of this title, to exempt any
‘system of records within the ageéncy from

subsections (¢) (3), (d), (e) (1), (6){4) (&), |

(H), and (I), and (f) of this section if the
system of records 1s— :

(1) subject to the provisions of section
562(b) (1) of this title; -

“(2) investigatory material compiled for
law enforcement purposes, other than mate-
rial within the scope of subsection. (}) (2) of
this section: Provided, however, That if any
individual is denied any right, privilege, or
benefit that he would otherwise be entitfed
by Federal law, or for which he would other~
wise be eligible, as a result of the mainte-
nance of such material, such material shall
be provided to such individual, except to the
extent that the disclosure of such material
would reveal the ldentity of a source who fur-
nished information to the Government under
an express promise that the identity of the
source would be held in confidence, or, prior
to the effective date of this section, under an
implied promise that the identity of the
source would be held in confldence;

“(8) maintained in connection with pro-
viding protective services to the President
of the United States or other individuals
pursuant to section 30668 of title 18;

“(4) required by statute to be maintalned
and used solely as statistical records;

“(5) investigatory material compiled solely
for the purpose of determining sultability,
eligibility, or qualifications for Federal
civillan employment, military service, Fed-
eral contracts, or access to classified informa-
tion, but only to the extent that the dis-
closure of such material would geveal the
identity of a source who furnished informa-
tion to the Government under an express
promise that the identity of the source would
be held in confidence, or, prior to the effec~
tive date of this section, under an implied
promise that the identity of the source would
be held in confidence;

“(6) testing or examination material used
solely to determine individual gualifications
for appointment or promotion in the Fed-
eral service the disclosure of which would
compromise the objectivity or fairness of the
testing or examination process; or

“(7) evaluation matérial used to deter-
mine potential for promotion in the armed
services, but only to the extent that the
disclosure of such material would reveal the
identity of a source who furnished informa-
tion to the Government under an express
promise that the identity of the source would

be held in confidence, or, prior to the effec-

tive date of this section, under an implied
promise that the identity of the source
would .be held In confidence.

At the time rules are adopted under this
subsection, the agency shall include in the

‘statement required under sectlon 553(c) of

this title, the reasons why the system of rec~
ords is to be éxempted from a provision of
this section.

(1) (1) ArcHIvAL RECORDS~—Each agency
record which 18 accepted by the Administra~
tor of General Services for storage, processing,
and servicing in accordance with section 3103
of title 44 shall, for the purposes of this
section, be considered to be maintalned by
the agency which deposited the record and
shall be subject to the provisions of this sec-
tlon. The Administrator of General Services
shall not disclose the record except to the
agency which maintains the record, or under
rules established by that agency which are
not 1nconsistent with the provisions of this
section.

“(2) Each agency record pertaining to an
identifiable individual which was transferred
to the National Archives of the United States
as a record which has sufficlent historical or
other value to warrant its continued pres-
eryation by the United States Government,

prior to the effective date of this section-

shall, for the purposes of -this section, be
considered to be maintained by the National
Archives and shall not be subject to the pro-
visions of this section, except that a state-
ment generally describing such. records
(modeled after the requirements relating to
records subject to subsections (a)(4) (A)
through (G) of this section) shall be pub-
1ished in the Federal Reglster.
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“(3) Each agency record pertaining to an
identifiable individual which is transferred
to the National Archives of the United States
as a record which has suficlent historical
or other value to warrant its continued pres-
ervation by the United States Government,
on or after the effective date of this section,
shall, for the purposes of this section, be
considered to be maintained by the National
Archives and shall be exempt from the re-
guirements of this section except subsections
(e) (4) (A) through (G) and (e)(9) of this
section. .

“{m) GOVERNMENT CONTRACTORS—When
an agency provides by a contract for the
operation by or on behalf of the agency of a
system of records to accomplish an agency
function, the agency shall, consistent with
its authority, cause the requirements of this
section to be applied to such system. For
purposes of subsection (i) of this section
any such contractor and any employee of
such contractor, if such contract iIs agreed
to on or after the effective date of this sec~
tion, shall be considered to be an employee
of an agency.

#(n) Maming LisTs.—An individual’s name
and address may not be sold or rented by an
agency unless such action is specifically au-
thorized by law. This provision shall not be
construed to require the withholding of
names and addresses otherwise permitted to
be made public.

“(0) Reporr ON NEw SysTEMS.—Each
agency shell provide adequate advance no-
tice to Cohgress and the Office of Man-
agement and Budget of any proposal to es-
tablish or alter any system of records in or-
der to permit an evaluation of the probable or
potential effect of such proposal on the pri-
vacy and other personsl or property rights
of individuals or the disclosure of infor-
mation relating to such individuals, and its
effect on the preservation of the constitu-
tional principles of federallsm and separa-
tion of powers.

“(p) AnNuUAL REPORT —The President shall
submit to the Speaker of the House and
the President of the Senate, by June 30 of
each calendar year, a consolidated report,
separately listing for each Federal agency
the number of records contained in any sys-
tem of records which were exempted from
the application of this section under the
provisions of subsections (jJ) and (k) of this
section during the preceding calendar year,
and the reasons for the exemptions, and.
such other informetion as indicates efforts
to administer fully this section.

“{dq) ErFect oF OTHER Laws.—No agency
shall rely on any: exemption contained in
sectlon 562 of this title to withhold from
an individual any record which is otherwise
accessible to such individual under the pro-
visions of this section.”.

Sec. 4. The chapter analysis of chapter 5
of title 5, United States Code, 1s amended
by inserting: .

“652a. Records about individusals,”

tmmediately below:

“552. Public information; agency rules, opin-
lons, orders, and proceedings.”. -
Sec. 5. (8) (1) There 1s established a Pri-

vacy Protection Study Commission (here-

inafter referred to as the “Commission”)
which shall be composed of seven members
as follows:

(A) three appointed by the President of
the United States,

(B) two appointed by the President cf
the Senate, and

(C) two appointed by the Speaker of the
House of Representatives.

Members of the Commission shall be chosen
from among persons who, by reason of thelr
knowledge and expertise in any of the follow=-
ing aress—civil rights and liberties, law,

soclal sciences, computer technology,. busi-

ness, records .management, and State and

-local government—are well qualified for serv=-

ice on the Commission.
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(2) The membhers of the Commission shall
elect a Chairman from among themselves.

(3) ‘Any vacancy In the membership of
the Commission, as long as there are four
members in office, shall not impair the
power of the Commission but shall be filled
in she same manner in which the original
appointment was made.

{1) A gquorum of the Commission shall
consist of a majority of the members, except
that the Commission may establish a lower
nuraber as a quorum for the purpose of
taking testimony. The Commission is au-
thorized to establish such committees and
delegate such authority to them as may be
necessary to carry out its functions. Each
member of the Commission, including the
Chairman, shall have equal responstbility
and authority in all decisions and actions
of the Commission, shall have full access to
all information necessary to the performance
of their functions, and shall have one vote.
Action of the Commission shall be deter-
mined by a majority vote of the members
prezent. The Chairman (or a member desig-
nated by the Chairman to be acting Chalr-
man) shall be the official spokesman of the
Conimission in its relations with the Con-
gress, Government agencies, other persons,
and the public, and, on behalf of the Com-
mission, shall see to the faithful execution
of the administrative policles and decisions
of the Commission, and shall report there-
on to the Commission from time to time or
as the Commission may direct. .

(£) (A) Whenever the Commission sub-
mits any budget estimate or request to the
President or the Office of Management and
Budget, 1t shall concurrently transmit a copy
of that request to Congress.

(B) Whenever the Commission submits
any legislative recommendations, or testi-
mory, or comments on legislation to the
President or Office of Management and
Budget, it shall concurrently transmit a
copy thereof to the Congress. No officer or
ager.cy of the United States shall have any
authority to require the Commission to sub-
mit its legislative recommendations, or testi-
mony, or comments on legislation; to any of-
ficer or agency of the United States for ap-
proval, comments, or review, prior to the
submission of such recommendations, testi-
mony, or comments to the Congress.

(b) The Commission shall—

(1) make a study of the data banks, auto-
‘mated data processing programs, and in-
formation systems of governmental, regional,
and private organizations, in order to deter-
mine the standards and procedures in force
for the protection of personal information;
and .
(2) recommend to the President and the
Congress the extent, if any, to which the
requirements and principles of section 552a
of title b, United States Code, should be ap-
plied to the information practices of those
organizations by legislation, administrative
action, or voluntary adoption of such re-
quirements and principles, and report on
such other legislative recommendations as it
may determine to be necessary to protect the
privacy of individuals while meeting the
legitimate needs of government and society
for information.

(¢} (1) In the course of conducting the
study required under subsection (b)(1) of
this section, and in its reports thereon, the
Cominission may research, examine, and
analyze—

(A) interstate transfer of Information
about individuals that is undertaken through
manual files or by computer or other elec-
tronic or telecommunications means;

(B) data banks and information programs
and systems the operation of which signifi-
cantly or substantially affect the enjoyment
of the privacy and other personal and prop-
erty rights of individuals;

(C) the use of socfal security numbers,
license plate numbers, universal identifiers,
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and other symbols to identify individuals in
data banks and to gain access to, integrate,
or centralize information systeras and fles;
and

(D) the matching and analysls of statis-
tical data, such as Federal census data, with
other sources of personal data, stich as auto-
mobile registries and telephone directories,
in order to reconstruct individual responses
to statistical questionnaires for commercial
or other purposes, in a way which results
in a violation of the implled or explicitly
recognlzed confidentiallty of such inforna-
tion.

{2} (A) The Commission may include hi. its
examination personal information activities
in the following areas: medical; insurance;

- edusation; employment and personnel; eredit,
banking and financial institutions; credit
bureaus; the commercial reporting indussry;
cable televislon and other telecommunica-
tior:s media; travel, hotel, and entertainment
reservations; and electronic check procass-
ing.

%B) The Commission shall include in its
examination a study of—

(1) whether a person engaged n interstate
commerce who maintaing a mailing  list
should be required to remove an individual’s
name and address from such list upon re-
quest of that individual;

(i} whether the Internal Revenue Service
shonld be prohibited from transferring in-
dividually indentiflable data to other agsn-
cies and to agencies of State governments;

(til) whether the Federal Government
shouid be liable for general camages in-
curred by an Individual as the result of &
willful or intentional violation of the provi-
stons of sections 5§562a (g) (1) (¢') or (D) of
title 5, United States Code; and

(tv) -whether and how ithe standards for
security and - confldentlality of records re-
quired under section 552a (e) (10) of such
title should be applied when a record is
disclosed to a person other than an ager:cy.

(C) The Comumission may study such
other personal information activities neces-
sary to carry out the congressional policy
embcedied in this-Act, except that the Com-
mission shall not investigate information
systems maintained by religious organiza-
tions.

(3) In conducting such study, the Com-
mission shall—

(A) determine what laws, Executive orders,
regulations, directives, and judicial decisions
govera the activities under study and the
extent to which they are consistent with vhe
righis of privacy, due process of law, and
other guarantees inthe Constitution;

(B) determine to what extent govern-
mental and private Information systems
affect Federal-State relations or the prin-
ciple of separation of powers;

(C) examine the standards and critevia
governing programs, policies, and practices
relating to the collection, soliciting, proce:s-
ing, use, access, Integration, dissemination,
and transmission o0f personal information;
and :

(D} to the maximum extent practicakble,
collect and utilize findings, reports, studies,
hearing transcripts, and recommendations of
governmental, legislative and private bodiss,
institutions, organizations, and individuals
which pertain to the problems under study
by the Commission. ’

(d) In addition to its other fuactions the
Commission may-—

(1) request assistance of the heads of
appropriate departments, agencies, and in-
strumentalities of the Federal Governmeit,
of State and local governments, and other
persons in earrying out its functions under
this Act;

(2) upon request, assist Federal agencies
in complying with the requirements of sec-
tion 552a of title 5, United States Code:

(3) determine what specific categories of
information, the collection of which would
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violate an individual's right of privacy,

‘should he prohibited by statute from col-

lection by Federal agencies; and

{4) upon request, prepare model legisia-
tion for use by State and local governments
in establishing procedures for handling,
malntaining, and disseminating personal in-
formatlon at the State and local level and
provide such technical assistance to State
and local governments as they may require
in the preparation and implementation of
such legislation.

(e) (1) The Commission may, in carrying
out its functions.under this section, conduct
such inspections, sit and act at such times
and places, hold such hearings, take such
testimony, require by subpens the attend-
ance of such witnesses and the production
of such books, records, papers, correspond-
ence, and documents, administer such oaths,
have such printing and binding done, and
make such. expenditures as the Commission
deems advisable. A subpena shall be issued
only upon an affirmative vote of a majority
of all members of the Commulssion. Subpenas
shall be issued under the signature of the
Chairman or any member of the Commission

designated by the Chairman and shall be .°

served by any person designated by the !

Chairman or any such member. Any mem-
ber of the Commission may administer oaths
or affirmations to witnesses appearing be-
fore the Commisgion. .

(2) (A) Each department, agency, and in<
strumentality of the executive branch of th.
Goverhment is authorized to furnish to the
Commission, upon request made by the
Chairman, such information, data, reports
and such other assistance as the Commission
deems necessary to carry out its functions
under this section. Whenever the head of
any such department, agency, or Instrumen-
tality submits a report pursuant to section
5562a (o) of title 5, United States Code, a copy
of such report shall be transmitted to the
Commission.

(B) In carrying out its functiond and ex-
ercising i{ts powers under this section, the
Commission may accept from any such dg-
partment, agency, independent Apstrumen-
tality, or other person any individa_mlly idey.
tiflable data if such data i5 neggssary. to
carry out such powers and functighe, I as:
case in which the Commission age
such Information, it shall assurg,
information is used only for the pi PGle
which it is provided, and upon toletion
of that purpose such information st... j
destroyed or returned to such 4EpAziment,
agency, independent instrumentalfty per-
son from which it is obtained, as afpropriate.

(3) The Commission shalln have'th e power
to— LA

an executive director, and suck’ gdditionsl
stafl personnel as may be necessary, without
regard to the provisions of title 5, United
States Code, governing appointments in the
competitive service, and without regard to
chapter 51 and subchapter III of chapter 53
of such title relating to classification and
General Schedule pay rates, but at rates not
in excess of the maximum rate for GS-18 of
the General Schedule under section 5332 of
such title; and

(B) procure temporary and intermittent
services to the same extent as is authorized
by section 3109 of title 5, United States
Code.

The Commission may delegate any of its
functions to such personnel of the Commis-
sion as the Commission may designate and
may authorize such successive redelegations
of such functions as it may deem desirable.

(4) The Commission i1s authorized—

(A) to adopt, amend, and repeal rules and
reguldtions governing the meanner of its
operations, organization, and personnel;

(B) to enter into contracts or other
arrangements or modifications thereof, with
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any government, any department, agency, or
independent instrumentality of the Unlted
States, or with any person, firm, assoclation,
or corporation, and such contracts or other
arrangements, or modifications thereof, may
be-entered into without legal consideration,
without performance or other bhonds, .and
without regard to section 3709 of the Revised
Statutes, as amended (41 U.8.C. 5); .

(¢) to make advance, progress, and other
payments which the Commission deems
necessary under this Act without regard to
the provisions of section 3648 of the Revised
Statutes, as amended (31 U.S.C. 528); and

(D) to take such other action as may be
necessary to carry out its functions “under
this section.

(f) (1) Each member of the Commlg-
slon who is an offictr or employee of the
United States shall serve wiihout additional
compensation, but shall continue to receive
the salary of his regular position. when
engaged in the performanec of the dutles
vested in the Commission.

(2) A member of the Comimisslon ofther
than onée fo whom paragraph (1) applies
gligll recelve per diem at the maxipum dally
rete for GIS-18 of the General Schedule when
angaged in the actual performance of the
duties vested in the Commission.

(3) All members of the Commission shall
be reimbursed for travel, subsistence, and
other necessary expenses incurred by them
in the performance of the duties vested In
the Commission. :

The Commission shall, from time to
time, and in an annual report, report to the
President and the Congress on its activities
in carrying out the provisions. of this sec-
tion, The Commission shall make g final re-
port to the President and to the Congress
on its findings pursuant to the study re-
quired to be made under subsection (b) (1)
of this section not later than two years
from the date on which all of the members
of the Commission are appointed. The Com-~
misslon shall cease to exist thirty days after
the date on which its final report Is sub-
mitted to the President and the Congress.

(h) (1) Any member, officer, or employee
of the Commission, who by virtue of his
employment or officlal position, has posses-
sion of, or access to, agency records which
contain individually identifiable informa-
#lon the disclosure of which 1s prohilbited
by this section, and who knowing that that
disclosure of the specific material is so pro-
hibited, willfully discloses the “material in
any mahner to any person or agency not en-
titled to receive it, shall be fined not more
than $5,000.

(2) Any person who knowingly and will-
fully requests or obtalns any record con-
cerning an individual from the Commission
under false pretenses shall be fined not more
than- $5,000. '

SEc. 6. The Office of Mahagement and
Budget shall—

(1) develop guidelines and regulations
for the use of agencies in implementing the
provisions of section 552a of title b, TUnited
States Code, as added by section 3 of this
Act; and
. (2) provide continuing assistance to and
oversight of the implementation of the pro-
visions of such section by agencles,

Sec. 7. (a) (1) It shall be unlawful for any
Federal, State or local government agency
to deny to any individual any right, bene-
fit, or privilege provided by law because of
such individual's refusal to disclose his
soclal security account mumber.

(2) The provisions of paragraph (1) of
this subsection shall not apply with respect
to—

(A) any disclosure which is required by
Federal statute, or .

(B) the disclosure of & soclal security
number to any Federsal, State, or local agency
maintaining s system of records in existence

Approved For Release 2002/01/28 : CIA-RDP76M00527R000700I150086-4
CONGRESSIONAL RECORD — SENATE

and operating before January 1, 1975, if
such disclosure was required under statute
or regulation adopted prior to such date to
verify the identity of an individual.

(b) Any Federal, State, or local govern=
ment agency which requests an indlvidual to
disclose his social security account number
shall inform that indlvidual whether that
disclosure Is mandatory or voluntary, by
what.statutory or other authority such num-
ber is sollcited, and what uses will be made
of it, -

Sec. 8. The provisions of this Act shall be
effective on arid after the date of enactment,
except that the amendments made by sec-
tions 3 and 4 shall become effective 270 days
following the day on which this Act Is en-
acted.

Sec. 9. There is authorized to be appropri-
ated to carry out the provisions of section 5
of this Act for fiscal years 1975, 1976, and 1977
the sum of $1,600,000, except that not more
than $750,000 may be expended during any
such flscal year. -

In lleu of the engrossed amendment to the
title, insert the following:

‘Amend the title so as to read: “An Act to
amend title 5, United States Code, by adding
a sectlon 552a to safeguard individual pri-
vacy from the misuse of Federal records, to
provide that individuals be granted access
to records concerning them which are main-
tained by Federal agencles, to establish a Pri-
vacy Protection Study Commission, and for
other purposes.”

Mr. ERVIN. We preserve most of the
essential elements of the Senate bill
with these few minor changes.

I have been asked by the distinguished
Senator from Louisians, as chairman of
the Finance Committee, the question
whether these amendments would inter-
fere with the practice of the Internal
Revenue Service in furnishing informa-
tion to the State taxing authorities and
to congressional committees, and my as-
surance Is that that will not be inter-
fered with in any respect whatever.

I would like to address more specifi-
cally some other questions raised about
how the bill will work with respect to
tax information and tax returns. Spe-
cifically, the questions relate to the
ability of the IRS to disclose tax infor-
mation under the provision of the bill
that allows disclosure for a routine use
under a purpose which is compatible
with the purpose for which the informa-~
tion 1is collected.

State and local tax agencies now
heavily rely on Federal tax information
and investigations when State agencies
enforce their tax laws. For example,
when the IRS sets up a deficiericy against
a taxpayér who lives in a State, the IRS
frequently sends information on this
deficiency to the State, or local, tax
agency. The States use this information
in collecting their own taxes. This infor-
mation may be sent before the State it-
self conducts any tax investigation on
the individual.

Under the bill, this is intended to con-
stitute a routine use for a purpose com-
patible with the purpose for which the
information was collected, so the IRS
could continue to send this information
to the State and local tax agencies as is
presently done.

Also, the IRS sends to State, and lo-
cal, tax agencies the Federal tax returns
of individuals who live in the State so
the State agency can check to see if the
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individual has reported the same income
and deductions on his Pederal and State,
or local, tax returns. Again, the States
rely on this information in enforcing
their own tax laws. Also, this informa-
tion may be sent to a State before it
conducts a tax investigation on its own.

Under the bill, it is intended that this
would be a routihe use for a purpose
compatible with the purpose for which
the information is collected so the IRS
can continue to send tax information to
State and local tax agencies in this way.

The IRS, of course, provides tax infor-
mation on individuals to the Justice De-
partment when the Justice Department
is preparing a tax case against the in-
dividual. This information is used by the
Justice Department in investigating and
preparing tax cases and also is disclosed"
in court as the Justice Department pre~
sents evidence against the individual.

This disclosure both to the Justice De~
partment and in court would represent
a routine use of the tax information
compaitible with the purpose for which
it was collected and this disclosure would
continue to be possible under the provi-
sions of the bill. i

Under the bill tax returns and other
tax information can—as under present
law—be disclosed to the tax committees
of the Congress—the Senate Finance
Committee, the House Ways and Means
Committee, and the Joint Committee on
Internal Revenue Taxation.

Under the bill this information can
also continue to be disclosed to the stafls
;)f these committees, as under present
aw.

Under the bill an agency can disclose
tax returns to either House of Congress
or to committees of Congress—to the ex~
tent of matters within their jurisdiction.
Since tax returns can be disclosed by an
agency to the Senate and House, it is
intended that—as under present law—
the committees which have received tax
returns can also disclose them to the
Senate or House, just as the Joint Com-
mittee on Internal Revenue Taxation did
with the tax information on President
Nixon., o :

I have also prepared anh analysls of
these amendrments which I submit en-
titled “Analysis of House and Senate
Compromise Amendments to the Federal
Privacy Act,” which explains the pro-
visions of the amendments.

Mr. President, I ask unanimous con-
sent that this statement be printed at
this point in the Recorp. ~ :

There being no objection, the analysis
was ordered to be printed in the REcorp,
as follows:

ANALYSIS OF HOUSE AND SENATE COMPROMISE
AMENDMENTS TO THE FEDERAL PRIVACY ACT
. The establishment of a Privacy Protection
Study Commission. Only the Senate bill pro-

vided for an oversight and study commission

to assist in the implementation of the act
and to explore areas concerned with indi-
vidual privacy -which have not been lncluded
in the provisions of this legislation. The
compromise measure will establish a Privacy

Protection Study Commission of seven

members instead of the five provided in the

Senate bill. Three of these members will be

appointed by the President, two by the

President of the Senate, and two by the

Speaker of the House of Representativas.

The membershlp should be represenata-
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tive of the public at large who, by reason of
their knowledge and expertise in the areas
of civil rights and ltberties, law, social sci-
ences, and complete technology, business,
and State and local government are well
qualified for service on the Commission.
‘While there is no statutory requirement, the
Committiees could expect that no more than
fiva members of the Commission could be
members of one political party.

it is intended that this commission, which
viil serve for a period of two years, will be
solely a study commission. In that capacity
it is hoped the commission can assist the
Exz2cutive Branch and the Congress in their
exumination of PFederal government activi-
ties and fheir impact on privacy as well as
representatives of State and local govern-
ments and the private sector who are at-
tempting to deal with this important
problem.

‘The scope of the commission’s study au-
thority is outlined specifically within the
legislation. In subsection (¢)(2) (b), the
commlission 1s directed to examine certain
issues which are not included In the com-
promise between the House and Senate bill,
such as a requirement that a person main-
taining mailing lists remove an individual’s
nhame upon request; the question of prohib-
iting the transfer of individually identifiable
data from the Internal Revenue Service to
other agencles and to Senate governments;
a question of whether the Federal govern-
meat should be liable for general damages
occuring from a willful or intentional viola-
tion of the provisions of (g} (1), (C) or (D)
or this act; and the extent to which require-
ments for securlty and confidentiality of rec-
ords maintained under this act should be
applied to a person other than an agency.

The commission shall from time to timé
and in an annual report, report to the Con-
gress and to the President on its activities,
and 1t shall submit a final report of its
findings two years from the date the mem-
bers of the commission are appointed.

Ia addition, the commission is authorized
to provide necessary technical assistance
and prepare model legislation upon request
for State and local governments interested in

. adopting privacy legislation. Strict stand-
ards and penalties are placed upon com-
mission members and employees with regard
to the handling and unlawful distribution of
information about individuals which it re-~
celves in the course of ecarrying out its
functions.

‘While the provisions of the rest of this act
do not go into effect until 270 days from
the date of enactment, the commission is
authorized to go into effect immediately upon
the appointment of its members in order
that some of its work may be available to
the Congress and the Executive Branch by
the tlme the remainder of the legislation
becomes effective.

ROUTINE USE

The House bill contains a provision not
provided for In the Senate measure exempt-
ing certain disclosures of information from
the requirement to obtain prior consent
from the subject when the disclosure would
be for a “routine use”. The compromise
would define “routine use” to mean; “with
respect to the diselosure of e record, the
use of such records for a purpose which is
compatible with the purpose for which it
wasg collected.”” .

Where the Senate bill would have ‘placed
tight restrictions upon the transfer of per-
sonul .Information between or outside Fed-
eral agencies, the House bill, under the rou-
tine use provision, would permit an agency
to describe its routine uses In the Pederal
Register and then disseminate the irfforma-~
tion without the consent of the individual
or without applying the standards of ac-
curacy, relevancy, timeliness or completeness
s0 long as no determination was being made
akout the subject. . :
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The compromise definition should serve
a3 & caution to agencies to thirk out in ad-
vance what uses it will make of Informa-.ion,
This act is not Intended to irapose undue
burdens on the transfer of in‘ormation to
the Treasury Department to complete ;ay-
roll checks, the receipt of information by the
Social Security Administration to comylete
quarterly posting of accounts, ¢r other :uch
housekeeping measures and necessarily fre-
quent interagency or intra-agency tran:sfers
of Information. It is, however, intende: to
discourage the unnecessary exchange of in-
formation to sanother person or to agencles
who may not be as sensitive to the collec:ing
agency’s reasons for using and interpre-ing
the material.

INFORMATION ON POLITICAL ACTIVITIES

The House bill tells agencles that they may
not maintain a record concerning the poli-
tical or religious beliefs or activities of any
individual unless maintenance of the record
would be authorlzed expressly hy statule or
by the individual about whom the record is
maintained. The House bill goes on to pro-
vide that this subsection is not deemedc to
prohibit the maintenance of any recorc or
activity which is pertinent to and -within
the scope of a duly authorized law enforce-
ment activity.

The Senate- bill constitufes a prohibition
against agency programs established- for the
purpose of collecting or mairntaining in-
formation about how individuals exercise
First Amendment rights unless the agency
head specifically determines that the pro-
gram. is required for the administration of &
statute,

The compromise broadens the House pro-
visions application to all First Amendment
rights and directs the prohiblilon against
the meaintenance of records. However, as in
the House bill, It does permit the mairte-
nance, use, collection or dissemination of
theso records which are expressly authorized
by statute or the individual subject or are
pertinent {o a duly authorized law enforce=
ment activity.

CONFIDENTIAL SOURCES OF INFORMATION

The compromise provislon for the mainte-
nance of information received from con-
fidential sources represents an acceptance
of the House language after recelving an

‘assurance that in no instance would that

language deprive-an individual from know-
Ing of the existence of any information main-
talned in a record about him which was re<
ceived Irom a “confldential scurce.” The
agencies would not be able to claim that dis~
closure of even a smell part of 3 particular
item would reveal the identity of a confiden-
tial source. ThHe confidential information
would have to be characterized in some gen-
eral way. The fact of the item’s existence
and a general characterization of that item
would have to be made known to the in-
dividual in every case,

Furthermore, the acceptance of this sze-
tlon in no way precludes an individual from
knowing the substance and source of con~
fidential Information, should that informa-
tion be used to deny him a promotion In: a
government job or access to classified in-
formation or some other right, beneflt or
privilege for which he was entitled to bring
legal action when the government wished to
base any part of its legal case on that
information.

Finally, it is important to nove that the
House provision would require that all fu-
ture promises of confiden#iality ti» sources of
information be expressed and not implied
promises. Under the authority to prepare
guidelines for the administration of this nct
it is expected that the Office of Manaye-
ment and Budget will woerk closer with agen-
cies to insure that Federal investicators make
sparing use of the ability to muake expross
promises of confidentiality.

December 17, 1973

STANDARDS APPLIED TO DISSEMINATION OUTSIDE
- THE GOVERNMENT

H.R. 16373 requires that all records which
are used by an agency in making any deter-
mination about an individual be maintained
with such accuracy, relevance, timeliness and
tompleteness as is reasonably necessary to
assure fairness to the individual In the deter-
mination. S. 3418 goes much further and re~
quires that agencle apply these standards at
any time that access is granted to the file,
material is added to or taken from the file,
or at any time it is used to make a deter-
mination affecting the subject of the Ale.

The difference between these two measures
represents a difference in philosophy regard-
ing the handling of personal information.
The Senate measure is designed to comple-
ment the requirement that agencies main-
tain only information which is relevant and
necessary to accomplish a statutory purpose.
The standard of relevancy should be that
statutory basis for an information program
which is now set forth in (e) (1) of the com-
promise measure. By adopting this sectlon,
the Senate hoped to encourage a periodic re-
view of personal information contained in
Federal records as those records were used
or disseminated for any purpose.

The House provision ‘would have applied
these important standards for meaintenance
of information in records at any time a de«
términation is made about an individual.
The House bill goes on to permit additional
“routine uses” of information which may
not rise to the threshhold of an “agency de-
termination” without requiring that the in-
i’ox(‘lmation be upgraded to meet these stand-
ards. :

The compromise amendment would adopt
the section of the House biil applying the
standards of accuracy, relevance, timeliness
and completeness at the time of a determi-
nation. It would add the additional require-
raent, however, that prior to the disseminae
tion of any record sbout an individual to any
person other than an other agency, the send-
ing agency shall make a reasonable effort to
assure that the record is accurate, complete,
timely, and relevant. This proviso was in-
cluded because Federal agencies would be
governed by a requirement to clean up their
records before a& determination is made and
limited by a requirement to publish each
routine use of information in the Federal
Register, but the use of information by per-

" sons outside the Federal government would

not be governed by this act. Therefore, agen-
cles are directed to be far more careful about
the dissemination of personal information to
persons not governed by the enforcement
provisions of this bill.

THE FREEDOM OF INFORMATION ACT AND
PRIVACY

Perhaps the most difficult task in drafting
Federal privacy legislatlon was that of de-
terminingthe proper balance between the
public’s right to know about the conduct of
their government and their equally impor-
tant right to have information which is per-
sonal to them maintained with the greatest
degree of confidence by Federal agencies. The
House bill made no spectfic provision for
Freedom of Information Act requests of ma-
terial which might contain Information pro-
tected by the Privacy Act. Instead, in the
committee report on the bill, it recognized
that:

“This legislation would have an effect on
subsection (b)(6) of the Preedom of Infor-
mation Act (8 US.C., Section 552) which
states that the provisions regarding disclo-
sure of information te the public shall not
apply to material ‘the disclosure of which
would constitute a clearly unwarranted in-
vasion of personal privacy.’ H.R. 16373 would
make all individusally identifiable informa-
tion In government files exempt from public
disclosure. Such disclosure could be made
available to the public only pursuant to rules
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published by agencies in the Federal Reglster
permitting the transfer of particular date

' to persons other than the individuals to
whom they pertain.”

The committée report went on to express
a desire that agencies continue to make cer-
tatn individually ldentifiable records open
to ‘the public because such disclosure would
be in the public interest. -

*The Senate bill reflected the position of
an ‘earlier draft of the House measure in
Seqfﬁion 205 (b) where it provided that noth-

: 1ng in the act shall’ be construed to permit
thfe withholding of any personal information
wrhich 1s otherwise required to be disclosed
l;.‘n'y law or any regulation thereunder. This
ésection was intended as specific recognition
‘of the need to permit disclosure under the
Freedom.of Information Act. ;

The compromise amendment would add
an additional condition of disclosure to the
House bill which prohibits disclosure with-
out written request of an individual unless
disclosure of the record would be pursuant
to Section 552 of the Freedom of Information
Act. This compromise is desighed to preserve
the status quo as interpreted by the courts
regarding the disclosure of personal infor-
mation under that section.

A related amendment taken from the Sen-
ate bill would prohibit any agency from re-
lying upon any exemption contained in Sec-
tion 552 to withhold from an individual any
record which 18 otherwise accessible to such

- individual under the provisions of this sec-
tion.
CIVIL REMEDIES

Under the House bill an individual would
be permitted to seek an injunction against
an agency only to produce his record upon
a failure of an agency to comply with his
request. An individual would be able to sue
for damages only if an agency failed to main-

tain a record about him with such accuracy,

relevance, timeliness and completeness as
would be necessary to assure fairness and a
determination about him, and consequently
an adverse determination was made. A suit
for damages would also be in order against
an agency if it falls’ to comply with any
other provision of this act in such a way to
have an adverse effect on the individual.

Under the Senate bill injunctive relief
would be available to an individual to en-
force any right granted to him. And an in-
dividual would be permitted to sue for dam-
ages for any action or omission of an officer
or employee of the government who violates
a provision of the act.

The standard for recovery of damages un-

_der the House bill would have rested on the
determination by a court that the agency
acted in a manner which was wiliful, arbi-
trary, or capricious. The Senate bill would
have permitted recovery against an agency
on a finding that the agency was negligent
in handling his records.

These amendments represent a compromise
between the two positions, permitting an
individual to seek injunctive relief to correct
or amend a record maintained by an agency.
In a sult for damages, the amendment re-
flects a belief that a.finding of willful, arbi-
trary, or capricious action 1s too- harsh a

standard of proof for an individual to exer-

cise the rights granted by this legislation.
Thus the standard for recovery of damages
was reduced to “willful or intentional” ac-
* tion by an agency. On a continuum between
negligence and the very high standard of
willful, arbitrary, or capricious conduct, this
standard is viewed as only somewhat greater
than gross negligence. b
Both the House and Senate bills povided
for an individual to recover reasonable at-
torney fees and costs of litigation. The com-
promise amendments adopt the standard of
the House bill permitting the court to award
attorney fees and reasonable costs to an in-
dividual where the complainant has sub-

stantially preveiled, in an injunctive action.
Fees would be required to be pald with any
award of damages.

ACCESS AND CHALLENGE TO RECORDS

The House bill would apply a standard of
promptness to agency considerations of re-
quests for access to records and requests to
challenge or correct those records. In addi~
tion, it allows the individual to request a
review of a refusal to correct & record by the
agency official named in its public notice
of information systems.

‘The Senate bill requires
make a determination with respect to an in-
dividual’s request for a record change within
60 days of the request and to permit him a
hearing within 30 days of a request for one,
with extension for good cause permitted. The
individual would have the option of a formal
or informal hearing procedure within the
agency upon a refusal of a request to correct
or amend a record. The compromise amend-
ment would require the agency to respond
within 10 working days to acknowledge an
individual’s request to amend a record. Fol-
lowing acknowledgement, the agency must
promptly correct the information which the
individual belleves is not accurate, relevant,
timely or complete or inform the individual
of its refusal.

If the individual disagrees with the re-
fusal of the agency to amend his record, the
agency shall conduct & review of that refusal
within 30 working days, provided than an
extension may be obtained for good cause.
We expect that agency heads will conduct
these reviews themselves or assign officers of
the rank of Deputy Assistant Secretary or
above to review them.

The House bill would not have permitted
8 Federal District Court to review de novo
an agency’s refusal to amend a record. The
compromise adopts the Senate provision
which would require a de novo review of such
refusal and to order a correction where
merited. Finally, the compromise requires
that in any disclosure of information sub~
ject to disagreement that the agency inciude
with the disclosure a notation of any dispute
over the information or a copy of any state-
ment submitted by the individual stating
his reasons for disagreement with the
information.

. ACCOUNTING FOR DISCLOSURES
Sectlon ¢ of the House bill requires an -

agency to inform any person or another
agency about a correctlon or notation of
dispute regarding & record that has been dis-
closed to that person or agency within two
years before making the correction or nota-
tion. It would not apply if no accounting of
the disclosure had been required. No such
limitation was placed upon saccounting for
disclosures in the Senate bill and the com-
promise measure would require any person
or agency recelving the record at any time
hefore a notation or dispute is made to he
notified if an accounting of the disclosures
were made. -
The House bill requires an agency to main
faln an accounting for disclosures for only
five years. The Senate bill places no limita-
tion on the length of time for maintaining
such disclosures. The compromise amend-
ment would require maintaining of the dig-
closure for five years or the life of the rec-
ord, whichever 1s longer.
LIMITATIONS ON THE TYPES OF INFORMATION
COLLECTED. AND THE USE OF THIRD PARTY
INFORMATION

The Senate bill requires Federal agencies
to maintain only such information about an,
individual as is relevant and necessary to
accomplish a statutory purpose of the agen=-
cy . The House bill did not address this
issue. The compromlise amendment modifies

the Senate provision to permit the collection -

of Information which would be required to

accomplish not only a purpose set out by a

the sgency to
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statute but also a purpose outllned by a
Presidential Executive Order.

The provision is included to Umit the col-
lection of extraneous information by Federal
agencies. It requires that a consclous deci-
slon be made that the information is re-
quired to meet the needs of an agency as
dictated by a statute. Agencies should for-
mulate as precisely as possible the policy
objectives to be served by & data gathering.
activity before it is undertaken. It is hoped
that multiple requests for information will
be reduced and that agencles will collect no
more sensitive personal information than is
necessary.

The Senate bill- also requires agencies to
collect information to” the greafest extent
practicable directly from the subject when
that information could result in an adverse
determination about an individual’s rights
and benefits and privileges under a Federal
program. The House bill had no provision,
but the compromise amendment accepts the
Senate. language. This section 1s designed
to discourage the collection of personal in-
fformation from third party sources and
therefore to encourage the accuracy of Fed-
eral date gathering. It supports the principle
that an individusl should to the greatest
extent possible be in control of information
about him which is given to the government,
This may not be practical in all cases for
financial or logistical reasons or because of
other statutory requirements. However, 1t is
a principle designed to insure falrness in
information collection which should be in-
stituted wherever possible.

ARCHIVAL RECORDS

The House bill provides that records ac-
cepted by the Administrator of General
Services for temporary storage and servicing
shall be considered for purposes of this act,
to be maintained by the agency which de-
posits the records. Records transferred to the
National Archives after the effective date of
this Act for purposes of historical preserva-
tion are considered to be maintained by the
Archives and are subject only to Ilimited
provisions of the Act. Records transferred to
the National Archives before the effective
date of this Act are not subject to the provi-
sions of this Act,

The Senate bill provides that records ac-
cepted by the Administrator of General Serv-
ices for temporary storage and servicing shall
be considered, for purposes of this Act, to be
maintained by the agency which deposits the
records. All records transferred to the Na-
tional Archives for purposes of historical
preservation are considered to be maintained
by the Archives and are subject only to those
provisions of this Act requiring annual pub-
Iic notice of the existence and character of
the information systems maintained by the
Archives, establishment of approprlate safe-
guards to insure the security and integrity of
preserved personal information, and promul-
gation and implementation of rules to in-
sure the effective enforcement of those safe-
guards.

The compromise amendment subjects rec-
ords transferred to the Natlonal Archives for
historical preservation to a modified require-
ment for annual public notice. It is intended
that the notice provision not be applied sep-
arately and specffically to each of the many
thousands of separate systems of records
transferred to the Archives prior to the ef-
fective date of this Act, but rather that a
more general description be provided which
pertains to meaningful groupings of record
systems. However, record systems transferred
to the Archives after the effective date of this
Act are individually subject to the specific
notice provisions. This coverage is intended
to support and encourage improvements in
the organization and cataloging of records
maintained by the Archives, both to make
authorized access to such records slmpler and
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to insure broader application to Archlval
records of safeguards for data security and
confldentiality.

MORATORIUM ON THE USE OF THE SOCIAL
SECURITY ACCOUNT NUMBER

The House bill provides that a Federal
agency, or a State or local government act-
ing in compliance with Federal law or a
federally assisted program, is prohibited
from denying to individuals rights, benefits
or privileges by reason of refusal to disclose
the social security account number, Any
such governmental agency is further pro-
hibited fronf utilizing the social security
account number for purposes apart from
verification of individual identity except
where another purpose is specifically au-
thorized by law. Exempt from these prohibi-
tions are systems of records In eXxistence
and operating prior to January 1, 1975. Ex-
emption is further granted where disclosure
of a social security account number 15 re-
guired by Federal law.

The Senate bill provides that a Federal
agency, or a State or local government, is
prohibited from denying to individuals
rights, benefits or privileges by reason of
refusal to disclose the social security account
number. Persons engaged in the business of
commerclal transactions or activities are
prohibited from discriminating against any
individual in the course of such activities
by reason of refusal to disclose the social
securlty account number. Ezempt from
these prohibitions are systems of records in
existence and operating prior to January 1,
1975. Also exempt are disclosures of the so-
clal security account number required by
Federal law. This section further provides
that any Federal, State or local government
agerncy or any person who requests an indl-
vidual to disclose his-social-security number
shall inform that individual whether that
disclosure is mandatory or voluntary, by
what statutory or other authority such
number is solicited, what uses will be made
of it, and what rules of confidentiality will
govarn it. )

The compromise amendment changes the
House language by broadening the coverage
of State and local governments so as to pro-
hibit any new activity by such a government
that would condition a right, benefit or
privilege upon an Individusal's disclosure of
his soclal security account number.

To clarify the Intent of the Senate and
House, the grandfather clause of this section
was re-stated to exempt only those govern-
mental uses of the social security saccount
number continuing from before January 1,
1975, pursuant to a prior law or regulation
thai, for purposes of verifying identity, re-
quired individuals to disclose their social
security account number as a condition for
exercising a right, benefit, or privilege. Thus,
for illustration, after January 1, 1975, it will
be unlawful to commence operation of a
State or local government procedure that
requires individuals to disclose their social
security account number in order to register
a metor vehicle, obtaln a driver's license or
other permit, or exercilse the right to vote
in an election. The House section was
amended to include the Senate provision
for informing an individual requested to dis-
closz his social security account number of
the nature, authority and purpose of the
request. This provision is intended to permit
an individual to make an informed decision
whether or not to disclose. the social security
account number, and it is intended to bring
recognition to, and discourage, unnecessary
or improper uses of that number.

MAILING LISTS

The Senate bill prohibits the sale or rental
of an Individual’'s name and address by =&
Federal agency unless such action is specifi-
cally authorized by law, This section further
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provides that upon written request of any in-
dividual, any person engaged Iin interstate
commerce who malntaing a matiing list shall
remove the individual's name and address
from such list,

The compromise amendment accepts the
Senate prohibition of the sale or rentel of
mailing lists by Federal agencies. Names and
addresses associated with other personal in-
Tormation obtained by Federal agencies pur-
suant to statute or executive order, or by
unauthorized means, are thus not permiited
to be sold or rented to the publio. Publié dis-
closure of malling lists by authority of Sec-
tion 552(b), the Freedom of Infcrmation Act,
or by authority of other Federal law, is not
prohibited. Public disclosure would be per-
mitted in cerfain other circumsiances where
the agency determines that the potential for
adverse effects from such disclosure on the
privacy or other rights of persors on a mail-
Ing list are Inconsequential and that the
benefits likely to.accrue to such persons and
to the general public are clear and signifi-
cant. In this regard, a directive from, the
Office.of Management and Budget forbidding
disclosure by Federsl agencies of a person’s
name absent his specific conseat woule! be
relevant to the infent of this subsection.

RULEMAKING PROCEDURES FOR MAKING
EXEMPTIONS

To obtain an exemption from certain pro-
visions of this Act under the House hill,
agencies entitled to those exemptlons would
be required to public notice of zhe proposed
exemptions in the Federal Reglster purstant
to Section 653 of the Administrative Prace-
dures Act permitting comment: to be sub-
mitted in writing for inelusion in the Revord
with such exemptions.

The Senate bill applied a much more
stringent standard and would have required
agencies to hold adjudicatory hearings as
provided in APA Sections 556 and 557. The
compromise agreement would no longer re-
quire full adjudicatory preceecing by any
g&gency seeking an exemption permitted
under the act. However, agencle3 would still
be required to publish notice of a propused
rulemaking in the Federal Register and cculd
not waive the 30 day period for such publica-
tion. In addition it is specifically provided
in this act that agencies obtaining such ex-
emptions state the reasons why the sys.em
of records is to be exempted. Should ob-
Jection be filed with the Commission to any
rulemaking exemption, it is expected tnat
the agency would respond specifically to
each objection in setting forth its reason in
support of the exemption.

DUTIES OF THE OFFICE OF MANAGEMEN?T
AND BUDGET

Under the SBenate bill the Privacy Protec-
tion Commission was directed to develop
model guidelines and conduct certain over-
sight of the implementation of this Act to
Federal agencles. Since the compromise
amendment wotild change the scope of au-
thority of the commission, it was felt there
remained a need for an agency within the
government to develop guidelines and re:u-
lations for agencles to use in implementing
the provisions of the Act and to provide con-
tinuing assistance to and oversight of the
implementation of the provislons of this
Act by the agencies.

This function has been assigned. to :he
Office of Management and Budget.

REPORTS ON NEW SYSTEMS

Under the Senate bill the Privacy Pro-
tecticn Commission was to have & central
role in evaluating proposals to establish or
alter new systems of information in the Pad-
eral government. If the commission had de-
termined that such a proposal was not in
compliance with the standards establishied
by the 8enate bill the agency which prepared
the report could not proceed Lo establish
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or modify an Information system for 60
days In order to glve the Congress and the
President an opportunity to review that re-
port and the commission’s recommendations.

The compromise amendment still would
require that agencies provide adeguate ad-
vance notice to the Congress and to the Of«
fice of Management and Budget of any pro-
posal to establish or alter a system of records
in order to permit an evaluation df the pri-
vacy lmpact of that proposal. In addition
to the privacy impact, consideratipn shonld
be given to the effect the proposal may hawe
on our Federal system and on the ieparatié\gn
of powers between the three brgnches cif
government. These concerns are expressed in
connection with recent proposals by the Cen-
eral Services Administration and Depart-
ment of Agriculture to establish a g‘lan’t data
facility for the storing and sharihg-of in-
formation between those and perhgpe other
departments. The language in the Benate
report on pages 64-66 reflects the cqnegrn at-
tached to the inclusion of this lafiguage in
3, 8418.

The acceptance of the compromide aimend-
ment does not question the motivation or
need for improving the Federal government’s
data gathering and handling capabilities. It
does express a concern, however, that the
office charged with central management and
oversight of Federal activities and the Con-
gress have an opportunity to examine the
impact of new or altered data systems on
our citizens, the provisions for confiden-
siality and security in those systems and the
extent to which- the creation of the system
will alter or change interagency or intergov-
ernmental relationships related to informa-
sion programs.

GOVERNMENT CONTRACTS

The Senate bill would have extended its
provisions outside the Federal government
only to those contractors, grantees or par-
sicipants in agreements with the Federal gov-
ernment, where the purpose of the contract.
grant or agreement was to establish or alter
an information system. It addressed a cor-
cern over the policy governing the sharing
of Federal criminal history information with
State and local government law enforcement

-agencies and for the amount of money which

has been spent through the Law Enforcement
Assistance Administration for the purchase
of State and local government criminal in-
formation systems.

The compromise amendment would now
permit Federal law enforcement agencies to
determine to what extent their information
systems would be covered by the Act and to
what extent they will extend that coverage
to those with which they share that infor-
mation or resources.

At the same time it is recognized that
many Federal agencies contract for the op-
eration of systems of records on hehalf of
the agency in order to accomplish an agency
function. It was provided therefore that such
contracts 1f agreed to on or after the effective
date of this legislation shall provide that
those contractors and any employees of those
contractors shall be considered to be em-
ployees of an agency and subject to the pro-
visions of the legislation.

- DEFINITION OF RECORD

The definition of the term “Record” as
provided in the House bill has been expanded
to assure the intent that a record can in-
clude as little as one descriptive item about
an individual and that such records may in-
corporate but not be limited to information
about an individual’s education, financial
transactions, medical history, criminal or
employment records, and that they may con-
tain his name, or the ldentifying number,
symbol, or other identitying particularly as-
signed to the individual, such as & finger or
voice print or a photograph. The amended
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definition was adopted to more closely re-

flect the definition of “personal informa-

tion” as used in the Senate bill
DEFINITION OF THE TERM AGENCY

Some questions have been raised regard-~
ing the applicability of HR. 16373 and S.
3418 to the U.S. Postal Service, the Fostal
Rate Commission and similarly related en-
tities. .

H.R. 16373 defines ‘agency” to mean an
agency as defined in Section 552(e) of Title
V. S. 3418 defines the term “Federal agency”
to mean any department, agency, instru-
mentality, or establishment in the Execu-
tive Branch of the Government of the United
States and includes any officer or employee
thereof.

A compromise agreement adopts the def-
inition by reference to section 552(e) as
provided in H.R. 16373, It is the intention of
the House and Senate that the Federal Pri-
vacy Act clearly apply to the Postal .Service,
the Postal Rate Commission, and government
corporations or government controlled cor-
porations now in existence or which may be
created in the future as provided in Public
Law 93-502, the amendments to the Iree-
dom of Information Act. .

While Section 410(a) of Title 39 of the
U.S. Code exempts the Postal Service and
Postal Rate Commission from legislation
‘generally applicable to. Federal agencies,
barring a clear expression of Congressional
intent to the contrary, is the considered in-
tent of the committees which consider this
legislation that it should apply to the Postal
gervice and .Postal Rate Commisstion, not-
withstanding the operation of Title 39 Sec-
tion 14(a) of the United States Code.

Mr. ERVIN. Mr, President, I have also
-~ repared & statement giving credit to
members of the Government Operations
Committee, and another statement giv-
ing credit to members of the Subcom-
mittee on Constitutional Rights, which
worked on privacy matters for many
years, commending them for their work.

I would like to ask unanimous consent
these be printed in the Recorp at this
point. : :

There being no objection, the state-
ments were ordered to be printed in the
RECORD, as follows:

STATEMENT TO MEMBERS OF THE GOVERNMENT
OPERATION - COMMITTEE

Mr., President, S. 3418 represents the cul-

mination of many months of work by the
Cominittee on Government Operations to
fashion legislation that will guarantee the
rights of all Americans with respect to the
gathering, use, and disclosure of information
about them by the Federal Government.
- Again, I want to express my gratitude to
two members of this committee who have
helped make this legislation possible Sensator
Percy from Illinols, the ranking minority
member, and Senator Muskie from Maine,
the chairman of the Subcommittee on Inter-
governmental Relations,

Thelr efforts, and that of their staffs have
been indispensible in helping to reach the
compromise reflected In the amendments
adopted by the Senate today.

Great credit also is due to Senator Ribicoff,
Senator Javits and the other cosponsors of
this legislation as well as to all the members
of the Committee on Government Opera~
tions. Without their many valuable contribu-
tions, we would have been unable to develop
the sensible bill that the committee reported
unanimously to the Senate. .

Finally, the Committee wishes to express
appreclation for the valuable time and effort
devoted to the drafting of this legislation by
Mr. Bill Ticer, in the office of the Senate
Legislative Counsel.

Mr. President, I am pleased to note that
the compromise which has been roached be-
tween the Senate and the House on this pri~
vacy legislation wlill provide for the estab-
lishment of & Privacy Protection Study
Commission. While the scope of the com-
mission's authority i‘s not as breoad as we
had sought in the Senate bill, 1t should
serve as an lmportant function in provid-
ing the President and the Congress with the
kxind and caliber of information about prob-
1ems related to privacy in the public and
private sectors which are needed to make
informed decisions.

I belleve that this bill also strengthens
the ability of the individual to enforce the
rights granted to him under this act from
the provisions which were contained in the
House measure.

Finally the compromise bill contains the
mintmum recommendatiors made for pro-
tecting privacy and for establishing rules
of due process for the Government’s use of
computer technology for personal dafa sys-
tems.

It is in keeping with the recommenda-~
tion of the Committee on Government Opera-
tions which stated the purpose of the Sen-
ate bill is to:

Promote government respect for the pri-
vacy of citizens by requiring alt departments
and agencles of the executive branch and
their employees to observe certain constitu-
tional rules in the computerizing, collection,
management, use and disclosure of persona}

- information about individuals.

It is to promote accountability, responsi-
bility, legislative oversight, and open gov-
ernment with respect to the use of computer
techniology in the personal information sys-
tems and data banks of the Federal gov-
ernment and with respect to all-of its other
manual or mechanized files.

It is designed to prevent the kind of il-
legal, unwise, over-broad, investigation and
record survelllance or law-abiding eitizens
which has resulted in recent years from ac-
tlons of some over-zealous investigators, from
the curlosity of some government admini-
strators, and from the wrongful disclosure
and use of personal files held by Federal
agencies.

It 1s to prevent the secret gathering of
information or the creatlon of secret infor-
matlon systems or data banks on Americans
by employees of the departments and
agencles of the Executive branch.

It is designed to set In motion a long-
overdue evaluation of the needs of the Fed-
eral government to acquire and retain per-
sonal information on Americans, by requir-
ing stricter review within agencles or criteria
for collection and retention of such infor-
mation.

It is also to promote observance of valued
principles of falrness and individual privacy
by those who develop, operate and admint-
ster other major Institutional and organiza-
tional data banks of government and society.

While this is a momentous day for the Sen-
ate, it’s work In the field of privacy 1s not
completed with the adoption of this legis-
1ation. It will require aggressive oversight by
the Committee on Government Operations,
and I would hope that Senator Muskle
through his Subcommittee on Intergovern-
mental Relations, and that Senator Percy, as
the ranking minority member of the Com-
mittee on Government Operations, will con-
tlnue to exercise their leadership in this re~
gard.

STATEMENT TO MEMBERS OF THE SUBCOMMITTEE
- OoN CONSTITUTIONAL RIGHTS .

Mr. ErvinN. Mr. President, when the Senate
approved S. 3418 In November, I pald tribute
to the contributions of the members and the
staff of the Government Operations Com-
mittee and to t he staffs of the members of
the Committee who had worked on the hill,
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I wish to acknowledge also the valuable con-
tributions of the Committee's special con-
sultant, Professor Alan F. Westin of Colum-
bia University, whose testimony in June and
expert counsel through the summer provided
the basis for policy judgments and for de-
tailed amendment of the bill in order that &
workable proposal could be reported to the
Senate. Professor Christopher Pyle of the
John Jay Coliege of Criminal Justice in New
York, also, rendered valuable assistance to
the Committee, as he has during his service
as g consultant of the Constitutional Rights
Subcommittee.

Much credit is also due to Lawrence Baskir,
former chief counsel of the Constitutional
Rights Subcommittee, Mark Gitenstein, pres-
ent chief Counsel of the Subcommittee, Irenc
Margolis, Dorothy Glanzer and the rest of
the Subcommitiee staffl who helped immeas-
urably in the development of the bill and
report during the joint hearings and study.

Furthermore, no person who has walked
on Capitol Hill merits greater commenda-
tion in this connection than Marcla Mac-
Naughton, who served for a substantial time
on. the staff of the Subcommittee on Consti-
tutional Rights and made herself most
knowledgeable in respect to privacy and the
threats to it. During past months she left
the academic world temporarily to aid the
Senate Committes on Government Opera-
tions ip the drafting of S, 3418.

I believe the comprehensive hearings and
studies of the Constitutional Rights Sub-
committes have helped to provide the Con-
gress with an excellent basis for this and
other needed legislation in years to come.
I hope the many published volumes of the
result of the Subcommittee’s work on pri-
vacy, computers and data banks will aid
those working on this subject in the future.
The members who serve on that Subcommit-
tee have made many contributions to the
protection of privacy by their sponsorship
of legislation and their support and partici-
pation of the investigations and reports
which were needed to draft legislation. They
have also provided the Executive Branch with
the background and Information for reports
and action to protect privacy and I hope
officials in all federal departments and agen-
cles will continue to take advantage of this
research and this documentation of public
concern over governmental incursion on in-
dividual freedoms. /

Since the Senate and the House passed
their respective privacy bills, Jim Davidson
has labored tirelessly to reconcile their
varying provisions and thus make the en-
actment of legislation to protect the rights
of privacy of Americans possible. I will al-
ways be grateful to him for his most help-
ful assistance to me.

Mr. ERVIN. Mr. President, I would
urge 2ll Members of- the Senate to sup-
port these amendments- with my assur-
ance that I have been informed by the
House that the House will immediately
take themr and send the bill to the White
House and we will have, for the first time
in the history of our Nation, some effec-
tive privacy legislation. .

Mr. PERCY. Mr. President, the com-
promise privacy bill we bring before the
Senate today is a remarkable achieve-
ment. It marks the culmination of more
than 10 years of concern and attention
by the Congress to the fundamental issue
of personal privacy. It represents the
continuing efforts by the distinguished
senior Senator from North Carolina (Mr.
ErvIN) to cultivate that concern and I
believe this legislation is a fine tribute
to Senator ErviN’s work.

I would like to strongly commend the
staff of the Government Operations Com-
nittee in their efforts to produce a com-~
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promise with the House. Their diligent
efforts have been quite crucial to th:2
successful resolution of extremely diffi-
cult policy differences. In this regard, [
would like to give a special commenda-
tion and extend my appreciation to M.
Bill Ticer, office of the Senate Legislative
Counsel, for his dedicated assistance to
the committee staff during the past 6
months. I understand that his partici-
pation was of immense value in clarify.-
ing difficult portions of the legislation.

I also commend Congressman MOOR-
HiEAD' of Pennsylvania, Congressmar.
EnrLENBORN, and Congressman GoOLD-
waTER for their diligent efforts in con-
nection with this legislation.

I am pleased to note that the com-
promise which has been reached does in-
clude a provision for a 2-year Privacy
Protection Study Commission. While this
Commission does hot retain some of the
er:forcement powers afforded to it in the
Senate-passed bill, S. 3418, I believe that:
it is certainly equipped to perform the
functions intended by the Senate. The:
Commission will be responsible for as-
sembling experts in the flelds of com-
puter science, law, social sclences, busi-
ness, and Government to study and rec-
ommend solutions to privacy problems
net adequately addressed by this bill, 1
believe that the Commission will serve
to keep focused attention on this im-
portant issue of public policy so that
Federal agencies, State and local govern-
ments, and private organizations will
continue to implement the basic prin-
ciples of fair treatment for personal data
contained in this bill.

I am pleased that the compromise bill
contains the provision, introduced by
Senator Gorpwarer and myself, to limit
abuses of the soclal securlty number. I
look forward to a more final solution to
the problems associated with this num-
ber, which is widely used as a universal
identifier in this country. The Privacy
Protection Study Commission will study
the problem and bring back to the Con-
gress policy recommendations on this
matter.

#inally, T am pleased that Congress has
acted with authority to establish, across
the board in the Federal Government,
fundamental protections of personal pri-
vacy. The challenge now rests with the
Pederal agencies to adopt regulations and
implement procedures to carry out the
intent of this statute. We intend to work
with the agencies and we hope that they
wiil cooperate fully, in return, with the
Government Operations Commitfees of
both Houses, in their oversight capacity,
and with the Privacy Protection Study
Commission, in its study capacity.

Mr. MUSKIE., Mr. President, this is a
momentous day for the Senate and for
every citizen of this country on whom
the Government maintains a record.

"The compromise agreement which has
been worked out between the Senate and
the House under the able leadership of
the chairman of the Committee on Gov-
ernment Operations, Mr. ERrvIN, repre-
sents the first major assault on the inva-
sion of privacy in recent decades.

- Mr. President, I would like to. note the
ouistanding work in the development of
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this bill by Mr, James H. Davidson, of
the staff of my Subcommittee on Inter-
governmental Relations, who has spent
countless hours working on this legisla-
tion.

The passage of this legislation will
rightfully earn for this Congress the rep~
utation as the Privacy Congress.

While the courts have begun to recog-
nize the capacity and the practices of
the government to invade the privacy of
its citizens, it is the responsibility of the
Congress to develop the legislative pro-
teciion against those invasicns.

The Federal Privacy Act draws upon
the constitutional and judicial recogni-
tion accorded to the right of privacy and
translates it into a system of procegural
and substantive safeguards against ob-
trusive Government information-gather-
ing practices.

Until now we have allowed techno-
logical advances in Federal recordkeep-
ing to outpace our efforts to control and
safeguard the information.we have col-
lected. This act would restore balance
against those advances by adding new
protections for every citizer.

I am nleased to note that this act has
developed an important balance between
the rights of privacy of each of our citi-
zens and the public need for disclosure of
Government materials under the Free-
dom of Information Act.

Mr, President, this legislation in-or-
porates fundamental rights of fair in-
formation practices into Federal infor-
mation systems. It is an important be-
ginning, And I hope to be able to foilow
the implementation of this act in the
next Congress through the work of my
Subcommittee on Intergovernmental

- Relations.

Mr. BROCK. Will the S8enator yield?

Mr. ERVIN., I yield to the Senator
from Tennessee.

Mr. BROCK. Mr. President, may I
take a moment to express my gratitude
to the Senator from North (aroling for
his leadership in a matter in which I
have had, as so many others have had, a
great, continuing, and growing concarn.
The privacy bill is a much-needed piece
of reform legislation which T am proud
to have sponsored.

There is no question about the akuse
of personal privacy in this eountry, and
it is growing at a geometric rate each
year. I understand, for exan:ple, that it
is presently possible to have every tele-
phone in America bugged.

Privacy Is not a privilege, it is a basic
right, a fundamental freedom which is
deeply rooted in our Americon heritage.
It is the ability to be secure in our
homes, persons, and papers. We sin:ply
must take firm and specific action to
protect the people of this Nation from
the erosion of their personal liberties.

This bill, which addresses itself to the
use and abuse of Federal data banks, es-
tablishes several basic standards. First,
only relevant personal information can
be collected, and the individual must be
informed as to which data is required,
which is voluntary, why it is needed, and
under which authority. Second, c¢nly
timely data may be maintained and lis-
seminated, and access to, and security
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of, the data must be regulated. Addition-
ally, the nature of all data banks must
be announced. Individuals will have ac-
cess to inspect their records and must be
told the source of the data and how it
is used. Pinally, information challenged
by an individual must be reinvestigated
and, where proper, modified or corrected.

I personally want to express my great
debt to the Senator from North Caroc-
lina for his efforts to remedy this
problem.

We did have differences with the
House, but the compromise is an effort
to deal with those differences in a very
frank and very healthy way.

I appreciate the result of the labors of
tgle gentleman and I want him to know
it.

Mr, ERVIN. I thank my friend from
Tennessee and want to commend him
for the work he did in the Government
Operations Committee in this legislation.

Mr. President, I ask for the yeas and
nays on the motion.

The PRESIDING OFFICER. Is there
a sufficient second? There is a sufficient
second.

The yeas and nays were ordered.

Mr. ERVIN. I yield the floor.

Mr. HRUSKA. Mr. President. :

The PRESIDING OFFICER. The Sen-:
ator from Nebraska. i

Mr. HRUSKA, Mr. President, I yielc
to the Senator from West Virginia, re-,
serving my right to the floor, for a brief
statement.

AMENDMENT OF THE SOLID WAST?
DISPOSAL ACT

Mr. RANDOLPH. Mr. President, TYe>
port from the Committee on Public
Works HR. 16045, and ask unanimous
consent for its immediate consideration.

The PRESIDING OFFICER. The bill
will be stated by title.

The assistant legislative clerk read as
follows:

A Dbill (HR. 16045) to amend the Solld
‘Waste Disposal Act to authorize appropria-
tions for fiscal years 1875 and 1976 and to
make certaln technical and conforming
changes, reported with an amendment.

The PRESIDING OFFICER. Is there
objection to the consideration of the bill.
There being no objection, the Senate
proceeded to consider the hill (HR.
16045) which had been reported from
the Committee on Public Works with an

amendment to strike out all after the -

enacting clause and insert:

That paragraph (2) of subsection (a) of
section 216 of the Solld Waste Disposal Act,
as amended (87 Stat. 11), is amended by
striking “and not to exceed $76,000,000 for
the fiscal year ending June 80, 1974.” and in~
gerting in lieu thereof *, not to exceed $76,-
000,000 for the fiscal year ending June 30,
1974, and not to exceed $76,000,000 for the fis-
cal year ending June 30, 1975.”

The amendment was agreed to.

The amendment was ordered to be
engrossed and the bill to be read a third
time.

The bill was read the third time, and
passed.

The title was amended so as to read:
“T'o amend the Solid Waste Disposal Act

Approved For Release 2002/01/28 : CIA-RDP76M00527R000700150086-4

e



December-17, 197}

to authorize éppropriations for fliscal
year 1975.”

ORDER OF BUSINESS

Mr. ROBERT C. BYRD. Will the Sen-
ator from Nebraska yield for 30 seconds
without losing his right to the floor?

Mr. HRUSKA. I am happy to yield.

Mr. ROBERT C.: BYRD. With the
understanding his remarks not be 1nter-
rupted in the RECORD.

Mr. ROBERT C. BYRD. My, President,
for the information of the Senators,
following this rollcall I would anticipate
another measure that will be coming up
that would very likely generate another
rollcall.

I thank the Senator.

PRIVACY ACT OF 1974

The Senate continued with the con-
sideration of the message from the House
of Representatives on the bill (S, 3418)
to establish a Privacy Protection Com-
mission, to provide management systems
in Federal agencies and certain other
organizations wtih respect to the gather-
ing and disclosure of information con-~
cerning individuals, and for other
purposes.

The PRESIDING OFFICER. The Sen-
ator from Nebraska.

Mr, HRUSKA. Mr. President, I rise to
- suggest that the consideration of the in-
stant bill, S. 3418, pursuant to the mo-~
tion of the Senator from North Caroliha,
is not exactly in keeping with the better
traditions of this body regarding con-
sideration of legislative of this gravity.

1 am not goihg to take very long, but I
would like to recite briefly the chronology
of this legislation and what we are doing
here today.

Last month, Mr. Presuient S. 3418 was
approved by this body and sent to the
other body. The bill, incidentally, as
passed by the Senate, was about 40
printed pages in length.

The House also passed a measure, ab
approximately the same time, H.R. 16373,
which dealt with the question of privacy
individuals’ records. While many provi-
sions of the House and Senate bill were
similar, the Senate version contained
provisions establishing a privacy com-
mission, with far reaching powers, and
providing extensive coverage of law en-
forcement records, features not found in
the House bill.

The other body took the Senate bill

S. 3418, and, upon consideration thereof, -

voted to strike all but the enacting clause
and insert entirely in place therein the
text of H.R. 16373, which consisted of
approximately 20 prinfed pages. Appar-
ently, the members of the Senate Gov-
ernment Operations Committee were dis-
pleased with the House version. There
was contact established between the
staff of the Government Operations
Committee of the Senate and the staff of
the Government Operations Committee
of the House." There emanated there-
from, Mr. President, the text and the
substance of the motion now pending by
way of an amendment to the House bill,
which I ‘understand was completed
vesterday.

This text, Mr. President, was sub-
mitted to my office less than 24 hours ago.
It consists of approximately 40 pages of
typewritten material. It is in many
respects from the bill as passed by the
Senate in the original instance. And it is
different than the text of the biil that
was approved by the other body.

In addition to that text, I was fur-
nished by the very courteous and dis-
tinguished Senator from North Carolina
with a copy.of his remarks, consisting of
an analysis of House and Senate com-
promise amendments to the Federal
Privacy Act.

Let ‘me suggest, Mr. President, that
this occurred about 24 hours ago. I be-

lieve I received these remarks probably

at 4 o’clock yesterday afternoon and the
actual text of the amendment shortly
after 6 p.m.

We adjourned the Senate, Mr. Pres!-
dent, at about 6:40 p.m. yesterday. We
convened. at 9:30, as I remember it. I

-have been in committee most of the day.

I started my first committee meeting at
9:30 this morning.

I know all of my colleagues have been
very busy in the later part of this ses-
sion, in the closing hours of this session.

I make no apology for the fact that I
did not have time to read and to study
this bill, nor the remarks of the Senator
from North Carolina. I did impose upon
my staff for the consumption on their
part of a little midnight oil. I find, Mr.
President, it is not quite as easy to ex-
plain the lack of difference between the
House bill and the comprom1se bill as we
might imagine.

There are some things that are of real
substance. There are some items that
are of very substantial difference; and,

“in my judgment, some items, on the

basis of this staff analysis, that would
bear close study and scrutiny, and which
should receive a little more deliberate
treatment than a mere consideration of
the motion of amendment as proposed,
and which we are considering now.

Let me suggest, Mr. President, first of
all there is the suggestion, and there is
the representation made, that the law
enforcement files are exempted. Of

course, that was one of our original ob- -

jections to the bill as approved by the

" Senate. When I say “our” I mean those

who are interested with me in the
preservation of the integrity of law en-
forcement’ files, particularly the inves-
tigatory files, and to prevent a . com-
promise thereof.

As I suggested at that time, the area
of law enforcement files is of such com-
plexity that it should not be dealt with
on the same terms as civil records. I
believe it can be readily understood that
criminal justice or law enforcement in-
formation gives rise to problems requir-
ing treatment different from that of in-
formation used to carry out the social,
health, or money benefit programs in
which the Government may be involved.
Law - enforcement records should be
treated in separate legislation.

The Senate Constitutional Rights
Subcomimittee presently has such legis-
lation hefore it, S. 2963 and S. 2964.
Many hours of hearings and research
have gone into perfecting the provisions
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of this legislation in order to strike a
proper and equitable balance between
the individual’s rights to privacy and
society's interest in receiving good and
effective law enforcement.

This legislation, represented by S.
2963 and S. 2964, is well along and near
resolution. It is expected that similar
legislation will be reported to the Sen-
ate floor early next year. It is my under-
standing that the Members in the House
similiarly expect to act op legislation
dealing with law enforcement files early
in the next Congress. It is further my
understanding that this was the reason
that H.R. 16373 contained an exemption
from most of its provisions for criminal
law enforcement files and records, an
exemption which I found acceptable.

The staff compromise we have before
us in the form of the amendment in
question, however, narrows the law en-
forcement exemption, by making addi-
tional provisions of the bill applicable
to law enforcement.

For example, the requirement that
an accounting of all disclosures of a
record be kept for a period of 5 years,
“or for the life of the record, whichever
is the longer” would now be applied to
law enforcement files.

It should be noted that the statute of
limitations for civil suits related to im-
properly disclosed records is only 2 years.
The provision that all future disclosures
of the record be accompanied by notice
of disputes as to its accuracy is also ap-
plied to law enforcement records.
© Similarly, law enforcement would be
covered by the requirement that pro-
posed rulemaking hearings be held with
respect to a statement of the routine uses
to which records would be subject.

The expanded coverage of the law en-
forcement files is objectionable as a mat-
ter of principle, and may raise serious
practical problems of which we may be
unaware after only a brief study of the
amendment.
© Mr. PERCY. Would my distinguished
colleague mind just a brief comment? If
the distinguished Senator from Nebraska
has finished the history of what hap-
pened on this legislation, I think for pur-
poses of accuracy it would be well fo
make one insertion.

Mr. HRUSKA. I will yield briefly for
that purpose. I do not want to detain the
Senate too long. I shall cite one other
example of detriment in the proposed
amendment. Then I shall put the rest of
this statement into the Recorp. If it is a
brief comment, I will be happy to yield.

Mr. PERCY. I very much appreciate
the deep interest that our distinguished
colleague has taken in this legislation.

It would be, I believe, unfair to the
Senate to assume, however, that what
has resulted is a result only of staff dis-
cussions between the House and Senate.
Obviously, on this legislation, as in most
legislation, staff has done a great deal of
work. But we cannot overlook the fact
that Senator ErviN and myself, as the
chairman and the ranking minority
member of the Senate Government Op-
erations Committee, and Congressman
MoorHEAD of Pennsylvania, and Con-
gressman ErRLENBORN, of Illinois, as the
House Foreign Operations and Govern-
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ment Information Subcommitiee chalir-
man and the ranking minority member
of the House Government Operations
Committee, met together for a very ex-
tended session to discuss our respective
biils,

We worked out compromises. We nego-
tiated differences. We came to an accord.
and we put the stamp of approval of twe
Senators and two Congressmen, repre-
senting the chairmen and ranking mem-
bers of the respective committees, before
it was brought before the Senate today.

1 believe that this one-additional point
would update and complete the historical
account of this legislation up to this
pcint.,

I thank my distinguished colleague.

Mr. HRUSKA. I am happy to accept
that supplement to the description of
the history of this bill, Mr. President.
It was not my intention to exclude from
the consideration of the amendment be-
fore us the participation by members of
the committee. But the bulk of the work,
I am confident, was done by the staff.
Many of the changes pertaining to law
enforcement may have been inadvert-
ently included with a full realization of
their total effect.

Mr. President, I am just going to out-
lire one other change. That has to do
with the access to law enforcement rec-
ords intelligence information by the pri-
vacy commission. The compromise with
which we are now confronted would
create a seven-member study commission
‘with a broad mandate to examine pri-
vacy considerations as applied, Mr. Pres-
ident, to Federal, State, and private
records.

The study commission would have full
access to all information relating to the
performance of their function, and it
could issue subpenas as to enforce its
request for information. I am concerned,
Mz, President, that individual’s rights
may be offended by fishing expeditions
by the commission into the raw back-
ground files maintained by the Govern-
ment and into other particularly sen-
sitive law enforcement and intelligence
records.

[ feel the compromise gives the com-
mission too breoad authority to examine
Government records under the language
in the bill.

I ask unanimous consent, Mr. Presi-
dent, that this memorandum, which was
prepared by staff and from which I have
quoted, and which I have checked with
the text of the bill and its proposed
compromise, be printed in the ReEcorp at
this point.

There being no objection, the memo-
randum was ordered to be printed in the
RICORD, as follows:

MEMORANDUM

‘fhe *“final” staff compromise which 1s
now before the Senate presents real prob-
lemns for law enforcement generally.

Zremption of law enforcement files. HR.
16373 contained an exemption from most of
ite provisions for criminal law enforcement
files and records. It was acceptable in this
regzard. The staff compromise narrows the
law enforcement exemption, thus making
additional provisions of the bill applicable
to law enforcement. For example, the re-
quirement that an saccounting of all dis-
closures of a record be kept for a perlod of
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five years *“or the life of the record which-
ever Is longer” would now be applied tc law
enforcement files. (Note that the statute of
limitations for civil suits relating to improp-
erly disclosed records is only two years). The
provigsion that all future disclosures of the
record be accompanied by notice of disputes
a8 to its accuracy is also applied to law en-
forcement records, Compare p. 24 with page
9. Similarly, law enforcement would he cov~
ered by the requirement that proposed rule
making hearings be held with respect to s
statement of the “routine uses” to which
such records would be subjec:. p. 17. The
expanded coverage of law enforcement files
is objectionable as a matter of orinciple and
may raise serlous practical problems.

New provigions concerning law enforce-
ment, The staff compromise defines records
as including not only collections of informa-
tlon about Individuals but alsc an “iten.” of
information about an individuzl. The Intent
of ihis change is not clear but it could be
read so broadly as to includs any single
piece of paper bearing an individual’s name
within the meaning of record even though
it may be filed as part of an investigaiory
file on a corperation or on sonme other Indi-
vidual. This would, among other things, re~
qguire that amnnual notlce of such “items’
be published in the Federal Register. See
§3(a)(4) Ip. 5] '

The new definition of record also includes a
reference to fingerprints, volce prints and
photographs. The same reference is not in-
cluded, however, in the description of those

law enforcement files which may be exempted

from provisions of the biil such as individual
aecess to records or limitations on disclosure
without the individual’s consent. Whiie it
would be ludcrous to interpret she bill tu re-
quire & fugitive’s consent before his photo-
graph is displayed on a wanted roster, the bill
literally has this effect. Moreover, it may be
read to permit indlvidual access to photo-
graphs or volce prints in an investigntory
file even though access to the file itself 1= not
permitted by the bill. 3(a) (4) [p. 51

“Routine” exchanges of inforriation among
government agencles—see 3(a)(7) [p. 5] 3
(b) {8) [p. 6]—are permitted by the bill so
long &s annual notice describing such rou-
tine exchanges is published. We weore suec-
cessful in cbtaining a fower explanation of
routine exchange In the House which would
be helpful to faw enforcement. The bill, how-
ever, has added a definition of ‘“routine use”
which may present problems for law enforce-
ment. “Routine’” use is deflned us that which
is compatible wtih the purpose “or whick: the
information was originally coltected. There
may be numerous exchanges of informpgiion
with the ¥BI that are now undertaken by
non-law enforcement agencies which would
not fall within the scope of this definition,
for example, information concerning possible
civil dgisturbance activities. If such exchanges
do not fall within the definition of routine
use then it would be necessary to secure the
consent of the individual before furnishing
it to the FBI or it would be necessary for the
Director to make a written request for the
information.

Since the information is of ~he sort nor-
mally brought to our attention only when
it is voluntarily provided to us, the provision
for requesting such records Is virtually
meaningless.

Among the new provisions added to the
stafl compromise is a requirement that be-
fore disseminating a record the agency must
sssure that the record is accurate, com-
plete, timely and relevant. No standard is
provised as to the proper appllcationn of
these terms. The provision i3 applicable to
law enforcement files as well as all cther
records. It would, of course, put the burden
on the Identification Division ~o assure the
completeness and relevance, as well as ac-
curacy, of all rap sheets before dissemina-
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tion. Moreover, it would appear to require
that investigatory files be accurate, complete,
timely and relevant before they are dis-
seminated regardless of the purpose of the
dissemination. Presumably this would even
apply to old Investigatory records made
avallable pursuant to the historic records
policy adopted under the Freedom of In-
formation Act.—See § 3(e) (6) p. 16

Access to law enforcement records. The
staff compromise would create a seven mem-
ber study commission with-a broad mandate
to examine privacy considerations as appHed
to federal, state and private records.. The
study comrission would have “full access to
all information relating to the performance
of their functions” and could issue sub-
poenas to enforce its requests for informa-
tion. This could include requests for “raw
files' and other sensitive law enforcement
and intelligence records. The staff compro-
mise, we feel, gives the Commission top
broad sauthority to examine government
records. [p. 38] § 5(e) (1)

Civil law enforcement prablems. The bill

requires that whenever an agency seeks in-
formation from an individual it must tn-
form him of the source of its authority to
seek the information, the purpose for which
it is sought, routine uses that may be made
of it,’and the effects of not providing the in-
formation. Criminal law enforcement is
exempt from these provisions but civil law
enforcement is not. In certain cases such as
civil frauds, eivil rights investigations, anti-
trust investigations, etc. this may produce
an inhibiting effect on a potential witness.
(There is also the Incidental burden of in-
cluding all of this information on all appli-
cant forms as well,)
" In a related vein, each agency is required
to publish annually a description of its rec-
ords systems. Except in the case of law en-
forcement, national defense, and similar files,
& description of the “categories of sources”
Is to be included in the description. This too
may present difficulties with respect to civil
rights, fraud, and antitrust investigations
where sources may require as much protec-
tion as they do in criminal cases.

An agency would be required to serve no-
tice on an individual when a record pertain-
ing to the individual is to be disclosed sub-
Ject to “‘compulsory legal process.” While
law enforcement records would be exempt
from this requirement, civil investigatory
files would not be. Again this may present
particular problems with respect to those
civil actions which are quasi-criminal in na-
ture. Moreover, it places an enormous bur-
den on agencies and may, through motions
to quash and stmilar interventions, seriously
detay civil litigation.

Relationship to Freedom of Information
Act. The Staff draft expressly provides that
nothing in tbe Freedom of Information Act
permits withholding a record from the sub-
ject of that record. This presents no serious
problems since the bill itself permits with-
holding investigatory and similar files from
the individual. The bill also provides, how-
ever, that disclosure 1s not permitted with-
out an individual’s consent unless disclosure
would be required under FOI. Since the FOI
Act itself authorizes the refusal of disclosure
where this would constitute an ‘“unwar-
ranted invasion of privacy’” the privacy bill’s
disclaimer of any intent to affect FOI is
ctreular. In the face of the disclaimer, the
government’s efforts to mesh the two bills
when faced with Htigation over the nondis-
clcsure of records to protect privacy may
meet considerable difficulty.

Mr. HRUSKA. Mr. President, the mo-
tion before us and the amendment before
us may be a good one. It may have merit.
Maybe that would be the ultimate re-
sult of the action taken by the Senate.

As I indicated when S. 3418 was before
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us last month, Mr. President, I share the
objective of my good friend from North
Carolina to protect Americans in their
right to privacy. The declared purposes
of this bill are desirable and worthy. It
is, Mr. President, only some of the spe~
cific features of the bill, which I have
mentioned briefly, with which I have
question.

I do not know how many copies of this
40-page typewrittern manuscript which
contains the compromise measure Have
been made, or how many are available.
As I indicated, I did not get one in my

‘ office until 6:30 last night. I have not
made inquiry as to its distribution. It
just seems to me that notwithstanding
the lateness of this session, this subject
and this measure are entitled to a little
more deliberate, proper, and complete
consideration by the Senate. It is an
important subject and I hope that in our
rush to enact this legislation that we are
not inadvertently including provisjions
that will trouble us later.

I have no disposition to get into the
matter of proposing an amendment at
this time. If I did, Mr. President, I would
propose an amendment by way of a sub-
stitute to reinstate, a substitute for the

. Ervin amendment, by way of a substitute

to that, the text of the bill as originally
passed by the House, which was under-
standable, which had been closely stud-
jed; and with which we have had some

familiarity. I shall not do that, because

. to do that at this late hour would be
putting the Senate in the same position
with regard to that substitute measure
that it is placed in with regard to the
principal amendment—to wit, we would
not have that discretion and we would

not have that amplification upon the-
content of the amendment, and that

would not be'fair.

So I submit again, Mr. President, that
it is a mistake to proceed at this late
hour with the consideration of the pend-~
ing amendment. It is my hope that it
will not be approved. If the amendment
before us does not succeed, we will have
before the House version of the privacy
bill which I find an extremely meritorous

measure. It will readily achieve the ob- .

jectives of the protection of privacy we
seek and would receive my strong sup-
port.

The PRESIDING OFFICER. The ques-
tion is on agreeing to the motion of the
Senator from North Carolina. On this
question the yeas and nays have been
ordered, and the clerk will call the roll.

The legislative clerk called the roll.

Mr. ROBERT C. BYRD. I announce
that the Senator from Texas (Mr. BENT~
SEN), the Senator from Nevada (Mr.
BiBLE), the Senator from Alaska (Mr.
GrAVEL), the Senator from Rhode Island
(Mr. PasTORE), the Senator from Cali-
fornia (Mr. CRANSTON), the Senator from
Mississippi (Mr. EasTLAND), the Senator
from Arkansas (Mr. FULBRIGHT), the
Senator from Louisiana (Mr. JOHENSTON),
the Senator from Arkansas (Mr. Mc-
CLELLAN), the Senator from Connecticut
(Mr. Risicorr), and the Senator from
Georgia (Mr, TALMADGE) are necessarily
absent.

I further announce that the Senator
from Montana (Mr, MaNsFIELD) is ab-
sent on ofﬂcial business.

T also announce that the Senator from
Maine, (Mr. HATHAWAY) absent be-
cause of a death in the family.

I further announce that, if present
and voting, the Senator from Rhode Is-~
land (Mr. PasToRE) would vote “yea.”

Mr. GRIFFIN. I announce that the
Senator from Oklahoma (Mr. BELLMON)
and the Senator from Utah (Mr. BEN-
NETT) are necessarily absent.

The result was announced—yeas 77,
nays 8, as follows:

{No. 567 Leg.]

YEAS—T7
Abourezk Goldwater Moss
Allen Grifiin Muskie
Baker Hansen Nelson
Bartlett . Hart Nunn
Bayh Hartke Packwood
Beall Haskell Pearson
Biden Hatfleld Pell
Brock Helms Percy
Brooke Hollings Proxmire
Buckley Huddleston Randolph
Burdick Hughes Roth -
Byrd, Humphrey Schweiker
Harry ¥., Jr. Inouye Scott, Hugh
Byrd, Robert C. Jackson Scott,
Caniton Javits William L,
Case Kennedy Sparkman
Chiles Long Stefford
Church Magnuson Stennis
Clark Mathilas Stevens
Cook McClure Stevenson
Dole - McGee Symington
Domenicl McGovern Thurmond
Dominick McIntyre Tunney -
Eagleton Metealf Welcker
Ervin Metzenbaum  Willlams
Fannin Mondale
Fong Montoysa
NAYS—8
Alken Gurney Tower
Cotton Hruska Young
Curtis Taft
NOT VOTING—I156
Bellmon Eastland Mansfleld |
Bennett Fulbright McClellan
Bentsen Gravel Pastore
Bible Hathaway Ribicoff
Cranston Johnston Talmadge

So Mr. Ervin’'s motion to concur in the
House amendment with amendments was
agreed to.

Mr. ERVIN. Mr. President, I move to
reconsider the vote by which the Senate
amendments were agreed to.

Mr. CHURCH. Mr. President, I move

to lay that motion on the table.

The motion to lay on the table was
agreed to.

Mr. ROBERT C. BYRD. Mr, President,
I ask unanimous consent that the Sen-
ator from Washington (Mr. JACKSON)
may proceed for 1 minute.

The PRESIDING OFFICER. Without
objection, it is so ordered.

LOWELL HISTORIC CANAL DISTRICT

Mr. JACKSON. Mr. President, I move
that the Committee on Interior and In-
sular Affairs be discharged from the con-
sideration of H.R. 14689, and that it be
laid before the Senate for immediate
consideration. Mr. President, this matter
has been cleared with the minority. It
is a very minor bill. Both Senators from
Massachusetts have expressed their in-
terest in it.

The motion was agreed to.

The PRESIDING OFFICER. The bill
will be stated by title.

The legislative clerk read as follows:

A bill (H.R. 14689) to provide for a plan
for the preservation, interpretation, develop-
ment, and use of the historic, cultural, and
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architectural resources of the Lowell Historic
Canal District in Lowell, Massachusetts, and
for other purposes.

Mr. JACKSON. Mr. President, this is
a House-passed bill which calls for the

- expenditure of no more than $150,000 to

study and prepare & plan for the historic .
preservation of the Lowell Canal District

.in Lowell, Mass.

I have cleared the matter with the
minority. Both Senators from Massa-
chusetts have expressed a strong interest
in this legislation, and I hope that the
Senate will take appropriate action.

Mr. KENNEDY. Mr. President, I rise
in support of H.R, 14689, the Lowell His-
toric Canal District bill. The Lowell area
has béen one of the hardest hit in the
Nation in our deepening recession. This
bill will provide a significant step to-
ward restoring Lowell to its potential
place in our economy, while helping re-
store Lowell’s historic significancc to the
State of Massachusetts and to the Na-
tion at large.

This bill provides $150,000 for the de-
velopment of a plan for the preserva-
tion, development, interpretation, and
use of the historic, cultural, and archi-
tectural resources of Lowell, Mass. The
nine-member Commission, composed
of private citizens as well as government
officials, 1s to produce a plan for protect-
ing and restoring the historic properties
in Lowell and make specific recommen-
dations for its implementation. The com-~
pleted plan is to be submitted to Con-
gress within 2 years. Further congres-
sional action will then be necessary to
authorize any Federal commitment in
implementing the recommendations.

Lowell, Mass., represents an important
and often neglected chapter of Ameri-
can history. The coming of the indus-
trial revolution, with all its concomitant
social and economic effects, is the story
to be told here.

The falls of the Merrimack River at-
tracted the attention of the pioneering
New England industrialists in the early
19th century. They realized the power of
the water falling through the locks of a
transportation canal which bypassed the
rapids could be harnessed to drive the
textile machinery that was then being
developed. The Merrimack Manufactur-
ing Co. pioneered the growth of Lowell,
improving the canal and constructing the
first of the major industries to locate in
what was then a remote and thinly set-
tled area.

Of signal! importance in this process
was that the industrialists, recoghizing
the need for a stable labor source as well
as the water power Lowell had to offer,
developed the area as a planned indus-
trial community. Their intent was to dis-
pel the fears of the evils of industrial
change which had grown out of the early
factory complexes in England. To ac-
complish this, the companies constructed
a, model community in which even the
off-duty hours of employees ‘were super-
vised.

The early years of this industrial de- -
velopment saw Lowell hailed as an indus-
trial utopia. The management of the
town by the companies, while classified
by modern standards as paternalistic,
represented a major departure from
many of the exploitative aspects. of the
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industrial growth of that ers. Towell
drew admiring visitors from both the
* Urnited States and abroad, and the area
drew wide attention for its success in
coinbining industrial and secial values.
‘T'he experiment that was Lowell at last
began to change. Following the Civil
Wur, increased competition, lower labor
costs in other areas, and poor manage-
ment all played a part in leading to the
decline in prominence of the Lowell area.

HWow there is widespread support from

the citizens of Lowell as well as historians
and other interested parties for preserv-
ing and restoring the structures and
arcas which interpref the significance of
Lowell. Perhaps the single event whijch
catalyzed this interest was the demolish-
ing of the original Merrimack Manufac-
turing Co. mill to make way for a high
rise structure. It became apparent that
without some organized approach, the
imoortant reminders of Lowell as a. part
of our growth as a Nation will disappear
through aftrition. H.R. 14689 is the vehi-
cle through which a plan that takes ac-
count of the history and the present and
future needs of this area can be devel-
oped.

In addition to the $150,000 previded
in this bill, it is gratifying to know that
the State of Massachusetts has pledged
$9,700,000 in further support of the proj-
ect associated with this legislation.

Mr. President, I wish to thank the Sen-
ator from Washington (Mr. JACKSON)
the chairman of the Interior Committee
and the Senator from Nevada (Mr. Bi-
BLE) the chairman of the subcommit-
tee for their support and aid in steer-
ing this legislation to consideration by
the Senate.

This bill will help restore Lavell’s place
in the Nation’s history and help strength-
en its present economic situation. I urge
the Senate to pass this bill.

Mr. BROOKE. Mr. President, today is
a day the citizens of Lowell, Mass., have
long been waiting for. The city of Lowell
is cne of America’s oldest industrial cen-
ters and possesses what is probably the
finest set of working canals and mills in
this country. The Senate action today
has all but insured that much of this
great city will be preserved for all Amer-
icans as an example of the kind of indus-
trial center that made this country what
it is today.

This bill sets in motion a study which
wili decide exactly what the best course
of preservation should be for this great
city. It will only cost $150,000 and in re-
turn the people of this country will be
able to see for themselves what indus-
trizal America looked like in the 19th
century.

I commend Senator Jackson and the
Senate Interior and Insular Affairs Com-
mittee for their prompt action on this
bill and I commend my colleagues for
the:ir support. I would also like to take
this opportunity to commend the dili-
gent work of Representative PavL
CreNIN, He has skillfully managed this
measure through the House and deserves
much of the credit for its success in this
session of the Congress. We have insured
thai future generations will have a first-
hand glimpse of one of American his-
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The PRESIDING OFFICER. The bill
is cpen to amendment. If there bhe no
amesndment to.be proposed, the gues:ion
is on the third reading of the bill.

The bill (H.R. 14689 was ordered io &
third reading, was read the third time,
and passed.

EXTENSION OF AUTHORIZATIONS
FOR THE STRIKING OF COMMEM-
GRATIVE MEDALS

Mr. ROBERT C. BYRD. Mr. President,
I understand that this request has been
cleared on both sides of the alsle, spe-
cifically with the Senator from Oregon
(Mr. Packwoobp) and the Senator from
Pennsylvania (Mr. ScHwEIKER) on the
other side of the aisle, and with the
Senator from Idaho (Mr. CliUrcH), the
Senator from California (Mr. CRANSTON),
and the Senator from Wisconsin (Mr.
ProxMIire) on this side of the aisle. I
make the request on behalf of the Sena-
tor from Illinois (Mr. STEVEDMSON) .

I ask unanimous consent that the
Chair lay before the Senate a message
from the House of Representatives on
H.R. 17556.

The PRESIDING OFFICEF laid before
the Senatfe H.R. 17556, an act to extend
for 2 years the authorizations for the
striking of medals in comniemoration of
the 100th anniversary of the cable car in
San Francisco and in commemoration: of
Jim Thorpe, and for other purposes.

Mr. ROBERT C. BYRD. I ask unani-
mous consent that the bill be considered
as having been read the first and sec-
ond time, and that the Senate proceed
to its immediate consideration.

The PRESIDING OFFICER. Witkout
objection, it is so ordered.

The Senate proceeded to consider :he
bill.

Mr. ROBERT C. BYRD. I ask unani-
mous consent, this request having been
cleared with the aforementioned Sena-
tors, that there he a time limitatior. of
one-half hour on the bill, to be equ:ily
divided between the Senator from Illinois
(Mr. STEVENSON) and the Senafor from
Pennsylvania (Mr. ScHWEIKER), and that
there be a time limitation on any amend-
ments of 20 minufes, and a time limita~
tion on any debatable motion or appeal
of 10 minutes, and that the agreement be
in the usual form, with the exceptior: of
one amendment which wiil be offered by
the Senator from Illinois (Mr. STEV:N-
son’, which is nof germane.

The PRESIDING OFFICER. Without
objection, it is so ordered. The bill is open
to amendment.

Mr. STEVENSON. Mr. Pres.dent, I call
up an amendment which I have at ihe
desk, and ask for its immediate consider~
ation.

The PRESIDING OFFICER. Will ihe
Benator send his amendment to.the de:k?

The amendment will be stated.

Tke legislative clerk read as follows:

The Senator from Illinois (Mr. STEVENSON)
proposes an amendment, at the end of the
bill, to insert a new section entitied “Charier
Amendments,”

Mr. STEVENSON. Mr. President, I ask
unanimous consent that further reading
of the amendment be dispensed with.

The PRESIDING OFFICER. Without
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Mr. STEVENSON’s amendment is as fol-

lows: .
At the end thereof, insert the following:'
: CHARTER AMENDMENTS

SEc. 5. Section 2a() (1) of the Export-Im-
port Bank Act of 1945 is amended—-

{1) by inserting in the third sentence im-
mediately after “other evidences of indebted-
ness;” the following: ‘“to guarantee, lnsure
coinsure, and reinsure against political and
credit risks of loss;”; '

(2) by inserting in the third sentence im-
mediately after “competent jurlsdiction;”
the following: “to represent itself or to con-
tract for representation In all legal and ar-
bital proceedings outside the United States;”;
and

(3) by inserting after the fourth sentence
the following new sentence: “The Bank is
authorized to publish. or arrange for the
publication of any decuments, reports, con-
tracts, or other material necessary in con-
nection with or in furtherance of its ob-
Jects and purposes without regard to the
provisions of section 50@ of title 44, United
States Code, whenever the Bank determines
that publication in accordance with the pro-
visions of such section would not be prac-
ticable.”.

POLICY

Sec. 6. Section 2(b) (1) of the Export-Im-
port Bank Act of 1945 is amended to read as
follows:

“(b) (1) (A) It is the policy of the United
States to foster expansion of exports of goods
and related services, thereby contributing to
the promotion and malntenance of high
levels of employment and real income and to
the increased. development of the productive
resources of the United States: To meet this
objective, the Export-Import Bank is di-~
rected, in the exercise of its functions, to
provide guarantees, Insurance, and exten-
sions of credit at rates and on terms and
other conditions which are competitive with
the Government-supported rates and terms
and other conditions available for the financ-
ing of exports from the principal countries
whose exporters compete with United States
exporters. The Bank shall, in cooperation
with the export financing instrumentalities
of other gavernments, seek to minimize com-
petition in government-supported export
financing. The Bank shall, on a semiannual
basis, repert to the appropriate committees
of Congress its actions In complying with
these directives. In this report the Bank shall
include a survey of all other major export-
financing faetlities available from other gov-
ernments and government-related agencies
through which foreign exporters compete
with the United States exporters and in-
dicate in specific terms the ways in which
the Bank’s rates, terms, and other condi-
tions compare with those offered from such
other governments directly or indirectly.
Further, the Bank shall at the same time
survey a representative number of United
States exporters and United States cormuner-
cial lending institutions which provide ex-
port credit to determine their experience in
meeting financial competition from other
countries whose exporters compete with
United States exporters. The results of this
survey shall be Included as part of the semi-
annual report required by the subpara-
graph. The Bank shall also include in the
semiannual report a description of each loan
by the Bank involving the export of any
product or service related to the production,
refining or transportation of any type of
energy or the development of any energy
resource with a statement assessing the im-
pact, if any, on the availability of such prod-
ucts, services, or energy supplies thus de-
veloped for use within the United States.

“(B) It iz further the policy of the United
States that loans made by the Bank shall
bear interest at rates determined by the
Board of Directors of the Bank, taking into
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