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MEMORANDUM FOR:

SUBJECT

. REFERENCE

IR RATTETCIR] pdihd INTY

L August 1970

y 3

Chief, Logistics Services Division, OL
Telephone Listening=in Devices

Memo dtd 3 Nov 61 to Legislative Counsel
fr D/L, same subject
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1. Listed below is an update of the figures contained in

referenced memorandum.

a. Transmitter cutoff switches

(1) On Agency switchboard
(2) On non-published lines
(3) On DOD tlines

b. Listening=in circuits
(1) On Agency switchboard
(2) On non-published 1lnes
3) On DOD lines
¢. Recorder connectors
(1) On Agency switchboard

(2) On non-published lines
(3) On DOD tines

Number Annual Cost
315 v/ $1660.80
86 342,60
R - 45,00
415 2,048.40 T
349 | oy, Ko i
hone -0- o
none «0-
none . 0=
1€ 89160 900.T0
none ~0-
none ~0=
A7 891.60
432 $2,940.00

STATINTL

Deputy Chief, Telephone Facilities Branch, LSD/OL
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OPIS S 3377
OCC - Zo-3¢(

51 AUG 1970

5 -3-AYG 970

The Homorable Jobn E. Lioss, Chalrmen

Subcommittee on Forelgn Operations
and Covernment Information

Committee oo Governuent Operations

House of Representativer

Washington, D.C. 20815

iy dear Mr. Chairmen:

Your letter of 2% July 1970 requests informuation to aid your
bubcommittee iu bringing up to date g long-stendiug study and survey
of the telephonie moaitoring practices of Federal depsrtinents and agencies.
Tur response will be keyed to the aumbered paragraphs in your letter.

1. The Ageocy does not prohibit the monitoring of
telephone calls. Such monitoring is generslly by secrsteries
for the purpese of taking notes o record names, addresses,
daten, figures. recuests for information, of where files o
ofaer memoranda mey be reguired for use in follow up on the
call. Monitoring occurs in other iostances where an assistant
or other wmembder of an office is belng read into a problem or
scttvity for which he may have future responsibility. Notifics-
tion may be, but is not inveriably. given when notes are being
taven.

Z. The Agency currently has 329 transmitter cut-off
switches on telephones assigned to it in the Washington ares.
The anaual cost is §1, 705. 80. The Agency hee no Hestening-in
chrouits.

¢ |
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5. The Agency has 18 recorder cosnectors at an
ansual cost of $900.90. These recording devices are

equipped with the besper warning signals.

4. The number of telephone recarding devices
wired into telephome circuits is as given in paragraph 3
above--12. The Agency hes net procured or issued any
induction-type attachments for dictation machines or sny
other types of instruments which can he used to monltor or
record telephone conversations.

5. Toe costs for the devices used by the Agency are
set forth above, for a total of $2, 606.70.

4. The Agescy does not have any rules or regulations ’
goveraing telegphone monitoring and recoxding.

facerely,

/s/ Richard Heln?ts

Richerd Helms
iHrector

Distribution:
O - Addressee
1 - DDCI
1 -ER
&4~ OGC
1 -0OLC
1 -D/L
1 -D/S
2 - DO/S

OGC:LRil:jeb
! Rewritten:DD/S:RLB:es
, Retyped:OLC:JMM: jmd
Rewritten:DD/S:RLB:lic {14 Avgust 1970)
i 2

i
i
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U Faoenive —Ql‘"lY.‘

DD/S 70-3398

19 AUG W7t

MEMORANDUM FOR: Director of Central Intelligence

SUBJECT : Inquiry from Congressman Moss

1. There is attached s proposed reply w an mqnﬁﬁom
Congresaman Moss dated 29 July 1970. Thiz inquiry on telephong =
monitoring practices of Federal departments and agencies is almos
identical to an inquiry dated 23 October 1961 and to which this
responded on 20 November 1961. The letter was printed in the Committee
report of June 22, 1962, however, the report did not appear to Zesult in
any unususl interest by the Congress or the public. w2
e ESEm
2. The sttached reply bas been fully staffed and is
consistent with the reply we made in 1961. The telephone monitoring
devices referred to are remnted from the telephone company, however, the
raain office of the telephone company does not know the location of these
instruments nor the names of the individuals in the Agency to whom these
devices are sesigned. The Agency has established controls over the tele-
phoue wmits within the Agency and no informetion is given out except with
0:::: m?ecgﬂc ‘pproval, 0:1:;;1}* should ii;:agzm witg? .the mfgﬁution |
..... "%‘“’“ vt e Louigel mct
mnamﬂom!assa(}mnme re(tgfeat t&%smﬂsﬁ;&m 893%
apcciﬁcaﬂy Identified in the report but simply be carried as part of the' total.

i

3, ., unxﬁmmra mﬁﬂa letter is recommended.

STATINTL

J N ector

e e o o Suprartil. M
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DD/S:RLB:lic (13 August 1970)
Distribution: A

O - Addressee w/O DD/S 70-3317 M6 [] 4 . Py 77

1 - DDCI w/ccy DD/S 70-3317  fy0 13 /0

1 - ER w/ccy DD/S 70-3317 14 s3pepp
A - 0GC w/ccy DD/S 70-3317

1 - OLC w/ccy DD/S 70-3317

1 - D/L w/ccy DD/$ 70-3317

1 - D/S w/ccy DD/S 70-3317

1 - DD/S Chrono w/ccy DD/S.70-3317

1 - DD/S Subject w/ccy DD/S 70-3317
DD/S 70-3317: . Letter to the Honorable Jobn E. Moss, Chairman, Forelgn
'Operations and Gavernment Information Subcommittee, . Committee on Government
' Operations, House of Representatives frio Richard Helms, DCI, subj: Reply

' to suryey of teléphone monitoring practices of Federal départments and agencies
dated __ . .. . . . -
i -1
~es
WO
W oW
33
=
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ROOM NO.
7D-01

REMARKS:

TRANSMITTAL SLIP

A4

.._——-——"'_'__;—-———_—‘__———.
DgEAu—;- ¢ 1970

)
| TOY . Céneral Counsel
BUILDING

Hgs.

STATINTL -+ & .
s FROM: DD/Security
o L
| — €%
. ROOM NO. BUlLDlNIC:I s
' AL - qs. _
M NO. REPLACES FOR?U%G;[B)
l:OI!IEB 55 24‘ WHICH MAY B .
.

~

STATINTL
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M

DER WILL. JCK CLASSI( TION TOP AND BOTTOM o

= " " UNCLASSIFITY | | CONFIDENTIAL | | SECRET

OFFICIAL ROUTING SLIP

TO| NAME AND ADDRESS DATE INITIALS
1
General Counsel

2

3

4

5
AQTION : DIRECT REPLY PREPARE REPLY
APPROVAL DISPATCH RECOMMENDATION
COMMENT FILE RETURN
CONCURRENCE ' INFORMATION SIGNATURE

‘| Remarks: .

1. I bave shown this to Colonel White.
‘Believe he may want to call us together to talk
about how to handle it in the next day or two.

Z. OGCis checking for applicable Federal
laws or regulations, and some of us have the
impression that some sort of survey of this kind
was made several years ago, but we can't recall
details. If anyone can throw light on this, it
would be appreciated.

cc: DDS IOHN M. MAURY
Security Lagi 3 : |
FOLD HERE TO RETURN TO SENDER

FR@M: NAME, ADDRESS AND PHONE NO., DATE
oLC 7D43 [ ] 31 July 7
UNCLASSIFIED | | CONFIDENTIAL | SECRET
1-67

FORM NO, 2 37 Use previous editions (40)

STATINTL

"STATINTL
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o e - 2 i 5
Yuens £, MOS8, CALIF., CHAIRMAN wy = ecutive HEGISLL .\ \ p neio, wi.
“ TORHERT H. MACDONALD, MASS, - PRAKK HORTON, N.Y.
WILLIAM {, RANDALL, MO, | G- LY js&lom N. ERLENBORN, JLL,
JOHN 8, MONAGAN, CONN, . NINETY-FIRST CONGRESS =

o 225-3741

Congress of the United States

House of Wepregsentatives

FOREIGN OPERATIONS AND GOVERNMENT INFORMATION SUBCOMMITTEE .
OF THE
COMMITTEE ON GOVERNMENT OPERATIONS

RaYBURN HousE OFFICE BuiLDING, RooM B371-B
WASHINGTON, D.C. 20515

July 29, 1970

Mr, Richard Helms

Director

Central Intelllgence Agency
~Washington, D, C. 20505

Dear Director Helms:

The Foreign Operations and Government Information Subcom=
mittee is in The process of bringing up to date a long-standing
study and survey of the telephone monitoring practices of Federal
departments and agencies. Two reports have resulted thus far
trom the study: House Report No, 1215 - "Avallabiiity of in=
formation from Federal Departments and Agencies (Telephone
Monitoring)", 87th Congress, ist Session; and House Report
No, 1898 = Avallabllity of Informatlon from Federal Depart=
ments and Agenclies (Telephone Monitoring = Second Review)",
87+h Congress, 2nd Session.

In connection with the Subcommittee's current survey, answers
+o the following questions will be appreclated:

|, Does the agency permit monitoring of (a) incoming,
(b) outgoing telephone calls? For t+he purposes of this study,
monitoring is understood to Include a secretary or any third
person belng on the line, elther covertly or overtiy.

2., Please state the number of transmitter cut=-off switches
(including Push to Talk) in use on +elephones assigned 1o the
agency in the Washington area. Please give the total rental
charge or other cost for such switches during fiscal 1970,

Also, please state how many listening=in clrcults are installed
on telephone equipment assigned +o the Agency In the Washington
area and the total rental charge or other cost for fiscal 1970,

3, |f telephone recording devices are used to monitor
or record telephone calls, how many such devices are in use
in your agency in the Washington area? |s a beeper or other

Declassified in Part - Sanitized Copy Approved for Release 2013/06/04 : CIA-RDP72-00310R0001002400%‘1140
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warning device required to notify the other party that the call
is being recorded by the devices?

4, |f telephone recording devices are used, please
speclify the number of recorders wired into telephone circuits,
the number of induction-type attachments that can be used to
record telephone conversations on dictation machines without
being wired into the clrcuit, and any other types of instru-
ments that can be used to monitor or record telephone conver=
sations, Please indicate which of these devices, if any,
are equipped with a beeper or warning signal.,

5. Please furnish the best avallable estimate of the cost
of these recorders and attachments,

6. Does the agency have any rules or regulations cover=-
ing telephone monitoring and recording? |f so, please provide
Two coples.

It will be apprecliated 1f responses can be supplied to the
Subcommittee by September |, 1970,

JOHN &, MOS
Chalrman
JEMs jmm

L
Declassified in Part - Sanitized Copy Approved for Release 2013/06/04 : CIA-RDP72-00310R000100240001-0<;
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2 0 NOV 1961

'; Honorable John E. Moos

Chalrnan

Speclaul Govarsaent Information
Gubcomitioe of the Comuitieo
on Governnent Operations

| Bouse of Representotivoes
© Washington 25, De €.

i Deaxr Mre tonst

In responee to your lettor of 23 October 1061, thds 1s to
edvise that the Central Intolligenoe Agency hoa hind inotalled,
88 nornsl operating aqmmmnt.,mmmlttar cub-off puwltchoa
at an snnual rentel ¢ost of (527, Tha Ageancy 1s utilizing, ot
thae present time, 10 Mstening«in eircults et an enmul rental
cont of {90

In ordor to nesist in campletion of the Bubeomaitteo's

dnltial wtudy, you have aleo requestod the folloving edditicnnl

-+ information on telephone monltaring and recording practices in

this Agancy.

(a) The Centrel Intellizenca Agency docs not have

published regulations per ga coverdng telephone monitoring

. and recording.

(b) This Agency doas not proitbit the nonttoring of
Incoming telephone calls. Such monitoring is gonorally for
the purpona of toking of notes by soeveburics to rocord
names, aidresgen, doten, figuren, vequests for Informution,
or, vhero filea or other menoronds may bo rexudroed for the
use of the parcoa recelving tha coll. Monltoring ocourn
in other instancos whare en nseictont or oblhow pedusr of
the offlce is boing read-in on a proulen or eetivily for
which ha way hove future rosponalbliity., Im all ensea, tho

caller moy bo odviced, Wut is not invarlebly infocmod, when _

notes oare bolng talon.

- {c) The Agency slso hes had inotalled 3 recorder
comnectors. The 3 rocorder aonnactors srs ench equiped

CIA-RDP72-00310R000100240001-0
-

OO

Declassified in Part - Sanitizéd Copy Approved for Release 2013/06/04 : CIA-RDP72-00310R000100240001-

0



Declassified in Part - Sénitized Copy Approved for Release 2013/06/04 : CIA-RDP72-00310R000100240001-0

-

, M :
-, . } R
LR A T i
o . L ,
sl .
L '

with & "beoper” to notify the calling party that & call
iz belng recorded. _

i , (a) As 18 indicated nt (¢) chove, the 3 rocordar
. o conneotars bave been installed in Agency facilities by

. i the tolepbone cospony nnd eare each eguiped with a besper

o A ai@mh :

, ‘ ;' o § {e) The annual rentel for the 3 vecorder connectors

o Thia Agoney has found the use of the vbove tuoinoes equipmont,
D . which is rented from tha telephona comprnny and palnteiosd by tlon M
| : . well worth tha monthly rental charge. It 18 owr judouent thab tha
P woe of secrotorles to coasist 4n the econduet of the tusiness which
C v gives rige to the given cuall, or in recording oppraopriate convere
S | satlons with the utilizetion of such eguinmant, contributes to
S ‘ the efficiency snd expoditious handling of the MAgency's businosn,

Althoogh thore moy be merit In the arpurent that every
Goverment egeney eontrol telophons nmonitoring by claesc » Wrlitten
1 repulations, en ia expresaed in recomaendntion 1. of the Gube
canmitties's report, this Agency has found that the normal review
andk contyol of the activitias of the offices utilizing such
- equipnent {4 odaguate.

Sincerely,

STGNED

STATINTL

legzislativa Couns

0GC/LC:IGOIrscdk (17 Nov 61)
Orig & 1 - Addressce {via 0GC)
1 -1¢
1 = D/Sccurity
1 - D/Logistics
3 - 0GC/LC

L . P
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. 1 i:v"'ugialnuvn Counsel ‘ | 3 November 1961
STATINTL | i ATIH ' '¢ Hr. |

A4 ' Dizector of Logistics

B

Telephone Listoning-in Devicea

IREFRHENGE: Letter Gated October 23, 1951 to ICI from Mr. John E. Mooa,
" Chalroon, 8peclel Governcent Informstion Bubcomnittee of the
Counittes un Coversment Gperations

i+ Reference reguests, anong other thinzs, tha ounder and snnusl
| 1 coste of eny telophone Ustening-in davices on telophones aoeimed to
P the Agency in the Washingten area. The types of devices ore brolon
. 1 down to thyee cetegovies and the requestod Informetion is given belgw:

u o
KB i

Muwber  Anmel Cost
ool B
I 1 & Transmitter cutoff switches
b B 1} ©Oo Agenoy switchboarad 166 $h98.00
2) Cn aon-publlished lines 42 , 126.00
3) Ou DOD lines _8 2h.00

| | 216 648.00
b Listening-in circuits

1) On Agsncy switchboard 1G 90.00
2) ¢Cn non~publiched linss nooe (=
3) Gm DOUD Unes nong ()
W T 90400
Q« FRecordsr conuectors |
o 1) On Agency owitehbosrd 3 N TR:00
' €} On poa-published linos none Qe
3) ©a DOD lines nons 0=
| T3 T e
TOTAL 229 §110.00

3 2« The thres recorder-conncctors roferred to in 1 ¢. sbove ara
- each equipped with a "beeper” to notify the calling party thet the call !

CIA INTERNAL USE ONLY CL 1 5513 |
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is being wwoorded by the device. The tranenitior cutoff switches and

detaning=in devices 4o not dnelude & “beaper.”

- 3+ AS you ore probably avsd

: . e, proctically every offd 1 -

- -m:}"agf:am in ._'&ha Agenoyy with tha czoention of minm-lrim in;:rgifézmgu
wa wired that e wocretery can monitoy ey call on that gyoten wit‘hm:u; tha

. Suaoughout ell govermmont egencies.

calling pearty beinz knowlad:ooble Limb e culld
&l o ; is =in réde
B fpeelal equiprent 1s Foquirad. Wa bolieva this 13 .gs'xﬁ:?ﬁ grmucm

[ .
e IV 15 our undrrotoending that the ffice of Socurity will Dovnten

- yoi with irformation on inducticn end/or ary clhar type of

lnotyannh

thed could bu used o monltor o roeosd toleshone eonversallonge Tuis

’ B« Ihe third poragro-h of roferonce ralsan quegtions
g recirding. This office 1s not avoro ef any such rulas and

Ga Phwarmmwcm'muuwmhﬁmmr

ulownetion 18 rot evallebls within {ths ({{lce of Iegletica.

in commnotion

with Anenay »ules ond resulations savering tolophone pealtoring prd

rosuletiong,

aamaw.

i
'
i

I . !

STATINTL

COTCURRENCES

WReter o taowrity

. Blptrlbation:
- Gwdge ek 2 =~ Adlivennog
: D= o3 {w/sopy Yassc)
1« OL/F1i2a
1 = erfnenfes
i_ - g}r?;/;jf;s;f/m’mcia File
, . Sif00/ carono
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CENTRAL INTELLIGENCE" AGENCY -D(bi
WASHINGTON, D.C, 20505

The Honorable John E. Moss

Chairman

Foreign Operations and Government
Information Subcommittee

Committee on Government Operations

House of Representatives

Washington, D. C. 20515

Dear Chairman Moss:

Your letter of July 29, 1970, requests information to
aid your Subcommittee in bringing up to date a long-standing
study and survey of the telephone monitoring practices of
Federal departments and agencies., Our response will be
keyed to the numbered paragraphs in your letter.

1. The Agency does not prohibit the monitoring
of telephone calls. Such monitoring is generally by
secretaries for the purpose of taking notes to record
names, addresses, dates, figures, requests for in-
formation, or where files or other memoranda may
be required for use in follow up on the call. Moni-
toring occurs in other instances where an assistant
or other member of an office is being read into a
problem or activity for which he may have future
responsibility. Notification may be, but is not
invariably, given when notes are being taken.

2. The Agency currently has 329 transmitter
cut~off switches on telephones assigned to it in the
Washington area. The annual cost is $1, 705. 80,
The Agency has no listening-in circuits.

Declassified in Part - Sanitized Copy Approved for Release 2013/06/04 : CIA-RDP72-00310R00010024000?-0’ 2
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1
3. The Agency has lJ#recorder connectors at
an annual cost of $%21.$0. These recording devices
. . 0.90 . . . .
are equipped with the beeper warning signal to notify
the othézr party that the call is being recorded by the
devices..

4, The number of telephone recording devices
wired into'telephone circuits is as given in 3,above=--
1?..1»5’:' The Agency has not procured or issued any
induction-type attachments for dictation machines
or any othersitypes of instruments which can be used
to monitor or.record telephone conversations.

5. The costs for the devices used by the Agency

are set forth above, for a total of $2+59%+40.
. bobe70

6. The Agency does not have any rules or regula-
tions governing telephone monitoring and recording,.

Sincerely,

Helm s

John{ M.| Mapry
Legislative Counsel
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