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CENTRAL IHTELLIGENCE AGRENCY

CHNTRAL REFEREN

1. Eropiem

To deteruine the minimal requiraments Tor logging classified (except
TOPF SACRET) iptelligence inforsation reports within the (IA so as %o
meet the requiressnts of E.0. 10501 and the approval of the Office of
Gecurity.

_ a. K.0. 10501 requires that "proper control of dissemination of
25%1 glassifled defense information ahall be saintained at all times,
! including good sceountability records....”

b. CIA Regulation|  |Section O, Maintemance of logs

RPIDESTIAL mateyial will be logged in
at the initial point of receipt in an Office, and will be
logged out at the finsl point of dlspateh when bound for
alstripation outside the Office or Division level; or when
dispatehed to a fleld office betwaen sub-divisions of an
office located in different bulldings.”

¢« ‘The prement practice in CFA for logging the CONFIDENIIAL and
SECRET reports in guesticn varies from office to office and
betweon components within the offices. In some offices, logs
are sainteined for recording the recelpt snd dlepaich by the
Qffice, the Diviaion, the Branch and even the Section while
in others such record keepinz is limited to the Office or m
logzing records are Lept st all. OJne fact is clear: si soue
point in the dlatribution system the logging records Bre dige
continued and "eontroul® of the document from then on is
entirely & matter of individual memory &nd the reguler gocurity
napits practiced in tiat ared.
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The Dovument Division, OCR, maintaine a record of recelpt for
docusents Lt recelves for dissemination as well as & record of
the distribution mede of the coples.

Coples of intelligence informsticn reporte are fuvaished from
the CIA Libraxry aperture card file when requested and coaples of
these requests are flled for record purposes.

Coples of reports are aleo made by the several officee for
individual purposes by thermofax or other process and generally

speaking no logging vecord of such reproduced coples is meintsined.

Discussion

Bw

The complete lack of any definttive instructions » &8 o the content,

format, and use of logs For SECRET and COMFIDENTIAL waterial, has
resulted in different enphasis aud interpretation in esmeh Agency
compenent. A A consequence, the procedures and the types of
materisl logged very widely. Unquestionsbly thers should be &
uriform spplication of the logging reguiresent by emch component.

Only limited security sccountability is provided by logging
SHLAEL ang CONFIDENTTAL documents from component to component,
as cospared to the person to persen logging reguived for T8
material. h%mafewtmcﬂwmmgg&m, tha
measurs of Sccountability and the cost of the logeing incresse
in a pyraaidel affect with each lower organizationsl level to
wiich it ie applled. In sxriving at sose balance of this cost
and sccountability, the organizational level for logaing is
established at the Office and Ares Divisicn level by regalation.
However, it does not appeur thet this seross-the-board regaire-
ment ahould necessarily be spplied to the classifisd intelli-
gence Informetion reports dissesinmted throughout the Agancy
by OCH.

Ho gquestion i¢ rulsed with the regulatory concept of loggling, s

applied to muterial forwarded from cne office to snother., In
these cases, the logping function is placed at the office level
wad is therefore at the highest possible organizational level.
This represents the minimum in logzing (snd cost) that could be
required aud stlll have an intra Agency security sccountabllity
ByBtem.
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he classified material disseninated by OCR does, however,
reise 2 gquestion. OCR maintaine o vocord of the recelipt and
distribution of 811 copies of clsseified material dleseminated
within the Agency. This record identifies the docuaent and
shows the date and the mmber of coples forwarded to each
compunent. The 0ffice or Ares Division log, in addition to the
R record, imposes the pyreedding coat effect without a
compenguvate gain in accountability. ¥Yor emsmples (1) Cpet -
ﬁm vecelves, recoyds and dlssepluater a monthly load of
spproximately 30,000 documents (about fm, miw) the
m{m‘ity a:' vhich are clsssified SECRED ov CONFIDENIIAL.

documente sre dissemimated to peversl mmf: Fﬁiﬂ‘bﬁ
heough the mmm'wﬁe informstion contrul offices. A copy
mtmwﬁommt%mﬁm%mk%mﬁmmﬂm&
office. But essoming it reguired two parsons to log the
recelpt and &smmm of materisl recsived &t each
information control point, we believe s total of 36 persons
wuld be & mwmw estinate for ibe perscanel require~
sents to perforw this chore. (The 18 main control points are

oL (2); OBRR (2); OBY; OWE; OSI; OIS, TO/P (11).) 4t m bﬁaa
mf & (8.5, this amounts to e cout of $145,450; {2) Accountabllity
m%rmammmﬁawafmﬂmwm
component. The O0ffice Jsvel log cen &dd the internal routing
but this does not meterially nerrov the field of responsivility
for three ressons {a) interpal routing is to lower couponents -
pot persons, (b) theve is no control on further internal re-
youting and {c} precticnlly all couponents have nUREToOus
veproduction devices.

Another pertinent point is that copies of such documenis are
available from OOF and ceuld be ussd in re-ostablishing the
originel dlssemiration by reprocessing under controlled
eonditions.

The Bational Secuwrity Agency Callection Branch mainteins a
“mapter” record for recordiag the receliph of collstoral
doeusients from outside agencles and for recording the
distribution made within REA of the coples iovoived. The
soveral agency elements vacelve the copies on & retaln or
deatrcy bagls sud are not regquired to keep track of their
recelipt or further dlstribution. If HBA conalders the
"asatey” vecord os sabiufylng the sccountability provision
of £.0. 10501, it would sppesr to be & good ergument to
adopt & siallsy procedure for CIA.
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gffice and Arvee Division logs for SEGRET and CORFIDENITAL material
digseminated by OCR represent a subsiantial coet in mouey and eeiling
positions which ere unwerranted in view a;e the limited sdditional
sscurlty accountabllity thmt thay provide.

25X1

Revise Reguistion gSection O, to except fyom the Office snd ires
Yivision logeing reguirementa all OCR 41 sneminsted material closalflied
SECART oy COBFTDEFIIAI
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