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| OGC REVIEW COMPLETED £8 August 1955

M FOR:  Office of Securliy
: Application of Crypto Security law

1, 'This (fice re 7 undertook a study of the Cryptc Securlity
taw {F.L. 513, Blet Cong., 25 U.B.C. B 798), with particular refarence
to its mnmim tc this w and the adminietrative praciices and

memovandum presents & brief eoalysis of
eertain m‘l‘«im at the lmr, together with severel reccomendations con-
cexning practices of OTA and, to scme extent, other sgancies mnd depart-
ments, It should be reslized, hwpw:,thtthelay,lpom;ammt
Yeyond t, Whet Is intended here is to suggest certain steps
which the Agsncy might be well advised to take in order to strengthen
e Qovermmont’s case in the wvent & prosecution under the Act ie

Brought .

8. The purpose of Section 795, which is included in the Espdommpe
chapter of Title 18, is statéd in the title of P.L. 513 as Follows:

"Po enhance Durther the securlty of the United States hy
preventing ﬁsclosum of informetion concerning the

anf the cmmimtim intellligence
sctivities Qf the United States,"

The substence of the Act, seb out in auh-mcticn () of Bection 798, 18
shat ona commits an offense who kmowingly and willingly:

"gesmmnicates, furnishes, tm&m.ts, or otherwise mekes

svalisble to an uneuthoriged person, or publishes, or

uses in any mnnsr prejudicial to the safety or ioterest

of the United Biates or for the benefit of any foreign
to the dstriment of the United States any

classified informetion -

{1) concerning the nature, preparation, or use of any
coda, cipher, or cryptographic system of the United States

or ary foreign govertment [Bereinafter referred to as CRYPTO/;

(@) oconcerning the design, cmtmeticn; use, meintenance,
or yapeir of any device, appar ’ Hmceusedarpre-
pered or plamned for uae'bytheﬂnite& ﬁtat.ea or forelgn

mnb for We or commnieation intelliligence
vl r refe to as CRYPTO devices and
%t' ﬁvices, reapecti
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%m*mm'mmm
at the time of & viclatiom of this sectiom is, for rusacns
of mmticenl security, specifically desigmated by a United

Btates Gowmrmment Ageney for lLimited or ruatricted digsemi-
mation or dlstribution;

The tacms ‘eods', ‘eipber', and ‘cryptogrsphic system' in-

2lnde in thelisr sesuings, in addition do thetir usunl mesaiogs,

ay ssthold of secret writing end say mechenionl or electricsl f
davice or meihod used for the purpose of disguising or con- ;
cealing the contenta, significamcs, or mesnings of commnt- 1
MSW ; i

The tem ‘tommmtoantion intelligmace’' pmine sll proecedures
and methods used in the intercaption of commmicetions sod
the obtaining of informmtion from such commmwizetions by
other then the imtended rwciplionts;

The tam "mwmothorised person’ meene any person Wi, or agancy |
wisich, io wot authorized to receive informmtion of the oste~ j
gorics set forth in mb-section {a) of this section, by the

Presidest, or Wy the hesd of s dapurtesct or sgomy of the

rited States Joverssmmt which iz axpressly desigwtied by
mmmmmmmmmmnm
activisies for the United States.”

w)mmwwwmmumm Under Sections
mmmmMMWWWMMMWmhw
lieve thet the infovsstion is o be used ¢0 injure the Unitad Blstes ox
ummwamm, i1s roguired. Under tSection 790 the
scouned nasd onmly beve wilifully sod keowingly pessed classified iaforem-
tion to an unwathorised peroom.

{v) Bection 796 also differs from Sections 795 and 798 in the defi-
niticn of the infeeemiion the passage of which imvalves an olfenee;
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the latter two coneern "inforsation respecting the matiomal dafanss” and
*intormation relsting to the netional dafense”, es contrasted with infor-
mtics vilch "is, for remsons of mational security, specifically dasignated
hy & United States Jovermment sgency for limited or restricted diseemina-
tion or distritution”. The formar language was held by the Supreme Court

of the United Btates, in Gerin v, U.3. 112 U.B, 19, 61 8. Ct. k2B, to in-
volve & gﬂi&m of fact, that 1s, the Jury must raina vhether the
acts of the defendent "are connected with or relabed b0 the matlonal de-

fenss” (61 8. Ct, §35). Thus, in prosecutions under those sections it is
neoensRry to prove comnection with the mational defense, a requirement
which zould be embarrassing, if appiled to inforwation classifisd "for
yeasons of mtiopel security”, slnce in such ceses the prosecution would
have to mimtt the very information (and presumably much more) the dissemi-
mtion of which had been restricted by an sgency of the Govermment "for
rossons of matiomal secwrity”.

Although it is not free fram doubt, it is bslieved that under Bection

798 it would ot be necessary to sutmit to the Jury, or to prove, the
guestion of vhether the designation "for ressoms of national security” was
& corvect onej proof thet the desipwiion vas made and that the egency
which mada 1t 414 eo for ressons vhich the agency regarded es "reasons of
mational security” should be all that is requived. The informetion which
is pertinent under Sectiens 793 and T4 is referred to in those sections
By o gensric term - information "respecting the natiooml defemse” or
"relsting to the oaticmal defense”. Information which is fhe basis of an
indtetment sy or may not fall within the generic texm; sameons's opinion
{the jury's) mist be obtained and sccepted. The phrese by which Section 758
rafers to the information which is significant thersunder covers informe-
tion with respact to which a particular action has been taken, l.e., infor-
mation vhich a govermment agency has specifically desigoated a certain vay
for & cartain reason, The only guestion requiring an opinfon by the Jury

" is vhather such sction ocourred, not vhether it should have cccurred. Any
semtention %o the contrary is believed refuted by the fact that its accept-
snoe vould yender the statute unenforcesble in many cases,isince security
semaidevetions doubtless would precluds the Govermment from introfucing
igbo evidence information to esteblish "reasons of mationsl security”.
Bince the plain imtent of the statute 1s to protect the COMINT and CRYPTO
systems by eatablishing offenses snd punighments for the violation thereof,
an imterpretuation which would defest such intent should be avolded.

In auy event, if the sbove analysis is incorrect, thet is, if the jury’
would be allowed to - whether the Agency correctly desigmated informe-
ttcn "for reamsosn of national security™ thers sppesrs to be nothiing to be
done sbout 4t except to decide, vhensver a case la ready to go to trial,
vhether we are prepared to make available records and informstiom to be
introduced as evidence. But in order to teke sdvantege of the whtatute in
the evant the sbove snalysis 1s correct, it 1s belioved we woulil be well
advised to designate documents in the langusge of the statute. For this pur-
pose, & stamp reading as follows, could be used:

"For reasons of matiomal sscurity, this document 1s specificslly
desigmted by the Central Intelligsnce Agoncy for limited or
. restricted disspemination or distribution.”
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tﬁxut!lﬁ  the aﬂn@ roult perhaps cuulﬂ.ha achisved by & regu-
Intion wikich a1l {or CRYPTO) clesred | vould read; they would
alaso to the ssme, The regulation, in ad&iticn to making reference

o Sertion mm&amtmmtwm)mml
ar 5 nemed eﬂﬂo vord, or ome of a series of cole words that the dissemi-
mtion or distribution of any document bearing any of the cole words is
iimited and reptricted Wy the Central Intelliauaea Agency for ressoms of
mtioms) security.

b,

o Bt e e e e,
MW-mwmmthmmmmm o K1
Gsgaising or concsaling the contents, significance or memnings of
semeteations”. This vould appesr brosd enough to include mot only our

“might be wall to umm ® regnintion along the lines of ihat umntioned in
“pavagraph 3(b) above

Ammmﬁmmtmmmmmw " mmuthorized
mssly & perscn or agmicy not authorized by the President or by
mixmwmmawmrmwmmmmm
activitias 1o receive CRYPIO or CONINT inforswilon. By &:l.m::tive,
memmmmwamwmmm
mammmzm. wmwmw,mr(m
augple, thoss represented on the }, utilizes telscommunications, To

mmu Mmmﬂmw 7 of these ageucies the
W on involving CRYPTO or oy CRYPH or devices
nmﬁ.ﬁmr mmmm or the head of one of the
15 suthorized to engege in COMYNY activities, to suthorize
M agency and its aaplayees to receive much ia!'emﬁon.
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