Approved For Release 2008/06/05 : CIA-RDP05T00280R000200030001-3

Observations on CIA’s
Efforts in Developing
Analytical Methodologies

A Report of the DCI’s
Science and Technology Advisory Panel

STIC 80-30i
April 1980

Approved For Release 2008/06/05 : CIA-RDP05T00280R000200030001-3



Approved For Release 2008/06/05 : CIA-RDP05T00280R000200030001-3

SCIENCE AMD TECUINQLOGY ADVISCRY PAaND
OBSERVATICNS ON CIA'S SFFCRTS I
DEVELOPING ANALYTICAL METHODOLOGIZES
1. Zackground
zgquested thaht STA?

exwamine CIA's woerk on analytical metnodologies. In r2spons2
to this raguest members cof STAP met with representatives o
ORD, 0SI, OWI, CSR, OPA, OGCR, OER, and ODP. A3 & resul:t oF
these discussions and an analysis of past and currant IIA
eflorts in this field, we make a number of general
osbservations. In addition, we identified four topics thah e
dl3cuss in greater detail:

o cvaluation of Analytical Efforts

0 Analyst-User Interaction: Feedback

o Role of Automation

o Interdisciplinary Analysis

Moreover, an exeﬂplar computer based system, 3ATE
(Secure Analysts' File Environment), was examined t»n scne
dacth; 1t is the subject of a separate repcr:.
2. Genarzl Coservations

Analysts are individuals and each carries ou% his worsk
in his own way. The development of analytical methodeclogies
raquires some understanding of the common features of how
anaiysts work. However, at present there is no common
language/framework for describing analysis. Further, thare
are no commonlv acceptad measures cor avproaches tco
characterize analytical efforts {See Section 3). What
2s5sessment i carried out tends tc be performance—-orisnuad
rather than value-related. The systematic comparison of
analytical methodologies and valicdation cf results is
difficult since different measures and avprcaches ars guad,
The develcpment of analytical methodologies is hampered by
lack of coordination among some of the responsible offices
zand lack of commonality of perception by the managers o7 the
analytic efferts.

A recurring theme In the digcussions w e
statistical naturs of intelligence. Th2 ana werxs Irocam oa
iimizacd zauple of relavant data and the ana i3 sometimns
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avare of the bias in the sanple. Despits these [2vs,
guantitative statistical methodology is little ased within
CTA. In the political arvea in particular, analysts gensrally
are awar2 of the guantitativa methods of political science
but naot much use is made of them, in par: tecause of the
heavy oremium placed on current intelligence analysis and
production. An initial ORD =2ffort is only now heing made to
sut together a base of statistical data {e.qg., census,
statistical vearhbcoks,) which are essential for guantitative
nolitical analysis.

The support of statistical analyses and cther
guantitative methodologies by on-line computera is
widespread in our culture, as in medical research, chemical
industries, seismology, and so on. In the Intelligence
Community, such tools have been available and utilized vary
unavenly -— but the integrative nature of intelligencg means
that the real savings can come only when 311 the files are
computer accessipble. The concept of SAFE is cartly diracted
atc that,

W2 found no consansus as to wherther the development =%
arnalvtical metheodologies should be centralized with "off
lina" development of the mathodolcgies (ORD) or congiderad
part of the continuing work of the NFAC offices, such as
D2R, where methodologies ara developed in the course of
oroblem solving. Either or a combin nation of both can be naie
-0 work, but onlv if there is a manager with the
r2zponsibility ko s=e to it that develeopment of appropriate
metnodologies does indg ieed take 5lace. In fact, no one at
oresent has that responsibilityv. We are seriously concernad
that the present largely haphazard approach to an lvtical
methodologies will be perpetuated unless manajement
responsibilities and oversight ara clearly definad and
understood by th2 particigants.

3. Zvalvation of Quallity of Analyticzl TIZorts

Wwa have found a2lmest no cases where &n evaluatlion
srocedurs is customarily applied to finished intelligenca
outpit in a ratiocnal or well-understood wavy. Finished
ircalligence is the primarv ocutput of the Intelligenc:
Cemmunity, yet there i3 no rational way of properly
evaluating contributicns to that ocutput. Derivatively,
“herzfore, mathsds of analysis and even the analysts
“hemzelvas cannct be consiétentl; and avorenriately racsd.
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That farther implies difficulties in the racion hi
seiacticn of analysts and their optimiun traini~g, I
253ent® 11, therefore, to exercise procar =2valuation
citputs and components of intelligence processing.

This iIs not to say that it is impossible to fin
outright erceors in analysis -- like failing to make
diligent search of sources; but it means that such €
surface only when the maln thrust of the work is wro
corract conclusion will excuse the worst errors in
interpretation and infarence, because *hey will prob
never have been noticed. Efficient evaluation of Jqua
n22ds Lo be applia2d to three kinds of obijects:

1) The intellicence document; that i3, the indi

cutput from the intelligence analysts.

2) The intelligence analyst; that is, the indivi

practitioner of intelligence analysis.

3) The intelligence analysis; that is, the sot
analytical procedures and resources.
Zvaluaticn, of course, is not useful in itself; 1t s
several ends. YNearly always, an aralyvst at the Agenc
dedicated, nard-working, and responsive. Rapid, supp
evaluation of a document as a mattar of course leads
improvements not onlv in that document but in succee
ongs., furthermore, fesedback aoouL a revocrt's influen
biigh places is a verv special kind of reward that ou
Se utilized mere often. At another level, aqocd evalu
2nables a manager to know how to control his resourc
including his analysts, and o deploy them in an oc:
way. The exact nature of the "optimun” is preascribed

ma&aagar by his manager or superior.

We can, then, make a list of the roles nlayad b
2valuation of quality; it should he emphasized that
coint of knowing that the worth of something i3, say
Is that then one knows that en another thing is wo
it is better =- £hat is, the diffarences count, not
atsoluta lavel,

My tf we can evaluata analysts in thesir
tnelr managers can assign them so as
maximize their joint effectiveness; a
analvst's contribution can be imzrove
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changing his tasking or worx cov .izisns in =z
rational wav.

2) If we can evaluat2 aralysts, it should be
possibla to egin Lo make more sensible and
sensitive selection of analvsts.

2) Znce selsctad, the analysts can be given
training that is meore relievant and that can
e shown to improve them and thelir
nariormance.

4) The surport of othar rescurces, both
automaticn and otherwise, can be fine-tuned
according to how perfcrmance is improved, not
merely according to some interpretation of
doctrine.

5) finally, the larger structure cof the
analvtical process can be imprcocved, and xnown
tc be improved, only 1f the evaluative
t2chnigques are sufficiently accurate,
precise, and responsive to =zhe natiocnal
needs,

Case studias -- an example of retrospective evaluatior
-— a2r2 2 valuable tcol., They mav be, and often are, aisused,
13 in "whom can we blame for 1) Afghanistan, 2) ©1 Salvador
>r, 3 Iran?" Preperly used, a case study should, inter
alia, assign credic to the parts of the analvtical process;
it should compare alternative or conflicting crocesses v
varzs of srecesses -— by accurately evaluating thelr
centribution in the case at hand.
. Mralyst-User Interaction: Feadback

The interaction between the aralyst and the user can bHe
nead to improve substantively the quality of the analysiz,
Ccncurrently, such interaction can lead the user to frame
rzgquirsments in a way that the Intelligen~e Community can
sest ra2spond. However, the analyst-user infteraction is an
2xtrenely delicate one., A user may come to depend on the
julick reaction Judgments of a few close associates when
“hese Judgments do not reflect the total community inpu=,
The analyst may come to know the usars' views so well as oo
—ailor his analysis To support khose viaws and gailn zhe
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~landits of the molicymaking communitv., Despits nase
dzagers, the inherent values of the inneraciic . aras jrzaat
ariough to warrant study.

In the course of cur studv, we identifiie=d a few Ccases
whare the user was dissatisfisd with the product, hut this
discatisfaction did nct get back 2ither to the analvyst or
his manager. “or war2 the raquirements examined to detarnine
whather the user had communicated his needs in such a wav
tnat the community r=ally knew what he wantzsd.

users either have been in the Intelligence
C or know the community well., Some users have had
1 ne experience in Lucelllgpnce but have gocd
2 ced intelligence officers assianed to their staffs,
3 hers have neither experience nor continuinag contace
W ntelligence Community,
that the user-analyst interaction is
rrant practices, successiul and
ed to ne examined. The examination shculd
Z ced and inexperienced users, both short-term
1 longer estimates, and short and long turnaround
times. Such a group of retrospective looks at user-analyst
interaction could lead to gnidelines or suggestions both to
the user and the Intelligence Comrnunity of how best to
intaract, remembering at all times that the users, analysts,
and managers ar2 people with individual talents, styles, and
shorzcomings.
>. The Role of Automation in Analytical Mesthcdoloci=s

There is little doubt that autcmation, including all
the various %t20ls and powers of modern technology, can
vastly erhance the processing cacabilities, ThlS sectinn
2xamines what ought to he edpected of automation, what can
reascnably be expected, and what ought non to he expected o
avtcmation.

3y autcmation we mesan In this context mostly the
izeiication of medern computer technology: It brings
nroplems as well as powers, both technicai and human, I
2nables the analyst to do things in ways and scales and
zimes that could nct otherwise be dreamt of. Rut the
3 Y35s mist also charnge what thev do. In scme ways =nev

. tecome more vuainerapdle, In tne large, the neit 7ain 13
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Thare ars 3a =53 be made and pitfalls to be avoided,
je have already discuszed the urjenc n2ed =0 find cut wnat
the ahalytical‘p:ocesse: consist of; =hat i3, what analysis
1c, how to tell whether thev are doing [t well, and how to
tall whether a changde 15 an improvement., That study 1s
nacessary as well in ordar to plan, desizn and control the
computer resources assianad to analviical processes in a
cesponsible way. Indeed, the use of computers online can
itself help ts gather data anout analyhtical procasses, ond:
“hev have heen procverlyv matched to the task. A beginning
taxonnmy cf functions can be made:

1. File Management - It is widely ac\nOVTedged nat
there is lititle consistency in nandling intelligence files
“hroughout the ajency; sSoms ana.ysts maintain "shoe boxes,”
sone maintain computarized filas. And many analysts use To:
those and others. It must be said smphatically that those
~echnigues ara not necessarily inefficient or poor, wikth
raspect tu the context in wnhich they are used. For ncsth,
:er%ainly, they hava been finely tuned to their contaxts,
“he capabilities of the individual analysts, and the currsnt
damands rhev face. But scme of the disadvantages can be
ramedizd with sensitive use of computerized Iiles:

3. S+zndards and protoceols cf retrizval ara
totally nersonal and ad hoc. Tnls neans cha:s
svery file takes individual work in settfing
up and updating; indeed it is well known tha
“hat is one of the most essential and tadio
Jobs that analysts do. If a new xind of dat
showe up, the analyst himszelf nust make
intellectual decisions atcut how to handl=e
it. The merging of files is nearly
impossible; merging the files {rom two
analvsts is usually totally impossidle.

D, 23 the circumstancas of task change,
there 1s no easy way to fy the beshavior
of the #ile; for example, a file bulilt arnoun
the ratrieval according to certain attriodute
mast Be restructurad manually and lacorisusl
sy the znalvst himself, 1f the relasvant
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zrtripur=2s change with tne =olix il
silzuation.
o files among analysts is racziy

2. Retriaval - This 1s a tasik acknowledged to have a
large element of the mechanical. Dcne manually, it Is5 very
orone to human =rror. Analysts remember things in their
heads cccording to attributes almost certainly not the sane
a3 the onas ithev built into the file sys:tem at its
teginning, Furthermore, with large filess, it can take a 1ot
of calendar time, and there is no way to sveed it up*.

3. Aggregating, coilating, sorting, disampiguating -
This includes che more or less ne”hanTCal matching and
averagjing of items in a £ile; like adding up dollars to
produse a total for agricultural ocutput.

4., Communication - Information in an agencv's files
belongs to the agency 2and to the entire community. T2r mora
“2dicus @veq than retrieving from one's own files Is
rezzrieving from distant cnes in another agency.

5. Districuticon - Propger distribution of zollacted
‘Af~r“=":on musk be rzzarded as an essential part of th
analytical proces Subjective judgment 1s not necessar
DCor At dlStributicn, but much of it can pte dons routin
without the nilgh-onowered expensive Judgment of trained
analysts,

“. Presentation M2ans - The ultimate evaluation of <he
agency derives from its output, which at pressnt nearly
always means parer documents, One of the biggest delays of
vroduction of documents comes from printing and reviewing.
F na documente, %he calendar time spent on that is5 mor:
i 2 3n3iyst sgends In groducing the original,

7. - and 1
TaTeto fuanc i3, I
MBI ar In3 23 anoosed to o aomnanac
put- BN S T or
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The use of computers can obviocusly assist soma of those
fanct-ions more than it can in others., Computar 2rograms
c2anct now "comprenend” anything, let alone intelligence
information, in any human sense; whils they ara widel used
in collating, etc. The capabilities currantly propos: for
SAFE go part of the distance towards these functions, and
are tne subject of anothar report.

Computers ar2 far nore effective when they ars embraced
Sy the users than when users are ccerced. It snould De
realized rhat 2ven with a large and expensive computer
system, the users, that is, the analysts, are by far the
nest 24o0ensive part of the whole systam. This means that the
imposition of rules and regulations apout the acquisition of
eguipment, izs utilization, how terminals ars to Dbe
assigned, and so on, must be continually sensitive to a
razional evaluation of productivity of the whole svstenm,
becth analysts and computer systems. We do not know ncw what
th2 best way wiil be to distribute and assign computing
nower, and we cannot know 1% until we try. Furthermorsz,
computing will not merely change the costs of doing taszks,
out will also change the kinds of tasks attemptad, and the
way they ars done. The most effective way to set standards
is to reward the improved productivity that comes frcm
following them, and that 1s the primary way managenent
sheould exercise its newers, not bv ragquiring certain kinds
sf egquinment to bs used at certain mements cf operation.

Analytical methocdolegies should be exploring currant
ta2chniques of processing so as to help in the transition ©»
2 mere efficient utilization c¢f processing where 1t 1s
profitabla. Such studies can breax locse frem currant
attitudes and practices, for it is well known to De
difficult for an analyst alone to stand back from his
anvivonment of continuing crises and pressures and to
axamine the broadsr asvects of change and computarization.

It is fzmpting to run fZhrough the list of functiizns

howing hew <computers can, or cannot, help in =ach

~ this is probablv not the place to do that, and the
43, tn many cases, already Jdene so. What snould ne
ed i3 that the traditional breakdown of functiens
alxa2rzd by comouners and often in significant ways.
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Por example, commun:icati 5
2331lv can enable c2mote

not have 2van to see eac: :

inceractively in intelli ysis-—1i : 3

ba ir different agencies. 3ut automatic in encing i3 not
sne of £he fancticns that will scon be autcmatad, althcugh
iz stovld certainly be studied.

Simiiarly, evaluation is far easier in a computar
zn7ircoament, Jjust because the extra load i3 nealligible for
“he :omputer to store the actions and queries that an
analy st perfsrms, and o group them acccrding to catagory.
The action and queries can be a powerful tool in analyzing
“ne procecdur=s used by an analyst. IZ the analyst is working
interactively, which w2 oresume ought to be the usual
mode, then merely storing each auerV/r=quest, together wizn
the exact time it was issued, will provide adequate data.
The study of those data could well serve as the xeystone Lo
a truly dynamic effort to develop new analytical
nethodologies.

The role of management should be one of leadership no=t
srascription. It should not, for example, prescrioe the use
of thisz or that computer language; rather, it should point
cut #he advantazes of besing able to shar2 orograms and data
with o-her usars' files. Part of the reward structure Ior
sampatibility with other units in the agency could well Dbe
organizational or budgetary in nature—-—escuipment or software
that anhances compatibility and collaboraticen could be
supported by higher level management.

A kev theme is poweriui mmunication, whizh both
sunports and is supported by P0ﬂputerlzation. The use of
mess5age systems agan cy-wide (community-wide?) can add new
dimensinns to the possibility of collaberation, to say
nothing of distributien and presbntation. Furthermore, hknhe
structure of the message system can go far toward assuring
the compatibility of different systems: the difference 13
between reguiring the use of a particular machine and
raquiring that any system used must be able to participana2
in 3 ma2ssage syscanm,

Tundamentally, aitonation and use of computers will not
croduce magic results, althoug 1 they <an produce very
remar<able onas. One topic we havs not touched on here i3
zhe int2qratisn of the irfornahion flow from collecticn =
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ANS -
ornc23sing, so that zhe format ia which iniorms .on i3
cnl.ected and distributed should more nearly m::zh those
n2edaed for efficient processing. The advent oI va2ry <Ch2an
mitro processors means that reformatting or tranzlacing
4at3, aven in r2al time is neither expensive ncr
time-consuming, over a broad range of da a types and rates.
This will praofoundly influence the direction followed by
Z:ture integrated SIGINT systems for collacticn ani
nracaessing.

5. Interciscinlinary Analysis

CIA/ORD has dzveloped new methodological approaches to
multidiscipiinary croblems in two n’qh*/ important areas;
Soviat Grain Production (Project Upstreet) and Soviet 01l
Reserves (Project Challenge). Roth cases involved question:s
that clearly requirsd a mix of expertise in order to cbtain
meaningful answers. Econcmists, agricultural biologists, or
cecohysicists by themselves could not have adequately deal:
with either problem.

An important element of both examples is that the
character of the question drove the method of the ana.ysis.
The experience in OSR and che close working relations
Setwaen OFER, 0SI {now OSWR) and CSR illustrate the vocint
that the nature of the cuestion influences the way the
nroblem is approached. If the question asked had been cast
in narrow terms, such as what evidence do historical :trends
crovide as to futurs prospects for Soviet agriculture, then
one could expect that an analyst with experience in Soviet
arain production would have carried out the assignment
withcut bringing in climatelogists, biclogists, and others.

The "srtyle"™ of OSSR Is to phrase or rephrase the
suesticn in such a way that the more general aspects cf th=
problem are highlighted. In 0S8R, wormlnq as a member of
aultidiscinlinary team dces not, it appears, negatively
influence the rewards; in fac* the opposite seems to De
rrue. The OSR structure and management have historically
arncouraged not only the recruitment of analysts with a
variety of backgrounds, but axso the contribution of the
znalvst to grouo efforts, and his cooperation with cther
ofifices within MFAC.

ESdble) £ milizary Importance have olten beesn viewvzi
ia rslaciv arrow nerms and as a rasult important
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mav hava
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elamants 2een lost in the anal £l o]

the strateqic balance benween the Unit and tae
Zoviet Unicon have focused on the number Chroew
weight, accuracy, vulnerabilitv, etc., “h o)
forces and on projections of these variablas, Much less
atzentliocon has been given, even within 28R, to the
interacticns between the political, social, and ecowomlb
factors wizh sacurity considerations in estimating future
force levels and capabilities. Often the failure “o considar
these factors flows from the nature of the guestion being
asked. In NIZ 1li-12 the community was asked to estimata *the
state sf Soviet militarv R&D and what military systems migait
Pe developed in the 1990s as a result of current and
prospective Soviet R&D en;orus. Cleariy R&D advances and
failures will be important to Soviet deployment decisicns.
However, these decisions wlll be influenced by a multitude
cf other factors, the evolving world political situation,
the domestic Soviet economy, the chanaing Soviet demograrhv,
the changing demands within the USSR for fcod and energy,
2tc. The assessment of possible fut ure Soviet military
systems reguires not only an evaluation of Soviet mili:zary
R&2, but also an analvd*s of the changing internal and
2rernal demands on the Soviat leadership.

Non-military questions involving izsues such as natural
resources are newer to the Intelligence Communitv and since
they are less well defined, have lent themselves to
sultidispglinary analysis. As these topics develop, sc will
the sgecialist, and there is a danger that the important
interacticns may be lecst in increasing sophistication of :the
analysis. This is a danger that Intelligence Community
nanagers must be aware of and guard against.

We con~lude that multidisciplinary efforts are rnatura’,
sIten useful, a: I imes essential. Thase efforts can bHo
sncouraged In a of wavs:

2 Tiz2stions snhould be phrased by the user =or
rephrased by the community in such a wav as
=5 highlight the intarconnections amocng the
issues ralat2d to the initial guesticn. Top
i2vel NFAC management, including HIC, mush
vlav a key rcle in proverly struchurinz the
guastions.,
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o Managaers should struchure their cerabion
in particular the raward systen ;0 =hat
aultidisciplinary and interoffice analvtic
2fforts receive appropriate r=cogrnition,

2 The offices ianvolvad (0OER, OGCR, TORD, OSWR
should carry out *a retrospective analysis
Proliect Uvstres* both in terms of how "goo
th2 results were but also what wars the ko
2lemznts in the management of thea
aulzidisciszslinary activity.
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