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PROJECT OUTLINE

THETOEY é[&/ﬁﬁ4 el

PART I
Leopii 0 Operstionss
South Germany, but principually the Munich area.

YRS OEE

"ie is a clandestine communication support project for obtaining,
sat-toining, financing, and servicing accommodation addresses and post
v* “lse bexes, for Munich Base and other KUBARK bases requesting this service.

e inds

.1 the past, the setting up of clandestine channels of communication
i use of the malls has been done mainly Wy individual case officers
vt -unich Base on a case basis as ihe need arose, This method had several
dis.dvantages: (1) No pool of rescrve addresses has existed to meet urgent
~eg-ests from Munich Base, Headquarters, or other bases; (2) lack of overall
angrdination often resulted in insecure practices, such as procuring too
w1 post boxes In the same post oftice, or at different post offices but
ia ihe same name; (3) and the lack of centralization of experience has
=5 lbed ir the same mistakes being repeated by various case officers
{¥x.mpie: allowing agent to write . registered letter to a post office box).

With the ereation of a Special Operations Branch at Munich Base,
wesconsibility for setting up and servieing addresses, and for coordinating
1id; azses aequired and serviced by individucl case officers, was centralized
wnd piaced under this branch. It it expected that thls will permit a
ma:ter efficiency, and diminish the danger of a flap in this area of
2andestine comunications,

. Nefrrences:
No cable or dispatch references.
5o b jretivess

M

Tols project has two operaticnal objectives. The first, which is currently
bulng substantially fulfilled, is to tet up, maintain, and service post

siyice box addresses, and accommodaticn addrssses, for present and anti-

%3323 Munich Base operational use, and whici can also be made available

SECRET

220 -6 -y



SECRET

Attachment B to BUMA-36479
Page 2

to Headquarters and other bases upon requast. The second objective is to
procurs and maintain postal comsunication assets which will be ressonably
unaffected by a possible pullout of U.S5. troops from West CGermany. All
present. post office boxes were obtained with U.S, military dooumentstion,
and no cover for their maintenance will exist after military parsonnel
leave, except for a limited timo in conjunction with change-of-address
notices, Most of the present accommodation addresses would also, for
various ressons, be rendered wwsable, The fulfillment of the second
objective will require the recruitment of indigenous personnel, prefer-
ably those having no previous comnection with U.S. installations, who can
set up a parallel communicaticn structure with West German documentation.

Targeta H

Sincs this 1s a support project, there are no specific terpets in the
operational sense, against which it is directed. However, a contact in the
Bundespost in Munich could perform valuable services, and it may be desir-
able a% some future time to recruit such a person, '

Tasks:
&, Caze Officer:

1. Service existing post office box addresses and obtain new ones as
needed.

2. Recruit and handle live accommodation addresses,
be Agentst
1. Receive operationsl mail and transmit immediately to case officer.

2. Procure post offiie boxes and set up other postal facilitles at the
direction of cas: offlcer,

Coordination:

Coordination with »ther field stations will be continued in the
occasional furnishing of addresses for operational use upon request. In
addivion, background information on BundeaEt practicss and structure as
thess may affect XUBAVA use of malls for ¢ estine commumication will be
exchanged. '

(S GoPY
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9. Persconnel:

as

Cryptoryms of Present Accommodation Addresses: It is requested that
these cryptonyms be changed cver to that assigned to the project, and
that control over files c¢f the individuals be given to EE/G,

1. CAGENERAL 1

2. CAGENERAL 2

3. CAGENERAL 2
Personal Data:

(%walﬂ AECQMOU¢LAGE/QO
1. CAGENERAL ... ¥ Accommodatlon addressee for AECARTWHEUL operation,
run from Headquarters. He is a former driver for the (KUAMGUFIAGE proiect
from 1952 to 1955, and was recruited in early 19%¢ as an accommodation
address, He is married,with chiidren, and has impressed former case
officers as an upztanding young man.

2., CAGENERAL 2 . A €9-year-old Cerman citizen, who worked for us
as & cowrier and chanrel operator frem the fall of 1951 to July 1952,
operating between his home in the DDR and West Cermany. Prior to his
arrest and trial by the East Germans in July 1952, CAGEHERAL 2 owned
and operated a repair gavege and 2 =mall fleet of taxis and buses., He
was arrested and imprisoned as s result of the apprehension oy a Berlin
cut«out who was used to contact him. After serving four =nd one<half
Yyears in prison, he was transfered to a hospital from which he fled o
West Berlin, Throueh the help of a friend and financiszl assistance
from us, CAGENERAL & and hls wife settiled in Freudental/mertienberg
where they have been located since 1957. He has received Westi German
citizenship and has applied for a pension. He is presently attempting
to operate a small bicycle and motoveycle repair shop in the basement
of his apartment building, but finds this difficult due to his poor
state of health. Although aging rapidly and increasingly troubled by
his wife's and his own healtn, CAGENERAL & has boen able to service
the letter drop system in an efficisnt, secure and expeditious manner.
He impressed his former AIS case officers with his sincerity and
honesty. He appears to be intelligent and capable enough to carry out
the letter-drop aetivity witiaoutl compromise.

3. CAGENERAL 3 . She is a hieyear.old German national, beyn
in CSR, but living since 1955 in the Munich avea with her two daughters.
The period 19L5-1955 was speat in DUE, where her husband died in 1950.
She was recruited in Berlin in ¥ay 1950 as an accommodation address after
it was learned that zhe eocpesponds with two brothers of her deceassd
husband living in the Brano, CSR, area.
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C, QOperationzl arxt Security Clearance:

1, OA granted: CDIR-L7347, February 1968,

2, 04 granted: EOMW6213, 12 June 1958,

3. 04 grasted: 19 June 1958, EGE-L09Y, 25 June 1956.
Cover:
Lo

The only cover reguirements in the r,.;ht Tor whls activity have hesn

the use of military docimesntation in alias for procuring coo™ boxes and
for contact with live accommodation addresseas, The cover of 2lardestine
mail generally is that of personsl correspondence, although a specific

story rust be developed and tailored fer each individual case,

Comprmunication:

Since this iy s nostel commnications . itz purp ;
communications support, sratier thao veguire it. BMest of che achivitye--
servicing of post buxes and [letional accomiodation ol 1'31"9:5(3\3"- is done
directly by a cass off icer, with the Bundes _pcs.. as an unwliiiing zssisting

T Y A
poejett

agency, Gontact with live accommodation andressees is either ‘EJ;-,! personal
meeting, telephone, or through post box, and 1o special problem exists st
present,

Control and Hotivation:

Albhough control in the strict sense dees no’ exist with prezent

- accommadation addressees, both CAGENERAL 1 and CAGEMERAL 2 oould be

influenced oy threat of exposwre of previeus activity for KUCARK in
another capacity. Motivation for all rests mainly en friendship with cass
officers, and in CAGENERAL 2's case, deep gratitude For past KUBAZK
agsistance. In addition, all receive small sums fo Gheir prasent fnctis
CAGENERAL 1. gets 75,00 Dil/Month, CAGENERAL 2 cote 100100 M/Alxith, and
CAGENERAL 3 et 4.0'.%(‘:0 DH/Momth.

Equipment and Other Sunpori:

Mo equipment ¢ support is needed atb preseni,
Timotables
AR A ferefiuagy o AT
It is plarmed to recruit twe to four rew cocemmodation .?1e,!:r!1-es;s;5:ee3 dnriag

the proiecﬂ" yeur, aid consinue their traininy =nd festiw wntll a noed for
using them mrises
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CRYPTONYM _  CAGENFRAL

15,

16 ‘¥
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ostimated Cost:

Past Box Rertsl {30 bonas 8 33.00/Year AN S S
Postape (test zorrespondonce) ih00
Salaries: CAGENERAL 1

CAGENERAL 2

CAGERERAL 3

Boanuges 10000
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This hasz been fully
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Jdentity 1 - Erioh IHT
' Bev r'\\\avg
Identity 2 «-Gerbeedt- CH

Identity 3 - Klissbeth HORNIDE
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